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International financial fraud: economic and psychological
aspects, classification and ways of minimization

Abstract. The active use of the latest information technologies and non-cash payment forms has led to an
increase in various types of fraud in the financial sector. Moreover, virtually all spheres of public relations
now fall under the risk of fraudulent schemes, starting from financial credit and insurance and ending with
foreign economic activity and the Internet.

In addition, some other economic factors contribute to the significant spread of fraudulent schemes
in modern conditions: a wide variety of new financial instruments (types of money, securities, financial
services); rapid growth in financial transactions; leveling barriers to the unhindered movement of money,
goods, and services in the process of globalization, which provokes an increase in transnational financial
crime. Therefore, in search of tools to preserve existing and generate potential income, especially trusting
investors fall into the traps of scammers.

With the development of the current economic institutionalism, the principle of rationality in human
economic behavior was no longer considered absolute, therefore, representatives of the institutional theory
noted the irrational nature of human behavior, including in the field of economics and finance. Modern
reality and economic practice are clear evidence of the truthfulness of this thesis. After all, despite the
constant warnings of the mass media and other sources regarding various fraudulent schemes, as well as
(paradoxically) often their own negative experience, citizens continue to invest in various kinds of fraudulent
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schemes. According to experts, the main reason is that «people will always strive for «easy» money, and it is
unlikely that this desire will ever disappear» (Bruton, 2015).

In this paper, we study the possibilities of preventing financial fraud on an international scale.

In the context of the complexity of modern business processes, one of the most urgent problems has
become the problem of activating the manifestations of corporate fraud. On average, companies lose about
5% of their profits due to corporate fraud, and the annual losses from such economic crimes amount to
about USD 4 trillion on a global scale. In Russia, this figure reaches 15% (and we are talking only about
losses made public by companies).

The lion’s share of fraudulent schemes falls on the banking sector. The implementation of fraudulent
schemes in the banking sector has certain features, in particular: fraudulent actions cause damage not only
to banks and their depositors, but also negatively affect the stability of the financial system as a whole; such
crimes are characterized by high latency, since managers, fearing for the business reputation of their bank,
only in isolated cases turn to law enforcement agencies with appropriate statements; identifying the facts
of financial fraud is very difficult since fraudsters (often not without the help of bank managers) hide their
actions in every possible way and take measures to launder funds obtained by criminal means.

Keywords: Financial Crime; Corporate Fraud; Fraudulent Scheme; Information Security; Economic Analysis;
Cybercrimes

JEL Classification: H11; H26; H57; H61; H83; G30

Acknowledgements and Funding: The authors received no direct funding for this research.
Contribution: The authors contributed equally to this work.

DOI: https://doi.org/10.21003/ea.V189-02

lpaseea €. B.

KaHAMOaT eKOHOMIYHUX HayK, OOUEHT kadeapu ryMaHitTapHux Ta EKOHOMIYHUX OUCuUmMniid, Anatmpceka oginis,
YyBacbknii aep>xaBHuii yHiBepcuTeT iMeHi |. M. YnbsiHoBa, Yebokcapu, Pocilicbka depepadis

MaiiopoBa O. M.

KaHaMaaT iCTOPUYHMX HayK, A0OUEHT kKadeapu rymaHiTapHnux Ta EKOHOMIYHUX gMcumniid, Anatnpcbka dinigq,
YyBacbkunin aepxxaBHUii yHiBepcuTeT imeHi . M. YnbsaHoBa, Yebokcapu, Pociicbka Penepalis
ManbuyukoBa H. K.

cTapLimni Buknanady kadenpu ryMmaHitTapHux Ta eKOHOMIYHUX AUcumniid, Anatmpcbka inis,

YyBacbkunin aepxxaBHUN yHiBepcUTeT imeHi |. M. YnbsHoBa, Yebokcapu, Pociicbka Pepepadis

Hemkoea M. M.

3acCTynHUK AekaHa, ¢akynsTeT ynpaBaiHHS Ta eKOHOMIKM, AnaTtupcbka ¢inis,

YyBacbkuin aepxxaBHUii yHiBepcuTeT imeHi . M. YnbsHoBa, Yebokcapu, Pociicbka Penepaldisa

MapasiHa M. M.

KaHOuOart iCTOPUYHUX HayK, 3aCTYNHUK AekaHa, dakynbTeT ynpas/iiHHA Ta EKOHOMIKM, Anatupcbka oinis,
YyBacbkuin aepxxaBHUN yHiBepcuUTeT imeHi |. M. YnbsaHoBa, Yebokcapu, Pociicbka Pepepauis
MixHapopgHe ¢dpiHaHCOBe LHaxpancTBoO:

€KOHOMIi4Hi 1 NCUXOJIOriYHi acnekTn, knacudikauia Ta WNSXU MiHiMmi3awir

AHoTauifa. AKTUBHE BUKOPWUCTAHHS HOBITHIX IHPOPMAaLMHNUX TEXHONOrIN i 6e3roTiBkoBMUX HOpM onnatm
NPM3BENO 00 3POCTaHHSA Pi3HUX BUAIB WaxpancTea B GiHAHCOBOMY CeKTOPI. BinbLue Toro, npakTM4HO BCI
chepn cycnifibHUX BIAHOCUH 3apa3 CXWJlbHI OO0 PU3UKY LLIAXPanCbKNUX CXEM, MOYMHa0Yu Big, GiHaHCOBOIro
KpeamnTyBaHHS Ta CTPaxyBaHHS 11 3akiHYyO4M 30BHILLHbOEKOHOMIYHOIO AiSNbHICTIO Ta IHTEpHETOM.

OKpiM TOro, 3Ha4YHOMY MOLLMPEHHIO LLIAXPANCBKNX CXEM Y CyHaCHUX YMOBaX CPUSAIOTb | AesKi iHLLi EKOHOMIYHI
dakTopu: LUIMPOKE PO3MAITTS HOBUX PIHAHCOBUX IHCTPYMEHTIB (BUAIB rPOLLEN, LiiHHKX Nanepis, GiHaHCOBUX
NOCnNyr); WweuakKe 3pocTaHHA (piHAaHCOBMX onepaujin; HiBentoBaHHA 6ap’epiB Onst 6e3nepeLlkogHoro pyxy
rpoLueri, ToBapis i nocnyr y npoueci rmobanisadii, Lo NPOBOKYE 3pOCTaHHSA TPaHCHAaLioHaIbHOT PiHAHCOBOT
3/104MHHOCTI. TOMy B noLuykax iHCTPYMEHTIB 36epeXXeHHs1 HABHOIO Ta OTPUMAaHHS MOTEHLINHOINO A0XOA4Y
0co6MBO OOBIPNNBI iIHBECTOPU NOTPANAAIOTb Y NACTKM LWaxpais.

I3 PO3BUTKOM EKOHOMIYHOI Teuii iHCTUTYUiOHani3My NPUHUMN PaLiOHaNbHOCTI B €KOHOMIYHIN NOBEAiHLI
NOOMHN NepecTaB BBaXaTUCs abCoONOTHMM, TOMY NPeAcTaBHUKM IHCTUTYLLIOHANBLHOI Teopii Bia3Ha4yaloTb
ippaLioHanbHNM xapakTep NOBEAIHKM IIOANHW, 30KpEeMa B rasly3i EKOHOMIKM 1 piHaHCiB. CydacHa peasnbHiCTb
M eKOHOMIYHa MpakTuka € HaO4YHMM [0Ka30M MpPaBAMBOCTI Uil Te3n. ALXe, He3Baxatouu Ha MNOCTINHI
nonepeaxeHHs 3acobiB MacoBoi iHpopMaLi Ta IHWMX AXePEen NPOo Pi3Hi Laxpamncebki CXxeMu, a Takox (Xou
SIK LLe NapafoKCcanbHO) Han4YacTilwe BAaCHWIA HEraTUBHMIA AOCBIA, rPOMaasHN NPOAOBXYIOTh IHBECTYBATU B
PiBHOMaHITHI Waxpancbki cxemn. Ha aymky ekcnepTiB, i 3okpema bpartoHa, ronoBHa npuyrHa B TOMY, LLO
«JII0AN 3aBXAN NParHyTUMYTb «JIETKUX» FPOLLEN, | HABPAA, Yn Le HaKaHHS KOIMCb 3HUKHE».

MeTol0 HalOoi CTaTTi € BUBYEHHSA MOXJIMBOCTEN 3anobiraHHs piHaHCOBOMY LLIAXPANCTBY B MiDXKHAPOOHOMY
MacLuTabi.

B ymMoBax cknagHOCTi cydacHux Gi3Hec-nNpoLEeciB OOHIED 3 HanakTyanbHiWMX Npobnem ctana npobnema
aKTUBI3aLlii MPOosBIB KOPNOPAaTUBHOMO LLUAXPANCTBA B BITYN3HSAHUX OpraHi3auisx. Tak, y cepeaHbOMy KOMMaHii
BTpa4valoTb 6M3bKO 5% CBOro NpMbyTKy Yepes3 KOPnopaTuBHE LLIAXPaiCTBO, a LWOPIYHI 30UTKU Big, Takux
€KOHOMIYHMX 3M0YMNHIB CTaHOBNATL 611n3bko 4 TpnH gonapis CLUA y rnobansHomMy macwTtabi. Y Pocii uen
nokasHuk gocsrae 15% (i noeTbca nvwe Npo BTPaTU, ONPUIKOAHEHI KOMMaHiaMu).
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Cneumndika PyHKLiOHYBAHHSA Cy4aCHOro ¢piHaHCOBOrO PUHKY GOPMYE CAPUATANBY OCHOBY AN peanisauii
Ha HbOMY PiI3HOMAaHITHUX LLaXpancbkmnx cxeM. binblie Toro, neBoBa YacTka Takmx Ai nocinae 6aHKiBCbKN
CEeKTop. Y CTaTTi HaroJIOWYETLCS, WO peanidaLis LWaxpanCbkux cxeM y 6aHKIBCbKOMY CEKTOPi Ma€ MeBHi
0cob6MBOCTI, 30KpemMa: Laxpanceki Oii 3aBgaloTb WKOAWM He nuwe baHkam Ta iXHIM BKIagHuKam, a i
HeraTMBHO BMJIMBAKOTb Ha CTabiNbHICTb PiHAHCOBOI CMCTEMW 3arasioM; Taki 3/T0OYNHU XapaKkTePU3YOTbCS
BMCOKOI NTATEHTHICTIO, OCKIi/IbkM MeHeaXepu, NoOOoKYMCh 3a AiN0oBYy penyTalito CBOro 6aHky, i nuwe B
NOOANHOKMX BMNaAKax 3BepPTaloTbCs 40 MPaBOOXOPOHHUX OPraHiB i3 BiANOBiAHUMUN 3assBaMIn; BUSBNEHHS
dakTiB (piHAHCOBOro LwWaxpancTBa AyXe YCKNagHeHO, OCKibkM Lwaxpai (4acto He 6e3 aonomMoru
MeHenxepiB 6aHKiB) BCINIIKO NMPUXOBYIOTb CBOI Aji Ta BXMBaIOTb 3ax04iB LLOAO BiAMMBAHHSA KOLUTIB,
OTPUMAHNX 3NTOYNHHUNM LLISIXOM.

KniouyoBi cnosa: piHaHCOBUI 3/104MH; KOPNOPATMBHE LLUAXPanNCTBO; PiHaHCOBE WaxpancTeo; iHdopmauinHa
6esrneka; eKOHOMIYHMIA aHani3; Kibep3noYNHHICTb.

Npaseea E. B.

KaHOuOaT 3KOHOMMYECKUX HayK,

OOUEHT kadenpbl ryMaHUTapPHbIX 1 SKOHOMUYECKMX ANCUUMAVH, AnaTblpcknii unmnan,

YyBaLlckuii rocypapcTBeHHbll yHuBepcuteT nmenun W. H. YnbaHosa, Yebokcapsl, Poccuitickas depepaums
Maiopoga O. H.

KaHOuOaT MCTOPMYECKNX HayK,

OOUEHT kadeapbl FyMaHUTAPHbIX 1 SBKOHOMUYECKMX ANCUUMNAVH, AnaTbipckmnii ununan,

YyBallucknii rocynapcTBeHHblli yHuBepcuteT nmenun W. H. YnbaHoea, Yebokcapsl, Poccuitickas depepaums
ManbumkoBa H. K.

CTapLmii npenogasaresb kKadenpbl 'yMaHUTAPHbIX M 9KOHOMUYECKUX UCUUNANH, AnaTbipCcknii punman,
YyBaLlCKuii rocynapcTBeHHbI yHuBepcuteT nmenun W. H. YnbaHosa, Yebokcapsl, Poccunitickas depepaums
HemkoBa M. IN.

3aMeCcTUTENb AeKaHa, GaKynbTeT ynpaBAeHUs N SKOHOMWKK, Anatbipcknin punuan,

YyBallucknii rocynapcTBeHHblli yHuBepcuteT nmenun W. H. YnbaHoea, Yebokcapsl, Poccuitickas depepaums
MapasuHa M. H.

KaHOuaaT UCTOPUYECKUX HaYK, 3aMeCTUTeSb AekaHa,

dakynsTeT ynpasaeHuUsa U 3KOHOMUKWU, Anatblpckmin punuvan,

YyBallcKnii rocyaapcTBeHHbI yHBepcuTeT umenun U. H. YnbsHoBa, Yebokcapsl, Poccuinickas Denepauns
MexayHapoaHoe dMHaAHCOBOE MOLUEHHUYECTBO:

9KOHOMMUYECKME U NCUXO0JIOru4Yeckne acnekTbl, Knaccudpunkauusa v nyTu MUHUMU3auum
AHHOTaAUUA

AKTVIBHOE WCMOJSIb30BaHWE HOBEWMLUNX MHMOOPMALMOHHBLIX TEXHOMOMNIA N Be3HaNnYHbix GopmM onnathbl
NPUBENO K POCTY PasfiNyHbIX BUOOB MOLLEHHUYECTBA B PMHAHCOBOM cekTope. bonee Toro, npakrtnyecku
BCe cdepbl 0OLLECTBEHHbIX OTHOLLEHUI ceiyac nogsepXeHbl PUCKY MOLLUEHHUYECKUX CXEM, Ha4YnHas oT
dUHAHCOBOro KPEAUTOBAHUS U CTPaxoBaHUS M 3akaH4MBasi BHELUHE3KOHOMUNYECKON OEATENBbHOCTbLIO U
VHTepHeTOM.

Kpome TOro, 3Ha4MTefNlbHOMY pPAaCMpPOCTPAHEHMIO MOLUEHHUYECKMX CXEeM B COBPEMEHHbLIX YCIIOBUSAX
CNoCoOCTBYIOT W HEKOTOpble Opyrne 3KoHOMUYeckme GakTopbl: LUMPOKOe pasHoobpasve HOBbIX
(PUHAHCOBbLIX UHCTPYMEHTOB (BUAOB AEHET, LIEHHbIX OyMar, PUHAHCOBbIX YCNYT); BbICTPbIA POCT GUHAHCOBbIX
onepauuii; HMBenNMpoBaHue GapbepoB AN 6ecnpensaTCTBEHHOrO ABMXEHUS AEHEr, TOBAapOB U YCNyr B
npouecce rnodanmaaumn, 4TO MPOBOUMPYET POCT TPaHCHALMOHANbHOM (UHAHCOBOM MNPECTYNHOCTM.
MosTOMy B NOMCKax MHCTPYMEHTOB COXPaHEHUS CYLLLECTBYIOLLENO U MOJIyYEeHUS MOTEHUMaNbLHOIo AoXoaAa
0COBEHHO OOBEPUMBBLIE MHBECTOPLI MONAAAl0T B IOBYLLKM MOLUEHHMKOB.

C pa3BUTMEM 9KOHOMUYECKOrO TEHEHUSA UHCTUTYLIMOHANM3Ma NPUHLMMN PaLMOHANbHOCTU B 9KOHOMUYECKOM
NoBEOEHUN YENOBEKA NMEPECTaN CYMTaTbCA abCONOTHBIM, NO3TOMY NMPEACTABUTENN NHCTUTYLIMOHASIBHOWN
TEeopUM OTMEeYaloT uppauMOHasIbHbIN XapakTep MOBeOeHUs 4esioBeka, B TOM u4ucnie B 00nactu
3KOHOMUKU N drHaHCcoB. COBpeEMEHHAsi peaslbHOCTb M 3KOHOMMUYECKast NMpakTuka SABASOTCS HarMsAHbIM
[okKa3aTenbCTBOM NPaBAnBOCTM 3TOMO Te3uca. Beab, HeCMOTPS Ha NOCTOSIHHbIE NPeaynpeXaeHnsa CPeacTB
MacCOBOM MHGOPMaLMN U OPYTMX UCTOYHUKOB O Pas/iMyHbIX MOLLEHHMYECKMX CXeMax, a Takxe (Kak aTo
HW NapagokcasibHO) 3a4acTylo COOCTBEHHbI HEraTUBHbLIN ONbIT, rpaxaaHe NPOAOIKal0T MHBECTUPOBATL
B Pa3fIM4HOro poaa MOLUEHHUYecKkne cxembl. 1o MHEHMIO 3KCNEePTOB, N B 4aCTHOCTW BpartoHa, rnasHagd
NnpUYMHAa B TOM, HTO «JIIOAM BCceraa byayT CTPEMUTLCS K «erkum» AeHbram, 1 BPsiA N 9TO XenaHue koraa-
HUOYOb NCYESHET>.

Llenblo Halenm cTaTbn ABNSIETCA N3y4eHME BOSMOXHOCTEN NpeaoTepaLleHnsa GrHAHCOBOro MOLLEHHNYECTBA
B MeXAyHapoaHOM macLuTtabe.

B ycnoBMsax CIOXHOCTM COBPEMEHHbIX BU3HEC-NPOLLECCOB 0HON N3 Hanbonee akTyanbHbIX Npobaem ctana
npobnema akTMBM3aL M NPOSIBIIEHNIA KOPNOPATMBHOIO MOLLEHHMYECTBA B OTEYECTBEHHbIX OPraHMU3aLnsX.
Tak, B CpegHEM KOMMaHUM TepstoT okono 5% cBoel Npubbinn n3-3a KOPNOopaTMBHOINO MOLLEHHMYECTBA, a
eXerofiHble yObITKM OT TakMX 9KOHOMUYECKNX MPECTYNNIeHUN COCTaBNAOT okono 4 TpnH gonnapos CLUA
B rnobanbHoM macwTabe. B Poccum aT10oT nokasartenb gocturaeTt 15% (1 pedb naet ToNbKo O NoTepsix,
06HAPOA0BAHHbBIX KOMMAHUSAMMU).
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Cneundurka PyHKUMOHNPOBAHUS COBPEMEHHOI0 (PUHAHCOBOIO pbiHKa GopmMupyeT 61aronpuUsATHYIO
OCHOBY [/19 peanu3auum Ha HeM pPasfiIMyHOro poda MOLUEHHMYeCKknx cxeM. bonee Toro, nbBuHas
JONs Takmx OEencTBUMin nNpuxoamTcs Ha GaHKOBCKUI cekTop. B cTtaTbe oTmMevaeTtcs, 4To peanm3auns
MOLLEHHNYECKNX CXEM B OAHKOBCKOM CEKTOPE MMEET OnpefesfieHHble O0COOEeHHOCTU, B 4YaCTHOCTM:
MOLUEHHUYECKME OENCTBMUSA HAHOCAT yuwiepb He TONbKO GaHkaM U UX BKAaAYMKam, HO U HEraTMBHO
BNNSIOT HA CTabUNbHOCTb (PUHAHCOBOW CUCTEMbI B LESIOM; TakMe MPEeCTYNIeHNsa XapakTepusylTcs
BbICOKOW JTAaTEHTHOCTLIO, Tak Kak MeHeaXepbl, onacasch 3a AeJIoBYyio penyTauunio ceoero 6aHka, nilb B
€ANHUYHbIX cydasx obpallaloTcs B NPaBOOXPaHUTENbHbLIE OPraHbl C COOTBETCTBYIOLLMMUN 3aSIBNIEHUSAMU;
BbisiBIeHNE HakTOB GUHAHCOBOIO MOLUEHHMYECTBA OYEHb C/IOXHO, Tak Kak MOLUEHHMKWM (4acTo He 6e3
NOMOLLM MeEHeXXepOoB 6AHKOB) BCAYECKM CKPbIBAIOT CBOWN AENCTBUS U NPMHUMAIOT MEPbI MO OTMbIBAHMIO
CpencTB, NOSy4EHHbIX NPECTYMHbLIM MYTEM.

KnioueBble cnoBa: GUHAHCOBOE MPECTYN/IeHME; KOPNOpPaTMBHOE MOLLUEHHMYECTBO; (UHAHCOBOE
MOLLEHHWYECTBO; MHDOPMaLMOHHAas 6e30MacHOCTb; 93KOHOMUYECKNI aHann3; KnbepnpecTyrnHOCTb.

1. Introduction

The active use of the latest information technologies and non-cash payment forms has led to
an increase in various types of fraud in the financial sector. Moreover, virtually all spheres of pub-
lic relations now fall under the risk of fraudulent schemes, starting from financial credit and insu-
rance and ending with foreign economic activity and the Internet.

In addition, some other economic factors contribute to the significant spread of fraudulent
schemes in modern conditions: a wide variety of new financial instruments (types of money, secu-
rities, financial services); rapid growth in financial transactions; leveling barriers to the unhindered
movement of money, goods, and services in the process of globalization, which provokes an in-
crease in transnational financial crime. Therefore, in search of tools to preserve existing and ge-
nerate potential income, especially trusting investors fall into the traps of scammers.

2. Brief Literature Review

Of course, financial and fraudulent projects are largely based on a psychological basis, thanks
to which this type of deception «flourishes» in any period of development of human civilization. It is
well known that for a long time in economic theory (and in particular in the neoclassical theory of
the mid-XIX century) «the provisions on the rational nature of human economic behavior domina-
ted since it was thanks to his intelligence, intelligence, and rational actions that significant suc-
cess in economic development was achieved. However, with the development of the Economic
current of institutionalism, the principle of rationality in human economic behavior was no lon-
ger considered absolute» (Agrawal, 2017), therefore, representatives of the institutional theory
noted the irrational nature of human behavior, including in the field of Economics and finance
(West, 2016). Modern reality and economic practice are clear evidence of the truthfulness of this
thesis (Taylor, 2018). After all, despite the constant warnings of the mass media and other sources
regarding various fraudulent schemes, as well as (paradoxically) often their own negative expe-
rience, citizens continue to invest in various kinds of fraudulent schemes (Shi, 2017). According to
experts, the main reason is that «<people will always strive for «easy» money, and it is unlikely that
this desire will ever disappear» (Bruton, 2015). Therefore, there is no doubt that the emergence of
financial scams and mass scams caused by people’s desire to quickly and easily get the neces-
sary funds is primarily based on ordinary human greed (Carnegie, 2014).

Experts also explain the appearance of numerous financial fraud schemes, which takes place
against the background of total distrust of the state in general and financial institutions in particu-
lar, by the presence of the so-called «phenomenon of trust» (Fang, 2016), which demonstrates
that people by their nature tend to trust each other first and treat each other without much preju-
dice. However, itis this factor that is at the same time a rather fine line of human relationships in life
and business. Therefore, self-serving scammers make a bet and manipulate, first of all, the trust
of others (Balleisen, 2017). Therefore, there are grounds to assert that it is trust, the thirst for easy
enrichment, as well as the low level of financial literacy of citizens, their unwillingness to learn and
understand financially important things - these are the factors that do not allow us to overcome
this problem even in economically developed and legally «favorable» countries to citizens.

An important element in identifying the most typical signs of financial fraud is, first of all, iden-
tifying the causes of this phenomenon. In our opinion, determining the causes of financial fraud is
primarily closely related to the need to study the conditions that can provoke potential fraudsters
to commit this type of criminal activity (Baldwin, 2012).
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It should be noted that the possibility of financial fraud is primarily associated with «the pre-
sence of favorable conditions for committing fraudulent actions, the ability of a person to access
financial resources and weak control (or its complete absence) regarding the actions of a poten-
tial fraudster.

The motivation for fraudulent actions can be due to the presence of certain financial problems
in such a person (a difficult financial situation and the need to improve it, a tendency to risky and
gambling actions), and external pressure from other persons, the lack of strict financial con-
trol over the activities of a potential fraudster and, most importantly, the probability of obtaining
ultra-high incomes by financial fraudsters. Justifying potential fraud involves justifying a per-
son’s illegal act («no one will notice this», «it won’t hurt anyone», «this is a lesser evil», «others
do it too», etc.)».

3. Purpose
To study the possibilities of preventing financial fraud on an international scale.

4. Methods

To achieve this purpose of the work, a set of general scientific and special research me-
thods was used, which provided thoroughness, objectivity, and reliability of justified provisions
and formulated conclusions, in particular: scientific generalization - to substantiate the theo-
retical and conceptual foundations of financial fraud and scientific and methodological basis
for the formation of the financial policy of the state in the field of its prevention and minimiza-
tion; analysis and synthesis-to form a categorical apparatus regarding financial fraud and its
varieties; structuring and grouping - to systematize the causes and probable consequences
of financial fraud.

5. Results

5.1. Criteria of identification financial fraud

First of all, we note that the annual World Economic Forum in Davos, which analyzes and sum-
marizes the most dangerous risks for the world community, from the whole set of risks of eco-
nomic, environmental, geopolitical, social, and technological nature for 2019, identified 50 ma-
jor global risks, among which we identified six that have a clear criminal character: an increase
in organized crime; total corruption; cyber attacks (organized and sponsored by states, criminal
and terrorist groups); violation of intellectual property rights; the growth of misinformation in the
digital space (provocative, incorrect or inaccurate information that spreads quickly and threa-
tens serious consequences); forgery or theft of personal data in large volumes and their use for
criminal purposes.

Moreover, as follows from the report of the World Economic Forum (Pettigrew, 2018),
along with the economic confrontation between the world’s largest states (the main threat
which was identified by 91% of respondents), violation of multilateral trade rules and agree-
ments (88% of respondents) and political confrontation between the largest states (85% of
respondents), the fourth World threat was cyber attacks, namely theft of personal data and
funds (82% of respondents), which, of course, is one of the types of fraud.

The convention for the protection of the financial interests of the European Communities de-
scribes two main types of fraud, which primarily concern the EU budget:

 fraud to expenses: «any action or deliberate omission, including the use or presentation of
false, inaccurate or incomplete information or documents, resulting in illegal possession,
misappropriation, embezzlement or improper retention of funds from the general budget of
the European Communities or budgets managed by or on their behalf; failure to report infor-
mation in violation of a specific obligation, resulting in the same consequence; use of funds
for purposes other than those for which they were issued» (Hausman, 2018);

* revenue fraud: «any action or deliberate omission involving the use or presentation of false,
inaccurate or incomplete information or documents resulting from an illegal reduction in the re-
sources of the general budget of the European Communities or budgets managed by European
governments on their behalf; failure to provide information in violation of a specific obligation,
which leads to the same consequence; improper use of legally obtained profits, which leads to
the same consequence» (Carnegie, 2014).
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Scientists distinguish the following methods of committing (types) of financial fraud:

- fraud in the banking sector using: criminal bankruptcy schemes of banks (mainly small ones) by
the founders themselves; «electronic fraud»; making duplicate keys of bank clients’ vaults; dis-
closure of insider information; currency transactions (by incorrectly recalculating currency ex-
change rates embedded in a computer program);

+ fraud in the field of credit relations using the following methods: unjustified closing of collateral
based on falsified fax messages and photocopies of documents; express lending in stores, etc.;

- fraud in the sphere of securities circulation using the following methods: fictitious purchase and
sale agreement; forged documents and securities; fictitious securities (unregistered securities,
unsecured securities, repaid securities, fictitious securities, securities issued on behalf of non-
existent companies); specially created computer programs or the Internet to penetrate the da-
tabases of registration and depository companies and change information about the owners of
securities in their favor; creation of a «financial pyramid» using Securities;

- fraud by creating financial pyramids using network marketing and the main forms of attracting
gullible customers («we offer to earn money», «elite club», «spiritual societies», etc.).

Analytical methods of financial fraud research (methods of related comparisons, special cal-
culation indicators, stereotypes, adjusted indicators, etc.) are also important, based on the use of
computer technologies, which allows you to automate the search procedure, as well as effectively
use additional data to detect and predict fraudulent actions based on statistical analysis methods
(analysis of emissions, detection of unusual values, detection of unusual dependencies). Accor-
ding to experts, «most fraudulent frauds can be detected using automated analytical methods of
working with information» (Fang, 2016).

And, finally, psychophysiological methods using verbal (verbal) and nonverbal (facial expres-
sions, gestures) technologies can serve as an additional means of identifying financial fraud,
which is based on the statement that the fraudster «can be more exposed not so much by in-
sightful investigative actions or modernized devices, but by his fear, which exposes deception»
(de Jong, 2015).

In this context, in our opinion, the research conducted by ACFE to identify cases of corpo-
rate fraud in different countries of the world is quite interesting. According to the results of a
2018 study, the following most common methods for detecting this type of fraud were named
(Table 1).

Moreover, tips/hints, internal audit, and management analysis are the three main and most
common fraud detection methods described in ACFE’s annual report since 2010. In total, these
three detection methods were indicated in 68% of cases in the 2018 study. At the same time, it
should be noted that corporate fraud in most cases became known from internal sources (em-
ployees - 53%, shareholders/owners - 2%), much less from external sources (customers - 21%,
suppliers - 8%, competitors - 3%) and other sources (anonymously - 14%, others - 5%) do
(Siering, 2021).

And according to the results of the world study of economic crimes and fraud conducted in
2018 by Pricewaterhouse Coopers, «14% of cases of fraud in companies were detected as a re-
sult of monitoring suspicious actions or by informing through unofficial internal channels, 14% of

Table 1:
Methods for detecting cases of corporate fraud in the world in 2020
Detection methods Detection percentage, Average number Average losses,
% of detection months thousand USD
Hint / hint 40 18 133
Internal audit 15 12 112
Management analysis 13 14 111
By accident 7 24 159
Others 6 - -
Reconciliation of accounts 5 11 62
Examination of documents 4 18 129
External audit 4 23 244
Supervision / monitoring 3 6 54
According.to Iega.l reports 5 24 961
(Tax Service, police, etc.)
It control 1 5 42
Confession 1 24 191
Source: Siering (2021)
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cases were detected accidentally, and 33% of respondents said that their organization received
an offer to pay bribes during 2016-2018 (in 2016 - 13%)» (Siering, 2021).

Therefore, we can say that the identification of financial fraud as an anti-social and illegal ac-
tivity should be carried out based on comprehensive use of the entire set of formal and informal
methods of its detection, which will contribute to the formation of the necessary conditions for its
minimization in modern conditions of development of the domestic economy.

5.2. Corporate financial fraud

In the context of the rapid complication of business processes and not quite perfect ma-
nagement structure, one of the most acute and painful problems is the problem of activating
various manifestations of corporate fraud in domestic organizations. Thus, according to ex-
perts, «corporate fraud occupies the third line in the rating of the most serious threats to busi-
ness in 2019» (Siering, 2021). In world practice, every year companies lose about 5% of their
profit (Pettigrew, 2018) or from 5% to 12% of their gross income (according to other sources -
from 7% to 10% of their annual turnover) due to corporate fraud (annual losses from such
economic crimes amount to approximately USD 4 trillion on a global scale). In Russia, this fi-
gure reaches 15% (and we are talking only about losses made public by companies). There-
fore, it is not surprising that in the ranking of countries in the world by the level of corporate
fraud Russia occupies 6™ place (45%), along with Belarus - the 15t place (71%), South Africa -
the 2" place (62%), Kenya - the 3" place (57%), Canada - the 4" place (56%), Mexico - the
5" place (51%) (Siering, 2021).

Therefore, the justification of the essence, identification of the most significant prerequisites
and main causes of corporate fraud, and the development of effective methods for its prevention
are extremely necessary for Russian organizations today.

First of all, we note that in the modern economic literature there are «two main approaches to
defining the concept of corporate fraud: the legal (Russian) approach and the extended (global)
approach.

Scientists claims that «in a narrow sense, corporate fraud is any actions of personnel that in
one way or another (most often by theft) cause both financial and non - financial losses to the
company. In a broad sense, these are the actions of any third parties, not only personnel, that
cause losses to the company’s economic activities» (de Jong, 2015) (that is the author identi-
fies a narrow understanding of corporate fraud as internal, and a broad understanding as exter-
nal corporate fraud).

At the same time, among the most significant factors that cause (fuel) corporate financial
fraud, H. Berghoff highlights the specifics of human nature, the high level of corruption, and the
imperfection of the judicial system (Berghoff, 2018).

Domestic lawyer among the main causes of fraud in organizations highlights the lack of finan-
cial motivation of the employee and his deviant behavior (that is, the tendency of the employee
dealing with financial resources to commit a crime), noting that «at the heart of all types of frau-
dulent actions of employees is the imperfection of individual regulatory legal acts, the comple-
xity and multi-stage financial and economic ties within the enterprise, the confusing system of ac-
counting and control of employees, incompetence and legal ignorance, carelessness and exces-
sive credulity of managers» (Bruton, 2015).

Unfortunately, Russian businesses today are often not able to independently resist corporate
fraudulent schemes, and a considerable number of owners do not even know how to deal with
them. According to the study «Fraud. An American history from Barnum to Madoff», almost two-
thirds (namely 61.5%) of respondents faced the facts of corporate fraud; every Fourth of the re-
spondents admitted that the losses caused as a result ranged from 100 thousand to 5 million dol-
lars a year (and this is from 5 to 15% of the profit), and only 22 out of 130 businesses reported their
attempts to take measures to combat corporate fraud (Balleisen, 2017). In 2018, unfortunately,
these figures did not change much (Taylor, 2018). It should also be noted that among the Russian
companies that have faced the facts of corporate fraud, large ones predominate (Figure 1) and in-
ternational (Figure 2) companies.

5.3. Experience in preventing and countering financial problems fraud
The study of foreign experience in combating financial fraud is extremely relevant in the
modern conditions of development of the Russian economy since fraudulent schemes are now
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acquiring qualitatively new forms, their self-serving orientation and socially threatening na-
ture are increasing, the number of fraudulent acts with international connections and crimi-
nal groups, whose members are also Russian citizens, is significantly increasing. We are con-
vinced that the use of the comparative method in the research process will contribute to a bet-
ter knowledge of domestic experience in this area and its improvement in modern realities. Af-
ter all, the comparison is one of the basic methods of scientific knowledge, since it begins with
distinguishing the phenomenon under study from others and identifying similarities with rela-
ted phenomena, as a result of which it becomes possible to establish common properties and
inherent features.

1,800 500
1,600 - 450

o

1,400 + 40 2

» E
£ 1] 350 -
2 300 2
£ 1,000 1 3
= 250 ©
2 800 £
3 200 §
E 6004 s £
z 5
pak 100 &

£

200 A 50 2

0 0

2010 201 2012 2013 2014 2015 2016 2017 2018 2019

mmm Data breaches  —e—Records exposed (millions)

Figure 1:

Share of Russian companies that faced fraud cases in 2010-2019, by number of employees, %
Source: Identity Theft Resource Center, 2019 End of Year Data Breach Report:
https://www.idtheftcenter.org/2019-data-breaches/?utm_source=web&utm_
medium=sitewidenotice&utm_campaign=01282020 2019DataBreachReport
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The share of global companies that faced cases of fraud in 2016-2020,
in the context of the organization’s profile, %
Source: Federal Trade Commission, Consumer Sentinel Network (2021)

Gryazeva, E., Mayorova, O., Malchikova, N., Nemkova, M., & Paravina, M. / Economic Annals-XXI (2021), 189(5-6(1)), 15-25

22


https://www.idtheftcenter.org/2019-data-breaches/%3Futm_source%3Dweb%26utm_medium%3Dsitewidenotice%26utm_campaign%3D01282020_2019DataBreachReport
https://www.idtheftcenter.org/2019-data-breaches/%3Futm_source%3Dweb%26utm_medium%3Dsitewidenotice%26utm_campaign%3D01282020_2019DataBreachReport

ECONOMIC ANNALS-XXI
WORLD ECONOMY AND INTERNATIONAL ECONOMIC RELATIONS

First of all, we consider it necessary to turn to the origins of the phenomenon under study,
since this will contribute to a deeper understanding of the causes of its occurrence and rapid
spread. One of the first major fraudulent scams in the world is considered to be the «Tulip Fever»
of 1636 when the Dutch stock exchanges at that time revolved around debt obligations to sell so
many tulip bulbs that even for several decades all flower farms in Europe could not grow. At that
time, future obligations of gardeners to grow exclusive varieties of flowers for customers that had
not yet been developed by specialists were sold and bought in virtual form (often the cost of one
bulb was equal to the cost of a good house in Amsterdam). Soon, panic began among the holders
of receipts - everyone tried to transfer the «tulip» funds to Real Money. So, only «in a week the cost
of the bulb, which at that time was 5 thousand guilders, fell to 50, and later - to 5. Consequently,
thousands of people were ruined, the courts were overloaded with numerous claims against cus-
tomers who refused to pay under contracts» (Klaus, 2014).

The first-ever analog of the classic financial pyramid scheme was the «Land Bank», founded by
John Lo. Thanks to sophisticated advertising techniques (in particular, well-paid newspaper pub-
lications), the share price of the newly created bank increased rapidly in just one year. Since John
Lo decided to distribute new shares only among the owners of four old ones, as a result, the race
for «rarities» began, as a result of which «the value of one share, which was 50 livres, increased to
12 thousand in a few days» (Moyson, 2017). As a result, in 1720 within two weeks, John Lo’s vir-
tually unsecured financial «<empire» failed, and most depositors went bankrupt.

Itis important to note that the problem of financial fraud is not only a purely Russian practice.
After all, it is known that in some countries of the world, the implementation of various kinds of
fraudulent schemes (primarily pyramid schemes) led to devastating macroeconomic and so-
cio-political consequences. For example, in the late 1990s of the twentieth century, extremely
serious shocks caused by the collapse of some major financial pyramids, which affected more
than half of the population, stirred up the small European country of Albania. As a result, «about
2 thousand people died in street riots. the government was forced to resign, and the coun-
try plunged into anarchy for some time» (Agrawal, 2017). In Colombia, in 2008, citizens lost
about 1 billion USD due to the destruction of financial pyramids. This led to protests and riots in
13 major cities of the country (Armour. 2017). Major American, European and Asian banks have
not yet fully recovered from losses of more than 6.65 billion USD. The collapse of the Madoff In-
vestment Securities Investment Fund, whose founder is considered one of the world’s largest
financial scammers (Balleisen, 2017).

It should be emphasized that criminal liability for fraudulent crimes as provided for in most
countries of the world. For example, the German Criminal Code provides for liability for invest-
ment fraud. However, the German legislator recognizes as a crime only such attraction of depo-
sits, which is accompanied by providing a large circle of persons with incorrect information about
the profitability of deposits and default on unprofitable investment facts or other circumstances
that are important for deciding on such deposits (de Jong, 2015).

Experts say that in the world, most cases of corporate fraud are recorded in the banking and fi-
nancial spheres (the largest threats are corruption - 36% and cash fraud - 23%), manufacturing
(the largest threats are corruption - 51%, non - cash fraud - 28% and account forgery - 27%), pub-
lic administration (the largest threats are corruption - 50% and non - cash fraud - 22%), health-
care (the largest threats are corruption - 36% and account fraud - 26%), retail trade (the biggest
threats are non-cash fraud - 34% and corruption - 28%) and the social sphere (the most common
are account fraud - 40%, corruption - 34%, illegal reimbursement of expenses - 29% and cash
fraud - 22%) (West, 2016) (Figure 3).

Moreover, international practice proves that in foreign financial institutions the level of fraud
involving employees is significantly lower than in Russia. Scientists attribute this to the fact that
«having damaged the reputation once, such a specialist is unlikely to ever be able to get a job in
the same field» since organizations abroad tend to disclose such information more often.

In Russia, such cases are certainly much less. Thus, the world study of economic crimes and
fraud «revealed a significant increase in cases of fraud in Russian organizations committed by em-
ployees (from 28% in 2016 to 56% in 2018), among which the share of fraud committed by senior
management also increased significantly (from 27% in 2016 to 55% in 2018)». Moreover, during
2016-2018, fraud committed by the company’s employees is almost twice as common as fraud
committed by third parties. However, despite these data, the biggest problem of any organization
in the process of countering fraud, and at the same time one of its most serious threats, experts
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Figure 3:
Most common cases of corporate fraud
Source: Compiled by authors based on West (2016)

consider first of all not its employees, but counterparties with whom the organization has regular
relationships (agents, suppliers, customers).

Therefore, we believe that companies in Russia should, as the main measure to prevent cases of
financial fraud, strengthen risk management for interaction with third parties by conducting corporate
intelligence, checking the integrity of counterparties, etc. Also, do not be afraid to spread information
about the fraudulent tendencies of individual employees identified in the organization, because this
will help to avoid cases of fraud on the part of «dishonest» employees in the future.

World practice proves that in foreign countries, modern tools for countering corporate finan-
cial fraud are multi-level software packages that provide for the field of data transformation and
cleaning, the field of analytics and reporting. At the same time, companies «use a variety of ana-
lytical algorithms, each of which «specializes» in a separate type of fraud. Such solutions include
consolidation of data accumulated in the company, their cleaning, as well as modern analytical
mechanisms based on both predictive analytics and analysis of fraudulent networks and repor-
ting and investigation management systems that allow optimizing the work of security services».
There is no doubt that a successful fight against financial fraud requires rather complex systems
for preventing, detecting, and managing such criminal acts. However, in addition to this, we also
consider it extremely important to create a generally favorable environment for countering fi-
nancial fraud in the team.

It is important to note that in foreign practice, to reduce the corruption component, companies
actively use forensic methods designed to minimize the risks of financial fraud within the compa-
ny. Forensic services provide for the performance of the following types of work based on the or-
ganization that ordered them: «settlement of disagreements between the parties to the conflict on
financial and business issues; identification and analysis of hidden commercial risks; protection of
intellectual property; corporate (business) intelligence; prevention of financial and reputational da-
mage; verification of contractual obligations and reliability of business partners; verification of mes-
sages via the «hotline»; out-of-court, pre-trial expertise, as well as assistance in court proceedings;
compliance-investigation; counteraction to the legalization of illegal income; development of pro-
cedures aimed at countering fraud, corruption, withdrawal of funds, misappropriation of assets; in-
vestigation of fraud using information technologies; risk management associated with fraud; finan-
cial expertise of documents; financial investigations». Therefore, if the fact of fraud is detected, fo-
rensic tools allow you to find the perpetrators and return the lost assets to the company. Unfortu-
nately, it is not always possible to do this in full, but «even partial compensation for losses is much
better than the complete loss of funds that have settled with fraudsters».

6. Conclusion

In the context of the complexity of modern business processes, one of the most urgent prob-
lems has become the problem of activating the manifestations of corporate fraud in domestic orga-
nizations. So, on average, companies lose about 5% of their profits due to corporate fraud, and the
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annual losses from such economic crimes amount to about USD 4 trillion on a global scale. In Russia,
this figure reaches 15% (and we are talking only about losses made public by companies).

Therefore, in the ranking of countries in the world in terms of corporate fraud, Russia ranks 6"
after Belarus, South Africa, Kenya, Canada, and Mexico. Among Russian organizations that have
experienced corporate fraud, large and international companies predominate, and bribery and
corruption are the leaders among economic crimes that have affected domestic organizations
(73% in Russia and 25% in the world).

The specifics of the functioning of the modern financial market form a favorable basis for the
implementation of various kinds of fraudulent schemes on it. Moreover, the lion’s share of such
actions falls on the banking sector.

The paper notes that the implementation of fraudulent schemes in the banking sector has certain
features, in particular: fraudulent actions cause damage not only to banks and their depositors, but
also negatively affect the stability of the financial system as a whole; such crimes are characterized
by high latency, since managers, fearing for the business reputation of their bank, only in isolated
cases turn to law enforcement agencies with appropriate statements; identifying the facts of finan-
cial fraud is very difficult since fraudsters (often not without the help of bank managers) hide their ac-
tions in every possible way and take measures to launder funds obtained by criminal means.
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