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Resume

Both the current cellular network and the planned 5G mobile network need
to meet high dependability standards, very low latency requirements, larger
capacity, better security and fast user communication. In order to support
multiple independent tenants on the same physical infrastructure, mobile

carriers are working towards end-to-end network resource allocation in 5G ~ Keywords:

networks. Future communication networks will require data-driven decision cellular communications
making due to the increase in traffic and the accelerated performance of 5G =~ CNN

networks. With the use of in-network deep learning and prediction, a "deep  prediction

network slicing
deep slicing

slice" model was built in this study to control network load efficiency and
network availability. Even in the event of a network outage, the suggested
model is capable of making wise selections and choosing the best network

slice.
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1 Introduction

The International Telecommunication Union (ITU)
published a paper in February 2017 that outlined
important requirements, including baseline standards
for the technical performance for IMT-2020 for 5G mobile
communication technology. The minimum bandwidth
need for next-generation services is 1 GHz, the maximum
data transfer rate is 20 Gbps and the smallest latency
time is 1 ms. These are the basic needs for a variety of
5G services as well as the technological requirements
to achieve the three main goals of 5G: ultra-fast, super-
connection and ultra-low latency. Compared to 4G
mobile communication, 5G mobile communication is
more innovatively improved in terms of speed, employing
protocol and network setups [1].

Twenty times quicker than current long-term
evolution (LTE), the 5G wireless network is designed as
a soft defined network (SDN), while the 5G core network
has been switched from a centralized to a decentralized
kind to reduce traffic transmission latency. Development
of ubiquitous, digital services with anytime, everywhere
connection will rely heavily on 5G networks. A wide

range of applications, from ubiquitous internet access
to driverless cars, will be made possible by them.
The present COVID-19 pandemic age appears to have
confirmed the value and significance of communication
networks and related services [2].

With the advent of Beyond 5G systems, which offer
cutting-edge services like holographic communications,
Virtual Reality (VR), this function is anticipated to
become even more important for implementation
of a future digital society. An “IoT communication
environment” may be realized by offering a quicker
“mobile communication environment,” when the
capacity and speed of data transmission and reception
across the wired and wireless networks is equal. Such
an ecosystem can deliver realistic media content
in 4K, VR and 8K, while also ensuring low power
consumption in Internet of Things devices and service
reliability even in settings with many connected devices,
thanks to cutting-edge technology like AR, VR, drones
and smartphones [3].

The ITU-R divided the three main 5G mobile
network services into three categories: ultrahigh speed
and big capacity (Enhanced Mobile Broadband (eMBB),
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Ultra-Reliable Low Latency Communications (uRLLC)
and Massive Machine-Type Communications (mMTC)),
depending on the needs of each service in terms of
bandwidth, speed and latency. The technology aspires
to deliver up to 20 times the speed, 10 times the
number of connections to IoT devices and 10 times the
number of low-latency services, compared to 4G mobile
communication technology. In addition to undertaking
an examination of LTE security threats, the European
Union Agency for Cyber security (ENISA) divided 5G
network threat types into seven categories. It then
used the CIA criteria to examine them as a threat
landscape. Through the use of the 5G threat surface,
5G America in the USA classified the possible security
risks [4].

The biggest challenge for 5G is the sheer volume of
networked devices, including vital infrastructure that
must be utilized in a brand-new IoT paradigm with
unequal resources. To achieve the desired functionality,
challenges must be overcome, including protection
against DoS attacks on end-user devices, protection
against DoS attacks on radio interfaces, devices and
networks, distributed control systems that require
coordination to prevent Signal storms and protection
against DoS attacks on infrastructure. Additionally,
similar issues are highlighted by Next Generation
Mobile Networks (NGMN) [5].

The remaining portions of this article are structured
as follows: The existing work is presented in Section
2. Section 3 present the proposed deep slicing in 5G
wireless networks. The result analysis is presented in
the section 4. Section 5 concludes the work.

2 Literature survey

Park et al. proposed the potential security
risks that could exist in the 5G NSA network, they
were examined, validated on the live network and
recommendations for security improvements were made.
In addition, authors examined the necessity for the new
security strategies rather than conventional security
methods and associated research and demonstrated
the persistent weaknesses in the current mobile
network system. 5G mobile communication network
backgrounds and historical data collected to match
with current situation to detect the threats in real-
world mobile networks in service. Before releasing the
new services, it is vital to assess the potential security
risks they may pose as well as appropriate mitigation
strategies. [6].

Ortiz et al. developed INSPIRE-5Gplusl project,
which is creating a smart, reliable and responsible
5G security platform. This platform utilizes cutting-
edge methods for closed-loop and end-to-end security
management in 5G and Beyond 5G networks,
including Distributed Ledger Technologies (DLT),
Machine Learning (ML), Artificial Intelligence (Al),

Trusted Execution Environment (TEE) and Network
Softwarization. Security management with Security
Service Level Agreements (SSLAs) and liability
management are the key aspects of INSPIRE-5Gplusl
platform. [7].

Suomalainen et al. proposed the most significant
issue that arises from the direct use of ML ideas in the
5G network infrastructure, which is weakened network
security. In addition to providing potential vulnerabilities
and attack pathways against the availability and
integrity of 5G services, ML enables user surveillance
and privacy violation assaults that were previously
unattainable with conventional adversarial tactics. This
work’s primary goal was to promote further study into
the secure application of ML methods in 5G and other
future wireless networks [8].

Waziri et al. proposed an enhanced reference
monitor algorithm for the Software Defined Networking
(SDN) controller for 5G security. Over 50 billion
connections are anticipated, which the present 4G
network cannot support. While ubiquitous mobile
broadband is the primary goal of 4G networks, 5G
technological characteristics will need to significantly
improve. Software’s adaptability is essential for fulfilling
unanticipated future service requirements. In this
context, Software Defined Networking (SDN) has lately
gained traction in the networking sector, albeit a precise
standard on how to assess security risks on SDN for 5G
has not yet been implemented. To implement the access
control policy, this paper suggests using the 5-ENSURE
architecture to integrate Reference Monitor (RM) with
SDN controllers. The Study will also isolate and handle
malicious packets in a distributed manner among nodes
rather than only permitting or denying access based on
access policy [9].

More than 50 billion connections are anticipated as
a result, more than 4G can manage at this time. While
ubiquitous mobile broadband is the primary focus of 4G
networks, 5G technology requirements must significantly
outpace those. To accommodate the unanticipated future
service need, software flexibility is essential. In this
context, Software Defined Networking (SDN) has just
recently gained traction in the networking sector and
a clear standard has not yet been set on how to assess
the security risks on SDN for 5G. This study suggests
using the 5-ENSURE architecture and combining
Reference Monitor (RM) with SDN controllers to apply
access control policies. [10].

Sciancalepore et al. proposed the development of
three crucial network slicing building elements that
are in charge of (i) traffic analysis and prediction
per network slice, (ii) admission control choices for
network slice requests and (iii) adaptive load forecast
correction based on measured deviations. These findings
demonstrate a trade-off between cautious forecasting
setups and more aggressive ones, as well as extremely
significant potential advantages in terms of system
usage [11].
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Figure 1 Block diagram of the proposed method

Feng et al. proposed a wireless network virtualization
paradigm including the data plane, cognitive plane and
control plane as its three components. To support the
suggested concept, a unique control signaling method
has been developed, as well. A hierarchical control
method, based on the cell-clustering, has been employed
with dynamically optimized resource consumption from
the standpoint of network virtualization. To show how
the schemes operate under the suggested paradigm to
enhance resource efficiency and the user experience, two
cases of application have been examined [12].

The main objectives of the proposed methods are
e Create a productive technique to improve the

system’s overall effectiveness in terms of system

throughput and energy efficiency.
*  The interference in 5G networks and IoT systems is
reduced or eliminated.

3 Proposed method

The risks and security issues the 5G ecosystem faces
are largely the same as those that 4G/LTE users are now
dealing with. To achieve the service level agreements for
a variety of applications and services, 5G networks will
also have unique requirements on throughput, latency
and security, especially with a diversified ecosystem for
the IoT devices [13]. Utilize the 5G network to obtain
network parameter, employing the FoG computing for

preprocessing. After a parameter has been normalized,
apply statistical characteristics. Apply CNN network for
categorization at the end.

3.1 Block diagram

Efficient resource utilization in 5G networks can
improve the quality of the service in terms of connectivity,
speed and quality etc. Frequency slicing can improve the
resources’ utilization in networks. The proposed block
diagram for resources’ utilization using slicing with CNN
is shown in Figure 1. Initially, the network parameters
are extracted to perform the resource utilization process.
All the collected parameters are normalized using min
max level to perform highly accurate feature extraction
process. Statistical features are extracted to feed the
CNN for training and classification further.

3.2 Preprocessing
3.2.1 Fog computing

Fog nodes in 5G are situated at the radio access
network’s edge (RANs). Researchers from Cisco
characterized fog computing as “a platform that provides
compute, communication and data storage capabilities
between end devices and standard cloud computing
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platforms.” Although many issues have been solved
by integrating cloud computing and end devices, the
concentration of resources in cloud computing creates
a significant disconnect between the IoT devices and
the cloud [13-14]. The resulting massive communication
latency and computing overhead will surely rise.

3.3 Parameter normalization

Data must be standardized in order to get the
best results while learning the deep learning network
parameters. The subsequent equation is applied to each
feature in this work’s data normalization, using the
min-Max method [15]. The general equation, used to
perform the normalization process is given as:

Y — VYmin (1)

normalization =
all att Ymax — Ymin ’

where y defines the data to be normalized, y_, is the
value of minimum, y _is the value of maximum.

max

3.4 Statistical features

Network characteristics gathered include the
protocol’s packet size, the number of packets per flow,
different payload patterns, the size of the payload and
the protocol’s request time distribution [16]. Initial raw
packet captures are transformed to network flows for
simpler analysis in order to identify the characteristics
from these profiles. The first packet defines the forward
(source to destination) and backward (destination
to source) directions for bidirectional flows created
with CICFlowMeter. Therefore, they are estimated
independently both for forward and backward directions,
using the 83 statistical data acquired from the flows,
such as time, number of packets, number of bytes and
packet length.

3.4.1 Arithmetic features

Standard Deviation: The standard deviation in
statistics is a metric for the variation of the distribution
of a collection of data. The formula for the sample
standard deviation is:

O':\/ﬁ ;i\il(Xi_J_C)z, (2)

where x_are the observed values, Xis the mean value,
N is the number of observations.

Mean: By adding up all of the numerical values of
the observations and dividing the result by the total
number of observations, the mean of a set of observed
data can be calculated. It is given in Equation (3).

X:% (Z?—le):xl + x2 ; +9Cn. 3)

Kurtosis: Kurtosis is a statistical metric used to
assess how “tailed” a real-valued random variable’s
probability distribution, given by:

X _ 4
Kurtosis[ X ] = E[( ol ﬂ) ] =
HX—w] @
9 2 49
(El(X—url) o
where p, is the fourth central moment and ¢ is the
standard deviation. K denotes the kurtosis.

Skewness: In probability theory and statistics,
skewness is a measure of the asymmetry of the
probability distribution of a real-valued random variable
in regard to its mean.

The skewness of a random variable X is the third
standardized moment {3 defined as:

el 5|
— kﬁ ’

E(X—p'l
(El(X—purD3/2  ®&*

(5)

where u represents the mean, o represents the standard
deviation, E represents the expectation operator,
n, is the third central moment and «, is the t-th
cumulants.

3.5 CNN

Three factors make the CNN’s structure: dataset
quantity, quality and type. The many receptive layers
can process elements of the input layer. These networks
may be set up such that an output picture with a high
resolution may be produced by creating an overlap
of the input region. Convolutional neural networks
(CNNs) are used for feature detection. Following feature
extraction, a classifier is created using all the fully
linked layers. Convolutional layers and pooling layers
couple less frequently since a fully linked CNN is
not required. It is regarded as CNN’s beating centre
[17]. Convolution is used when the two mathematical
functions are combined, with the outcome also being
a function. By moving the filter, convolution is carried
out over the input. The result of matrix multiplication
for each place is added to the feature map, as a total
[18]. The input picture for this layer is s*s*p, where s is
the image’s height and width and p is a channel with
many filters, each of which is t*t*q in size. The picture
dimension is lower than t and q can be the same as
channel s [19].

Pooling Layer: between the CNN and the
convolution layer, there is an inclusion of a pooling
layer. The major objective of this layer is to reduce the
dimensionality to get minimal computation and fewer
parameters. Max pooling is the most significant pooling.
It is employed to select the highest value available in
each window [20-23].

Fully Connected Layer: The Fully Connected
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Figure 3 Systematic diagram of RAN Slicing

Layer, which classifies input pictures as a last layer after
convolutional and pooling, is used. Having neurons that
are linked to the preceding layer performs activation
activities in a layer that is completely connected. It will
also offer information security to identify and categorize
bad code in addition to malware detection. Figure 2
depicts the structure of CNN.

3.6 RAN slicing

Slicing the radio access network (RAN) is a key
idea for effectively distributing the current network
infrastructure across several vertical applications.
Running numerous logical or virtual networks
as distinct business activities on a single RAN is
characterized as RAN slicing. Every network slice is
a separate logical network that has been designed
to meet the quality-of-service (QoS) requirements of
a certain application. Additionally, various sophisticated
radio access technologies (RATSs), including massive
MIMO, coordinated multi-point (CoMP) transmission
and full-duplex need to be investigated in order to
meet the hard connectivity requirements. One of the
most important RATs that satisfies the rigid reliability
criterion for tactile applications is coMP transmission,
which generates spatial variety with redundant
communication channels. The division of a RAN using
the CoMP transmission mechanism (referred to as

a CoMP-enabled RAN) into many virtual networks
is the definition of the idea of CoMP-enabled RAN
slicing. The systematic diagram of RAN Slicing is shown
in Figure 3.

4 Results and discussions
4.1 Dataset

uses the deep learning to achieve effective and
dependable network slicing in 5G networks. It contains
the day and time of each linking, which may also assist
the network forecast of the amount of connections
at any particular moment in the future and it would
be knowledgeable of which networking slices will
be obligatory or demanded by those links, based on
information gathered from the previous data.

4.2 False positive rate

The percentage of negative test results that
regardless result in positive test results is known as
the false positive rate; it is the conditional probability
of a positive test result given the absence of a specific
event. The significance level is matched by the false
positive rate. One less than the false positive rate is the
test’s specificity.
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4.3 Positive predictive value

The positive and negative predictive values are the
proportions of occurrences in statistical and screening
procedures that are really positive and genuinely
negative findings (PPV and NPV, respectively). The
effectiveness of a diagnostic test or other statistical
metric is described by the PPV and NPV. The correctness
of such a statistic can be inferred from a high result. As
opposed to true positive and true negative rates, which
are inherent to the test, the PPV and NPV also depend
on the prevalence of the test. The equations for PPV and
NPV are given in Equations (6) and (7), respectively.

No.of TP
No.of TP+ No.IFP >’

PPV = (6)

Table 1 Highlights of DeepSlice’s simulation model’s features

No.of TN

Noof TN+ No.FN ° 4

NPV =

Throughput: It is a gauge of how quickly a node can
send data across a network. Throughput, then, is the
typical rate of successfully delivering messages through
a communication connection.

Packet Delivery Ratio: the proportion of packets
successfully received by the destination node to those
successfully sent by the source node. The packet delivery
ratio is given as:

Total number of packets received
Total number of packets send

®)

Packet Delivery Ratio =

Highlights of the DeepSlice simulation model’s

Input type Packet Loss Rate Packet Delay Budget (ms) Normalized Duration (s)
Smart phone 10 60 257
ToT devices 102 50 54
Smart transportation 10¢ 10 52
AR / VR / Gaming 10° 50 534
Smart City / Home 10 10 100
Unknown Device Type 106 10 60
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COMMUNICATIONS 3/2023

VOLUME 25



HIGHLY SECURE AND ACCURATE DEEP SLICING IN 5G

21

WIRELESS NETWORKS FOR EFFICIENT...

Load balnacing and overloded link

0.2
00
c
‘s 0.15
c
©
© 0.1
I
©
|| il I|I|||I| i
o
—'0.|I.I|II d 1l | I I
O 9 [ [© (G NS)
$E28E3IEL8z:33 2823888
=R TR - B A S A B
$IFE<92F 922732
< ‘,’HI’ < E < ﬁ < 3
< < < <
Performance
M LB with delay m Lov with delay
Figure 6 Performance of load balancing with delay
6
~ B
—
o
E 4
© ° I — o — -0
3
(0]
s 5 Qe et @ o——0
o
£ 4 o — —o S
=
o}
< O
L]
|9 200 300 400 500 600

Total bandwidth of the network

==@==35BB =@=G|-LARE ==@=SS

ORA

Figure 7 Impact of the total bandwidth on the total utility of the network
at 10 ms delay bound

Total utility of the network

10
e
S
; 8
2
2 6
(0]
< 4
G
,a? 2
'g 0
73 3 4 5 6 d 8 9
s Slice users average arrival rate
=@ BB  «=@==G|-LARE ==@==SS ORA

Figure 8 Effect of the slice user density on the total utility of the network

characteristics are listed in Table 1. As expected, each
of these inbound requests is routed to one or more of
the network slices. The first responders in an emergency
may use smartphones to make phone calls, access the
internet and send the text messages, all at once.

Figure 4 shows the performance of utilization

without delay. Figure 5 depicts the performance of
utilization with delay. Figure 6 displays the performance
of load balancing with delay. Figure 7 depicts the effect
of network utility on total bandwidth at a 10 ms delay
bound. The impact of slice user density on the overall
network utility is seen in Figure 8.
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5 Conclusions

To support the connecting of IoT devices, the
5G network adopted a software-defined architecture,
bringing technological advantages. In this work, the
5G parameters from the 5G network were obtained and
preprocessed using the Fog computing methodologies.
Then the preprocessing parameter are normalized.
Then, the feature is extracted using the statistical
features, like standard deviation, mean, kurtosis,
skewness from the normalized parameter. Finally, the
CNN is trained by using extracted arithmetic features
to perform highly accurate packet slicing process. While
the 5G Security is a step forward, the vulnerabilities
associated with interconnecting with the older networks
against a considerably higher volume of data and
applications continue to increase. When compared to

other previous works, the CNN-based RAN slicing
approach used in this work delivers the high efficiency
and secure data of the 5G network.
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