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Abstract

Software developers who solve recurring problems employ similar practices, which are documented and reused as pat-
terns. Organizational patterns can fix organizational issues. Security patterns can be used to implement security measures
into software or an organization. Expected solutions to complex problems of establishing security in the organization can
be embodied in pattern sequences. Sequences of patterns that are expected to be used in practice cannot be established by
applying stochastic processes, because multiple sequences may have the same probability of use. The symmetry of the
relationship between patterns can be calculated using stochastic processes, and these symmetries can be used to distinguish
pattern sequences that are truly expected to be used. This article presents two methods of establishing pattern sequences
using stochastic processes. Both methods, based on stochastic trees and Bayesian networks, can be used to establish pat-
tern sequences that are expected and unexpected in practice. The method that combines stochastic trees and symmetry of
relationships between patterns can be used to establish sequences of conditionally independent patterns. The method that
combines Bayesian networks and symmetry of relationships between patterns can be used to establish sequences of con-
ditionally dependent patterns in multiple pattern languages or catalogs without constructing multiple stochastic trees. We
used these methods to establish 19 sequences of organizational and security patterns. We show how expected sequences of
organizational and security patterns can establish security in an organization. These two methods can also be used to establish
expected sequences of patterns for engineering software for the cloud.

Keywords Organizational patterns - Pattern sequence - Pattern language - Stochastic trees - Bayesian networks - Security
patterns

1 Introduction

Patterns are an organized way to exchange best practices
between actors in a specific domain area (Alexander et al.
1977). Software developers dealing with commonly recur-
ring problems converge on using similar practices docu-
mented and reused as design patterns. In this, software
developers themselves are also organized according to pat-
terns, which are known as organizational patterns of soft-
ware development (Coplien and Harrison 2004). Pattern
languages in the work of Alexander et al. (1977) relate pat-
terns that are closely related and applicable together. Pattern
sequences identify viable orders by which patterns in pattern

> Viktor Matovi¢
xmatovicv @stuba.sk

Valentino Vrani¢
valentino.vranic @paneurouni.com

Waheedullah Sulaiman Khail
wsulimankhail @ gmail.com

Neil Harrison
Neil.Harrison @uvu.edu

Faculty of Informatics and Information Technologies, Slovak

University of Technology in Bratislava, Bratislava, Slovakia

Faculty of Informatics, Pan-European University, Bratislava,
Slovakia

Helmholtz-Zentrum Berlin, Berlin, Germany

Utah Valley University, Orem, USA

Published online: 16 August 2025

languages can be applied (Alexander 2002).

Solving extensive problems requires the application of sev-
eral patterns in a sequence. After applying one pattern, the
question is which one to apply next. This is often expressed
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explicitly in the descriptions of individual patterns or anec-
dotes on their application, known as pattern stories.

One cannot be sure about using any pattern at any given
time, and the probabilities of their use must be calculated.

Text descriptions of patterns often contain links to other
patterns without specifying which of these linked patterns
are most likely to be applied next. Some explicitly linked pat-
terns create pattern compounds and do not specify the order
in which these patterns are expected to be applied in pattern
sequences. Parts of the text descriptions of patterns may not
contain links to all related patterns.

In our work, we used the strength of symmetry of the rela-
tionship between patterns to establish sequences from patterns,
such that if the order of patterns used in these sequences is
changed, the pattern sequences stay meaningful. These
strengths of symmetries of relationships between patterns
take into account conditional dependencies between patterns,
which reflect applications of patterns as dependent events. In
our work, we establish meaningful pattern sequences from pat-
terns that have the strongest symmetry of relationship, and we
do this without altering text descriptions of patterns or without
statistics about the past use of these patterns.

In this article, we present two methods of establishing
pattern sequences using stochastic processes. Both methods
calculate the strengths of symmetric relationships between
patterns using conditional probabilities to establish pattern
sequences that are the most expected, the expected to be
used, and the unexpected to be used. The meaningfulness
of the three most expected and the two expected pattern
sequences was evaluated by discussing their usefulness with
participants in an experiment.

In effect, we rely on design science as a methodological
approach, which involves two primary activities: the creation
of new knowledge through the design of novel or innovative
artifacts and the analysis of their use and/or performance
with reflection and abstraction (Vaishnavi et al. 2015; Vaish-
navi and Kuechler 2004-2017)).

The rest of the article is structured as follows. Section 2
explains how explicit and implicit relationships between
organizational patterns establish pattern sequences. Sec-
tion 3 proposes a method of establishing pattern sequences
based on stochastic trees. Section 4 proposes a method for
establishing pattern sequences based on Bayesian networks.
Section 5 explains how to choose the right method. Section 6
discusses the results. Section 7 presents the evaluation. Sec-
tion 8 concludes the article.

2 Existing methods of establishing pattern
sequences

Pattern sequences are generally established based on explicit
or implicit relationships between patterns.
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2.1 Methods based on explicit relationships
between patterns

Pattern descriptions contain references to other patterns.
Many authors document relationships between patterns
in text descriptions. According to Sulaiman Khail and
Vrani¢ (2019), links to related patterns occur mainly in
the problem and solution sections. According to Waseeb
et al. (2020), not all combinations of patterns based on the
explicit links between patterns result in meaningful pattern
sequences because the usefulness of these combinations
depends on the nature of these relationships. According to
Waseeb et al., hidden relationships between organizational
patterns may suggest different combinations of patterns
to solve complex problems. According to Waseeb et al.,
hidden relationships between organizational patterns can
be extracted using natural language processing techniques.
The method of extracting hidden relationships between
patterns from their text descriptions presented by Waseeb
et al. finds combinations of patterns useful when their text
descriptions use similar words. Some combinations of pat-
terns may be useful even when their descriptions do not
use similar words.

Pattern users can use pattern catalogs, compounds,
or languages to establish pattern sequences. Pattern lan-
guages relate patterns that often emerge together (Alex-
ander et al. 1977), and pattern sequences identify viable
orders by which patterns can be adopted.

Patterns with similar intent can be used together in pat-
tern sequences if the application of these patterns out-
side the pattern sequence cannot achieve the desired goal.
According to Buschmann et al. (2007), relating patterns
using common intent is a technique preferred by pattern
users. Buschmann et al. do not present any technique to
compare commonalities between intents from text descrip-
tions of patterns. A technique that takes into account con-
ditional dependencies between patterns in establishing
pattern sequences using patterns whose application helps
achieve the desired goal should be proposed.

Conditional dependence between patterns can also be
expressed by categorizing problems that these patterns
solve into the same problem frame. Problem frames can
also be used to identify commonly used patterns while
solving specific problems categorized in problem frames.
Patterns can provide incomplete solutions that require the
application of another pattern categorized in a different
problem frame.

Jackson’s problem frames (Jackson 1995, 2001) is a
technique that helps to understand recurring problems
by describing them without using terms of the solution
domain. Problem frame names, bounds, and describes
this recurring problem by generalizing this problem into
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a problem class. The assumption is that if a new problem
fits the same problem frame, methods that were used in
the past can also solve this new problem. Problem frames
document constraints on solutions provided by patterns in
sequences. Problem frames name and bound problems that
can be solved by applying multiple patterns in a sequence,
but problem frames do not provide information about the
expected order in which these patterns should be applied.
The expected order in which patterns should be applied
can be identified by calculating the conditional probabili-
ties of use of patterns.

Sousa et al. (2022) note that the problem with using
explicitly documented relationships between patterns to
establish pattern sequences is that the ontology used for
naming these relationships does not determine joint or con-
ditional use of patterns.

Patterns are applied in sequences with varying probabil-
ity. The value of this probability varies with previously used
patterns. The conditional probability of using patterns in
sequences must be calculated to determine the expected use
of these patterns.

2.2 Methods based on implicit relationships
between patterns

Coplien and Schmidt (1995) and Noble (1998) manually
extracted implicit relationships between object-oriented
design patterns from Gamma et al. (1994) by interpret-
ing their text descriptions. Noble acknowledges that these
implicit relationships can be used to identify expected
combinations of patterns. Noble also identifies the need to
identify implicit relationships between patterns in different
pattern catalogs. Identifying implicit relationships from pat-
tern catalogs with many patterns can be difficult. A method
capable of extracting these implicit relationships from a
large number of patterns should be devised.

Implicit relationships between patterns identifying their
expected combinations are not present in the pattern lan-
guages of Coplien and Harrison (2004), nor in the catalog
of security patterns from Cordeiro et al. (2022). If they were
present, they could be used to establish pattern sequences.
Coplien and Schmidt (1995) reorganizes design patterns
based on their relationships to understand these patterns and
apply them in software development. The patterns in cata-
logs and pattern languages can be understood by showing
examples of expected pattern sequences established out of
their patterns without the need to reorganize their patterns.
The expected order of patterns in pattern sequences can be
established using a combination of stochastic processes.

According to Falkenthal et al. (2018), pattern languages
do not always reveal every reliable connection to other pat-
tern languages that can be used to interrelate them and estab-
lish meaningful sequences out of their patterns. They present

a method to extract inherent relations between patterns from
text descriptions of patterns documented in pattern lan-
guages and visualize them in a pattern graph. The pattern
graph from Falkenthal et al. (2018) can ease the search for
meaningful pattern combinations because patterns expected
to be combined are represented as adjacent nodes in this
graph. Pattern sequences must also be established without
the need to create this graph.

Janeiro et al. (2010) identify and classify relationships
between user interface design patterns. They let partici-
pants in the study select user interface design patterns using
classified relationships. Conditional probabilities of use of
related patterns, which they documented using the Pattern
Language Markup Language from Fincher et al. [9], could
be calculated to compare how selections of patterns cor-
relate to probabilities of their actual use. This comparison
could discover new combinations of patterns that solve user
interface design problems.

Buschmann et al. (2007) document techniques to cat-
egorize patterns expected to be used together or in pattern
sequences.

Implicit relationships that can be used to establish pat-
tern sequences, according to Waseeb et al. (2020), can be
described by areas of interest of authors documenting organ-
izational patterns. Pattern sequences are hard to establish if
these areas of interest are not properly documented in text
descriptions of patterns.

Implicit relationships between patterns may necessitate a
need to switch roles between pattern story participants if this
action is necessary to continue in the pattern story (Vranic¢
et al. 2020). Identification of conditional dependencies
between patterns with stochastic processes could provide
answers on why there is a need to switch roles in pattern
story participants. Buschmann et al. (2007) provided exam-
ples of pattern stories to describe the use of combinations of
patterns, meaningful pattern sequences can also be identified
by checking whether they can be described in pattern stories.

According to Seidel (2017), implicit relationships
between patterns in pattern languages can be hidden empha-
sis or gaps because the emphasis of a pattern language often
stays unrepresented in its inherent structure, but they can-
not be used to establish pattern sequences because they are
rarely provided.

The hierarchical structure between patterns also expresses
implicit relationships between patterns, which can be used to
establish pattern sequences. Hierarchical structure between
patterns is rarely provided by pattern authors.

As it was found in our previous work, the expected order
in which patterns are expected to be used is another form
of an implicit relationship between patterns (Matovi¢ and
Vrani¢ 2024, 2025).

According to Sousa et al. (2022), verbs used to express
relationships between patterns for engineering software for
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the cloud do not imply joint use of patterns, conditional
correlation, or causality between these patterns. They
documented a pattern language for engineering software
for the cloud. Text descriptions of its patterns lack explicit
links to other patterns that could be used to establish pat-
tern sequences. Implicit relationships between patterns in
their language can be identified and used to establish pat-
tern sequences with patterns that lack or do not have all
documented explicit relationships. The absolute value of
asymmetry of relationships calculated by Sousa et al. for
patterns in their language could ease their comparison to
identify patterns with the strongest and weakest asymmetry
of relationships.

Sousa et al. (2022) denote the difference between the
probabilities of the subsequent use of patterns as asymme-
try in pattern adoption. For patterns X and Y, this is the
p(X|Y) — p(Y|X) value. According to Sousa et al., rela-
tionships between patterns identify more useful combina-
tions of patterns for engineering software for the cloud, the
closer the difference of probabilities of the subsequent use
of patterns X and Y: p(X|Y) — p(Y|X) is to zero. As they
explain further, asymmetry in pattern adoption can be used
to identify correlated patterns expected to be used together,
because correlated patterns expected to be used together
are patterns X and Y, where the difference between the
conditional probability of the subsequent use of pattern X
after pattern Y and the opposite probability to it calculated
with Bayes’ rule is lower than the difference between the
conditional probability of the subsequent use of pattern X
after any other pattern Z and the opposite probability to it:
Ip(X|Y) — p(Y|X)| < [p(X|Z) — p(Z|X)|.

According to Coplien and Zhao (2000), understanding the
relationship between programming language features and
design patterns regarding symmetry and symmetry break-
ing may answer which patterns should and should not be
used. They assume that applying design patterns temporar-
ily breaks symmetry in systems where software patterns are
applied. Asymmetry in these systems can be transformed
back to symmetry by applying more design patterns. It is
important to note that this concept of symmetry is different
from the symmetry of relationships between two organiza-
tional or security patterns.

Washizaki et al. (2014) connected text descriptions of
organizational patterns from the Portland Pattern Repository
in the network using explicitly stated links to other patterns.
Using this network, Washizaki et al. calculated three types
of centrality of patterns that can be used to identify nodes
representing patterns in a network that are commonly used in
practice. The strength of symmetry of relationships between
patterns can be used to establish pattern sequences without
requiring connecting these patterns in a network. Pattern
sequences can be established using the strongest symmetries
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of relationships between patterns without requiring these
patterns to have explicit relationships with each other.

Janeiro et al. (2010) found common relationships between
user-interface design patterns, which can be used to estab-
lish pattern sequences. The expected order of patterns in
sequences can be found in other software patterns. Janeiro
et al. identified commonly used patterns from the experi-
ments with participants solving their problems with a list
of pre-defined patterns. Information about the previous use
of software patterns is not mandatory while establishing
expected pattern sequences, if stochastic processes are used
to calculate the probability of use of patterns and pattern
sequences.

Kodituwakku and Bertok (2003) found the types of rela-
tionships between design patterns that can be used to organ-
ize patterns and establish the sequences of them. Kodituw-
akku et al. require categorization of design patterns before
commonly used patterns can be identified. Re-categorization
of software patterns is not mandatory before establishing
expected pattern sequences if symmetries of relationships
are used to establish these sequences, because these sym-
metries can be calculated between explicitly or implicitly
related patterns.

Sulaiman Khail and Vrani¢ (2019) proposed changes to
the pattern format to more sophisticatedly reflect the rela-
tionships with other patterns. They assume that relationships
between patterns can be used for pattern composition. If the
strengths of symmetries of relationships between patterns
are provided in pattern text descriptions, these strengths
would help pattern authors to see a natural path through
pattern catalogs or languages.

Greene (2003) implemented a software tool to document
patterns in XML format that can be used to select appropri-
ate patterns for a particular problem using decision trees.
There are many pattern formats, and pattern sequences can
be established only using pattern relationships without put-
ting constraints on pattern formats.

Kubo et al. (2005) use a pattern relation graph to iden-
tify similar contexts in software design patterns and uses
this similarity as a guide to establishing pattern sequences.
Because contexts of consecutively applied patterns are sim-
ilar, patterns differ in the contradicting forces they try to
resolve. Pattern sequences that are expected to be used do
not have to consist of patterns that have similar contexts.

Kaliyar (2020) presented a language model based on the
BERT language model, which can be used to understand
links to other patterns using the context in which these links
occur, thus shifting from lexical analysis of the text to syn-
tactic analysis. Text descriptions of patterns that are meant
to be established in pattern sequences should be available to
pattern users, such that they will be able to understand the
usefulness of the established pattern sequences.
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Noble (1998) named relationships between patterns that
can be extracted from their text descriptions as relation-
ships between primary and secondary patterns. According
to his definitions, primary patterns reference other patterns
that can be used together and be found in the related pat-
terns or see also sections. Noble (1998) recognizes implicit
relationships between object-oriented design patterns about
which the author of the patterns does not have to know.
The strengths of symmetries of relationships between pat-
terns can be considered as implicit secondary relationships
between patterns.

Falkenthal et al. (2018) searched for natural sequences
in which patterns in pattern language tend to be established
using an Alexandrian pattern graph. These natural sequences
can also be established using patterns documented in other
sources, not only in pattern languages.

According to Sousa et al. (2022), directed graphs can
represent natural adoption sequences of patterns and help
identify the precedence of patterns in use. The same can be
achieved by visualizing the Bayesian network for the natural
adoption sequences. Natural adoption sequences can also
be established without visualizing pattern relationships in
graphs.

Furthermore, Sousa et al. (2022) searched for what causes
companies to use patterns. They strived to find causal rela-
tionships between the patterns companies use. They used
the adoption rate to discuss the prevalence of one type of
pattern against the others. They acknowledge that relation-
ships between patterns extend the borders of the pattern lan-
guage. They evaluated the usefulness of established pattern
sequences by surveying professionals developing or manag-
ing software development for the cloud. Also, Sousa et al.
(2022) note that very few authors assess pattern use with
practitioners. This can lead to avoiding working with pat-
terns that might be conditionally usable because their use
in the sequence depends on the technology used for their
implementation. One cannot rely only on documented and
explicitly stated relationships between patterns when choos-
ing which pattern to apply next. Sousa et al. imply that adop-
tion sequences of two patterns are very likely to be used if
the probability of their use is higher than 0.8, and adoption
sequences are only likely to be used if the probability of their
use is between 0.6 and 0.8. Pattern sequences that are very
likely to be used can be established using the strongest sym-
metries of relationships between patterns while establishing
pattern sequences. Probabilities of use of these sequences
can be calculated using stochastic processes.

Waseeb et al. (2020) proposed an automatic approach
to discover relationships and the strength between patterns
using text mining and natural language processing tech-
niques. They used text descriptions of the organizational
patterns documented by Coplien and Harrison (2004)
to mine association rules. Mining associations between

patterns says nothing about the expected order in which
associated patterns should be applied. Semantic meaning
of text descriptions should also be used while extracting
implicit pattern relationships. The process of mining rela-
tionships between patterns from their text descriptions
must also understand the meaning of the text, not just the
pattern names mentioned within the text descriptions of
patterns. Any method of establishing pattern sequences
using implicit relationships should support pattern users to
let them choose which relationships will be used to estab-
lish pattern sequences.

2.2.1 Alternatives to symmetries of pattern relationships

Variational distance discussed by Koller and Friedman
(2009) and presented in Formula (1) can be used to calcu-
late how much the probability of use of a pattern sequence
would be changed by the use of the next applicable pattern
in this pattern sequence. The higher this probability is,
the greater the incompatibility of patterns in this pattern
sequence is.

Dvar(P7 Q) = (1/2) * Z |P(0r1glnal

applicable pattern (1)

sequence) — Q(extended sequence)|

Because the pattern sequence that is expected to be used
in practice should be composed of compatible patterns that
can be applied together, the probability of use of this pattern
sequence should be changed only minimally.

The calculation of the probability of using a pattern
sequence with the variational distance is possible if the prob-
ability of the pattern sequence and the probability of use of
this sequence, extended with the use of another pattern, can
be calculated. The problem with this metric is that if the
probability of use of pattern sequences were calculated with
stochastic trees, multiple pattern sequences with different
patterns would have the same probability of their use, and it
would be hard to identify the pattern that is most expected
to be applied next. The same reason applies to the use of the
Euclidean distance (Koller and Friedman 2009) and Cheby-
shev inequality (Koller and Friedman 2009).

Conditional relative entropy discussed by Koller and
Friedman (2009) and presented in Formula (2) can also be
used to calculate the probability with which two software
patterns would be used together. The use of this entropy
to calculate the probability with which two patterns are
applied would be suitable if the probability of use of
another software pattern P(another pattern) in Formula (2)
could be calculated by observing the relative frequency of
its use, which can change in time and is also difficult to
obtain in the domain of software patterns.

@ Springer
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P(another pattern)

another patterns

@

% Dy, (P(first pattern | another pattern) ||
QO(first pattern | second pattern))

Because the symmetry of relationships between patterns was
previously shown to be used in identifying software patterns
that can be combined (Sousa et al. 2022), and they can be
calculated without having information about the past use of
patterns, these symmetries can be checked to see if they can
be used to establish meaningful pattern sequences.

2.2.2 Probabilities of symmetric pattern relationships

The expected order of patterns in pattern sequences can be
identified by establishing patterns that have the strongest
strengths of symmetries of relationships. In order to distin-
guish the most expected from expected pattern sequences
and to distinguish expected from unexpected pattern
sequences, the symmetries of the relationships between pat-
terns have to be calculated because stochastic processes are
insufficient to make this distinction. This is so because they
can produce the same highest probability for multiple pattern
sequences, even if one of them is not meaningful. The cal-
culation of the strength of the symmetry of the relationship
between patterns is dependent on the conditional probability
of applying those patterns.

The probability of applying software patterns can be cal-
culated as a relative frequency of their use, but this requires
statistics about the past use of patterns. If the probability of
use of all patterns in the pattern language or catalog would
conform to a uniform probability, it would not be possible
to determine which pattern is expected to be applied next.

The probability of applying explicitly linked patterns can
also be calculated with the Beta distribution or the Metropo-
lis algorithm discussed by Kruschke (2015) but the problem
with these techniques is that they need statistics about the
past use of patterns as input to calculations of these prob-
abilities, which is hard to obtain. The probability of applying
explicitly linked patterns could also be calculated with the
Probability density function discussed by Kruschke (2015),
but this function can be modeled only if we have the statis-
tics about the past use of patterns in practice.

There are often multiple explicit relationships between
patterns, but these do not specify which of these patterns
are expected to be used. The strengths of symmetries of
relationships between patterns can be used as one type
of implicit relationship that can be extracted from text
descriptions of patterns to identify patterns expected to
be used together in pattern sequences. These strengths can
be used to establish pattern sequences without statistics
about the past use of patterns and without altering text
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descriptions of patterns. The strengths of symmetries of
relationships between patterns can be calculated with the
stochastic trees. The strengths of symmetries of relation-
ships between patterns can be compared to establish pat-
tern sequences that are most expected, expected, or unex-
pected to be used in practice.

Stochastic trees can be used to model any pattern
sequence, and they can point to multiple sequences as
those with the highest probability of their use. Probabilities
inside the stochastic tree can be calculated as 1/N where N
is the number of all patterns to be established in sequences,
reduced by the number of already used patterns. Pattern
sequences with the same highest probability of use calcu-
lated with stochastic trees are expected pattern sequence
candidates, and without further information, it is not pos-
sible to determine which sequence is expected. These are
initial sequences that are candidates for sequences expected
to be used. As there may be more than one candidate for the
expected pattern sequence, all candidate sequences identified
in the stochastic tree (from nodes with the highest probabili-
ties) must be examined to distinguish truly expected pattern
sequences. One way to examine them is to check if subse-
quently used patterns in these sequences have the strongest
symmetry of relationships. It turns out that the strongest
strength of symmetry of the relationship between patterns
can be used to establish meaningful pattern sequences.
Bayesian belief networks can also be used to quantify the
degree of belief in these expected pattern sequences.

3 Establishing pattern sequences based
on stochastic trees

Here, a new method for establishing expected (probable) pat-
tern sequences is proposed. The method combines Hazen’s
stochastic tree method (Hazen 1992) and the maximum-like-
lihood estimation method (Penn State 2023). A stochastic
tree, which is a continuous-time Markov chain (Hazen 1992),
is used to select expected pattern sequence candidates.

The input to the method is a set of text descriptions of
patterns. Text descriptions of patterns used in this method
do not have to adhere to any pattern forms commonly used
for documenting patterns. The output is a set of expected
pattern sequences and a set of unexpected pattern sequences.
Expected pattern sequences are recommended, while unex-
pected ones are to be avoided. The method consists of these
steps:

1. Establish all meaningful kick-off pattern sequences
using all patterns such that these sequences consist of
at least two unique patterns using explicit or implicit
relationships.
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2.

10.

Construct all stochastic trees of pattern relationships
on top of all kick-off pattern sequences established in
Step 1.

Sort probabilities of the stochastic tree nodes in
descending order, identify and select the stochastic
tree nodes with the highest probabilities because these
nodes represent the expected pattern sequence candi-
dates. If there is more than one node in a stochastic tree
with the highest probability, all of these nodes must
be selected because they identify expected pattern
sequence candidates.

Construct the pattern map of applicable patterns of the
first pattern in all expected pattern sequence candidates
selected in step 3.

For each pattern map of applicable patterns con-
structed in step 4, extract conditional probabilities
that the patterns used in step 4 would be used before
other applicable patterns in pattern map of applicable
patterns p(another pattern|pattern) and extract these
probabilities from the stochastic tree constructed in
step 2 which contains this probability. For each pat-
tern map of applicable patterns constructed in step 4,
calculate conditional probabilities that the patterns
used in step 4 would be used after other applica-
ble patterns in the pattern map of applicable pat-
terns p(pattern|another pattern) with Bayes’ rule.
For each pattern map of applicable patterns con-
structed in step 4, calculate the absolute difference
|p(another pattern|pattern) — p(pattern|another pattern)| and
store this difference in the list. Attach this list to the
pattern map of applicable patterns.

Sort lists attached to pattern maps constructed in step 5
in ascending order.

Lowest absolute differences in sorted lists from step 6
point to patterns expected to be applied next after pat-
terns for which pattern maps of applicable patterns
were constructed in step 4.

Absolute differences in sorted lists from step 6, which
are not lowest in these lists, point to patterns unex-
pected to be applied next after patterns for which pat-
tern maps of applicable patterns were constructed in
step 4.

If the patterns established by following steps 4—7 are
the same as those in the expected pattern sequence
candidate identified in step 3, then add this candi-
date sequence to the resulting set of expected pattern
sequences.

If the patterns established by following steps 4-7
are different from patterns in the expected pattern
sequence candidate identified in step 3, then a differ-
ent pattern sequence is established and added to the
resulting set of expected pattern sequences.

11. If the patterns established by following steps 4-8 are
the same as those in the expected pattern sequence can-
didate from step 3, then add this candidate sequence to
the resulting set of unexpected pattern sequences.

12. If the patterns established by following steps 4-8
are different from patterns in the expected pattern
sequence candidate identified in step 3, then a differ-
ent pattern sequence is established and added to the
resulting set of unexpected pattern sequences.

The search for expected pattern sequences can be started
by identifying those sequences that are candidates for
expected pattern sequences. Candidates for expected pat-
tern sequences can be identified using the visualization tool
like the stochastic tree used in Sect. 3.1. Before the expected
pattern sequence candidates can be identified from stochastic
trees, these trees must model some sequences that we estab-
lished from all patterns in the Piecemeal Growth pattern
language in Sect. 3.1 to learn more about how the organiza-
tion starts to work together. Candidates for expected pattern
sequences are those sequences that have the highest prob-
ability in the stochastic tree, but there is no guarantee that
pattern sequences with the highest probability in the tree will
always be meaningful because stochastic trees can be used to
model any possibly meaningless pattern sequence. Implicit
relationships like the strongest symmetry of relationship we
used in Sect. 3.2 can be used to establish meaningful pattern
sequences from patterns, whose order in these sequences
can be reversed.

3.1 Construction of the stochastic tree

Before the expected pattern sequences can be established,
sequences that are candidates for expected sequences must
be identified. No pattern sequence with a high probability of
its use can be declared as expected, as there can be multiple
pattern sequences with the same probability.

Candidate pattern sequences for expected pattern
sequences can be identified from a visualization of the sto-
chastic tree modeling any input pattern sequence (which we
call the kick-off pattern sequence). Kick-off pattern sequence
can be established using explicit links between patterns.
The kick-off pattern sequence we used was established by
chaining all patterns in the Piecemeal Growth pattern lan-
guage from Coplien and Harrison (2004) in the order they
are documented in this language (they are also linked to
each other) to learn more about the piecemeal growth of
an organization.! The following kick-off pattern sequence

! This kick-off sequence can be seen here: https:/github.com/vikto
rFIIT/fiit-research-resources/blob/main/app/Use-On-Organizational-
Patterns-1.md.
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Self Selecting
4 Team
1/(N-1)

Skunk Works
1/N

~Self Selecting
1 Team
1-(1/(N-1))

Fig.1 An example of a stochastic tree for pattern sequence Skunk
Works — Self-Selecting Team

was established by following explicit links between patterns
in the Piecemeal Growth pattern language, if these explicit
links mentioned other applicable patterns. For example,
Skunk Works mentions Self-Selecting Team as a way to
form a limited-cost team.

Skunk Works — Self-Selecting Team — Diverse
Groups — Unity of Purpose — Patron Role — Fire
Walls — Gate Keeper — Compensate Success — Size
The Organization — Phasing It In — Apprenticeship
— Solo Virtuoso — Developing In Pairs — Holistic
Diversity — Domain Expertise In Roles — Subsystem
By Skill » Moderate Truck Number

Each application of a pattern is represented by a single node
in this tree, and this node is divided into two other nodes: a
node that denotes application of the next applicable pattern
in the kick-off pattern sequence; a node that denotes that
the next applicable pattern in the kick-off pattern sequence
won’t be applied. The node with the highest probability in
the stochastic tree constructed for the whole kick-off pat-
tern sequence is then the naturally expected pattern sequence
candidate. Figure 1 shows the simplest example of a sto-
chastic tree that can be used to identify expected pattern
sequence candidates. Each node represents one pattern in
the pattern sequence. Skunk Works, as the first pattern in the
pattern sequence, can only be applied with the probability
1/N where N stands for the number of patterns in the pat-
tern language where this pattern is documented (there are 29
patterns in the Piecemeal Growth pattern language). If the
next applicable pattern Self-Selecting Team is going to be
applied, it can only be selected from N — 1 patterns in this
language because Skunk Works is not going to be repeated
in the expected pattern sequence candidate.

@ Springer

Each stochastic tree needs to consist of nodes represent-
ing patterns in pattern sequences, which it models, and prob-
abilities of applying patterns represented by these nodes, if
it is useful to identify the candidates for expected pattern
sequences. Because each pattern can be either applied or
rejected to be applied, a tree suitable for the identification
of the expected pattern sequences can only be a binary tree.
Because patterns are applied in sequences in consecutive
order, links between nodes in these trees can only be unidi-
rectional. No weights for the links are needed. Visualization,
like in Fig. 1, allows its readers to identify how decisions to
apply patterns in any pattern sequence modeled in the tree
have an impact on the resulting probability of applying the
pattern sequence that is modeled with the tree.

The stochastic tree used in the experiment with this
method was constructed on top of the one kick-off pattern
sequence established using all patterns from the Piecemeal
Growth pattern language using explicit links between pat-
terns found in the work of Coplien and Harrison (2004).
We decided to model this pattern sequence with the tree
to establish at least one of the expected pattern sequences
from patterns in this language, and learn about the piecemeal
growth of a working organization.

To construct the stochastic tree, all organizational pat-
terns documented in the Piecemeal Growth pattern language
by Coplien and Harrison (2004) were used to establish one
kick-off pattern sequence that was modeled with the stochas-
tic tree. The pattern sequence of all patterns in the Piecemeal
Growth pattern language, which we established and decided
to model with the stochastic tree, can be described by a pat-
tern story and, therefore, can be considered meaningful.3 It
was established following explicit links between its patterns.
This kick-off pattern sequence helps to transform a small
Skunk Works team into a working organization.

The node in the stochastic tree with the high-
est probability identified in the tree repre-
sented one expected pattern sequence candidate
in the Piecemeal Growth pattern language. Node
p(Skunk Works — —Self Selecting Team — —Diverse Groups)
= 0.96429 in the stochastic tree represented the expected
pattern sequence candidate. Not only one candidate
node had to be chosen. If so, all these nodes will be
expected pattern sequence candidates. Value 0.96429
is the probability of the use of the pattern sequence
Skunk Works — —Self Selecting Team — —Diverse Groups
by the assumed domain expert having access to the

2 The stochastic tree used in experiments with this method is availa-
ble at https://github.com/viktorFIIT/fiit-research-resources/blob/main/
app/Use-On-Organizational-Patterns-1.md.

3 The pattern story for this pattern sequence is available at https://
github.com/viktorFIIT/fiit-research-resources/blob/main/stochastic-
tree/pattern-stories/pattern-story-of-all-patterns.pdf.
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Piecemeal Growth pattern language in the work of Coplien
and Harrison (2004). The pattern sequence represented by
this node with the highest probability is a sub-sequence of
the kick-off pattern sequence of all patterns in the Piecemeal
Growth pattern language, established from patterns docu-
mented in the work of Coplien and Harrison (2004). It is
reasonable to expect this sequence because it can be used to
shift a limited-cost team into a full-fledged software project
team. Whether this node truly represents the expected pat-
tern sequence had to be verified.

Hazen’s stochastic trees (1992) can be constructed on top
of any deliberately chosen pattern sequences or sequences
extracted from pattern stories. Each pattern language can be
used to construct at least one stochastic tree. The number of
stochastic trees built on top of the pattern language depends
on the number of sequences that are possible to establish
with patterns in this language. The kick-off pattern sequence
to be modeled with the stochastic tree can be established
by following explicit links between patterns. The kick-off
pattern sequence should consist of at least two patterns to
successfully construct a stochastic tree. The type of rela-
tionship between patterns in the kick-off pattern sequence
modeled in the stochastic tree does not matter. The kick-off
pattern sequences established according to step 1 must con-
sist of at least two patterns to be able to construct at least one
stochastic tree. The minimum number of patterns used in
the expected or unexpected pattern sequences will be equal
to the number of patterns in the shortest expected pattern
sequence candidate.

The stochastic tree speeds up the search for the expected
pattern sequences because the expected pattern sequence
candidate can be identified as a true expected pattern
sequence. The stochastic tree may serve as the source of con-
ditional probabilities that can be used in the calculation of
the symmetry of relationships between patterns (in step 5 of
this method) to establish meaningful pattern sequences. Cur-
rently, no similar technique capable of identifying pattern
sequences with the highest probability of being expected is
known to the authors of this work.

Patterns used in the candidates for the expected pattern
sequences are systematically checked by constructing maps
of other applicable patterns after them in the next section.
We construct these maps to help us identify which strengths
of symmetries of relationships we need to calculate if the
assumption is that the strongest symmetries of relationships
between patterns in candidate pattern sequences and other
applicable patterns point to those patterns that are meaning-
ful and expected to be applied next.

3.2 Construction of pattern maps

For each organizational pattern used in the expected pat-
tern sequence candidate identified in the stochastic tree

constructed in Sect. 3.1, searching for other patterns that can
be used next was necessary to establish pattern sequences
based on the strongest symmetries of relationships between
patterns.

Stochastic trees cannot be used to identify relationships
between patterns in the candidate for the expected pattern
sequence and other applicable patterns. Therefore, the
simplest visualization technique, where each pattern from
the candidate pattern sequence would be linked to another
applicable pattern, was employed. Visualizing other appli-
cable patterns with links between patterns in pattern maps of
applicable patterns is a similar technique to the use of Alex-
andrian pattern graphs in the work of Sousa et al. (2022)
and one of the simplest visualizations we could use to sys-
tematically identify strongest symmetries of relationships
between patterns in the candidate pattern sequence and other
applicable patterns.

To systematically identify strongest symmetries of rela-
tionships between patterns from the stochastic tree and other
applicable patterns, we constructed a directed graph for each
pattern in the candidate for the expected pattern sequence,
where the source of all directed edges is a vertex repre-
senting pattern from expected pattern sequence candidate
(Skunk Works, Self-Selecting Team, and Diverse Groups),
and edges point from this source vertex to other vertices
representing patterns expected to be used next after the pat-
tern represented by the source vertex. A bidirectional edge
pointing toward the central vertex was created if another pat-
tern was stated as applicable before the pattern represented
by the central vertex in its text description.

Search for the next applicable patterns was conducted
between patterns documented in the work of Coplien and
Harrison (2004). If the use of another pattern linked by the
pattern used in the expected pattern sequence candidate was
not prohibited from being used in its text description by the
author of this pattern, an explicit link to this other pattern
was interpreted as pointing to the next applicable pattern.
The text description of the pattern referenced by the pattern
in the expected pattern sequence candidate was checked to
see if it allowed the use of the pattern in the expected pattern
sequence candidate, and if its use was allowed, the bidirec-
tional arrow was created.

Maps of applicable patterns do not primarily visualize
explicit or implicit relationships between patterns. Pat-
terns for which pattern maps of applicable patterns were
constructed can have explicit or implicit relationships with
patterns expected to be used next.

Patterns that are not allowed to be used next after the
pattern for which the pattern map of applicable patterns was
constructed by the authors of the text descriptions of these
patterns were not visualized in these maps. Because of this,
patterns that are not allowed to be used will not be part of the
most expected, expected, or unexpected pattern sequences.
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Patterns that are allowed to be used next after the pattern
for which the pattern map of applicable patterns was con-
structed by the author of its text description were visualized
in pattern maps. Patterns in the most expected, expected,
and unexpected pattern sequences are those patterns that
are visualized in pattern maps of applicable patterns and for
which the symmetry of the relationship is calculated.

The application of the step 4 of this method can be seen
in Figs. 2, 3 and 4, which present patterns documented by
Coplien and Harrison (2004) which are applicable after or
before patterns used in the expected pattern sequence can-
didate identified in Sect. 3.1. Examples of the pattern maps
of applicable patterns can be seen in Figs. 2, 3 and 4, where
a central vertex represents a pattern linking to other patterns
documented in the work of Coplien and Harrison (2004).

Central vertices in Figs. 2, 3 and 4 represent Skunk
Works, Self-Selecting Team, and Diverse Groups organiza-
tional patterns from the expected pattern sequence candidate.
Edge pointing onward from the central vertex in the pattern
map of applicable patterns that can be seen in Figs. 2, 3 and
4 points to the pattern expected to be used after the pattern
represented by the central vertex. The edge pointing toward
the central vertex in the pattern map of applicable patterns
represents the pattern expected to be used before the pattern
represented by the central vertex.

Because the first expected pattern sequence candidate
Skunk Works — = Self-Selecting Team — — Diverse Groups
from the kick-off pattern sequence of all patterns in the
Piecemeal Growth pattern language starts with Skunk Works
organizational pattern, a pattern map of applicable patterns
before or after Skunk Works in Fig. 2 was constructed.

According to Coplien and Harrison (2004), the Skunk
Works organizational pattern can be used to create a tempo-
rary team to test the capability of incorporating innovative
technology into already existing software products. In the
work of Coplien and Harrison (2004), six patterns linked by
Skunk Works in Fig. 2 can be used after Skunk Works and

rrewats )
\ Fire Walls/ /
// Slze The /Gate Keeper\

\ Organlzatlon >,7/ 7
Skunk

- Works e -~
Self Selecting __— t\Patron Role/;
‘\ Team / I ~_ -
7 Compensate \

\ Success ) /

Fig.2 The pattern map of the patterns applicable after Skunk Works
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Organlzatlon Self _—
Selecting Solo Virtuoso
Team -

Apprenticeship

Diverse Groups

Fig.3 The pattern map of the patterns applicable after Self-Selecting
Team

are documented in the Piecemeal Growth pattern language.
Figure 2 also identifies the direction in which Skunk Works
links to other patterns in the Piecemeal Growth pattern
language, whether these links are unidirectional or bidirec-
tional. For example, the unidirectional edge between Skunk
Works and Fire Walls expresses that Fire Walls can be used
after Skunk Works to isolate the Skunk Works team from the
rest of the organization. On the other hand, the bidirectional
edge between Skunk Works and Patron Role expresses that
a leading role in the organization can create a Skunk Works
team, and the Skunk Works team can also be promoted to a
project team by Patron Role. Probabilities of the subsequent
use of patterns before and after Skunk Works are calculated
and provided in Sect. 3.3.

According to Coplien and Harrison (2004), the Self-
Selecting Team can be used to choose members of the Skunk
Works team based on their track record and broader inter-
ests. The Self-Selecting Team organizational pattern from
the expected pattern sequence candidate in Fig. 3 links five

/6emain Expertise\lrﬁ
N Roles //

/ Slze The

\\ Organlzatlon 2/
Duvers\ _f Self Selectmg\
)\Group/ Team  /
/ Subsystem By b -

\ Skill -
<Ho|istic DiversitD

Fig.4 The pattern map of the patterns applicable after Diverse
Groups
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other organizational patterns that can be used after the Self-
Selecting Team, while only two of these patterns refer to
Self-Selecting Team. The pattern map of applicable patterns
for the Self-Selecting Team can be seen in Fig. 3.*

The last organizational pattern in the expected pattern
sequence candidate is Diverse Groups. According to Coplien
and Harrison (2004), the Diverse Groups can be used to
choose members of the Skunk Works team based on their
temperaments. The Diverse Groups links to five other organ-
izational patterns that can be used after the Diverse Groups.
Self-Selecting Team does not refer to and is not expected
to be used before the Diverse Groups. Figure 4 below pro-
vides a pattern map of applicable patterns before or after the
Diverse Groups.

3.3 Probability of the subsequent use of patterns

The probabilities of the subsequent use of patterns refer-
enced by those represented by central vertices in Figs. 2, 3
and 4 were extracted from the stochastic trees constructed in
Sect. 3.1 according to step 5 of this method to identify pat-
terns which can be applied before or after those in candidate
pattern sequences identified in Sect. 3.1 and still establish
meaningful pattern sequence. The probabilities opposite to
them were calculated with Bayes’ rule.

To understand how the conditional probability of the use
of patterns applicable after the central pattern in the pat-
tern maps in Figs. 2, 3 and 4 can be calculated, consider
that the probability of the subsequent use of the Size The
Organization pattern after Skunk Works can be calculated
as 1/(29 — 8) because there are 29 patterns in the Piecemeal
Growth pattern language, and eight patterns were applied
before the Size The Organization pattern in the kick-off pat-
tern sequence presented in Sect. 3.1. This can be generalized
and the probability of applying each applicable pattern in
each of the pattern maps in Figs. 2, 3 and 4 can be calcu-
lated as 1 /(N — M) where N is the number of patterns user
works with and M is the number of patterns applied in kick-
off pattern sequence before the next applicable pattern. The
probability of applying a pattern like this is then calculated
in the same way as in a stochastic tree.

If the conditional probability of applying the next
applicable pattern, which is Size The Organization,
after Skunk Works (and this applies to any pattern in
the candidate pattern sequence as well) can be calcu-
lated as p(STO|SW)=1/(M — N), then the opposite
probability to it can be calculated with Bayes’ rule as
PSWISTO) = (p(STO|SW) = p(SW))/((p(STO|SW) = p(W))+
p(STO|~SW) x p(~SW)) where:

* The position of the vertices in pattern maps of applicable patterns
is arbitrary.

e The probability of applying Skunk Works p(SW) can
be calculated by dividing the chance of using Skunk
Works by the number of patterns in its pattern language
p(SW) =1/29.

e The probability of applying Size The Organization,
knowing that Skunk Works will not be applied before it
can be calculated by ignoring Skunk Works in the kick-
off pattern sequence p(STO|-SW) =1/(29 — 7).

e The probability of not applying Skunk Works is the com-
plement to the probability that it will be applied and is
equal to p(-SW) = 28/29.

The absolute difference between the probability of using a
pattern from the expected pattern sequence candidate before
and after the pattern it refers to was calculated for pattern
maps of applicable patterns in Figs. 2, 3 and 4. All these
differences between probabilities were sorted in ascending
order and attached to Figs. 2, 3 and 4 to identify patterns that
can be used one after the other and still establish meaningful
pattern sequences. This resulted in creating three ordered
lists for three pattern maps of applicable patterns. Abso-
lute differences between conditional probabilities calculated
for each relationship that were visualized in pattern maps
in Sect. 3.2 and opposite probabilities help to compare the
positive numbers in the search for patterns which can be
used one after another and still establish meaningful pattern
sequences.

3.4 Strength of the symmetry of relationships
between organizational patterns

To establish meaningful expected pattern sequences, we
identified the lowest difference from the list of absolute dif-
ferences (created in Sect. 3.3) between probabilities of the
subsequent use of patterns from expected pattern sequence
candidates before and after the patterns they refer to, and
used this difference as an implicit relationship to establish
meaningful pattern sequences. A list of these differences
was created for each pattern map of applicable patterns in
Figs. 2, 3 and 4 during the execution of step 5 of this method
to identify patterns expected to be applied next after central
patterns in these maps. It was identified that the smallest
absolute differences point to patterns that establish meaning-
ful pattern sequences.

We define the absolute difference between condi-
tional probabilities of subsequent use of patterns A and B:
|p(A|B) — p(B|A)| as the symmetry of relationships between
patterns A and B. This definition of the symmetry of rela-
tionships between two patterns is similar to the definition
of asymmetry in pattern adoption provided by Sousa et al.
(2022), with the difference that the symmetry defined here
takes only positive values which helps to compare only posi-
tive values and was shown to always identify patterns which
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establish meaningful pattern sequence even if their order is
exchanged.

The strongest symmetry of the relationship between pairs
of patterns A and B in pattern maps of applicable patterns in
Figs. 2, 3 and 4 was found, where the lowest absolute differ-
ence [p(A|B) — p(B|A)| of conditional probabilities of their
subsequent use was calculated in the list attached to each
pattern map of applicable patterns.’ Step 5 of this method
calculates the strength of symmetry of the relationship
between patterns using conditional probabilities extracted
from those stochastic trees constructed in step 2, which con-
tain these conditional probabilities.

The symmetry of the relationships between the pattern
represented by the central vertex in Fig. 2 and other patterns
it refers to allowed us to identify the pattern expected to be
used after the Skunk Works in the pattern sequence that is
expected to be used.

Because stochastic trees cannot guarantee meaningfulness
of the highest probable pattern sequence and to prove that
the strongest symmetries of relationships help to establish
meaningful pattern sequences, we checked both subsequent
patterns in the candidate for the expected pattern sequence
Skunk Works — — Self-Selecting Team — — Diverse Group
identified in the stochastic tree in Sect. 3.1 to see if they have
the strongest symmetry of relationships. The strongest sym-
metry of the relationships between the pattern represented
by the central vertex in Fig. 2 and other patterns it refers to
allows us to identify the pattern expected to be used the most
after Skunk Works in the most expected pattern sequence.

According to the list of differences between condi-
tional probabilities created for pattern map of appli-
cable patterns of Skunk Works in Fig. 2, of all the links
to patterns applicable after or before Skunk Works in
Fig. 2, difference between probabilities of using Skunk
Works before or after the Self-Selecting Team is the low-
est one. Symmetry of the relationship between Skunk
Works and Self-Selecting Team could be calculated as

absolute difference between conditional probabilities:

|p(Self Selecting Team | Skunk Works) — p(Skunk Works

| Self Selecting Team)| = 0.03571 — 0.03329 = 0.00242 ,
which was also the strongest symmetry because of the low-
est value for all patterns Skunk Works links to. Using this
difference between probabilities, it was possible to consider
Skunk Works and Self-Selecting Team as organizational pat-
terns with the strongest symmetric relationship that can be
used one after another because Self-Selecting Team can be
used to let people select their own Skunk Works team (Self-
Selecting Team — Skunk Works) and Skunk Work teams

3 Lists can be seen here: https://github.com/viktorFIIT/fiit-research-
resources/blob/main/app/Use-On-Organizational-Patterns-1.md.
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can also naturally grow by selecting new members based on
common interests (Skunk Works — Self-Selecting Team).

The implicit relationship represented as the strength of
symmetry between Skunk Works and Self-Selecting Team
organizational patterns is also explicit because Skunk Works
links to the Self-Selecting Team in its text description.

The strongest symmetry of relationships was also identi-
fied between the Self-Selecting Team and Diverse Groups.
The Diverse Groups organizational pattern can be used
after the Self-Selecting Team to enrich the screening pro-
cess by checking temperaments and diverse experience
backgrounds of potential candidates. Whether the check for
common interests or temperaments will be conducted first
clearly does not matter, but the strength of symmetry of the
relationship between the Self-Selecting Team and Diverse
Groups tells us that order of use of these two patterns in
pattern sequence can be reversed and still establish the most
expected and meaningful pattern sequence Skunk Works —
Self-Selecting Team — Diverse Groups.

The strengths of the symmetries of relationships between
Skunk Works, Self-Selecting Team, Diverse Groups, and
other patterns they relate to are available in the repository
along with the complete calculations.®

3.5 Weak symmetries of relationships
between organizational patterns

Weak relationships are formed between patterns with
weaker symmetric relationships. The method for establish-
ing expected pattern sequences based on stochastic trees also
produces a set of unexpected pattern sequences established
using the weakest symmetries of the relationships between
software patterns. Pattern users should avoid using unex-
pected pattern sequences.

Looking at the strengths of symmetries of relationships
of Skunk Works to other applicable patterns provided in the
repository, it can be seen that Skunk Works has the low-
est strength of the symmetry of the relationship (highest
symmetry value) with the Size The Organization because
the difference |p(Skunk Works|Size The Organization)
—p(Size The Organization|Skunk Works)|is the highest one.
This is reasonable because Skunk Works may not transform
into the regular project team through the application of the
Size The Organization. The Skunk Works team can be dis-
solved after achieving its goal.

The weakest strength of symmetry of the relationship was
also found between the Self-Selecting Team and the Solo
Virtuoso organizational patterns. The Solo Virtuoso organi-
zational pattern can be used to assign an effective software

6 https://github.com/viktorFIIT/fiit-research-resources/blob/main/
app/Use-On-Organizational-Patterns-1.md.


https://github.com/viktorFIIT/fiit-research-resources/blob/main/app/Use-On-Organizational-Patterns-1.md
https://github.com/viktorFIIT/fiit-research-resources/blob/main/app/Use-On-Organizational-Patterns-1.md
https://github.com/viktorFIIT/fiit-research-resources/blob/main/app/Use-On-Organizational-Patterns-1.md
https://github.com/viktorFIIT/fiit-research-resources/blob/main/app/Use-On-Organizational-Patterns-1.md

Social Network Analysis and Mining (2025) 15:88

Page130f29 88

engineer to the task if assigning more professionals would
not speed up progress. The Self-Selecting Team organiza-
tional pattern helps select compatible team members for the
team project, and there is no relation to the conflicting forces
that Solo Virtuoso tries to resolve. The weakest symmetry
of relationship points here to the patterns that do not estab-
lish meaningful pattern sequences, even if the order of their
subsequently used patterns is reversed.

3.6 Verifying the usefulness of the patterns
in candidate pattern sequence
with the maximum-likelihood function

Before it can be stated that the expected pattern sequences
are established from useful patterns, verification of the use-
fulness of the pattern from the expected pattern sequence
candidate may be performed to remove the subjective
assumption in the usefulness of this pattern provided by its
author in the form of a confidence level placed in its text
description.

The likelihood of the usefulness of any software pattern
with a confidence level can be calculated with the maximum-
likelihood function. This likelihood can then be compared to
the numerically represented confidence level provided by the
author of the text description of a pattern (for example, to
the confidence levels provided by Coplien and Zhao 2000).

The likelihood of usefulness of the pattern used in step 4
of this method was calculated by multiplying the comple-
ment values to the conditional probabilities that patterns in
the pattern map of applicable patterns constructed in step 4
of this method would not be used after the pattern repre-
sented by the central vertex in this map. These conditional
probabilities for which complements were used were calcu-
lated using the process described in Sect. 3.3. The usefulness
of the pattern used in step 4 can be verified if the output
value from the maximum likelihood function is higher than
the numerically represented confidence level for this pattern.

Confidence levels for patterns documented by Coplien
and Harrison (2004) consist of zero to two asterisks. If we
want to represent this numerically to be able to compare it
to the output of the maximum-likelihood function, we can
divide the interval O — 100 into chunks based on the distribu-
tion of these asterisks:

e [f there is no asterisk provided as the confidence level,
this means the author is 33% sure that his pattern is use-
ful.

e If there is one asterisk provided as the confidence level,
this means the author is 66% sure that his pattern is use-
ful.

e [f there are two asterisks provided as the confidence level,
the author is more than 99% sure that his pattern is use-
ful.

Here a verification of the usefulness of the organizational
pattern is reported which works by calculating conditional
probabilities that the patterns from Figs. 2, 3 and 4 linked
by the patterns represented by central vertices in these maps
would not be used and inserting them into the maximum-
likelihood function as is shown in the Sect. 3.6.

The maximum likelihood function multiplies all prob-
abilities together for each pattern map of applicable patterns
to output the likelihood of the usefulness of the pattern rep-
resented by the central vertex in the pattern map of applica-
ble patterns.” Only patterns represented by central vertices
in Figs. 2, 3 and 4 were used to calculate these likelihoods.
This means that the usefulness of only Skunk Works, Self-
Selecting Team, and Diverse Groups was verified with the
maximume-likelihood function. The idea behind this verifica-
tion technique is that the surroundings of each organizational
pattern tell more about its usability than this pattern alone.

The first pattern whose usefulness was necessary to ver-
ify was Skunk Works from the expected pattern sequence
candidate. To verify the usefulness of Skunk Works, Self-
Selecting Team, and Diverse Groups, complements to con-
ditional probabilities of subsequent use of the patterns linked
by these patterns, as depicted in Figs. 2, 3 and 4, had to be
calculated. The complements to these conditional probabili-
ties were multiplied (the maximum likelihood function is a
multiplication of the components (1 — 8)), which resulted
in calculating the likelihood of usefulness of Skunk Works
in Sect. 3.6. The verification of the usefulness of the Skunk
Works organizational pattern was successful. The confidence
level of Skunk Works provided in the work of Coplien and
Harrison (2004) reflects this confidence in the usefulness of
this pattern similarly.

p(Skunk Works|0,,6,,05,8,,0s,0)
= p(=Fire Walls|0,) = p(—~Gate Keeper|0,)
p(=Patron Role|6;) * p(-~Compensate Success | 6,)
* p(=Self Selecting Team | 65)
p(=Size The Organization | 6)
= 0.95833 * 0.95652 * 0.96
* 0.95455 % 0.96429 * 0.95238 = 0.77143
Because the likelihood of the usefulness of Skunk Works is
slightly higher than the numerically represented confidence
level (0.77143 > 0.66), it can be concluded that this likeli-
hood is sufficiently high. Because of the number of patterns
in the Piecemeal Growth pattern language, the probability

of the subsequent use of patterns is small, and multiply-
ing them together produces even smaller numbers. This was

7 The maximum likelihood function is available at https:/github.
com/viktorFIIT/fiit-research-resources/tree/main/appendices.
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the reason behind accepting the use of this pattern in the
expected pattern sequence.

3.7 Establishing expected pattern sequences

The strength of the symmetry of the relationship between
patterns was used to identify patterns expected to be applied,
which resulted in establishing meaningful pattern sequences.
For each pattern sequence, a pattern story was created to
check its meaningfulness. All sequences of patterns estab-
lished this way had to be evaluated first with respect to the
following two properties, which can be naturally expected to
be true for any most expected pattern sequence:

e Any two subsequently used patterns in the sequence have
the strongest symmetries of relationships because the
existence of this implicit relationship assures that pat-
terns establish meaningful pattern sequences. This means
there must not be another applicable pattern with which
the pattern established in the expected pattern sequence
has the strongest symmetry of relationship; otherwise, it
would have to be part of this pattern sequence, and the
expected pattern sequence would consist of different pat-
terns.

e The probability of the use of the sequence of patterns
X,...Xy, calculated as p(X,|X,) * p(X51X;)...p(Xy|Xy_1),
is higher than the cumulative probability that patterns in
these sequences would be used outside of the sequence,
calculated as p(X;) * p(X,) * ... * p(Xy). If it were more
probable that the patterns in the sequence would be used
individually, they could not establish an expected pattern
sequence.

Based on the strongest symmetries of the relationships
between Skunk Works and other patterns, the first most
expected pattern sequence in the Piecemeal Growth pattern
language is Skunk Works — Self-Selecting Team — Diverse
Groups. The probability of applying a pattern sequence
Skunk Works — Self-Selecting Team — Diverse Groups can
be calculated as p(Diverse Groups | Self Selecting Team)
x p(Self Selecting Team | Skunk Works) = 0.03704 % 0.03571 =
0.001322. The probability of applying patterns Skunk Works,
Self-Selecting Team, and Diverse Groups independently
is p(Skunk Works) * p(Self Selecting Team) * p(Diverse Groups)
= (1/29) * (1/29) * (1/29) = 0.03448 = 0.03448 = 0.03448 =
0.00004099225. The probability of using this sequence is
higher than the probability of using its patterns outside of
the sequence.

The stochastic tree constructed in Sect. 3.1 can model
any possibly meaningless pattern sequence and point to it
as the sequence with the highest probability. This is why
the strength of symmetry of the relationship must be used to
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identify patterns expected to be applied next that establish a
meaningful pattern sequence.

Expected pattern sequences do not differ from unex-
pected pattern sequences by the probability of their use.
The most expected pattern sequences can be differentiated
from expected pattern sequences and unexpected pattern
sequences using the strengths of symmetries of relationships
between their patterns. The most expected pattern sequences
are established following the strongest symmetries of rela-
tionships between patterns. Strongest symmetries of rela-
tionships between patterns make it possible to distinguish
pattern sequences that are likely to be used (their probability
of use is always higher than the use of their patterns outside
the sequence) and that are always meaningful. Stochastic
processes can be used to identify pattern sequences that are
likely to be used. The problem is that they can calculate the
same probability of use for meaningful and non-meaningful
pattern sequences. The use of the strengths of symmetries of
relationships between patterns solves this problem. Expected
pattern sequences established by following weaker strengths
of symmetries of relationships between patterns have a
higher probability of use than the probability of use of their
patterns outside the sequence. Because these are based on
weaker symmetries, they may require applying more patterns
(because they solve problems partially), but they always stay
meaningful. Unexpected pattern sequences that are estab-
lished by following the weakest strengths of symmetries of
relationships between patterns are always non-meaningful,
regardless of the probability of their use.

4 Establishing expected pattern sequences
based on Bayesian networks

Another way to establish pattern sequences is with the help
of Bayesian networks presented by Barber (2011), proba-
bilistic reasoning, and graphical networks based on the
Bayesian theorem (Zhang et al. 2019). Bayesian networks
can be used to identify conditionally dependent patterns that
stochastic trees are incapable of doing. Bayesian belief net-
works can be used to calculate the likelihood of the existence
of implicit relationships between patterns, which serves as
the basis for the expected pattern sequence, and at the same
time to calculate this likelihood considering conditional
dependencies between patterns, which can be extracted from
their text descriptions.

Bayesian networks consist of vertices that can repre-
sent events like applications of patterns. Vertices in these
networks are connected through directed arcs, which can
represent causal relationships between patterns if their text
descriptions link to each other, and if their subsequent use
is allowed in these text descriptions.
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The input to the method we propose here is a set of text
descriptions of patterns. Text descriptions of patterns used in
this method do not have to adhere to any pattern forms com-
monly used for documenting patterns. The output is a set of
expected pattern sequences and a set of unexpected pattern
sequences. Expected pattern sequences are recommended,
while unexpected ones are to be avoided. The method con-
sists of these steps:

1. Establish all meaningful kick-off pattern sequences
using all patterns in the pattern language such that
these sequences consist of at least two unique patterns
using explicit or implicit relationships between pat-
terns in this pattern language.

2. Construct stochastic trees of pattern relationships on
top of all kick-off pattern sequences established in
step 1.

3. For each kick-off pattern sequence established in
step 1, choose any pattern expected to be used in
them that is not already used in this kick-off pattern
sequence.

4. For each kick-off pattern sequence established in
step 1, identify the pattern expected to be used in this
kick-off pattern sequence which you expect to be used
before the pattern chosen in step 3.

5. For each kick-off pattern sequence established in
step 1, identify the pattern expected to be used in this
kick-off pattern sequence which you expect to be used
after the pattern chosen in step 3.

6. For each kick-off pattern sequence established in
step 1, extract conditional probability that the pattern
chosen in step 3 would be used after the pattern identi-
fied in step 4 and extract this probability from the sto-
chastic tree constructed in step 2 which contains this
probability. Calculate the opposite probability to the
probability p(pattern before|chosen pattern) with
Bayes’ rule as p(chosen pattern | pattern before)
= (p(pattern before | chosen pattern) * p(chosen pattern))
/((p(pattern before | chosen pattern) * p(chosen pattern))—
—p(pattern before | ~chosen pattern) * p(-chosen pattern))
where the prior probability p(chosen pattern) is calcu-
lated as the 1/N where N is number of patterns user
works with. . Calculate the absolute difference between
these two probabilities.

7. For each kick-off pattern sequence established in
step 1, extract conditional probability that the pattern
chosen in step 3 would be used before the pattern iden-
tified in step 5 and extract this probability from sto-
chastic tree constructed in step 2 which contains this
probability. Calculate the opposite probability to this
probability with Bayes’ rule as
| pattern after) = (p(pattern after | chosen pattern)

* p(chosen pattern)) [((p(pattern after | chosen pattern)

10.

11.

* p(chosen pattern)) — p(pattern after | ~chosen pattern)

* p(—chosen pattern)), where the prior probability
p(chosen pattern) is calculated as the 1/N where N is
number of patterns user works with. Calculate the
absolute difference between these two probabilities.
For each kick-off pattern sequence established in
step 1, extract conditional probability that the pattern
identified in step 5 would be used after the pattern
identified in step 4 and extract this probability from
the stochastic tree constructed in step 2 containing this
probability. Calculate the opposite probability to this
probability with Bayes’ rule. Calculate the absolute
difference between these two probabilities.

In each kick-off pattern sequence established in step 1,
if both calculated strengths of symmetry calculated
in steps 67 are lower than the strength of symme-
try calculated in step 8, then pattern chosen in step 3
is expected to be used after the pattern identified in
step 4 and before the pattern identified in step 5 in this
kick-off pattern sequence. Calculating the strength of
symmetry of a relationship like this allows us to use
it to establish patterns into likely and meaningful pat-
tern sequences without using statistics about the past
use of these patterns in practice. The expected pattern
sequence is established starting with the application
of the pattern identified in step 4, continuing with the
application of the pattern chosen in step 3, and end-
ing with the application of the pattern identified in
step 5. Add this expected pattern sequence to the set
of expected pattern sequences.

In each kick-off pattern sequence established in step 1,
if at least one strength of symmetry calculated in
steps 67 is not lower than the strength of symmetry
calculated in step 8, then pattern chosen in step 3 is
not expected to be used after the pattern identified in
step 4 and before the pattern identified in step 5 in
this kick-off pattern sequence. Unexpected pattern
sequence is established starting with the application
of the pattern identified in step 4, continuing with the
application of the pattern chosen in step 3, and ending
with the application of the pattern from step 5. Add
this expected pattern sequence to the set of unexpected
pattern sequences.

If the expected pattern sequence is established in
step 9, use the Bayesian network to calculate the
likelihood that the pattern chosen in step 3 would be
used after the pattern identified in step 4 and before
the pattern identified in step 5 in the expected pattern
sequence established in step 9. If the unexpected pat-
tern sequence is established in step 10, do not use the
Bayesian network to calculate the likelihood that the
pattern chosen in step 3 would be used after the pattern
identified in step 4 and before the pattern identified in
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step 5 in the unexpected pattern sequence established
in step 10.

12. Identify another pattern that is not already used in
one of the kick-off pattern sequences established in
step 1 and that you expect to apply between any two
patterns that are already used in one of the kick-off
pattern sequences, such that at least one of these two
already used patterns is different from those previously
identified in steps 4-5. The pattern that you choose can
be another pattern from the pattern languages used by
the user of this method, which they wish to use in the
pattern sequence. Continue to step 4 with the identified
pattern that is not already used in all kick-off pattern
sequences. If another pattern to be included cannot be
identified by the user of this method, then all expected
and unexpected pattern sequences are stored in the set
of expected and unexpected pattern sequences from
the iterations of this method, and the application of
steps 1—12 in these iterations is finished. If the estab-
lished pattern sequences are not satisfactory for the
resolution of a problem of the user of this method, and
the user of this method still has new patterns that he
wishes to apply, this method can be applied again. If
the established pattern sequences are not satisfactory
and no new patterns are available, there is no reason
to reapply this method, as it is designed to establish
meaningful pattern sequences from patterns with exist-
ing text descriptions.

Barber (2011) uses a graphical representation of a Bayes-
ian network to support calculations because it allows
visualization of direct and indirect relationships between
events, such as the application of organizational patterns.
However, the Bayesian network is used in this method to
calculate the likelihood of using a pattern from the Organi-
zational Style pattern language between two surrounding
patterns from the Piecemeal Growth pattern language.

Drawing of the Bayesian network was avoided in
experiments with this method because its visualization is
not needed to establish expected pattern sequences. The
Bayesian networks are used here to calculate the likelihood
of using expected pattern sequences from the Piecemeal
Growth and Organizational Style pattern language.

The expected sequences established using this method
are based on the strongest symmetries of relationships
between their patterns.

Using at least two patterns in the kick-off pattern
sequence in step 1 of this method results in establishing
either one expected or unexpected pattern sequence. The
number of patterns in the kick-off pattern sequences estab-
lished in step 1 of this method determines the number of
established expected and unexpected pattern sequences.
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4.1 Establishing the kick-off pattern sequence

The first method presented in Sect. 3 requires the construc-
tion of a new stochastic tree if patterns from multiple pat-
tern languages or catalogs are meant to be established in the
most expected or expected pattern sequence. Redesigning
this method resulted in designing another method that allows
the combination of patterns from multiple pattern languages
using the strongest symmetry of the relationship between
them, which does not require the construction of a stochastic
tree for each of these languages, and produces a likelihood
of the resulting pattern sequence calculated considering con-
ditional dependencies between patterns. This kick-off pat-
tern sequence was established by chaining all organizational
patterns in the Piecemeal Growth pattern language in order
that they are described by Coplien and Harrison (2004) and
by introducing one organizational pattern from the Organi-
zational Style pattern that is linked by at least one pattern
in the sequence of the Piecemeal Growth pattern language.
These pattern languages were chosen to learn more about
the piecemeal growth of the organization and how its initial
structure unfolds as well.
Consider this example kick-off pattern sequence:

Skunk Works — Self-Selecting Team — Diverse
Groups — Unity of Purpose — Patron Role — Size
The Organization — Phasing It In — Apprenticeship
— Solo Virtuoso — Developing In Pairs — Holistic
Diversity — Domain Expertise In Roles — Respon-
sibilities Engage — Subsystem By Skill — Moderate
Truck Number — Application Design Is Bounded By
Test Design — Group Validation — Engage Quality
Assurance — Scenarios Define Problem — Engage
Customers — Fire Walls — Gate Keeper — Team Pride
— Legend Role — Matron Role — Public Character —
Wise Fool — Compensate Success — Failed Project
Wake — Surrogate Customer

Apart from the Responsibilities Engage pattern from the
Organizational Style pattern language, this kick-off pattern
sequence consists only of the patterns from the Piecemeal
Growth pattern language. This kick-off pattern sequence
describes the construction process of an organization from
scratch, because that is Piecemeal Growth pattern language
is all about.

Establishing the first most expected pattern sequence
started according to step 3 of this method with a question of
whether the Responsibilities Engage organizational pattern
is expected to be used directly after the Domain Expertise
In Roles and before Subsystem By Skill. To establish the
most expected pattern sequence, the strength of the symme-
try of relationships between the Responsibilities Engage and
both surrounding patterns in the kick-off pattern sequence
had to be compared. If the strengths of the symmetry of
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Fig.5 The first most expected pattern sequence

the relationships of the patterns from the Organizational
Style pattern language to two organizational patterns from
the Piecemeal Growth pattern language were found to be
stronger than the strength of the symmetry of the relation-
ship between two subsequently applied patterns from the
Piecemeal Growth pattern language, the most expected pat-
tern sequence with three patterns (two surrounding ones and
one included in-between) could be established.

The likelihood of the need to resolve forces between
organizational patterns from the Piecemeal Growth pat-
tern language by including organizational patterns from the
Organizational Style pattern language was calculated using
the Bayesian network.

4.2 Establishing expected pattern sequences

The Bayesian networks could be employed to calculate
the likelihood of the existence of the implicit relationship
between Domain Expertise In Roles and Self-Selecting
Team from the Piecemeal Growth pattern language and
Responsibilities Engage organizational pattern from the
Organizational Style pattern language, given that this rela-
tionship serves as a precondition for the application of Sub-
system By Skill or Diverse Groups organizational pattern.

After calculating the strength of symmetry of the relation-
ships between Domain Expertise In Roles and Subsystem By
Skill, and between Responsibilities Engage, Domain Exper-
tise In Roles and Subsystem By Skill in Fig. 5, calculation
of the likelihood of the existence of the implicit relationship
between Domain Expertise In Roles and Responsibilities
Engage, given this relationship serves as a precondition for
applying Subsystem By Skill started.

As can be seen in Fig. 5, the strength of the symmetry
of the relationship between Domain Expertise In Roles and
the Responsibilities Engage organizational pattern was cal-
culated. The strength of the symmetry of the relationship

between Domain Expertise In Roles and Responsibilities
Engage is calculated according to step 6 of this method
because its value is the strength of symmetry of the rela-
tionship between the pattern chosen in step 3 and the pattern
identified in step 4 of this method. Calculating the strength
of symmetry of the relationship between two patterns like
this is similar to calculating asymmetry in pattern adoption
by Sousa et al. (2022).

As seen in Fig. 5, the strength of the symmetry of the
relationship between Subsystem By Skill and Responsibili-
ties Engage was calculated. The strength of the symmetry of
the relationship between Subsystem By Skill and Respon-
sibilities Engage is calculated according to step 7 of this
method because its value is the strength of symmetry of the
relationship between the pattern chosen in step 3 and the
pattern identified in step 5 of this method.

As can be seen in Fig. 5, the strength of the symmetry
of the relationship between Domain Expertise In Roles and
Responsibilities Engage and the strength of the relationship
between Subsystem By Skill and Responsibilities Engage is
stronger than the strength of the symmetry of the relation-
ship between Subsystem By Skill and Domain Expertise In
Roles organizational patterns. The strength of the symmetry
of the relationship between Domain Expertise In Roles and
Subsystem By Skill was calculated according to step 8 of
this method because this value represents the strength of
symmetry of the relationship between the pattern identified
in step 4 and the pattern identified in step 5 of this method.

Because of this, Responsibilities Engage is expected to
be used after Domain Expertise In Roles and before Sub-
system By Skill organizational patterns. As a result, the
first expected pattern sequence Domain Expertise In Roles
— Responsibilities Engage — Subsystem By Skill was
established.

At the same time, the Subsystem By Skill organizational
pattern is not expected to be used directly after the Domain
Expertise In Roles organizational pattern in the pattern
sequence of patterns from the Piecemeal Growth pattern lan-
guage. A set of all unexpected pattern sequences established
using this method is available in repository.®

The Responsibilities Engage can be used directly after the
Domain Expertise In Roles and before Subsystem By Skill
when there is a need to avoid burdening the communication
in the software project team on project managers. Respon-
sibilities Engage is more helpful in guiding the software
development team to form communication centers organ-
ized around Domain Expertise In Roles.

Responsibilities Engage is expected to be used the most
after Self-Selecting Team and before Diverse Groups

8 https://github.com/viktorFIIT/fiit-research-resources/tree/main/
bayesian-networks/unexpected-sequences.
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because the strength of the symmetry of the relationship
between Responsibilities Engage and Self-Selecting Team,
and the strength of the symmetry of the relationship between
Responsibilities Engage and Diverse Groups was found in
Fig. 6 to be stronger than the strength of the symmetry
of relationship between Self-Selecting Team and Diverse
Groups.

As can be seen in both supportive calculations in the
repository, Responsibilities Engage is expected to be used
less likely between Domain Expertise in Roles and Sub-
system By Skill organizational patterns, compared to the
likelihood of use of Responsibilities Engage between Self-
Selecting Team and Diverse Groups organizational patterns.
Supporting likelihoods, calculated using Bayesian networks,
are available in repository.’

It turns out that sequences of patterns established from
patterns from one pattern language are more likely to be
used than sequences established from patterns documented
in multiple pattern languages. This can be presented as an
example of pattern sequence Holistic Diversity — Domain
Expertise In Roles — Responsibilities Engage — Subsystem
By Skill - Moderate Truck Number, with probability of
use 0.0000000577. The probability using another pattern
sequence established solely from patterns in the Piecemeal
Growth pattern language, Holistic Diversity — Domain
Expertise In Roles — Subsystem By Skill = Moderate Truck
Number is a bit higher: 0.0000107. When pattern authors
are aware of the equal probability of use of all patterns in
their pattern languages, they should divide them and cre-
ate smaller pattern languages to establish their patterns in
expected pattern sequences.

° https://github.com/viktorFIIT/fiit-research-resources/tree/main/
bayesian-networks/supporting-likelihoods.
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4.3 Establishing security in organization

The most expected sequence of organizational patterns
Skunk Works — Self-Selecting Team — Diverse Groups
established with the method of establishing expected pat-
tern sequences presented in Sect. 3 can be combined with the
most expected sequence of security patterns Access Control
Requirements — Single Access Point — Security Session
— Role-Based Access Control — Authorization established
with the same method from security patterns of Cordeiro
et al. (2022). This sequence of security patterns was estab-
lished by applying Bayesian networks to identify condition-
ally dependent security patterns from the pattern catalog
of Cordeiro et al. (2022) that can be established in pattern
sequences by Matovi¢ and Vranié (2024).

The resulting pattern sequence Skunk Works — Self-
Selecting Team — Diverse Groups — Access Control
Requirements — Single Access Point — Security Session —
Role-Based Access Control — Authorization can establish a
team of self-selected members (Skunk Works — Access Con-
trol Requirements — Diverse Groups) who try the new tech-
nology or create the first software prototype. Members of
this team must provide access to the software to its external
and internal users. To do that, they need to establish a secu-
rity and access policy Access Control Requirements. Users
will sign in through the login page Single Access Point. After
they authenticate, a secure session Security Session will be
established to recognize them and to securely communicate.
Users of this software will be assigned the appropriate per-
missions based on the roles they need to act upon (Role-
Based Access Control). Having these permissions assigned,
they will be properly authorized (Authorization) to access
the protected parts of the software.

5 Choosing the right method

The method of establishing pattern sequences using stochas-
tic trees can be used for patterns for which textual descrip-
tions are available. It can only be used if at least two pattern
textual descriptions are available; otherwise stochastic tree
cannot be constructed. This method produces a set of pattern
sequences that are most expected to be used, expected to be
used, and unexpected to be used in practice. This method
combines frequentist and Bayesian approaches to calculat-
ing the probability of applying patterns while establish-
ing pattern sequences. The frequentist statistical approach
is embodied in calculating probabilities of using software
patterns using the stochastic trees. The Bayesian statistical
approach is embodied in calculating opposite probabilities
to probabilities of using conditionally dependent patterns
through Bayes’ rule. The advantage of using this method
lies in the fact that it enables its users to establish the most
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expected and expected to be used pattern sequences using
explicit or implicit relationships between patterns, because
it allows calculating strengths of symmetries of relation-
ships even between implicitly related patterns. Patterns that
do not have a documented explicit relationship in their tex-
tual descriptions can still be established in most expected
or expected to be used pattern sequences using this method.
The disadvantage of using this method stems from the fact
that the user of this method must have textual descriptions
of these patterns available to validate the usefulness of the
established pattern sequences.

The strongest symmetries of the relationships between
patterns help the method of establishing pattern sequences
using stochastic trees to establish pattern sequences that
stay meaningful even if the order of their subsequently
used patterns is reversed. It can be shown that pattern
sequences established using this method consist of shorter
pattern sequences that are most expected and expected to
be used, and that these pattern sequences have a higher
probability of use than the probability of use of their pat-
terns outside the pattern sequence. The symmetry of the
relationship between patterns A and B calculated like
p(pattern A|pattern B) — p(pattern B|pattern A) in this
method is just one of the distance metrics which can be used
and other distance metrics described in Sect. 2 can also be
used to establish pattern sequences expected to be used in
practice.

Following the strongest symmetry between patterns by
using the method of establishing pattern sequences using
stochastic trees can lead the user of this method to establish
the most expected to be used or expected to be used pattern
sequence that is one of the kick-off pattern sequences if all
reasonable pattern sequences are established from patterns,
whose descriptions are available to user of this method. In
this situation, it means this method would not be needed at
all, but nobody can be sure beforehand if one of the kick-off
pattern sequences established by the pattern user at the start
of applying this method is based on the strongest symmetries
of relationships between patterns. Using all patterns avail-
able to the user of this method to establish kick-off pattern
sequences in this method mitigates the risk of not establish-
ing all the most expected and expected to be used pattern
sequences from these patterns. This method allows its user
to establish all the most expected to be used and expected to
be used pattern sequences from all patterns whose textual
descriptions are available to its user. This mitigates the risk
of resolving problems with solutions embodied in pattern
sequences that are not expected to be used. If not all kick-off
pattern sequences are established from all patterns available
to the user of this method, there is a chance some of the
most expected to be used and expected to be used pattern
sequences would not be established.

The second method of establishing pattern sequences
based on Bayesian networks can be used to establish the
most expected to be used and unexpected to be used pat-
tern sequences between patterns documented in multiple
pattern languages or pattern catalogs without requiring user
of this method to construct multiple stochastic trees, each
for the kick-off pattern sequence established at the start of
this method.

The method of establishing pattern sequences based on
Bayesian networks requires fewer constructions of stochas-
tic trees to establish the most expected to be used pattern
sequences from patterns from multiple pattern languages or
catalogs, compared to the number of required constructions
by the first method of establishing pattern sequences based
on stochastic trees.

The method of establishing pattern sequences based on
Bayesian networks requires fewer calculations of conditional
probabilities of subsequent use of patterns. The first method
requires to calculate conditional probabilities of use of each
software pattern applicable after the pattern used in kick-off
pattern sequence (plus application of Bayes’ rule for each
probability) before the most expected to be used, expected
to be used, and unexpected to be used pattern sequences can
be established with it. Pattern sequences that are expected
to be used can be established using the strengths of symme-
tries of relationships between patterns. The second method
requires calculating three conditional probabilities of sub-
sequent use of software patterns (plus three applications
of Bayes’ rule) before the most expected and unexpected
pattern sequences can be established with it. The pattern
sequences that are expected to be used can also be identi-
fied from a graphical visualization of the Bayesian belief
network. Pattern sequences that are most expected to be used
can be established using this method by employing rules
from Barber (2011) or by analyzing a graphical visualization
of the Bayesian network.

Pattern sequences that are expected to be used can
be established with the method of establishing pattern
sequences based on Bayesian networks from patterns
between which the existence of the conditional dependence
is confirmed. Unexpected pattern sequences to be used
can be established with the method of establishing pattern
sequences based on Bayesian networks between condition-
ally independent patterns. Use of the first method of estab-
lishing pattern sequences based on stochastic trees can result
in establishing the most expected to be used and expected
to be used pattern sequences from patterns between which
conditional dependence is not confirmed, and which are only
applicable together with a certain probability. Use of the
method of establishing pattern sequences based on stochastic
trees can result in establishing unexpected to be used pattern
sequences between conditionally dependent patterns.
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6 Discussion

It can be shown that the strongest symmetries of the
relationships between patterns help to establish mean-
ingful pattern sequences that stay meaningful even
if the order of their subsequently used patterns is
reversed. The symmetry of the relationship between
any two software patterns A and B calculated as
|p(pattern A|pattern B) — p(pattern B|pattern A)|, where
p(pattern Alpattern B) is calculated using stochastic tree
in a way described in Sect. 3.1 and p(pattern B|pattern A)
is calculated using Bayes’ rule in a way described in
Sect. 3.3, is just one of the distance metrics which can be
used and other distance metrics from the work of Koller
and Friedman (2009) can be explored for their suitability
to establish expected pattern sequences.

Relationships between patterns are not symmetrical
all the time. Highest values of symmetries point to pat-
terns that are not expected to be used in a sequence and
that are asymmetric. Lowest values of symmetries point
to patterns that are most expected to be used in the pat-
tern sequence. We supported this finding by conducting
an experiment, where 16 participants (18.8 % of them had
a previous experience with organizational patterns) were
interviewed on whether they found the most expected
sequences of patterns meaningful and to propose a proba-
bility of their use. All 16 participants were able to describe
these sequences in pattern stories. 43.8% of participants
stated that the probability of use of one of these sequences:
Skunk Works — Self-Selecting Team — Diverse Groups
is between 0.76—1 (high probability), and 50 % of them
stated that it is between 0.33-0.66 (moderate probability).

Following the strongest symmetry between patterns
by using the method for establishing expected pattern
sequences based on stochastic trees, can lead the user of
this method to establish the most expected or expected pat-
tern sequence that is one of the kick-off pattern sequences
if all reasonable pattern sequences are established from
patterns available to the user of this method. Pattern
sequences are reasonable if they can be described in pat-
tern stories like Buschmann et al. (2007) did. This means
the method for establishing expected pattern sequences
would not be needed at all, but nobody can be sure before-
hand if one of the kick-off pattern sequences established
by the pattern user is based on the strongest symmetries
of relationships between patterns. Using all software
patterns available to the user of this method to estab-
lish kick-off pattern sequences mitigates the risk of not
establishing all the most expected and expected pattern
sequences. This may result in resolving problems with
nonoptimal solutions, as the pattern sequences that are
neither most expected nor expected to be applied to solve

@ Springer

these problems would be applied. If not all kick-off pat-
tern sequences are established from all patterns in step 1
of the method for establishing expected pattern sequences
based on stochastic trees, there is a chance that some most
expected and expected pattern sequences would not be
identified from expected pattern sequence candidates.

If kick-off pattern sequences are not established in step 1
of the method of establishing expected pattern sequences
based on stochastic trees and in step 1 of the method of
establishing expected pattern sequences based on Bayesian
networks out of all patterns in the pattern language, less
expected pattern sequence candidates will be identified from
all stochastic trees compared to the case when all patterns
from the pattern language are used. This can result in not
establishing all expected pattern sequences from this pat-
tern language, which can result in applying nonoptimal solu-
tions by pattern users of these methods. Kick-off pattern
sequences can also be extracted from pattern stories.

Neither the method of establishing expected pattern
sequences based on stochastic trees presented in Sect. 3 nor
the method of establishing expected pattern sequences based
on Bayesian networks presented in Sect. 4 can be used if
the pattern from the stochastic tree refers to other patterns
not documented in the pattern language used to apply them.
Looking at Figs. 2, 3 and 4, it would not be possible to cal-
culate the conditional probability of using the pattern from
another pattern language after the one used in the candidate
pattern sequence. Text descriptions of those patterns not
documented in the pattern language that the user of these
methods wants to establish in expected pattern sequences
must be retrieved. Access to text descriptions of all patterns
users work with will help them validate the usefulness of
the resulting expected pattern sequences and recognize their
value in problem resolution. The users of the two methods
presented in this article must understand the patterns from
the pattern languages they work with to establish the kick-off
pattern sequences and evaluate the meaningfulness of the
resulting expected pattern sequences.

The method of establishing expected pattern sequences
based on stochastic trees presented in Sect. 3 allows for the
establishment of expected pattern sequences in which the
use of patterns can be repeated, which is not allowed in the
method of establishing expected pattern sequences based on
Bayesian networks (presented in Sect. 4) because Bayesian
networks are directed acyclic graphs. This can lead to estab-
lishing pattern sequences that provide nonoptimal solutions
if the repeatable use of some pattern is needed for efficient
problem resolution.

Expected pattern sequences can consist of shorter
expected pattern sequences. These shorter pattern sequences
may provide sufficient solutions to certain problems, and
expected pattern sequences with more patterns applied may
not be needed. The application of the method of establishing
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expected pattern sequences based on Bayesian networks to
security patterns from the catalog of security patterns by
Cordeiro et al. (2022) resulted in establishing this expected
pattern sequence:

Access Control Requirements — Single Access Point
— Security Session — Role-Based Access Control —
Authorization

which consists of these two shorter expected pattern
sequences:

e Access Control Requirements — Single Access Point —
Security Session

e Security Session — Role-Based Access Control —
Authorization

Using a Bayesian network, it can be shown that there is
a conditional dependency between any two subsequently
applied patterns in the expected pattern sequence.

It can be shown by using the modus ponens rule from the
work of Barber (2011), that if the expected pattern sequence
consists of at least three patterns, the transitivity of rela-
tionships between patterns in this expected pattern sequence
applies. This can be shown in the example of the expected
pattern sequence Access Control Requirements — Single
Access Point — Security Session, which was established
using the method of establishing expected pattern sequences
based on Bayesian networks. During the application of this
method, it was found that if the application of Access Con-
trol Requirements is a precondition for the application of
Single Access Point, and if the application of Single Access
Point is a precondition for the application of Security Ses-
sion, then the application of Access Control Requirements
is a precondition for the application of Security Session.
This transitivity assures users of these methods that expected
pattern sequences expect pattern applications in the order
specified by these sequences.

It can be shown that the probability of applying pattern
B after pattern A in the expected pattern sequence of two
patterns A — B is higher than the probability of applying any
different pattern as second in this expected pattern sequence,
with which the first pattern in this expected pattern sequence
does not have the strongest symmetric relationship. This is
yet another assurance that the symmetries of relationships
between patterns respect the most probable uses of patterns
that are expected to be applied together.

7 Evaluation

The three resulting expected pattern sequences were evalu-
ated for their meaningfulness by letting 16 participants
of an experiment describe their use in pattern stories and

by suggesting the probability of their use. The evalua-
tion was conducted to determine whether relationships
between patterns in established symmetry groups form the
most expected pattern sequences and to verify that these
most expected pattern sequences are effectively composed.
According to Coplien and Zhao (2000), patterns are effec-
tively used in system composition if patterns are applied as
structure-preserving transformations.

7.1 Input data to experiments

Text descriptions of patterns in the Piecemeal Growth pat-
tern language and Organizational style pattern language
from Coplien and Harrison (2004) used in experiments
with both methods presented in this article were intention-
ally chosen to identify expected solutions to problems of
growing organizations and their processes. These expected
solutions are represented by the most expected and expected
pattern sequences.

Figure 7 shows the kick-off pattern sequence established
in Sect. 3.1 being inserted into the tool we developed to
construct a stochastic tree. 262,141 nodes were required
to implement a stochastic tree for this kick-off pattern
sequence, if each node must hold information about all its
parents, along with the probability of the use of each of
these nodes representing the pattern sequence. Users of this
tool have the option to insert new nodes into the stochastic
tree by inserting the pattern name abbreviation into the rel-
evant text field labeled “Pattern Abbrev.” A value has to be
inserted into the text field labeled “Number of patterns” as
well, and it’s the number of patterns the user works with.
Each node is added to the stochastic tree after clicking on
the submit button “Insert node.” After that, the user does not
have to specify the number of patterns anymore, but the text
field for this number becomes non-editable.

Because this kick-off sequence consists of 17 patterns, the
stochastic tree for this sequence would be too big to be dis-
played with the JGraphT graphic library.'® JGraphT library
only allows drawing a binary tree, and functionality behind
the stochastic tree had to be implemented by us on the client
side. JGraphT library is also slow when it comes to loading
a graph of more than 17 levels deep.

Stochastic trees are used only to find an expected pattern
sequence candidate. If the visualization of the stochastic tree
is too big to be visualized, the tool we used stops visualizing
it, provides a warning, and displays the expected pattern
sequence candidate. The structure of the stochastic tree is
constructed, but its visualization is stopped.

As can be seen in the Fig. 8, the tool displays the expected
pattern sequence candidate along with the probability of

10 https://jgrapht.org/guide/UserOverview.
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Fig.7 A kick-off pattern

sequence inserted into our tool

t truct the stochasti h .

0 construct the stochastic tree B | Insert Kick-off Pattern Sequenc...  —
Insert abbreviations of pattern names deliminated with ->
Number of patterns you work with: ' 5q

SW -> SST -> DG -> UP -> PR -> FW -> GK -> CS -> STO ->
PIl -> APP -> SV -> DIP -> HD -> DER -> SBS -> MTN

[ Construct Tree ]

Fig.8 All candidates for the
expected pattern sequences = O X

identified in the stochastic tree
Select one candidate pattern sequence below

Candidate Probability Select
S -SST 642
S -SST -DG 0.96429 v
S -SST -DG -U 0.9642

e coT ne Ln nn A ~

Establish Pattern Sequence

applying it by the assumed domain expert. This probability  links to the central pattern in the pattern map, the check-

was calculated in a stochastic tree. box “Link to central pattern” must be checked. Each rela-
After clicking the button “Establish Pattern Sequence,”  tionship between the central pattern in the pattern map

users are redirected to a new tab where they can add addi- and the additional applicable pattern is added to this map

tional applicable patterns after the first pattern in the  after clicking on the button “Insert node.”

candidate sequence into the pattern map of applicable After each addition of the relationship into the pattern

patterns. Abbreviations of names of other applicable pat-  map, a new row is added to the table with the conditional

terns can be inserted into the text field labeled “Next  probabilities and the symmetry of relationships. This table
applicable pattern abbreviation.” If any applicable pattern  is displayed on the right side of the tab and it consists of
links to the first pattern that is used in the candidate for ~ four columns:

the expected pattern sequence, the checkbox “Two-way

relationship” must be checked. If the central pattern in the

pattern map does not link to the pattern, but this pattern
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e The column “Relationship” indicated that the pattern in
the expected pattern sequence candidate links to another
applicable pattern

e The column “Probability” displays the conditional prob-
ability of applying an additional applicable pattern after
the central pattern in the pattern map. This probability
was extracted from the stochastic tree

e The column “Opposite Relationship” that provided the
inverse probability of applying an additional applicable
pattern before application of the central pattern in the
pattern map, which is calculated using Bayes’ rule

e The column “Symmetry of Relationship” provides the
symmetry of the relationship between the central pattern
in the pattern map and each applicable pattern, which is
calculated as the absolute value of the difference between
values displayed in columns “Probability”” and “Opposite
probability”

The pattern expected to be applied the most after the central
pattern in the pattern map was the one that had the strongest

Fig.9 Self-Selecting Team is
the most expected to be used
after the Skunk Works organiza-
tional pattern

symmetry (the lowest number in the column “Symmetry of
Relationship” in Fig. 9) of the relationship with the central
pattern in this map. The name of this next expected pattern
was provided to the user after clicking on the button “Find
next applicable pattern.”

Using the strengths of symmetries of relationships
between patterns in Fig. 9, one of the most expected to be
used, four expected to be used, and one unexpected to be
used pattern sequence can be established. The expected
pattern sequences are: Skunk Works — Patron Role, Skunk
Works — Fire Walls, Skunk Works —, Skunk Works — Gate
Keeper, and Skunk Works — Compensate Success. Unex-
pected pattern sequence to be used due to the highest (weak-
est) symmetry of relationship is Skunk Works — Size The
Organization.

7.2 Pattern stories

A sequence of organizational patterns, Skunk Works — Self-
Selecting Team — Diverse Groups, which was found to be

Select one candidate pattern sequence below

Candidate Probability Select
SW -> =SST
SW -> -8ST -> -DG v
SW -> =SST -> =DG -> ~UP
S SST G L -PR
T L PR F
SW -> =SST -> =DG -> =UP -> =PR -> -FW -> =GK
Establish Pattern Sequence

Fig. 10 The probability of the
use of the most expected pattern
sequence

Experience with organizational patterns vs. probability of use of
sequence that is most expected to be used
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w 8
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Fig. 11 The probability of the
use of the expected pattern
sequence

Experience with organizational patterns vs. probability of use of
sequence that is expected to be used

B Low probability <0; 0.32> ™ Medium probability <0.33; 0.66>

Number of responses

Fig. 12 The probability of the
use of the expected pattern
sequence

expected to be used

6
5
4
0
No Yes

Previous experience with org. patterns

High probability <0.67;1>

Experience with organizational patterns vs. probability of use of sequence that is

B Low probability <0; 0.32> B Medium probability <0.33; 0.66>

Number of responses

most expected to be used, was described by 16 participants
during an experiment in a pattern story. All participants were
also asked to suggest a probability of use of this pattern
sequence. Their responses are visualized in Fig. 10. Par-
ticipants with a previous experience with organizational
patterns found the pattern sequence to be applicable with a
medium probability. Seven participants without experience
find the pattern sequence most likely to be used in practice.
Although they had no experience with organizational pat-
terns, they were able to describe how this pattern sequence

' https://github.com/viktorFIIT/fiit-research-resources/tree/main/
stochastic-tree/pattern-stories/questionnaire.
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High probability <0.67; 1>
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Previous experience with org. patterns

can be used. All patterns stories written by participants dur-
ing the experiment can be seen in the repository."!

A sequence of organizational patterns, Skunk Works —
Self-Selecting Team — Patron Role, which was found to be
expected to be used, was described by 16 participants dur-
ing an experiment in a pattern story. All participants were
also asked to suggest a probability of use of this pattern
sequence. Their responses are visualized in Fig. 11. Par-
ticipants with a previous experience with organizational
patterns found the pattern sequence to be applicable with a
medium to high probability. Five participants find the pattern
sequence most likely to be used in practice. Although they
had no experience with organizational patterns, they were
able to describe how this pattern sequence can be used. All
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Fig. 13 The probability of the
use of the most expected pattern
sequence

expected to be used

Experience with security patterns vs. probability of use of sequence that is the most

¥ Low probability <0; 0.32> ™ Medium probability <0.33; 0.66>

[N}

Number of responses

pattern stories written by participants during the experiment
can be seen in the repository.

A sequence of organizational patterns, Skunk Works —
Self-Selecting Team — Apprenticeship, which was found
to be expected to be used, was described by 16 participants
during an experiment in a pattern story. All participants were
also asked to suggest a probability of use of this pattern
sequence. Their responses are visualized in Fig. 12. Par-
ticipants with no previous experience with organizational
patterns found the pattern sequence to be applicable with a
medium to high probability. Five participants without expe-
rience find the pattern sequence most likely to be used in
practice. All pattern stories written by participants during
the experiment can be seen in the repository.

A sequence of organizational patterns, Access Control
Requirements — Single Access Point — Security Session
— Role-Based Access Control — Authorization, which was
found to be most expected to be used, was described by
16 participants during an experiment in a pattern story. All
participants were also asked to suggest a probability of use
of this pattern sequence. Their responses are visualized in
Fig. 13. Seven participants with no previous experience with
security patterns found the pattern sequence to be applicable
with a high probability. Three participants with experience
find the pattern sequence most likely to be used in practice.

All four sequences of organizational patterns were
observed in one of the big fintech and insurance compa-
nies. The pattern stories for the other two established pattern
sequences are available in repository.'?

12 https://github.com/viktorFIIT/fiit-research-resources/tree/main/
bayesian-networks/pattern-stories.

High probability <0.67;1>

B

No Yes

Previous experience with security patterns

7.3 Statistical tests

A Chi-Square test discussed by McHugh (2013) was per-
formed to check if there is a statistically significant asso-
ciation between participants’ experience with Skunk Works
— Self-Selecting Team — Diverse Groups and their prob-
ability judgments. It was found that this association is not
statistically significant. An extension of Fisher’s Exact Test
(Freeman—Halton test) discussed by Van Auken et al. (2021)
for small response counts was performed to check for sta-
tistically significant association. It was also found that this
association is not statistically significant.

A Chi-Square test discussed by McHugh (2013) was per-
formed to check if there is a statistically significant associa-
tion between participants’ experience with Skunk Works —
Self-Selecting Team — Patron Role and their probability
judgments. It was found that this association is not statisti-
cally significant. An extension of Fisher’s Exact Test (Free-
man—Halton test) discussed by Van Auken et al. (2021) for
small response counts was performed to check for statisti-
cally significant association. It was also found that this asso-
ciation is not statistically significant.

A Chi-Square test discussed by McHugh (2013) was per-
formed to check if there is a statistically significant asso-
ciation between participants’ experience with Skunk Works
— Self-Selecting Team — Apprenticeship and their prob-
ability judgments. It was found that this association is not
statistically significant. An extension of Fisher’s Exact Test
(Freeman—Halton test) discussed by Van Auken et al. (2021)
for small response counts was performed to check for sta-
tistically significant association. It was also found that this
association is not statistically significant.

A Chi-Square test discussed by McHugh (2013) was
performed to check if there is a statistically significant
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association between participants’ experience with Access
Control Requirements — Single Access Point — Security
Session — Role-Based Access Control — Authorization
and their probability judgments. It was found that this
association is not statistically significant. An extension
of Fisher’s Exact Test (Freeman—Halton test) discussed
by Van Auken et al. (2021) for small response counts was
performed to check for statistically significant association.
It was also found that this association is not statistically
significant.

7.4 Symmetry of relationships between patterns

The resulting most expected pattern sequences were evalu-
ated to see if symmetric relationships between the patterns
they consist of form a symmetry group, the same way as
Coplien and Zhao (2000) evaluated the existence of sym-
metric systems. If they form a symmetry group, the most
expected pattern sequences are declared as symmetric. It was
possible to verify that all symmetric relationships used to
establish the most expected and expected pattern sequences
in this article form symmetric groups. During the evaluation,
it was also found that all three of the most expected pattern
sequences established in this article are symmetric.

The strongest symmetric relationships between patterns
forming a symmetric group can be inverted. According to
Coplien and Zhao (2000), this invertible relationship is an
invertible symmetry transformation if it is part of the sym-
metry group. If it is possible to identify a set of all invertible
symmetry transformations of a state space, then the identity
of the symmetry group for the equivalence relation is identi-
fied (Coplien and Zhao 2000; Rosen 2019).

The group is symmetric if it consists of symmetric opera-
tions. It is possible to evaluate if the most expected pattern
sequence Skunk Works — Self-Selecting Team — Diverse
Groups is based on symmetric relationships forming the
symmetry group for the equivalence relation according to
four axioms of group theory (Coplien and Zhao 2000; Rosen
2019):

1. Closure: Skunk Works — Self-Selecting Team, Self-
Selecting Team — Diverse Groups subsequences of the
most expected pattern sequence are part of the group
G. The relationships between Skunk Works and Self-
Selecting Team, and relationships between Self-Select-
ing Team and Diverse Groups in this most expected
pattern sequence are closed under composition because
they can be applied one after another.

2. Associativity: holds between patterns in sequences in
general.

3. An identity transformation: means applying Skunk
Works, Self-Selecting Team, and Diverse Groups again.

@ Springer

4. Existence of inverses: The organization can be returned
to its previous state by dissolving the Skunk Works
team.

The symmetric relationships in Skunk Works — Self-Select-
ing Team and in Self-Selecting Team — Diverse Groups
form a group. Because applying this pattern sequence pre-
serves the structure of the organization, both relationships
form a symmetric group. The symmetric relationships
between the subsequently used patterns in the other two most
expected pattern sequences, established with the method of
establishing expected pattern sequences based on Bayesian
networks (presented in Sect. 4), form symmetric groups.

7.5 Threats to validity

Using text descriptions of organizational patterns from
Coplien and Harrison (2004) containing links to other appli-
cable patterns is a threat to the external validity, because
these text descriptions are characterized by containing
explicit links to other applicable patterns. This threat to the
external validity can result in not establishing all expected
pattern sequences of organizational patterns, or in establish-
ing expected pattern sequences using only text descriptions
mentioning other applicable patterns. This threat was miti-
gated by applying both methods to security patterns from the
catalog of security patterns by Cordeiro et al. (2022). The
application of both methods on security patterns showed that
both methods apply not only to patterns in pattern languages
but also to patterns in pattern catalogs.

The user of both methods decides whether kick-off pat-
tern sequences established in both methods are meaning-
ful, which is another threat to the external validity because
falsely declaring meaningful kick-off pattern sequences as
not meaningful can result in not establishing all expected
pattern sequences. This threat to external validity can result
in the establishment of expected pattern sequences that are
not useful in practice. This threat to external validity can
be mitigated by extracting pattern sequences from pattern
stories associated with pattern languages and using these
sequences instead of those provided by users of our methods.

The catalog of security patterns by Cordeiro et al. (2022)
contains empty sections for some security patterns because
the authors of these patterns did not provide sufficient
details. A threat to external validity is that some expected
pattern sequences may not be established if not all applica-
ble patterns can be extracted from text descriptions. This
can result in not establishing all expected pattern sequences
or establishing only expected pattern sequences using
text descriptions of patterns that mention other applicable
patterns.

The requirement of both methods to prepare text descrip-
tions of patterns as input to these methods is a threat to
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internal validity. Patterns provided as input to both meth-
ods must be understood by the users of these methods to be
able to determine the meaningfulness of kick-off, the most
expected, expected, and unexpected pattern sequences,
which is not possible if text descriptions of patterns are
not available to the users of these methods. This threat to
internal validity can result in establishing expected pattern
sequences using only patterns that have their text descrip-
tions. This threat to internal validity can be mitigated by
searching for existing pattern stories and using them to vali-
date the meaningfulness of expected pattern sequences.

The threat to the internal validity is that the symmetry
of the relationship cannot be calculated for those patterns
that are visualized in pattern maps of applicable patterns
and that are not used in kick-off pattern sequences estab-
lished in step 1 of the method of establishing expected pat-
tern sequences based on stochastic trees and in step 1 of the
method of establishing expected pattern sequences based on
Bayesian networks because the strength of symmetry of rela-
tionships in these methods is calculated using conditional
probabilities extracted from stochastic trees modeling these
kick-off pattern sequences. This threat to internal validity
can result in ignoring some relationships between patterns
and not establishing some expected pattern sequences.

If the last used pattern in the expected pattern sequence
has the strongest symmetric relationship with the previously
used pattern in this sequence, and if this previously used
pattern has the strongest symmetric relationship with the
last used pattern in this sequence, a circular dependency
between the last two used patterns is created. The existence
of circular dependency between patterns is a threat to inter-
nal validity because there is no other pattern expected to
be applied next, and the pattern sequence cannot continue.
This threat to internal validity can result in establishing
constrained expected pattern sequences, solving selected
complex problems only partially. An example of this threat
to internal validity can be shown in the application of the
method of establishing pattern sequences based on Bayesian
networks to security patterns from the catalog of security
patterns by Cordeiro et al. (2022). It can be shown that the
pattern sequence Access Control Requirements — Single
Access Point — Security Session — Role-Based Access
Control — Authorization — Role-Based Access Control is
the most expected pattern sequence, but there is a circular
conditional dependency between Role-Based Access Con-
trol and Authorization. It can be shown that the probability
that another security pattern from the catalog of security
patterns by Cordeiro et al. (2022) would be used between
Security Session and Authorization and would be able to
break the circular dependency in this the most expected
pattern sequence can be calculated with Bayesian network
and is equal to zero, thus no other pattern can break this

circular dependency between Role-Based Access Control
and Authorization.

The probability of using the pattern from the pattern lan-
guage does not have to conform to a uniform probability
distribution. The probability of using the pattern can differ
from pattern to pattern and domain to domain, and can be
produced by their accompanying probability density func-
tion. According to Kruschke (2015), the probability density
function can be approximated using the Markov chain Monte
Carlo method for each pattern language to calculate the
probability of using a pattern documented in this language
without the need to calculate the denominator in Bayes’ rule.
Multiple ways of calculating the probability of applying pat-
terns and expected pattern sequences threaten the conclu-
sion validity because the probability of using patterns can be
dramatically higher and can impact the use of the resulting
expected pattern sequence by the user of these methods. This
threat to conclusion validity can result in ignoring expected
pattern sequences by pattern users in practice while solving
selected complex problems.

If all documented organizational patterns in pattern lan-
guage are to be used with the same probability, the prob-
ability of using expected pattern sequences established from
these patterns tends to be very small which impacts their
use by the pattern users. Because of this, the true expected
pattern sequence can be falsely declared as unexpected. This
is yet another threat to conclusion validity because these
expected pattern sequences can be ignored by pattern users
while solving selected complex problems.

In the method of establishing expected pattern sequences
based on stochastic trees, some expected pattern sequences
can also be established using documented relationships
between patterns. One example of this situation is the exist-
ence of the pattern sequence Skunk Works — Compensate
Success — Skunk Works, which can also be established
without using this method because both Skunk Works
and Compensate Success mention each other in their text
descriptions. This is a threat to internal validity because
some expected pattern sequences can be established without
using this method.

In the method of establishing expected pattern sequences
based on Bayesian networks, some expected pattern
sequences can also be established using documented rela-
tionships between patterns. One example of this situation is
the existence of the expected pattern sequence Skunk Works
— Compensate Success — Skunk Works, which can also be
established without using this method because the symmetry
of the relationship between Compensate Success and Skunk
Works will always be stronger than the symmetry of the
relationship between Skunk Works and Skunk Works. This
is a threat to internal validity because some expected pattern
sequences can be established without using this method.
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Using the stochastic tree in the method of establishing
expected pattern sequences presented in Sect. 3 poses a
threat to the internal validity because it prefers longer can-
didate sequences of patterns, as nodes with higher prob-
abilities are present in the rightward spectrum of the tree.
This threat to internal validity can result in not establishing
shorter expected pattern sequences.

Threat to the internal validity is, according to Kruschke
(2015), that Bayesian networks suffer from an inability to
express all conditional dependency and independence rela-
tionships between patterns. According to Studeny (2001), all
graphical models suffer from the same disadvantage. This is
a threat to the internal validity.

A threat to construct validity is that expected pattern
sequences established using the methods of establishing
expected pattern sequences based on stochastic trees pre-
sented in Sect. 3 and the method of establishing expected
pattern sequences based on Bayesian networks presented in
Sect. 4 may not have to be found useful in practice.

A threat to the external validity is that the method of
establishing expected pattern sequences based on stochastic
trees does not consider patterns referenced by patterns pro-
vided as input to this method for which textual descriptions
are unavailable.

8 Conclusions and further work

This article presents two methods of establishing pattern
sequences using stochastic processes. One is based on sto-
chastic trees (presented in Sect. 3). The other method (pre-
sented in Sect. 4), based on Bayesian networks, extracts the
strongest symmetric relationships between organizational
patterns to use them in establishing meaningful sequences
of patterns. Three expected sequences of patterns from the
Piecemeal Growth and Organizational Style pattern lan-
guage were established using these two methods. The pattern
sequences we established are expected to be used because
they were established using the highest probabilities of the
subsequent use of patterns, and the probability of use of
these sequences is higher than the probability of any differ-
ent combinations of patterns. The pattern stories based on
these pattern sequences demonstrate their meaningfulness.

The applicability of these two methods is not limited to
organizational patterns. We applied them to the catalog of
security patterns by Cordeiro et al. (2022).!* This catalog
is compiled from different sources, and there is a need to
connect these patterns better. One of the applications of an
improved catalog could be within the area of hybrid security
threats. These two methods can also be used to establish

13 https://github.com/xextreme22/Security-Patterns.
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expected pattern sequences of patterns for engineering soft-
ware for the cloud, documented by Sousa et al. (2022).

For their effective use, the methods proposed in this arti-
cle should be automated. For example, the computations
behind Bayesian networks can be automated by implement-
ing the junction tree algorithm presented by Barber (2011).
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