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RUSSIAN ACTIVE MEASURES IN CYBERSPACE THROUGH
THE LENS OF SECURITY SECTORS!

Miroslava Packova*

ABSTRACT

This article examines Russian active measures in cyberspace, focusing on the implications
for across security sectors. Initially, the study contextualizes the increasing reliance on
cyberspace for conducting subversive activities that target military, political, societal, and
economic structures, particularly after the Ukrainian Euromaidan in 2013. Utilizing a
qualitative analysis of open-source data, the research identifies the diverse tactics employed
by Russian actors, including sophisticated use of code and content to manipulate public
perception and governmental processes. Key findings reveal that while activities in the military
and political sectors are characterized by a high degree of technological sophistication,
societal sectors predominantly face threats from disinformation campaigns. Notably, no
significant cyber active measures were detected within the environmental sector. The study
concludes that Russian cyber tactics are deeply embedded in their broader geopolitical
strategy, necessitating robust countermeasures. Enhanced cybersecurity policies and
international cooperation are recommended to bolster resilience against such foreign malign
influences.

Key words: Intelligence Services, Russian Federation, Propaganda, Cyberspace,
Security Sectors.

Introduction

The concept of active measures corresponds with the current Russian hostile
information influence against post-communist countries as well as the West.
Generally, the current state is characterised by using cyberspace and the
significant role of intelligence services. Active measures are embedded in
Russia's political and strategic culture, as well as in the tradition of the intelligence
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services. It can be positioned anywhere between open (white) propaganda and
even terrorism. In between is a broad grey area that is now the main stage for
Russia's confrontation with the West to undermine its administrative, political,
social, economic and cultural foundations. The most common actors of active
measures are the media, politicians or parties, cultural or religious organisations,
the military, the business sector, and especially the intelligence services.
Technological developments play an important role in the form of active
measures, currently mainly through the transfer of measures into cyberspace.

The need for researching Russian cyber active measures increased with the
events of the Ukrainian Euromaidan in 2013 and the subsequent Russian
occupation of the eastern parts of the country and the Crimean Peninsula. At that
time, Russia transferred part of the fighting to cyberspace. In the years that
followed, malicious cyber operations, both technical and social, were used in the
Baltics, Central Europe, the so-called West including the US and finally during
the Russian occupation of Ukraine.

1. Literature review and aims of the study

Research of Russian cyber active measures follows the geographic proximity
to the aggressor; it is mainly the domain of post-communist countries (Central
Europe and the Baltics) (e.g. Gregor and Mlejnkova et al., 2021; Galeotti, 2016-
2019; Spruds et al., 2016). However, European and American organisations (e.g.
Atlantic Council, EUvsDisinfo, NATO Stratcom CoE, Stopfake) or European
institutions in cooperation with academia (e.g. the Computational Propaganda
Project of Oxford University funded by the European Commission) take up a
substantial part of it with their expert studies. US provenience conducts research
towards Russian interference in the US electoral process and the geopolitical
significance of Russian operations (Lindwill and Warren, 2020), or towards
election influence and countermeasures (Brattberg and Maurer, 2018).

In the modern scientific debate, active measures are discussed by Jolanta
Darczewska (2018), who summarizes the historical conception, especially in the
framework of Dennis Kux’s ideas (1985). In the Journal of Strategic Studies,
Kragh and Asberg (2017) study the narratives used by Russian active measures
in Sweden. Finally, the author of this paper and Jan Hanzelka (2019), writing in
the Slovak journal Political Science, focus on three European Union countries
with different political, cultural, historical, and economic realities and compare the
Russian approach to the application of active measures against these countries.
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In the same journal, we can also find a text by Martin Slavik (2019) that analyses
the functioning of the Czechoslovak StB in the framework of active measures.
Other contemporary authors are Olga Bertelsen (2021) and Thomas Rid (2020),
who also direct their books to non-academic readers. Thomas Rid's 2020 book,
which describes the history of Soviet and, more recently, Russian active
measures, partly presents current cases of active measures with use in
cyberspace. However, the book is aimed at a wider audience than the
professional sphere and describes individual cases in a sometimes fiction-like
manner. We conclude that the deficit in expert studies using the concept of active
measures needs to be alleviated. Compared to the non-expert and popular
science texts, there is a dearth of expert studies, especially in the context of
society’s need for scientific understanding of Russian malicious influence in
cyberspace.

Current research on Russian cyber active measures can also be
characterized as the study of actors and the tools they use, whether with the aim
of simple empirical studies or more ambitious countermeasure design (e.g.,
Reichborn-Kjennerud and Cullen, 2017). For example, the phenomenon of
Kremlin trolling has been addressed, especially after the Russian meddling in the
US presidential election in 2016 (e.g. Howard, Ganesh and Liotsiu, 2018; The
Computational Propaganda Project, 2016; NATO Stratcom Centre of Excellence:
publications 2017-2021; Pavlikova, Senkyfova and Drmola, 2020). Also, a broad
group of authors focused on tools such as fake news or disinformation (e.g.
Molina, Sundar, and Lee, 2019; Gregor and Miejnkova et. al., 2021). Fewer
researchers have conducted their research through the lens of threatened values.
A small number of authors focus their studies exclusively on the threatened
values (also called targets or vulnerabilities by various authors). Bizik et al.
(2020) and Divisova et. al. (2021), for example, focus on the dimensions of
resilience to hybrid threats considering psychological, social, institutional and
national vulnerabilities. Damarad and Yeliseyeu (2018) work with the resilience
of entities threatened by disinformation. However, taking threatened values into
account is no less important for the overall picture than focusing on the actors
and their tools.

The presented study seeks to fill the research gap with a focus on values
threatened by Russian cyber active measures. The issue of threatened values
will be placed within one of the core concepts of security and strategic studies,
namely the Copenhagen School’s security sectors (Buzan and Weaver, 1998).
The authors, within the framework of the so-called extended security concept,
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operate with security dynamics in five sectors: military, political, social, economic
and environmental. Sectors are based on the so-called referent objects and the
threatened values attached to them. As Mares and Mlejnkova (2021, p. 77) note,
in terms of security analysis, research on propaganda and disinformation (and
thus a substantial part of active measures) was studied from the perspective of
the military and regime dimensions towards the end of the 20t century. The
Copenhagen School, with its five sectors, expanded the field of research. It
included the threatened values of the social, economic and environmental
sectors.

Therefore, the author derives the following research question: How do current
Russian cyber active measures manifest themselves in the sector of security?

2. Methodology
To be designated as active measures in cyberspace, operations should meet
the following conditions.

e Operations take the form of political or military warfare. They are
manipulative, create political or social pressure, and influence political
decision-making.

e Operations pursue Russian foreign policy interests.

¢ Operations take place in cyberspace.

The following are several optional conditions that can be used as indicators
of active measures.

¢ An operation has multiple stages; it starts with the extraction of sensitive
data by a cyber-attack, which is then used for operations using hostile
content.

e Operations are directed or supported by the intelligence services of the
Russian Federation.

e The operations are conducted in such a way that accountability can be
denied.

The author also considers it necessary to further define the political (and thus
military) and social sectors through the lens of referent objects for analysis, as
there could be overlap. For hostile content operations, the end goal of active
measures might be unclear. The author will therefore proceed as follows:

For the political sector, the author operates with goals closer to real-world
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politics and the execution of political power. The targets are states, governments
and political leaders as power holders. In the analysis, the author will only work
with citizens as targets associated with referent objects in the political sector
when active measures directly affect political decision-making, especially in the
context of immediate elections.

Citizens will be perceived as part of the societal sector if they are targeted for
their general social mindset and identity. Again, there may be overlaps, especially
if it is impossible to distinguish where efforts to influence elections begin and end.
If such actors are identified, this will be pointed out during the analysis.

2.1 Research logic

This qualitative research uses an inductive method. It builds on data
observation at the beginning of the research process. Then, regularities and their
meanings are sought in the data, which is followed by the formulation of tentative
conclusions (Disman 2002, p. 287). The sequence of steps in the article can also
be related to the logic of research, which Drulak (2008, p. 235) refers to as the
internal process of a qualitative study. According to Drulak, the simplest
representation of research logic is the hermeneutic circle; however, each
research will create its pattern. The logic of research in a qualitative study jumps
from one end to the other and occasionally closes into loops. Research activities,
such as literature study and data collection, usually run in parallel or the
researcher moves from one activity to another. In the present study, this is
relevant for the categories of actors of cyber active measures, the individual
cases of actors, and the specification of objectives, which are continuously added
to as the research progresses. The sequence of steps from the initial data
collection to the final discussion of the outputs is as follows: Data collection —
categorisation — selection of representative cases — inclusion in the framework
for analysis — characterisation and analysis of cases — answering the research
question and final discussion.

The basic units of data that have been collected are actors or incidents in
cyberspace that use either hostile code or content and meet the conditions for
inclusion in Russian cyber-active measures. Data on each actor was collected
through a systematic search of Internet sources. At the outset, the author
formulated the requirements for the subjects of the search, i.e., the exact areas
and topics; in the case of this study, actors and incidents associated with the
Russian Federation using tools of warfare in cyberspace. The author then defined
the types of documents to be searched (expert articles, analyses and reports by
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governmental and non-governmental organisations, analyses by cybersecurity
companies, media articles and leaked documents). In the next step, the author
defined keywords/phases, which she then entered through an internet search
using Google. The basic phrases were: 'Russia cyber-attack; 'Russia
disinformation’; 'Russia propaganda’, 'Russia cyber espionage' 'Russia
ransomware'; 'pro-Russian influencers'; 'Russia microtargeting' etc. After entering
the search query into the search engine and searching, the relevance of the
results was assessed, followed by debugging and editing. The tuning of keywords
and phrases as well as the formulation of new ones took place throughout the
whole analysis. The collected data was then categorized into the most general
categories of actors of active measures in cyberspace while it was conceptually
consistent with the actors presented in the chapter threats in cyberspace.
Examples of the constructed categories are the cyber groups CyberBerkut and
Anonymous Ukraine, from which a category of patriotic hackers was created. If it
was not possible to create a category from certain cases linked to the concepts
from the theoretical chapter, such a category was created by the author. For the
sake of clarity, the author works exclusively with the optics of actors in the creation
of categories in the analysis.

The work focuses territorially on countries in the Euro-Atlantic area with a
deeper focus on EU member states, due to similar political situations and shared
values. However, the author also includes in the analysis some cases from the
US that are relevant to the context and tied to actors operating in the EU. This
approach is a response to the rapidly evolving threat and risk-creation
environment that cyberspace presents.

The same logic applies to the timeframe of the analysis. In particular, the
article focuses on the period from the Russian occupation of eastern Ukraine in
2013 until early 2022. 2013 marks the beginning of the Ukrainian crisis, when
more talk of Russian hybrid or information warfare is beginning to emerge (e.g.
Giles, 2016). Given the severity of the simultaneous Russian invasion of the entire
territory of Ukraine (from 2022 onwards), key findings affecting the outcomes of
the article will also be included.

2.2 Representativeness

To ensure maximum representativeness, two actor cases in each category
were singled out for analysis in the baseline. The number two was chosen as the
average of the actor types identified. However, if more actors were identified in a
category with specific characteristics, they were also listed or analysed in more
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depth.

If only one case of an actor was identified in a category, or if others identified
were of very marginal importance, only this one actor was elaborated. However,
the author approached the elaboration of the single actor in a category only if it
was a significant actor using sophisticated tools. In other cases, the primary
approach has always been to merge possible categories into more general ones
that include multiple actors.

3. Theoretical background
3.1 Active Measures

Active measures (Bittman 1972, 1985; Darczewska, 2018; Kux, 1985; Rid,
2020; Schoen and Lamb, 2012; Schultz and Godson, 1984; Sulc, 1985; United
States Information Agency, 1988; United States Information Agency, 1992)
represent (if restricted to the realm of cyberspace) a relatively comprehensive
model for malicious information influence analysis. The concept of active
measures links the history and present which Gartner (2020, p. 40) describes by
the evolutionary not revolutionary character of Russian warfare doctrine. The
characteristic variables do not change over time, they adapt to recent
technological development.

Active measures combine overt and covert methods which cover a complex
system of Russian approaches to achieving political and foreign policy goals
through informational influence. The tools for achieving these goals target the
fundamental weaknesses of Western democracies - freedom of expression and
open society while also targeting the West's preeminent instrument of defence,
namely Article 5 of the Washington Treaty (Galeotti, 2019).

The most comprehensive definition of active measures (Darczewska, 2018,
p. 252) first appeared in the counterintelligence dictionary of the KGB (Komitet
Gosudarstvennoy Bezopasnosti, in English Committee for State Security,)
(Nikitchenko, 1972). If we abbreviate it, it describes active measures purely in
terms of the activities of the KGB, namely as procedures to predict the opponent's
actions and avert his subversive actions offensively. These activities exploit the
positions of agents within the opponent's inner circle, they use disinformation and
obfuscation. The definition according to former KGB agent Vasily Mitrokhin
(2018a, b) is more general and characterizes active measures as activities aimed
atinfluencing aspects of the political life of the opponent, his foreign policy as well
as deceiving him, weakening his position or disrupting his plans. Also, the
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testimony of Ladislav Bittman, a former Czechoslovak State Security agent with
a practical focus on active measures is a valuable source of information. Bittman
defines active measures as political, military and economic disinformation and
covert actions designed to manipulate public opinion, government and influential
private organisations and personalities (2000, p. 51).

3.2 History of active measures

According to Holzer and Kuchyrikova (2005), the political system of the
Soviet Union realistically fulfilled the model of a totalitarian state described by
Hannah Arendt. The emergence of active measures replicates the establishment
of a totalitarian state with its roots in the October Revolution of 1917, which was
accompanied by the accumulation of power in the hands of a small group of
revolutionaries (Sakwa, 1998, p. 292). However, the evolving modus operandi
has its roots before the October Revolution (Darczewska, 2018, p. 254). The term
active measures first appeared between 1919 and 1920 during the founding of
the Comintern and Cheka (Styrna, 2011). As Bertelsen (2021, p. 14) mentions,
KGB-led measures had two dimensions, domestic and foreign. Further inspiration
can be found within the Andropov Institute (the Soviet intelligence academy)
where active measures were taught.

Active measures gained importance in 1960 (Schultz and Godson, 1984, p.
12). One of the most notable operations, codenamed STORM, took place in 1967
when the KGB succeeded in using a false war plan to damage the reputation of
the US on the international stage (Rid, 202, p. 267 and p. 364-365; Hughes,
1985).

After the collapse of the Soviet Union, there has been a shift towards
authoritarian use of power (Holzer and Kuchynkova 2005). Since the beginning
of the 21st century and the rise of Vladimir Putin, there are already several
reasons to label Russia as an authoritarian regime, mainly due to the decline of
political pluralism, the development of democracy and personal freedoms
(Mochtak and Holzer 2017). In parallel with these trends, a renaissance of active
measures has begun, especially with the person of Vladimir Putin. The reuse of
old techniques is hidden under the so-called 'defensive strategy against the
West's information war' (Darczewska and Zhokhovski 2017, 38), which,
according to the Russian interpretation, seeks to attack the Russian regime
mainly through organising unrest in society.
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3.3 Tools of active measures

Active measures can oscillate between classic official diplomacy and illegal
intelligence operations. The following list presents the main tools of active
measures that link history and the present. The author has compiled the
categories according to the basic literature on active measures and examples
from practice related to their relevance and frequency. These are:

o allied political parties,

e agents of influence,

e cultural, religious and educational organisations,
e military operations,

e press and media,

o forgeries,

e economic warfare,

¢ and secret services operations.

The most typical tool is influencing the political parties and individuals with
access to power (so-called agents of influence). Soviets manipulated foreign
political parties through financial flows or personnel (Bittman 1985, p. 38; Sulc
1985, pp. 14-15). According to the Latvian Security Service (2016), Russian
intelligence currently aims to recruit or influence the middle management of
political parties.

Soviets also use tools within the social or socio-political sphere. The aim of
the establishment and functioning of various organisations (so-called fronts) was
to promote Soviet ideology and policies.

Besides political warfare, military operations have their place in Russian
active measures too. Soviet active measures included military and paramilitary
operations, the use of proxies, support for terrorism and insurgency (Schultz and
Godson 1980; Sulc 1985, 20; United States Information Agency 1992), but also
infiltration into the military structures of opponents (e.g. NATO structures, as
described by Bittman 1985, p. 133). Today's military measures typically use
proxies in the aggressive operations in Ukraine, Syria or the Central African
Republic, thus in areas with ongoing military conflicts (Stronski 2020).

The Soviet active measure was often neglecting foreign media manipulation.
It rather created its media content, as retired General Keith B. Alexander points
out (Global Security 2020; cf. Kux 1985). An important tool was forgeries (Bittman
1972, p. 30) with the media as a leading facilitator (Bittman, 1985, p. 38). Former
as well as current media manipulation is usually linked to disinformation.
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Economic active measures were another part of the complex system of
influence which targeted especially Soviet republics and satellites (CIA 1986; US
Department of State 1981; Bittman, 1985, p. 212). Current economic active
measures are strongly linked to specific national political or economic structures.

Given the privileged position of the intelligence services in active measures,
we consider the involvement or management of all mentioned actors. However,
some operations are exclusively conducted by the secret services. At the time of
the bipolar confrontation, these included espionage, sabotage, provocation, wet
affairs or assassination under the command of the KGB (e.qg. Bittman 1985; Kuzio
2021, pp. 138-141). After the collapse of the Soviet Union, the legacy of the KGB
was spread over three secret services, namely the FSB, the SVR and the GRU.
We find a similar pattern of operations now as in the past, but with the addition of
the latest technologies available for espionage and sabotage.

3.4 Threats in the Cyberspace

This work understands cyberspace as the realm of computer networks and
the users behind them, where information is stored, shared and communicated
online (Singer and Friedman, 2014, p. 47). Threats in cyberspace can be
categorized according to several criteria: most commonly by motivations of the
attackers or the sophistication of the attacks. Andress and Winterfeld (2012, p.
33) define several basic types of motivations: economic gain, seeking lucrative
employment, popularity/high status in cyberspace, entertainment, hacktivism,
terrorism and war. In terms of sophistication, web defacements are usually placed
at the tail. Distributed denial of service, phishing attacks and spear phishing
follow. Advanced persistent threat (APT), which is most associated with cyber
espionage (Jensen et al., 2019, p. 216), is seen as the most sophisticated. It can
operate in multiple vectors, such as by attacking media and supply chains or
social engineering (ENISA, 2021).

In recent years, attention has also been paid to attacks by cyber saboteurs
using ransomware, i.e. extortion malware that, in addition to primarily economic
motivations, also pursues political ones (NATO, 2021a). Ransomware particularly
threatens critical infrastructure, the disruption of which can be devastating for
society (Molina, 2022; Bochman and Freedman, 2021, pp. 13-15).

Active measures can also be related to political activism, which, in the context
of cyberspace, is linked to hacktivism (Singer and Friedman 2014, pp. 77-79;
Andress and Winterfeld 2012, pp. 197). However, since the label is associated
with citizens' struggles for democratic values, Russian active measures do not fit
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the concept. A more appropriate label for these actors is patriotic hackers (Singer
and Friedman 2014, pp. 270).

However, as authors (Ibid., p. 48) add, cyberspace is primarily an information
environment made up of digitized data that are shared. Therefore, besides hostile
code operations discussed above, it is a domain of hostile content as well. Hostile
code operations use of malicious software (malware) (Jirasek, Novak and PoZar,
2015, p. 115), which includes computer viruses (more ibid. p. 125), worms (more
ibid. p. 37), Trojan horses (more ibid. 119), ransomware and spyware. Hostile
content operations consist of sharing disinformation, fake news (e.g. Pamment et
al., 2019), radical, extremist (Winter et. al., 2020) and various harmful content.
Harmful content can evolve into weaponization or falsification of history (Jurvee
et. al., 2020).

Current actors using hostile content operations in cyberspace include online
journalists, hybrid trolls (Al-Rawi and Rahman, 2020; Spruds et al. 2016, pp. 10-
11), bots (Computational Propaganda Project, 2016; Gorwa and Guilbeault, 2018;
Nimmo, 2019), disinformation news media, politicians and political parties,
bloggers and influencers. Disinformation is the core tool of most of these actors.
NATO (2021) considers disinformation as the deliberate creation and
dissemination of false or manipulated information to deceive or mislead. It may
be disseminated through the sources, primary disinformation channels,
secondary channels (e.g. non-serious media) and the target audience that
disseminates the content (Mare$ and Milejnkova, 2021, p. 83; Gregor and
Mlejnkova; 2021, p. 9).

Nowadays, hostile content operations using artificial intelligence (Langguth
et al 2021; Pavlikova, BureSova, and Drmola, 2021, pp. 61-65) and deep learning
are broadly discussed. Chessen (2017) defines the combination of artificial
intelligence and tools such as bots, machine learning and deep learning as
MADCOM (machine-driven communication tools). When combined, it becomes a
powerful tool for online manipulation with highly personalized campaigns. The
high personalisation of campaigns relates to the term microtargeting (Zuiderveen,
2018). Cambridge Analytica, which created a highly personalised campaign in
2016 using data on up to 50 million social media users which aimed to convince
Britons to vote for Brexit, is a practical example.

3.5 Security Sectors
Active measures are implemented in various environments with various
actors. Bittman (2000, p. 51) mentions political, military and economic active

65



Politické vedy / Studies

measures, while Radin, Demus and Marcinek (2020, p. 9) operate with political,
military, economic, social and cyber entities. The analysis uses the sectoral
division according to the Copenhagen School of Security represented by the work
of Barry Buzan, Jaap de Wild and Ole Waever (1998), one of the essential
concepts of security and strategic studies (Waisova, 2004). The authors work with
five sectors - military, political, social, economic and environmental. For the
military and political sectors, which belong to the classical non-extended sectoral
concept, the research focuses exclusively on states as reference objects and
their associated threatened values such as territorial integrity and sovereignty.
The expanded concept of security, which runs on a horizontal axis, adds the
social, economic and environmental sectors.

3.6 Referent objects

Western values such as pluralism and openness are seen as weaknesses
that can be exploited (Global Security, 2020; Pynndniemi, 2018, p. 7). Thus,
active measures target the society’s fundaments, namely citizens and their
mindsets. Olga Bertelsen (2021, 27) notes that the evolution of Russian active
measures has also pointed to other targets besides the minds of citizens, namely
the technology or governmental infrastructures of states. Targeting people's
minds and societies can still be seen as the primary goal of active measures, but
multiple paths can lead to this goal. These can be identified through sectoral
divisions and reference objects.

The new expanded paradigm of security sectors (Buzan and Weaver, 1998)
expands from the state as the traditional referent object. The referent objects in
the five security sectors are entities that are existentially threatened and can
legitimately claim the right to survive. The school rejects a focus on the state
alone, adding firms, humanity, the environment, the world economy or
democracy.

The following paragraphs introduce the Copenhagen School's sectors and
the associated key referent objects and values at risk that complement them. The
reference objects and values will also be complemented by aggressor targets
relevant to cyberspace, based on traceable information from open sources.
These may be supplemented by additional targets that emerge in the analysis
section.

For the military sector, the primary referent object is the state. The
Copenhagen School also lists the constituent parts of the state, the government
or the nation (here conceived as the Westphalian) state, in the case of a military
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threat. Furthermore, tribes, nations, and even religions can be included if they
cannot be separated from the state. The values at stake are sovereignty and
territorial integrity.

Through the optics of active measures, the author considers targets such as
military structures, especially NATO, or lower-level military intelligence agents, as
described by Bittman (1985, pp. 44, 67 and 133). If these active measures are
transferred to cyberspace, they can be camouflage, deception, proxy actor
attacks (Alexander, 2017, p 2; Bagge, 2019) or, more generally, attacks using
malicious code or content. These target both military structures and units or
individuals.

The basic reference object of the political sector is the state as a political
organisation and so-called quasi-superstates (for example the European Union).
Buzan, de Wilde and Weaver (2005) further include transnational movements,
tribes, ethnic minorities and clans in the political sector if they have established
strong political institutions. The radicalisation of public discourse, coupled with
undermined trust in political institutions and political representatives, can lead to
a search for alternatives represented by the far right and left and a diminishing of
the credibility of mainstream political parties (Mare$ and Miejnkova, 2021, p. 88).
Thus, attacker threatens the state as a political institution and democratic system.
Through the lens of threatened values, these are the founding principles of the
state - sovereignty, territorial integrity, international regimes and state ideologies.
Specifically, the political ecosystem, diplomacy, and decision-makers, but also
e.g. upcoming elections, election campaigns or their members are threatened by
malicious code and content attacks in cyberspace. Typical targets have always
been European political parties with the aggressor’s financial funding. However,
as Bertelsen (2021, p. 52) notes, the funding of political parties has had only a
limited impact with uncertain reciprocity in the future. The Kremlin has adopted a
new strategy that orientates directly on elections. The direct subversion of the
electoral process becomes an easier target in the context of the use of
cyberspace.

In the social sector, the referent objects are social groups, tribes, clans,
nations, civilizations, religious systems and races. Security threats are directed
against state-forming groups of society or the security of social groups
themselves (Waisova 2004, p. 75). The associated threatened values are
identities, or as the authors describe "we" and national unity. When applied to
cyberspace and active measures, values can be threatened through the targeting
of voters, minorities and society. According to EUvsDisinfo (2021b), the most
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effective disinformation operations target specific countries and regions by
exploiting social tensions and bilateral disputes. The promotion of hate narratives
heightens tensions between different groups of the population, whether political,
social, ethnic or religious. Pre-existing conflicts in society can be artificially
promoted to destabilize society (Mares and Miejnkova, 2021, p. 88), The
members of society (especially groups of citizens) then become instruments that
create or amplify social conflict (Palomo, 2021).

In the economic sector, Buzan et al. include individuals, social classes, the
world market and companies as reference objects. Companies can be included
in the sector if they have an important position in the industrial base of the country.
If they are local, they must have an immediate impact on communities and/or
individuals. Threatened values at risk are economic development, basic human
needs or existence itself. The term economic information warfare can be applied
to the economic sector and active measures together. It refers to strategies,
tactics, and operations that threaten a state's critical economic systems. Libicki
(1995, p. 68) distinguishes two types of economic warfare; the first involves
traditional blockade or bombing of industrial facilities to degrade the economy and
national economic capacity (Niekerk and Ramluckan, 2019, p. 33). The second
variant views economic information warfare as an aspect of information warfare,
strongly linked to cyber operations. Economic information warfare is thus
understood as activities to control, protect and potentially disrupt economic
activity through information and information systems. Targets are critical national
infrastructures (Deakin, 2003) which include energy, banking and finance,
transportation and telecommunications. It is more amenable for aggressors to
focus on economic disruption rather than directly attacking military and
government targets. Deakin (Ibid.) also adds that degrading, disrupting, and
destroying an opponent's infrastructure can complement diplomatic and military
activities.

According to the Copenhagen School, the environmental sector is
characterised by two categories of referent objects, namely the environment as
such and civilisation about the environment. The second option is relevant to this
study. It deals with threats caused by human activity affecting natural systems or
planetary structures. The threatened values are human existence, quality of life
and sustainability. Buzan himself was sceptical about the environmental sector,
especially about the intrinsic nature of environmental threats and thus the
impossibility of relating them to competition between states (Walach, 2016, p. 20).

However, if we relate the environmental sector to active measures, and
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especially to cyberspace, the targets are mainly industrial systems, whose
disruption in connection with political goals rejects Buzan's scepticism. Almost
every industry with an environmental impact today faces a high risk of a cyber-
attack with potentially fatal environmental consequences. Almost every industrial
facility that stores or processes large quantities of, for example, chemicals, uses
information and communication technology-dependent industrial control systems
(Packa, 2017). Examples include attacks on oil or gas pipelines, refineries (e.g.,
Bhopal, India 1984), chemical plants, marine systems (Eastern Venezuela 2002),
water and electrical facilities (Massachusetts 2007), and transportation systems.
The increasing digitisation of control systems and the potential for cyber-attacks
also pose a threat to nuclear facilities. Real-world examples include the attack on
the David-Besse nuclear power plant in Ohio in 2003, the Brown Ferry nuclear
power plant in Alabama in 2006, and finally the Iranian nuclear facility in 2010.
The Stuxnet worm (for more see Zetter, 2015) destroyed Iran's uranium
enrichment facility and drew attention to the fact that nuclear power plants can
also have accidents with leaks of radioactive material. The sophisticated Stuxnet
can be referred to as APT according to the above terminology. It became the
prototype of next-generation cyber-attacks. In the context of reference objects in
the environmental sector, its potential to threaten the environment through the
disruption of industrial control systems is significant.

4. Analysis and Results

The following part focuses on the actors and tools of active measures as they
are manifested in the security sectors. First, a variety of actors were brought
together based on open sources to cover the entire ecosystem of Russian cyber
active measures. Subsequently, general categories have been created. If the type
of the category did not fit into any of the classical types of actors known in the
literature, or if they were their specific offshoots, they were placed in a category
created by the author.

The following categories of actors were created (in alphabetical order) from
the collected data:

e cyber spies and hackers with links to the secret services

e cyber saboteurs

e disinformation media?

2 Disinformation media, for the purpose of the analysis, refer to wide scale of media actors with various
links to Russian state, which use disinformation, fake news, malicious narratives or conspiracy
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e embassies and diplomats

e hybrid trolls

e online journalists, bloggers and influencers3

e |ocal governments

e organisations working on a specific topic

e organised crime

e patriotic hackers

e pseudo-experts

e political parties and its members

e paramilitary groups

o state media*

o state armed forces

e secret services involved in coordinated campaigns

¢ and umbrella organisations®.

Linking the sectoral division according to the Copenhagen school of security
with current Russian operations in cyberspace categorizes Russian cyber active
measures. Based on the categories, the real actors are then analysed in more
depth stressing targets of identified cyber active measures, which can be linked
to reference objects and values threatened values.

Military sector
Table 1: Identified categories and actors in the military sector

category actor

state armed forces Russian armed forces, Vojennyj obozrevatel

paramilitary groups Hungarian National Front, Czechoslovak reserve
soldiers for peace, Slovak Conscripts

patriotic hackers Anonymous Ukraine, Cyber Berkut

cyber spies and hackers with | Fancy Bear, Unnamed secret services unit

links to the secret services

theories. We also work with category of ,state media“ (see below), which is strictly linked to official
Russian media under governmental supervision.

3 Among the individuals participating in Russia's active measures, we include the category of journalists
and bloggers disseminating hostile content. Journalists refer to persons working under particular
media platforms, while bloggers are more individual and not linked to any official media subject.

4 Category of state media refer to subjects clearly and officially linked to Russian state.

5 Umbrella organisations refer to official state cultural, religious or social subjects, which cover various
smaller, usually worldwide, organisations.
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We identify state armed forces, patriotic hackers, paramilitary groups and
cyber spies with links to military intelligence as actors of active measures in the
military sector. The main referent object is the state with sovereignty and territorial
integrity as threatened values. The stability of the Euro-Atlantic area, the
credibility of states as security providers, the credibility of NATO, the armed forces
and the trust between the allies themselves can be identified as specific
threatened values. Cyber active measures target Western governments, states
as providers of defence and security NATO, armed forces, state cyber
capabilities and military capabilities. Actors use hostile code as well as hostile
content tools. In the case of code, attacks of less sophistication such as web
defacements, DDoS attacks and phishing are taking place. This is especially true
for the category of patriotic hackers. European governments, armed forces and
cyber capabilities are targets. Operations can serve as reinforcements to
conventional military operations that are specifically directed against the state or
armed forces. Anonymous Ukraine, for example, has attacked official websites,
mostly of Western defence organisations and authorities, mainly through DDoS
attacks. The NATO CCDCOE (Cooperative Cyber Defence Centre of Excellence)
website was attacked in November 2013, as well as the Estonian Ministry of
Defence website. The CCDCOE site was down for two hours, and the group
called the entire operation a retaliation for alleged cyberattacks by NATO itself
(Pavlikova, 2016).

For state armed forces as well as paramilitary groups, active measures are
most often implemented through hostile content operations; most notably
disinformation using fake news, extremist content sharing, online recruitment of
members with their subsequent radicalisation, and commanding and engaging in
their military activities (Forrd, 2019; Kandrik, 2020, p. 4; JeZzek, 2021;
Ceskoslovensti vojaci v zéloze za mir, 2020). State armed forces alone,
represented by the online journal Vojennyj obozrevatel and Russian armed forces
during military exercise Zapad 2017 and 2021 are using mostly official
communication strategy with the elements of disinformation.

States as providers of safety and security, in particular the armed forces, can
be identified as targets through which referent objects are influenced. Mares and
Miejnkova (2021, p. 90) speak of paramilitary actors who undermine trust in the
state as a provider of security and want to take power into their own hands to
ensure public order. Given the focus on paramilitary groups' hostile content
operations, the question of inclusion in the social sector also arises, as hostile
and manipulative content can threaten social groups or nations themselves.
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However, the author concludes, based on the available data, that the primary goal
of paramilitary groups is to substitute the state as a security and defence provider,
therefore classification in the military sector is more relevant.

In the category of cyber spies and hackers with links to the secret services,
we identify a group practising cyber espionage with the following usage of fake
news (thus, a combination of hostile code and content) with links to Russian
military intelligence. Fancy Bear targeted especially armed forces and military
capabilities. The attack on the Android app used by the Ukrainian artillery during
the early years of the Ukrainian crisis could have facilitated the reconnaissance
of separatists against Ukrainian soldiers. The malware's ability to extract
communications and location data from an infected device made it an attractive
way to determine the general location of Ukrainian artillery forces and strike
against them (CrowdStrike, 2017). Another identified actor, the unnamed cyber
group linked to Russian secret services, used fake news with web defacement.
Group threatened NATO's trustworthiness during 2018-2019 (EUvsDisinfo, 2019;
Tucker, 2019; Vandiver, 2019).

Political sector
Table 2: Identified categories and actors in the political sector

category actor
embassies and diplomats Russian Embassy in the Czech Republic
Russian Embassy in Denmark
hybrid trolls Reconquista Germanica, Internet Research Agency
patriotic hackers Cyber Berkut, Killnet
political parties 5 Star Movement, Bulgarian Socialist Party
local governments Viktor Orban’s government
cyber spies with links to the | Cozy Bear, Fancy Bear, Ghostwriter
secret services

In the political sector, we find several active measures actors linked to politics
or service for the state. Members of diplomacy, political parties and local
governments use only hostile content operations which include predominantly the
sharing of disinformation and extremist content. States as political organisations
and quasi-superstates were the most relevant referent objects for the analysis.
Therefore, the founding principles of the state, especially the state ideology are
threatened values. Elections, electoral campaigns, the political ecosystems,
European governments, non-EU structures, decision-makers and diplomacy are
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targets through which the referent objects are influenced.

Hybrid trolls, such as Reconquista Germanica and Internet Research Agency
(hereafter IRA) target political parties, elections and citizens' decision-making,
and the overall political ecosystem of given countries with the founding principles
of the state as a threatened value. Reconquista Germanica used hostile content
operations to promote alt-right ideology in connection with the Alternative for
Germany (AfD) party during the German parliamentary elections in the 2017
campaign. The IRA has focused on states as political organisations by targeting
citizens and their political decision-making in elections. However, it has
manipulated social groups too (Robert S. Muller Report against Internet Research
Agency 2018: 6; US Department of State, 2020). Therefore, the IRA will also be
classified in the societal sector.

Furthermore, we identify patriotic hackers using hostile code as well as
hostile content. Targets in this category represent a disruption of the electoral
process and the political ecosystem. The state as a political organisation and
democracy are threatened values. Cyber Berkut's operations against the
Ukrainian electronic electoral infrastructure posed threats to these reference
objects during the hot phase of the Ukrainian conflict (Greenberg, 2017;
Pavlikova, 2016). In 2014, the group attacked the website of the Ukrainian Central
Election Commission and changed the election results in favour of the far-right
candidate Dmytro Yarosh. Russian state media coordinated with the hackers to
publish the fake results (Greenberg, 2017). In addition to the attack against
Ukraine's electoral infrastructure, the group also targeted the websites of the
Polish and German governments (Stone, 2015). Otherwise, a more recent group
Killnet focused on European governments and attacked them by DDoS with a
change of their website contents (Antoniuk, 2022; CSIS, 2022; Roussi, 2022).

In the case of cyber spies with links to intelligence services, Cozy Bear (or
APT 29 or The Dukes) who is working under the FSB or SVR is the best-known
group. The group is responsible for espionage operations in Europe and the US,
for which it is referred to as APT. Cozy Bear was also involved in hacking into the
systems of the Dutch police investigating the downing of the MH17 plane over
Ukraine (NL Times, 2021), in an influence campaign during the 2016 US
presidential election and in an attempt to steal data for the development of
vaccines against the Covid-19 disease (National Cyber Security Centre, 2020).
The massive cyber-attack on SolarWinds systems also matches Russian active
measures in its characteristics. Although the primary attack may have given the
impression of sabotage, the real motivation was probably to gain sensitive
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government information (Warrell, 2020Db).

Cyber spies with ties to intelligence services such as Fancy Bear and
Ghostwriter are mostly using phishing and subsequent content sharing, DDoS,
web defacements as well as more sophisticated sabotage attacks on electoral
infrastructure (e.g. 116th Congress Senate Report n.d.; Bertelsen, 2021, 53;
Ringstrom and Balmforth, 2021; Foster et al., 2020).

Societal sector
Table 3: Identified categories and actors in the societal sector

category actor

state media RT, Sputnik News

umbrella organisations Russian World, Rossotrudnichevstvo
hybrid trolls Internet Research Agency

Reconquista Germanica

organisations working on a specific topic Russian Institute for Strategic Studies
Essence of Time

disinformation media Geopolitica.ru, Redfish, InfoVojna, Aeronet
Baltnews, Unnamed group

cyber spies with links to the secret services | Cozy Bea, Fancy Bear, Ghostwriter

pseudo-experts Alexandr Dugin,Alexandr Dyukov
journalists, bloggers and influencers Ricardo Fernandes Cabral,
Graham Philips

Russian Influencers on TikTok
micro-influencers and nano-influencers
secret services involved in coordinated | Fancy Bear

campaigns

The societal sector is the most diverse in the number of categories of actors,
but most uniform in the format of operations. With one exception, societal sector
operations are built exclusively on operations of hostile content. This suggests
that referent objects are most easily targeted by disinformation, harmful
narratives, falsification of history and astroturfing. For a large part of actors,
secondary disinformation channels or target audiences further disseminate
hostile content (see Mare$ and Miejnkova 2021, 83).

The umbrella organisations such as the Russian World (Russkiy Mir) and
Rossotrudnichestvo are official activities (Kudors and Orttung, 2010)
disseminating disinformation and harmful narratives. The Russian diaspora, as
well as various population groups or the European community itself, can be seen
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as targets; the reference objects are social groups and nations (possibly of a
transnational nature). Russian state media as RT and Sputnik news have a
similar position. RT mainly serves as a platform for further dissemination of
distorted information through cyberspace, as it is usually the primary source for
many non-state and marginal media outlets or individuals on social media.

RT is generally focused on the European community, whose citizens are
targeted by the broadcasts. Crilley et al. (2022) summarise that according to
current academic debates, the target audience may be citizens opposed to the
establishment, corporatism and the West. However, they also target non-Western
audiences, potential activists and local media that can further disseminate their
content. Thus, social groups are referent objects and collective identity is
threatened value.

Other categories using exclusively hostile content operations are
organisations working on a specific topic. In Russian Institute for Strategic
Studies, unlike genuinely scientific texts, there is a distortion of the facts. It targets
groups with specific interests, and consequently the academic community. The
Essence of Time is working similarly. However, its content sharing was used to
recruit individuals for the Russia-Ukraine conflict engaging, either physically,
through hostile content or fundraising.

As in the political sector, the same groups of hybrid trolls were identified. For
the IRA, we can conclude that it did not only target the specific US presidential
election in 2016 but also, through its long-term manipulative influence, trolls
targeted referent objects of the societal sector, namely social groups in the US.
Reconquista Germanica threatened German social groups outside the immediate
electoral decision-making process.

Another category using exclusively hostile content operations covers
disinformation media. The author divided this category into sub-categories
because of its width and complexity. These are (a) websites and platforms with a
specific ideological belief, (b) local language-specific media, (c) disinformation
news media, and (d) fake media and accounts. The main referent objects for all
categories and actors are the social groups. They are threatened dominantly
through actors’ targeting of groups with specific interests, Anti-Western and anti-
establishment European citizens, anti-establishment activists, EU citizens, Baltic
states citizens, grassroots movements, minorities and the Russian diaspora. The
most used hostile content tools are disinformation, fake news, falsification of
history and harmful narratives.
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The category of pseudo-experts refers to persons or groups that present
themselves with science or expert capital. They disseminate preferred ideological
narratives and therefore threaten social groups as referent objects. However,
academics or the scientific community are not targets. Pseudo-experts focus on
easily manipulable social groups and local European populations. For example,
Alexandr Dugin like Alexandr Duykov used disinformation, falsification of
history, harmful narratives and radicalism against these targets (Tharoor 2022;
Weidinger, Schmid and Kreko, 2017; Makonkalns, 2020; Naylor, 2020; The Baltic
Times, 2007).

Journalists, bloggers and influencers participate in cyber active measures
through hostile content on social media, blog platforms, or through manipulative
videos. They use their popularity to amplify Russian state propaganda as well as
harmful narratives. Micro-influencers and nano-influencers, who have a smaller
number of subscribers (25,000 or less) are usually used in groups in a
coordinated way for specific campaigns, for example sharing activist content
focused on the Ukrainian conflict (Helmus et al., 2021). Wooley (2022)
characterizes them by their ability to engage ordinary social media users (see
Maheshwari, 2018). These actors also exploit EMAs - private communication
apps (e.g. Telegram and WhatsApp) to target individuals in private
communication format. Manipulative content is thus disseminated through
establishing a closer relationship with the user (Wooley, 2022; Kraus, 2022).

One actor using hostile code as well as content operations was identified. As
already mentioned in other sectors, Fancy Bear operated this way, especially
during the 2016 US presidential election. The format of the operations can be
described as "hack and leak", where the data extracted by hostile code are
subsequently published, either in its original form or modified. The targets were
various social groups in the US based on age, gender, race, religion or socio-
economic status.

Economic sector

Table 4: Identified categories and actors in the economic sector
cyber spies with links to the secret services Sandworm Team

cyber saboteurs Sandworm Team
organised crime REvil DarkSide/Blackcat

Even in the economic sector, an active measures actor category of cyber
spies with links to secret services can be identified. The referent objects are the
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state, institutions, companies and individuals. National warfare capabilities of the
state, which are stolen and subsequently misused by cyber espionage, are
targets. Furthermore, the critical infrastructure of the state whose disruption can
cause economic damage to the state, its institutions or companies are also
targeted. The development of the very existence of economic entities can be
understood as a threatened value. In the case of more serious attacks on critical
infrastructure, basic human needs are at risk.

A real-life example is the theft and misuse of exploit EternalBlue, which was
stolen by the Sandworm Team for espionage (Greenberg, 2020). National warfare
capabilities of the state and critical infrastructure were targeted. The Sandworm
Team group is also known in cyberspace by other operations and names, with
Black Energy, Quedagh and Electrum being among the best-known. Originally,
the unit is thought to be the GRU Main Centre for Special Technologies (GTsST)
(Marino, 2020) and was spying for governments, using zero-days, malware
and spearphishing for years. Of its recent exploit of EternalBlue, businesses,
government facilities, airports, and banks in Ukraine, Britain, and Spain were hit
(Rothwell, Titcomb, and McGoogan, 2017).

Another category of actors is cyber-saboteurs. They target the nation-state's
economic systems and critical infrastructure. Unlike cyber espionage, this
involves primarily sabotaging networks, operations or systems to prevent or
coerce an adversary to take a particular action or to compensate financially.
Nevertheless, the referent objects and threatened values are the same as in the
case of cyber espionage. Basic human needs may be compromised in the case
of serious attacks on critical infrastructure, which are currently associated mainly
with ransomware used by cyber saboteurs. The cyber-attacks on energy
infrastructure in Ukraine in 2015, which were carried out by the Sandworm Team,
have already become a significant form of sabotage in terms of scale and impact.
The Sandworm Team operation using the NotPetya malware that affected critical
infrastructure (including medical facilities) and global trade globally in 2017 can
also be identified as cyber sabotage. The financial losses amounted to US$1
billion (US Department of Justice, 2019). The same attacker also disrupted an
operation of the Kyiv metro, the Odesa airport, the Russian Central Bank, as well
as two Russian media outlets with ransomware called BadRabbit in 2017
(National Cyber Security Centre, 2018).

The last category in the economic sector is characterised by organised crime
groups operating in cyberspace; typically, in conjunction with intelligence
services, which provide a channel for the implementation of active measures. The
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targets are the economic systems of the nation-state, private companies and
critical infrastructure. A real-world example of such an actor is REvil, which is a
shortened version of the name Ransomware evil, referring to the type of attack.
The group is responsible for a cyberattack using ransomware that hit thousands
of private companies around the world in the spring of 2021 (Sanger, 2021). REvil
was operating at the same time as the Russian civilian intelligence-linked group
Cozy Bear. This may indicate coordination of attacks and thus inclusion in active
measures. A fresh example from 2022 is the sophisticated ransomware attacks
attributed to the DarkSide (now also BlackCat) group. The group presents itself
as a modern-day virtual Robin Hood to take from wealthy companies and
redistribute to charities (Kerner, 2022; Gallagher, 2022). The group gained
attention with a cyberattack on the Colonial Pipeline, one of the largest and
busiest oil pipelines in the United States. The pipeline runs from the Gulf of
Mexico to states on the East Coast. According to Kerner (2022), this was the
most extensive attack on critical infrastructure in the US. The attack affected
several systems, such as accounting. Although the targets may give the
impression of hitting the environmental sector, the attackers were probably not
concerned with disrupting the functionality of systems leading to environmental
destruction. On the contrary, the targets are precisely focused on the economic
sector.

Environmental sector

Table 4: |dentified categories and actors in the environmental sector
| Political parties and its members | Bulgarian Socialist Party, Robert Huliak |

If we think about potential actors where active measures in the environmental
sector can be implemented, cyber-saboteurs and cyber-spies would correspond
to them.

The referent objects in the environmental sector, according to the
Copenhagen School, are civilisation linked to the environment, the state, the
ecosystem and the human species. The threatened values are human existence,
quality of life and sustainability. The targets that could be affected by cyber active
measures are like those of the economic sector. However, the systems attacked
would have an impact on the environment instead of economic indicators. Targets
could be industrial warfare or other state systems, nuclear facilities, and any
control systems that can cause an environmental disaster. Considering the
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events till 2023, the attack of this scope did not take place (till 2022).

Besides this hypothetical threatening of environmental sector by hostile code,
ongoing hostile content operation are taking place. Since the Russian invasion
on Ukraine, “the European Green Deal has taken on a new significance with
respect to ending the EU’s overreliance on Russian energy and exposure to the
Kremlin’s authoritarian influence” (Center for the Study of Democracy, 2023). In
the context of Russian active measures, we identify political parties or its
particular members using disinformation and negative pro-Kremlin narratives on
Green Deal politics. In Bulgaria, political actors (for example from Bulgarian
Socialist Party) ,amplify and normalize disinformation narratives opposing the
Green Deal both domestically and internationally” (Ibid.). Another recent example
refers to newest Slovak Environment Ministry nominee Rudolf Huliak, who does
not believe in climate change, uses narratives as “Brussels eco-terrorists” and
often shares pro-Russian disinformation on social media. Slovak president
Zuzana Caputova lately refused Huliak as a minister (Dennik N, 2023;
Zmuskova, 2023).

5. Discussion and conclusion

The outputs confirm the possibility of Russian cyber active measures
research through the lens of threatened values. The analysis enabled drawing a
comprehensive picture of the issue with the specification of the aggressor’s
tactics and targets. The application of the Copenhagen School’s sectoral division
using referent objects and threatened values contributes to the complexity. The
expanded concept of security, which considers the social, economic and
environmental sectors besides the military and political sectors, has proven
relevant to the study of emerging threats using new technologies. Although it can
be stated that the state is the main referent object affected by active measures,
the analysis points to a much broader range of threatened values that almost
replicate those defined by the authors of the extended sectoral concept.

The resulting manifestations of Russian cyber active measures are observed
in military and political sectors while using hostile code and content tools across
a whole range of sophistication. In the societal sector hostile content is prevalent,
particularly through disinformation, fake news and malicious narratives. In the
economic sector, actors involved in sophisticated operations using hostile code
tools were identified. Finally, manifestations of hostile content operations were
found in the environmental sector.
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The analysis also specified the threatened values by the cyber active
measures in the sectors. Besides those given by Copenhagen School
(sovereignty and territorial integrity) it can be complemented by the stability of the
Euro-Atlantic space, the credibility of states as security providers, the credibility
of NATO, the armed forces and the trust between the allies themselves in the
military sector. In the political sector, state ideology as European and hence
American democracy is threatened. In the economic sector, critical infrastructure
associated with basic human needs as threatened value was stressed.

As the research also showed, no Russian cyber active measures have been
identified in the environmental sector. However, it certainly cannot be argued that
the environmental sector has no relevance for active measures in cyberspace.
Results from the economic sector point to the fine line that exists between the
use and non-use of cyber tools which can have an environmental impact. While
Buzan (2005) missed the intentionality in the case of environmental threats (see
Walach 2016, 20), the transfer of threats into cyberspace radically changes the
format.

It can also be stated that Russia is not using all available technology that can
be used to cyber active measures. For the political and societal sectors, the use
of MADCOM, microtargeting tools and artificial intelligence as deep fakes have
not received many real contours. Actors using this type of tools can be states,
governments or even individuals.

So far, the only significant use of micro-targeting by Russia is related to the
2016 US presidential election, which also involved the IRAand Fancy Bear actors
identified in the analysis. Since then, the tool has not been applied in any
significant way, although Russia continues to operate hostile content operations
to large extent, especially on the European continent. Microtargeting and
MADCOM can also be combined with other new technologies, e.g. deep fakes,
facial recognition or biometrics. Sophisticated cyber sabotage that disrupts
systems has the potential to threaten the economic sector’s critical infrastructure.
It can cause widespread economic damage, for example, blackout of national
power grids. Also, with the help of deep fakes, disinformation or fake news
attackers can jeopardise the credibility of economic actors or causes panic in the
financial market (e.g. by informing about bankruptcy) (Pavlikova, BureSové and
Drmola 2021, 64).

Although no cases of actors using hostile content operation in the
environmental sector have been found, cyber actors mentioned in the theoretical
section can became real in the future. Environmental threats focus on states'
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industrial systems, their command-and-control systems and especially nuclear
facilities. The closest attacks on these facilities took place in the summer 2022
when the Russian hacker group People's Cyber Army used web defacements
which targeted the website of Ukraine's state-owned Energoatom, a company
specialising in nuclear energy. Apart from a three-hour website outage, there was
no compromise of functionality (Al-Jazeera, 2022).

The resulting research challenges are formulations of countermeasures that
respond to the latest aggressor tactics as well as the needs of the threatened
values. The author notes that research on targets within each sector itself
requires a separate in-depth study to better link them to the countermeasures
formulation. Another research challenge is to transfer the framework for analysis
to other countries outside Russia. Although active measures are unwaveringly
associated with Russia, there is no reason why the research-derived model could
not be applied to other states using malign influence in cyberspace to achieve
political goals.
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