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Abstract

A concept of Cloud Computing is currently widely applied. Users that benefit
from data storage capability and applications on demand access may use
resources easily, using various devices. However, such solutions as CC require
taking into consideration issues related to security. A problem of assuring safety
of data, that is stored in the cloud, in different sites is a significant challenge. It
seems necessary to elaborate standards and mechanisms of assuring stored data
security and integrity. This article presents a practicable appliance of
mechanisms created by NATO that after a suitable adjusting may be used for
securing data stored in a cloud. A general concept of such mechanism is
presented. In addition, a ready to apply solutions are included, which may
considerably shorten putting a CC into practice.
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1 INTRODUCTION

Cloud Computing (CC) is currently widely applied. Cloud is a fresh approach
towards utilizing resources, rather than a new technology. This approach makes
possible a significant operating cost reduction. Users, that benefit from data storage
capability and applications on demand access, may use resources easily, using various
devices and take advantage of this opportunity for quite a long time [1] [2] . However,
such solutions as CC require taking into consideration issues related to security.
A problem of assuring safety of data that is stored in the cloud, in different sites is
a significant challenge. A present lack of security standards and difficulty with its
determination and appliance, along with no confidence limits broader implementation
of CC [3] [4] [5] . It seems necessary to elaborate standards and mechanisms of
assuring stored data security and integrity. This article presents a practicable appliance
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of mechanisms created by NATO, that after a suitable adjusting, may be used for
securing data stored in a cloud. The chapter 2 consists of:

- widely described in literature security issues of storing data in cloud,

- concepts of access gateways, that have been elaborated by NATO,

- possible appliances of gateways in Cloud Computing,

- particular gateway implementations descriptions, including their test results.

Last part of the article contains a summary of presented matters followed with
conclusions.

2 CLOUD COMPUTING SOLUTION

2.1 Problem description

A Cloud is a perfect solution for business. It provides cost reduction, while with
little infrastructure investment one can quickly obtain an access to multiple services.
On the other hand a trust and its complicity is an issue. Security matters have to be
considered globally, at the point when a computer system is built, certainly not after
having the system created. At the initial level of designing a system, ways of providing
security and trust should be considered. It is assumed, that there is no point developing
a one, common solution dedicated for every possible scenario [6]. An emphasis on
security issues evolves continuously. At the beginning they were related mostly to
hardware protections, next on some end point restrictions, while for now it is often
considered at an application level.

A providing data security issue appears usually, when a cloud management is
outsourced to a cloud provider. There is a little warranty and certainty of proper
responsibilities execution and providing data security. It is common, that a provider
transmits data between different data centers. However, in some cases particular data
should not be transferred to a particular data storage point, because of security
restrictions, and transferring may result in unattended data access or manipulation.
Therefore data should be properly marked, to enable its recognition [3] [7] [8] [9] . In
CC users are determined to be responsible for data security, by marking data in
a proper way. This requires creating systems capable of marking data [10] . It should
be possible to move virtual machines between different physical locations and
applications should contain no restrictions concerning working location. However,
creating such applications, regarding law regulations and business requirements is
complex [11]. A capability of moving machines indicates, that a system architecture
changes continuously. This results in another issue, related to monitoring a cloud based
system, which is highly complicated and widely described in literature because of
a volatile infrastructure and no monitoring workstation stability confidence [12] [13]
[14] [15] . In literature certain ways of transferring virtual machines between different
locations can be found [16] . A transfer and proper data storage monitoring is entrusted
to so called TPA (Third Party Auditor) [17] [18] [19] . Nevertheless, simultaneously
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the literature [20] [21] analyzes how virtual technologies improve the system security,
and it is indicated that the virtualization has incalculable impact on the security
enhancement on at least three aspects:
- it can easily isolate and shield unstable applications or those with security
risks,
- support powerful sound crime analysis and highly effective disaster recovery
solutions,
- virtualization also provides intrusion detection tools of lower costs.
However CC users need to be informed about every mentioned security related aspect
[22] [23] , it is required to change a traditional security means to a new approach based
on a new thinking [24] .
In order to increase the security certain mechanisms need to be determined, that
provide:
- labeling (marking) data,
- controlling a cloud with TPA.
Such solution has its disadvantage — a TPA requires a cloud access, is able to control it
at a particular time, but is unable to provide continuous monitoring. What is more, such
solution is costly, as it requires an external auditor.

2.2 Information Exchange Gateway Concept

NATO is in the act of adaptation a NNEC concept (NATO Network Enabled
Capability) and discarding the idea of building systems in favor of creating services.
NNEC is one of the fastest developing and spreading concepts designed for network-
centric purposes and is intended to speed up and simplify decision making on the
battlefield. To achieve the goals of this concept, a main challenge to be faced was an
automated networks connection. It requires an implementation of Information
Exchange Gateways (IEG), that fills the existing air gaps, one-way data diodes or in
some rare cases the existing non-administered two-way connections.

At the strategic level, a task of an IEG is to support a process of political
consultation and allow a national planning and more effective orientation of operations
and at an operational level it is to support daily operational planning and management.
At the tactical level an IEG enables an improved presentation of information for
commanders and better understanding of their intentions, a possibility of sharing
information with coalition members, a dispersed cooperation and a network integration
of collectors, decision makers and effectors [25] .

According to the NATO concept, in an IEG three basic functional elements can
be distinguished [26] :
- NPS (Node Protection Service) — its task is to protect physically IEG

infrastructure. It is usually executed by a specialized firewall with
implemented mechanisms of protection against attacks;

- IPS (Information Protection Service) — its task is to protect and control the
flow of information. IEG characteristic does not require this service to be in
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physical proximity of IEG. It is only required that the whole traffic into and
out of IEG is managed by this service by means of NPS;

- IES (Information Exchange Service) — it has to provide the flow of
information between the protected node and an outside, authorized (using
IPS) organization. Only the information that IES can transfer should be
transported by IEG. The example of this kind of information are e-mail
service protocols, http, directory services, Web service and many more.
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Figure 1 1EG Diagram [26]

An IEG is installed to protect a network from possible attacks, viruses and intruders. At
the same time it checks the flow out to make sure that the information can be disclosed.

To ensure a proper control of transferred data, the data is self needs to be marked.
In order to obtain that, a developed standard may be used — an XML Security Labeling
(farther referred to as security labels), which is a NATO standard used to define a
security policy. Generally speaking a security label is a document compliant with XML
standard describing a security classification and an importance level of digital data.
Such a label can be enclosed to any digital source. It often contains metadata
concerning document digital in a form compliant with XML-Sig standard. According
to a way of placing a label three types of labels can be distinguished: packed, packing
and split.
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XML SECURITY LABEL VARIANTS
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Figure 2 Kinds of security label [26]

In a peculiar case, when a security label is a part of an XML document, a security
classification may concern not only the whole document but also its particular
fragments denominated by means of XPath expressions. It provides a user additional
possibilities of creating security policy, by granting a different secrecy classification to
pieces of information within one document. Sending information about location of
aunit may serve as an example. Its coordinates are available to anyone (NATO
UNCLASSIFIED clause), whereas information about its name is classified, which can
be seen in a fragment of an XML document.

<target>

<coordinates>

<x>12345</x> Informations
<y>67890</y> about unit coordinates
</coordinates>
<SecurityLabel
xmlns:slab="http://nc3a.nato.int/2004/06/xmlslab#">
<LabeledObjectGroup Id="myLabeledObject"™>

<ConfidentialityLabel>
<SecurityPolicyldentifier> Security
NATO + PrT
</SecurityPolicyldentifier> Folicy dentNiey
<SecurityClassification> Security
UNCLASSIFIED Classification

</SecurityClassification>
<SecurityCategory type="Permissive™>
RELEASABLE FOR INTERNET TRANSMISSION Security Category
</SecurityCategory>
</ConfidentialityLabel>
<dsig:Reference URI="">

Figure 3 Example part of a XML document [26]
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2.3 Information Exchange Gateway As A Solution For Cloud Computing

Considering an IEG as an appliance for CC requires answering questions related
to providing security of a transferred data. This determines whether an IEG possibly
improves a cloud architecture with a positive influence on its security aspect. Firstly,
in order to apply an IEG it is required to:

- mark data, that are stored in a cloud according to a specific, determined
standard (possibly one determined by NATO),

- mark entire virtual machines, that are exploited by users and the labeling
standard has to be developed,

- control an outgoing traffic,
- control a virtual machines flow between data centers,
- control a data access.

Cloud location A Cloud location B

Figure 4 Cloud computing connection through IEG

Introducing a transferred data control with such solution as an IEG may ensure
a continuous infrastructure surveillance, with no TPA. A TPA, instead performing all
the time supervision may be exploited to audit the system, whether an IEG
infrastructure is properly connected and operating.

Having above stated conditions fulfilled, a cloud computing may be used in wider
scenarios. An IEG controls user data and services access and virtual machines transfer
between locations. In case either data, service, or virtual machines is labeled in a way,
that does not allow transferring to other location, an IEG blocks transmission.

2.4 Practical implementation

It should be pointed out, that a suggested approach is an existing, working and
ready to apply solution. Two widely evaluated during international CWIX [28]
exercise IEG class solutions exist:

- IEG JASMINE,
- Safe Exchange Information Gateway.

IEG JASMINE is a solution developed by TELDAT company. It was adjusted for
military appliances. IEG JASMINE has a modular structure — each of its components
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fulfills particular goals, that have been set in the specification. The basic module is
a Firewall Box which is responsible for a security control at the lowest network level
and serves directly as NPS (Node Protection Service) in an IEG model. A Firewall Box
functions include an intrusion detection and prevention system IDS/IPS. A basic task
of the module is to perform the analysis of network flow regarding the content and
directing it to destination modules.

An IEG CS (Core Service) JASMINE module is responsible for controlling the
flow of information for the basic services: an e-mail, directory services and messaging.
An IEG FS (Functional Service) JASMINE module is responsible for filtering all the
additional services supported by C31S JASMINE system [25] .

Firewall Box IEG FS JASMINE _I
Firewall |_ Firewall
I— IEG CS JASMINE —]
IDS /IPS

IEG JASMINE

Figure 5 Structure of IEG JASMINE [25]

A Secure cross-domain Information Exchange Gateway is a concept of boundary
protection device that enables information sharing between cooperating domains with
different security levels. It is based on the NATO idea of secure information sharing in
cross-domain relations based on IEGs and consists of several cooperating elements,
i.e.

— 2 X NPS — one for each security side,

— 2 x set of protocol proxies — one set for each security side,

— XML guard.
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Figure 6 1EG architecture [29]

Protocol Proxies are dedicated for analysis of particular protocol (such as FTP,
HTTP etc.), that converts data stream into HTTP/SOAP message containing security
label. XML Guard is a central SIEG component responsible for a security policy
execution during data exchange. It is the only element that physically connects both
domains. This is where a security label is evaluated against its integrity and validity,
and where the permission to pass the data to the other domain based on the predefined
security policy rules is obtained [29] .

A CWIX exercise goal is to evaluate different national solutions against its
interoperability in multinational environment. As it has been stated before, both above
described systems have been tested during CWIX in 2012. An IEG JASMINE has been
evaluated against following protocols:

- XMPP,
- SMTP/POP3,
-HTTP,
- and military data Exchange protocols MIP DEM Baseline 3, NFFI (IP1, 1P2,
SIP3).
A SIEG evaluation was performed using:

- XMPP,
- SMTP/POP3,
-HTTP.

An evaluation included few factors: a protocol compliance, a proper transmission

control, a security policy execution and an end user work experience. Both systems
fulfilled mentioned criteria in each protocol test suite. Though significant transfer
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delays were expected, an evaluation revealed, that data transfer delays are unnoticeable
for a end user and have no impact on an electronic mail transfer, a Web browsing and
an XMPP based text communication.

It should be pointed out, that a dedicated appliance for a Cloud Computing
requires performing further tests, considering performance for significant user number,
and such evaluation has to be done.

3 SUMMARY

This article presented military standards, that are applicable to Cloud Computing
architecture and, as a result, increase its security. However, such appliance requires
preparing minor extensions to described systems, including implementing a new IEG
JASMINE module and developing a protocol proxy for SIEG solution. Therefore, after
this slight expense, a CC benefits from extended protection capabilities. This includes
an enhanced control over transmitted data and moved virtual machines and a TPA role
change. As it has been stated, in such case a TPA becomes an additional auditor,
instead of single party, that guarantees a appropriate security. This paper proves, that
existing security solution is possible to be applied and will bring a new quality to CC.
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