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Audit and accounting considerations on cryptoassets
and
related transactions

Abstract

Introduction. The rapidrise and volatility of cryptoassets have led toincreased globalinterest by governments,
investors, regulators. In 2020, the market capitalization of cryptocurrencies increased to USD 758.06 billion
by expert estimations. Each of the cryptoassets has its own unique features and characteristics which
makes their accounting and auditing challenging. The lack of official accounting and auditing guidance for
cryptoassets and related transactions impose additional audit risks that should be measured properly before
the client-acceptance stage and planning audit procedures. We developed a model which links financial
statement assertions, identified cryptoassets’ risks that should be considered during the audit, and related
controls in response to such risks.

The purpose of this paper is to identify cryptoassets framework for audit planning and gathering audit
evidence to support management assertions regarding their financial statements.

Methods. This paper adopts an empirical research approach with application of auditing and analytical
procedures. In a comprehensive analytical overview of trends in cryptoassets market capitalization, the
authors have used statistical methods and structural analysis, the selected sample includes daily data of
cryptoassets market capitalization during January 2016 - February 2020.

Results. According to the conducted research, the auditors have to consider whether to accept or continue
an audit engagement when an entity has engaged in material cryptocurrency transactions; the auditors
have to identify and assess risks of material misstatement in financial statements related to cryptoassets
transactions and balances. We suggested a possible substantive audit procedures for cryptoassets and
related transactions, such as: inspection of the wallets and verification the balances on them; confirmation
by a third party (traders); inspection of documents supporting ownership of the asset (white papers,
agreements with crypto-traders); testing client internal controls system and controls that are implemented
to ensure the security of the private key of crypto-wallet.

Conclusions. It is becoming common for financial statements to show cryptoassets balances and reflect
the results of cryptoassets transactions, however, many auditors may have little or no experience with
cryptoassets and therefore may not fully appreciate the challenges that auditing these items may present.
The auditors need to identify and assess risks of material misstatement throughout the process of obtaining
an understanding of the entity and its control environment, and evaluate the potential effect of that risks on
financial statements.
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O3epaH A. B.

[OKTOP EKOHOMIYHUNX HayK, Npodecop, kadenpa o0bniky i onoaaTkyBaHHS,

OBH3 «KniBcbknii HaLjioHaNbHNIM EKOHOMIYHWI YHiIBEpCUTET iMeHi Bagnma lNetbmana», Knie, YkpaiHa
N'ypaH. O.

JOKTOP EKOHOMIYHMX HayK, Nnpodecop, kadeapa obniky Ta ayauTy,

KniBcbknii HaujioHanbHWI yHiBepcUTET iMeHi Tapaca LLesyeHka, Knig, YkpaiHa

Ayaut i Oyxrantepcbkuii 00k onepaLuiii i3 KpunToakTUBamMu

AHoTauiqa. Beryn. LLBnake 3poCcTaHHS Ta HECTabiNbHICTb KPUNTOAKTMBIB NPU3BENU OO0 36iNbLUEHHS N0~
GanbHOro iHTepecy A0 UbOro Buay uMdpoBux GiHAHCOBMX akTUBIB 3i CTOPOHU YPSAIB PiBHMX KpaiH,
iHBECTOpIB | perynatopHux opraHis. MpoTtarom 2020 poky p1HKOBa KaniTanidaLis KpuntoakTMBIB 3pocna Ao
758.06 mnpa. gpon. CLUA 3rigHO 3 eKCNePTHUMM OLHKaMU.

Ko>xeH B1a, KpUnToakTMBIB Mae CBOI YHiKaJIbHi 0COBNMBOCTI Ta XapakTEPUCTUKU, LLLO CYTTEBO YCKIAAHIOE iX
Oyxrantepcbkuii 06k i ayamT. Yepes BiacyTHICTb 0diliiHNX BKA3iBOK WOA0 Byxrantepcbkoro obniky ta
ayauTy onepauin i3 KpUnToakTMBaMM Bif, MiXXHAPOAHUX ByxXranTepCbkmx OpraHisauin BUHMKaOTb A00ATKOBI
ayaUTOPCHLKi PU3KKN, ki MatoTb BYTK HaNTEXHO OLLIHEHI [0 eTany NPUIAHATTSA HOBOIO KJliEHTa Ta NiaHyBaHHS
ayamMTopcbkux npoueayp. Mu po3pobunm Mmoaens, ska noB’a3ye TBepaXeHHs GiHaHCOBOI 3BITHOCTI; pU3NKUN
LLLOA0 onepauii i3 KpMNToakTUBaMM, SIKi Crig, BpaxoByBaTu Mig, Yac ayamTy; Ta BignoBigHi 3aco6u KOHTPOJIO
y BiZANOBIgb Ha Ui pU3NKN.

MeToio ui€i cTaTTi € po3pobIEHHS METOAMKM ayanTy onepauin i3 KpUNToakTMBaMm Ha eTanax njaaHyBaHHS
Ta 360py ayaAnMTOPCbKKMX A0Ka3iB Y BiANOBiAb HA TBEPOXEHHSA KEPIBHULITBA OO0 iX PiHAHCOBOI 3BITHOCTI.
MeTtozaw. Y uiii poboTi 3acTOCOBaHO eMMipUYHWIA NiaXxia 00 A0CHIOXKEHHS i3 3aCTOCYBAHHSAM OyxXrantepcbkux
Ta aHaniTM4HMX Npouenyp Ta npoaHanisoBaHO MiXHApPOAHi cTaHaoapTu ayauty. lNpoBeaeHo aHania craHy
Ta 3MiH PWHKOBOI Kanitanidauji KPUNTOaKTUBIB i3 3aCTOCYBaHHAM CTaTUCTUYHUX METOAIB Ta METO.AIB
CTPYKTYpHOro aHanisdy. lNpoaHanizoBaHa BWOIpKa BK/IOYAE LLOAEHHI OaHi NP0 PUHKOBY Kanitanidauito
KPpUNTOAKTUBIB NPOTArom civyHa 2016 — ntotoro 2020 poxiB.

Pe3ynbratn. 3rigHO 3 NPOBEOEHUM [OOCHIOXKEHHAM, ayauUTOpPU 3a BAACHUM CYOXXEHHSAM MOBUHHI
npoaHaniayBatu, nNpuinMaT 4u NpPoAOBXYBaTU ayAMTOPCbKE 3aBAAHHSA, KONMM cyb’ekT rocnogapioBaHHs
3M0IMCHIOE CYTTEBI onepauii 3 KpuntoakTMBamu; ayouTopu MNOBUHHI BUABAATU Ta OUIHIOBATU PU3KK
CYTTEBOIO BUKPUBIIEHHS B QiHAHCOBIV 3BITHOCTI, LLLO NOB’A3aHUI i3 onepauiaMmn 3 kpuntoaktnsamu. lNMepen
NPUAHATTAM HOBOrO KJIiEHTA ayouToOpu MaloTb NpoaHanidyBatn obcsary onepadii i3 KpuntoakTuBaMmm Ha
npeaMeT CyTTEBOCTI M OLIHUTN MOXNBI PU3NKN BUKPUBNEHHS iIHOpPMaL,i y diHaHCOBIN 3BITHOCTI, NOB’A3aHi
3 uuMu onepauisMmu. Ayantopam HeoOXigHO BUSIBASITM Ta OLHIOBATU PU3MK CYTTEBOIO BUKPUBJIEHHS LLOAO
onepaLi i3 KpunToakTUBaMK NPOTArOM YCbOro NPOLLECY OTPUMAaHHS PO3YMiHHS Cy6’eKkTa rocnofapoBaHHs
Ta cepenoBuLLA MOro KOHTPOJIIO 1 OLHIOBATW NOTEHLUIMHUIA BIJINB LWX PU3UKIB HA PiHAHCOBY 3BITHICTb.
BucHoBky. AyomtopcbkumMu npoueaypamMm Wwono onepawin i3 KpUntoakTueamm €: nepesipka (iHBeHTa-
pu3auisl) KpMnToramaHLjiB Ta 3a/ULLKIB KPUMTOAKTUBIB HA HUX; 3annTU-NiATBEPAXEHHS Bifg, TPETIX CTOPIH
(kpnnTOBIpPXi, OOMIHHUKN); NMEpeBipka AOKYMEHTIB, WO MiATBEPAXYIOTb MPaBO BAACHOCTI Ha L aKkTMBMU
(TEXHIYHI OOKYMEHTW, yroam 3 KpunToTpengepamm); TECTYBAHHS CUCTEMWU BHYTPILLHBbOrO KOHTPOJIO
KnieHTa i okpemMmx 3acobiB KOHTPOSIO, AKi peanizoBaHi onsa 3abeanedyeHHs Ge3nekn NPUBaTHOroO KJoya
KpuntoramaHus, TOLLO.

Kniouosi cnoBa: KpynToakTVBY; KPUNTOBAOTA; ayaUT KPMNTOAKTUBIB; CUCTEMA BHYTPILLHBOrO KOHTPOJIO
KPUNTOAKTMBIB; TBEPAKEHHS (PiHAHCOBOI 3BITHOCTI.

O3epaH A. B.

DOKTOP 3KOHOMUYECKMX Hayk, npodeccop, kadenpa yyeta 1 Hanoroob10XeHUs,

MBY3 «KueBckuin HaumoHanbHbI 3KOHOMUYECKUI yHMBepcuTeT nMm. Baguma letbmana», Kues, YkpavHa
N'ypa H. A.

[OKTOP 3KOHOMUYECKUX HayK, Npodeccop, kadeapa y4eTta n ayamTa,

Knesckunin HaumoHanbHbIN yHUBEPCUTET UMeHU Tapaca LLiesyeHko, Knes, YkpanHa

AyauT n 0yxrantepckuii yueTt onepauuii C KpUntToakTMBamMmu

AHHOTauma. BcTyrieHne. BbICTPbIA POCT N HECTAaOWUILHOCTb KPUMNTOAKTUBOB MPUBENU K YBENVNYEHUIO
rnobasbHOro MHTEpEeca K 3ToMy BuMAY UMPPOBbLIX (PMHAHCOBLIX aKTMBOB CO CTOPOHbLI MPaBUTENLCTB
pasHbIX CTPaH, MHBECTOPOB U PErynmpyroLmx opraHoB. B TeyeHre 2020 roga pbiHOYHAsA Kanutanmaaums
KpMNTOakTVUBOB Bo3pocna Ao 758.06 mnpa. ponn. CLUA.

Kaxxablii B, KpMNTOAKTUBOB MMEET CBOU YHUKASIbHbIE OCOBEHHOCTU U XapakTEPUCTUKN, YTO CYLLLECTBEHHO
3aTpyaHSET UX OyxranTepckui yyeT n ayauT. I3-3a oTcyTCTBUS 0ODULManbHbIX yKa3aHUi No Oyxrantepckomy
yyeTy v ayamTy ornepaunii ¢ KpMnTtoakTUBamMm OT MeXayHapoaHbIX OyxranTepckux opraHn3auunii BO3HUKaoT
DOMNONHUTESNbHbBIE aYANTOPCKNE PUCKN, KOTOPbIE AOKHbI ObITh OLLEHEHBI HA 3Tane NPUHATUSA HOBOMO KNTIMEHTA
N NNaHMpPOBaHWsS ayanToOpPCKux npoueayp. Mbl pasdpaboTtann Moaenb, KOTopasi CBSA3bIBAET YTBEPXAEHME
GUHAHCOBOM OTYETHOCTWU; PUCKWM, KOTOPblE clefyeT yy4uTbiBaTb B XOAE ayamuTa; M COOTBETCTBYIOLLME
CpencTBa KOHTPOJIS B OTBET HA 9TU PUCKMN.

Llenbio 3TON cTatbu AABASETCS pa3paboTka MeToauky ayaouta onepaunin ¢ KpUntoakTMBamMu Ha atanax
naaHMpoBaHms n cbopa ayauTOPCKUX A0Ka3aTelbCTB B OTBET HA YTBEPXXAEHNE PYKOBOACTBA B PUHAHCOBOWA
OTYETHOCTN.
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MeToabi. BaTon paboTe npuMeHEH 3MMMPUYECKNIA N0AX0H K NCCNEA0BAHUIO C MPUMEHEHNEM BYXranTePCKNX
M aHanUTMYeCKmx npoueayp. NpoaHannamnpoBaHbl MEXAyHAPOAHbIE CTaHAAPThl ayauTa. [poseaeH aHanna
W3MEHEHUI PbIHOYHOW KanuTanu3auum KPUNTOaKTMBOB C MPUMEHEHMEM CTaTUCTUYECKMX METOOO0B U
METOLOB CTPYKTYpPHOro aHanusa. [poaHanmanpoBaHHasi BbIOOpKa BK/IOYAET EXEOHEBHbLIE AAHHbIE O
PbIHOYHOW KanMTanusaumm KpUNToakTUBOB B TedeHune sHBaps 2016 — pepansa 2020 roaoos.

Pesynbratsl. COrmacHo NpoBeAEHHOMY UCCNEeA0BaHNIO, ayaUTOPbl N0 COOCTBEHHOMY CYXOEHMIO A0/KHbI
NPOaHanM3npoBaTh, NPUHUMATb MK NPOAOIXATb AyOUTOPCKOE 3aaHne, Korga CyobekT X03MCTBOBAHNS
OCYLLLECTBASIET CYLLECTBEHHbIE Onepaumm C KpMNTOaKTUBaAMW; ayauTOpPbl AOMKHbI UAEHTUOULMPOBATb
N OLEHMBATb PUCK CYLLLECTBEHHOIO MCKaXeHUs B PUHAHCOBON OTYETHOCTU, CBA3AHHbIN C onepauusMmmn ¢
KpunToakTueamu. MNepes NpMHATUEM HOBOMO KIIMEHTA ayanTOPbl AOMKHbI MPOaHANN3MPOBaTb 06bEMBI €r0
onepaumin ¢ KpUNToakTMBaMm Ha NPEeAMET CYLLECTBEHHOCTM U OLLEHUTb BO3SMOXHbLIE PUCKU UCKaXEHUS
nHdopmaumm B GUHAHCOBOWM OTYETHOCTMU, CBA3AHHbLIE C 3TUMU onepaunaMmu. Heobxoanmo BbISBASATb U
OoueHMBaTb PUCK CYLLLECTBEHHOIO MCKaXeHUsa onepaumin ¢ KpuntoakTMBamMmn B Te4eHMe BCero npouecca
NnoJsly4eHns NoHMMaHus OmnaHeca NPeanpusaTMsS U Cpefbl ero KOHTPOAS WM OUEHWBATb MOTEHUMaNIbHOe
BNSIHNE 3TUX PUCKOB HA GUHAHCOBYIO OTYETHOCTb.

BbiBogbl. AyontopcknMn npouenypamMm onepaumi ¢ KpuntoakTuBaMn SBASIIOTCS: NPOBepka (MHBEHTa-
pr3aums) KPUNTOKOLLENBKOB M OCTaTKOB KPMNTOAKTUBOB Ha HWUX; 3anpoCbl-NOATBEPXAEHNS OT TPETbUX
CTOPOH (KpunTOBUpPXK, 0OMEHHNKM) NPOBEPKA A0KYMEHTOB, MOATBEPXAAIOLLMX NPABO COOCTBEHHOCTU
Ha OTW aKTUBbl (TEXHUMYECKME AOKYMEHTbI, AOrOBOpa C KPUNTOTpenaepamm) TeCTUPOBAHME CUCTEMBbI
BHYTPEHHErO KOHTPOJIS KNIMEHTa U OTAENIbHbIX CPEeACTB KOHTPOSA, KOTOPbIE peanna3oBaHbl 4Jj1s o6ecnevyeHmns
6e30nacHOCTN YaCTHOrO KJlto4a KPUNTOKOLLIENbKA.

KnioueBble cnoBa: KpPUNTOAKTUBLI; KPUNTOBAIOTA; ayguT KPUNTOAKTMBOB; CUCTEMA BHYTPEHHErO
KOHTPOAS KPUNTOAKTMBOB; YTBEPXAEHNE PUHAHCOBOM OTYETHOCTMU.

1. Introduction

Nowadays a new term, such as «Decentralized finance» has arisen due to the social, econo-
mic and technological changes caused by distributed ledger technology (DLT) implementation
and global changes in digital economy. Decentralized finance, also known as DeFi, is a fast-
growing sector of the cryptoassets industry. While cryptocurrency coins create a decentralized
store of value separate from any government-backed fiat currency, DeFi creates decentralized
financial instruments separate from traditional centralized institutions. The rapid rise of cryp-
toassets has led to increased global interest and scrutiny by organizations, investors, regulators,
governments and others. During 2020, the market capitalization of cryptocurrencies increased
by USD 30,529 million or by 14.7% (Figure 1). According to other expert estimations, the market
capitalization of cryptocurrencies increased to USD 758.06 billion by the end of 2020.

Each of these cryptoassets has its own unique features and characteristics which makes ac-
counting and auditing of them challenging. The distributed ledger technology is widely used in
different fields now (Figure 2).

Figure 1:
Cryptoassets average market capitalization (2016-2020)
Source: Compiled by the authors based on data from Coinmarketcap (2020)
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Figure 2:
Bitcoin Community Interests
Source: Compiled by the authors based on data from Google Analytics (2020)

The lack of the official accounting and auditing guidance for cryptoassets and related transac-
tions impose additional audit risks that should be measured properly before the client-acceptance
stage and audit planning procedures.

Research methodology. This paper adopts an empirical research approach with applica-
tion of accounting and analytical procedures. In a comprehensive analytical overview of trends
in cryptoassets market capitalization, the authors have used statistical methods and structural
analysis. The selected sample includes daily data of cryptoassets market capitalization during
January 2016 - February 2020. Results. According to the conducted research, the auditors have
to consider whether to accept or continue an audit engagement when an entity has engaged in
material cryptocurrency transactions; identifying and assessing risks of material misstatement
in financial statements related to cryptoassets transactions and balances. We suggested a pos-
sible audit procedures for different types of crypoassets.

2. Brief Literature Review

Recent years, there were numerous attempts to define an accounting treatment for a new di-
gital class of assets - cryptoassets, however there were little research on audit of cryptoassets
and related transactions. Much of the current literature on cryptoassets accounting pays particu-
lar attention to financial statement assertions while preparing the control matrix. Thus, Vincent
and Wilkins (2020) developed a four-quadrant model to assist auditors in client acceptance and
continuance decisions and identified cryptocurrency risks that should be considered during audit
planning and audit evidence gathering. Garewal (2020) and Jin, Changyu and Francesco (2020)
analyzed practical blockchains and cryptocurrencies issues in terms of the fundamental unit of in-
teraction - transaction where value is transferred from one entity to another. The author defined
the blockchain as an immutable, distributed ledger of all of the transactions that have transpired
on the network.

Alzoubi (2018) studied initial evidence regarding the relationship between audit quality, debt fi-
nancing, and earnings management. The study used the cross-sectional version of the modified
Jones model, in which discretionary accruals were employed as a proxy for earnings manage-
ment. Ankenbrand et al. (2020) investigated different developments in the distributed ledger tech-
nology that have led to the new types of assets with a broad range of purposes. They performed
classification frameworks for common instruments from traditional finance and for new crypto-
graphic assets. The authors proposed a taxonomy, which is an extension of existing classification
frameworks that could be widely used in transformation of auditing audit procedures.

Brammertz and Mendelowitz (2018) defined the digital currencies in terms of digital finance
and demonstrated the importance of a cash flow generating standard for individual financial con-
tract level data and the ability to create such a standard.

There is an increasing amount of literature on auditing, risk assessment and internal control
testing, thus Bhattacharjee, Moreno and Pyzoha (2020) examined the influence of an audit com-
mittee that encourages auditors (partners and managers) and clients (CFOs and controllers) to
consider an accounting dispute from the other party’s perspective. Carcell et al. (2020) exami-
ned whether internal auditing provides value to organizations by reducing risk. The authors com-
pared the changes in risks between audited business units and matched non-audited units within
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the same company. They found that companies that have had a quality assurance review are asso-
ciated with greater reductions in risk and improved overall performance.

Numerous studies have attempted to evaluate the effect of cryptoassets transactions on
company’s going-concern. Xu and Kalelkar (2020) examined whether inaccurate going-con-
cern opinions negatively affect the audit office’s reputation. While Kaplan et al. (2020) evaluated
the effects of the type and content of audit reports for financially stressed Initial public offerings
on information uncertainty.

Ukrainian authors have also studied an accounting treatment and audit of cryptoassets and
related transactions. Yatsyk (2017) described the accounting methodology of cryptocurrency
as special type of electronic money, further this author (Yatsyk, 2018) examined the methodo-
logy of financial accounting of cryptocurrencies according to the IFRS and proposed to define
the cryptocurrencies as a new class of digital assets rather than electronic money. Brukhanskyi
and Spilnyk (2019) examined the prospects for solving the problem of integrating new crypto-
graphic objects into the accounting and reporting system. Derun and Mysaka (2018) analyzed
the influence of stakeholder perception of financial performance on corporate reputation. They
described the diversity of corporate reputation concepts and its comprehensive reflection in fi-
nancial statements, which could be applicable while assessing whether to accept or continue an
audit engagement when an entity has engaged in material cryptocurrency transactions. Other
authors (Tarasova et al., 2020, Petruk et al., 2019) studied the definition of cryptocurrency and
its financial accounting treatment.

3. Purpose

The purpose of the research is to examine the cryptoassets audit framework for audit planning
and gathering audit evidence to support management assertions regarding their financial state-
ments; to identify risks related to cryptoassets financial statement assertions and establish spe-
cial audit procedures in response to these risks.

4. Results

Auditing cryptoassets and related transactions requires a different knowledge, methods and
approaches than the other assets in the financial statements. There are over 7,186 different types
of cryptoassets (Coinmarketcap, 2020) and each one has its own characteristics and particulari-
ties. The enterprise blockchain market is expected to reach USD 21 billion over the next five years.
Therefore, it is extremely important that the auditor uses these special knowledge and conside-
rations during planning and execution stages. Several factors make the auditing process compli-
cated: an extreme amount of cryptoassets types with different characteristics, the complexity of
cryptoassets platforms, rapid changes, market volatility, lack of regulations on cryptoassets and
the fact that certain technologies are still evolving. One issue specifically related to blockchain
technology is the «proof-of-work» concept, as a result, auditors have to use the work of experts
in cryptoassets technologies to evaluate the proof of existence and ownership of such assets and
calculate their fair value.

A large number of European countries are developing their own regulation for cryptoassets.
Thus, Switzerland was one of the first countries to start researching the legal treatment of crypto-
currencies. The Swiss Federal Council published a comprehensive report titled the Legal Frame-
work for Distributed Ledger Technology and Blockchain in Switzerland (2018). It addresses the le-
gal treatment of cryptocurrencies, blockchain, distributed ledger technologies under the current
legal framework. The report acknowledges that there is a selective need for new regulation to co-
ver open questions, for example the treatment of cryptocurrencies.

Professional service giants such as the Big Four companies, comprised of Ernst & Young (EY),
Deloitte, PwC and KPMG, are innovating in the blockchain and crypto space. Thus, KPMG of-
fers a number of blockchain-based software solutions. Ghosh (2020) reported that the firm saw a
marked increase in revenue coming from blockchain initiatives last year. Ghosh expects growth in
enterprise blockchain and network-based models that support «COVID safe» supplies, identities
and products. He claims that this is already being seen as there is increasing intersectionality with
other technologies like 10T, Al and Machine Learning.

PwC today is arguably the Big Four Company that is the most proactive in exploring cryp-
toassets and blockchain. The company invested in VeChain, a large cryptocurrency startup
specializing in web services, supply chain management and anti-counterfeiting. Most recently,
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PwC announced the release of a cryptocurrency auditing software solution. The company up-
dated its software auditing solution by providing independent evidence of private-public key
pairing and collecting information from blockchains.

The main issues for cryptoassets auditing are: the lack of special knowledge of audit staff in
terms of digital assets accounting; the absence of consistent legal and regulatory guidance for
cryptoassets; the lack of prior years’ experience. All these factors have a significant influence on
the estimation of resource requirements for an audit engagement and are shown in Figure 3.

It is known, that professional services providers have released a number of detailed reports
on blockchain and digital assets. Arslanian (2020) noted that PwC recently published 2020
Crypto Hedge Fund report (PwC, 2020), which shows the total assets under management of
crypto hedge funds globally increased to over USD 2 billion in 2019, as compared to USD 1 bil-
lion from the previous year (Wolfson, 2020).

Chief crypto analysts Villaverde and Ng (2020) noted that when more of the Big Four firms
start leveraging the power of public blockchains, there will be more of an impact in terms of
public adoption. Currently, it seems as though EY is the only firm interested in public blockchain
innovation.

EY is also driving innovation in the blockchain space. Brody (2020), confirmed that the firm
has been working with Microsoft and ConsenSys to develop an open-source blockchain project
called Baseline Protocol, which runs on the public Ethereum mainnet. EY has released more solo
crypto-related software projects than any of its Big Four rivals. First, in April 2018, EY announced
Blockchain Analyzer, becoming the first mainstream auditor to offer its services specifically for the
needs of cryptocurrency companies.

Although in March, 2019, the International Financial Reporting Interpretations Commit-
tee (IFRIC) issued «Holdings of Cryptocurrencies Agenda Paper 4» (IFRIC, 2019) stating the
accounting treatment for holding cryptocurrency follows the International Accounting Stan-
dard (IAS 38) Intangible Assets (IAS, 2004), neither the Financial Accounting Standards Board
(FASB), the Auditing Standards Board (ASB) nor the PCAOB have issued formal guidance for
accounting or auditing cryptocurrency.

It is known, that PCAOB auditing quality control standards require special quality control pro-
cedures on audit client acceptance and continuance that should be performed by auditors; spe-
cifically, audit firm policies should provide reasonable assurance that the firm has the competence
to perform the engagement and consider relevant risks appropriately (PCAOB, 2003). Therefore,
when considering whether to accept or retain a client with cryptoassets and related transactions,

Figure 3:
Audit and accounting issues for cryptoassets
Source: Compiled by the authors
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the auditing firm should consider whether its staff has the required competence and resources to
complete such an engagement.

Auditors need to consider whether cryptoassets transactions have a business purpose related
to the client’s business strategy. Furthermore, auditors should also estimate the clients’ compe-
tence in cryptoassets accounting and financial reporting; understand weather the client uses any
cryptoassets risk management framework; identify and evaluate client’s internal control system
and evaluate ability to establish and maintain such internal controls to mitigate the identified risks
associated with cryptoassets.

The auditors should increase their competence level in terms of accounting, auditing of cryp-
toassets and related transactions through education and additional training, using the work of ex-
perts. Auditors have to consider investing in developing special software that will help address
some of the risks related to transactions with cryptoassets.

The framework (Table 1) summarizes commonly used financial assertions, current audit pro-
cedures, and additional risks that should be considered when planning and performing an audit.

It is common for an entity to use an online exchange to enter into cryptoassets transactions,
therefore while assessing the risks, the auditor have to consider whether the class of transaction
with cryptoassets is significant or not. To do this, the auditor need to calculate the planning mate-
riality (Figure 4) and compare the cryptoassets balances to the threshold. Then the auditor check
whether the entity use a crypto-exchange that have effective controls over the transactions it en-
ters into on behalf of the entity or over the balances of cryptoassets maintained in the entity’s
accounts. In some cases, the entity may use a crypto-wallet hosted by the exchange. Thus, the
auditor have to consider: who owns and operates the exchange, and its reputation; the country
in which the exchange is located; exchange’s liquidity and trading volume; controls the exchange
has in effect related; whether the exchange provides a service auditor’s report on the effective-
ness of its controls over cryptoassets transactions.

This risk of material misstatement regarding completeness of cryptoassets and related trans-
actions may be difficult to assess. The public keys and related addresses in a blockchain do not
make transparent the identities of the parties participating in transactions. The failure to identify a
wallet owned by the entity may be inadvertent, thus the auditor need to evaluate the effect of this
risk on the financial statements.

Table 1:
Cryptoassets audit framework

Financial
assertions

Risks

Audit procedures at the assertion level

Existence (E)

Client’s cryptoassets don't exist.

There are no such assets on e-wallets.

The risk that an unauthorized party
accesses the wallet.

Transactions are not yet added

to the blockchain.

Related-party transaction risk.

Confirmation by a third party (traders). Getting a list of different
wallet accounts.

Inspection of the wallets and verification the balances on them.
Inspection of documents supporting ownership of the asset (white
papers, agreements with crypto-traders). Inquiry of management.
Test controls that are implemented to ensure the security

of the private key of crypto-wallet.

Rights and
Obligations (R&0)

The client does not own the
cryptoasset.

Confirmation by crypto-traders, providers, exchanges. Inspection
of white papers. Inquiry of management. Inspection of Client’s
minutes. Check of the proof of ownership for the cryptoasset

and for the private key.

Completeness (C)

Not all transactions with cryptoassets
are recorded in accounting system.
There are hidden wallets.

Reconciliation of transactions from DLT to a journal ledger.
Inquiry of management.
Testing client internal controls system.

Accuracy and
valuation (A&V)

Recorded transactions contain errors.
Transaction recorded at the incorrect
dollar amount.

Accuracy test of a sample of transactions.
Test of the documents’ source to verify the validity of the amount.
Trace of the transaction to the account.

Cutoff

Transactions recorded in the incorrect
period.

Focus on transactions that occur during the end of the period
checked and the beginning of the subsequent period. Analysis of all
delays in processing and confirming the cryptocurrency
transactions. Obtaining a list of transactions from a wallet,
exchange given a certain cutoff date.

Presentation and
disclosure (P&D)

Not all disclosures required
Included. Relevant accounting policies
for cryptoassets are not disclosed.

Completion of the disclosure checklist. Obtaining a management
representation letter.
Evaluate the client’s internal control system.

Source: Compiled by the authors
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Figure 4:
Measurement basis for planning materiality
Source: Ya. Ishchenko (2016b)

Another risk to consider - is the loss of the private key and as a result the loss of access to the
related cryptoassets. Possible controls to reduce this risk could be the implementation of special
back up policies and procedures and establishing appropriate segregation of duties.

5. Conclusion

According to the proposed framework, for the purpose of identifying and assessing risks of ma-
terial misstatement the auditor has to:

- identify risks throughout the process of obtaining an understanding of the entity and its environ-
ment, including relevant controls that relate to the risks; assess the identified risks and evaluate
the potential effect on assertions;

- relate the identified risks to what can go wrong at the assertion level;

- consider the likelihood of misstatement and a magnitude that could result in a material mis-
statement.

According to the research, in an environment where robust controls have been proven ef-
fective throughout a business’ crypto currency activities, auditors need to introduce a special
IT audit solution, which: provides independent, substantive evidence of the «private key and
public address pairing» which is needed to establish ownership of cryptocurrency; secure-
ly interrogates the blockchain to independently and reliably gather corroborating information
about blockchain transactions and balances. This solution has to support most types of cryp-
toassets such as: Bitcoin, Bitcoin Cash, Bitcoin Gold, LiteCoin, Ethereum, Tezos, ERC20 to-
kens and etc. In this paper we have examined the cryptoassets audit framework for audit plan-
ning and gathering audit evidence to support management assertions regarding their financial
statements.
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