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ASSESSMENT OF IMPLICIT AND EXPLICIT
ILLICIT REGION FINANCIAL FLOWS,
CONDUCTED THROUGH THE FRAUDULENT
ACTIONS OF LOCAL AUTHORITIES:
THEORETICAL BASIS

ABSTRACT

Estimating illicit financial flows is crucial for increasing transparency and fighting cor-
ruption at the regional level. This study aims to develop a comprehensive methodology
for assessing both hidden and overt illicit financial flows arising from the fraudulent
activities of local authorities. The proposed methodology involves modelling and esti-
mating the volume of illicit financial capital based on the convergence of elements of
descriptive and canonical analysis, as well as the Minkowski metric. The scientific and
methodological approach considers 30 relevant indicators that allow for the most com-
plete assessment of illicit financial flows mediated by public officials. The algorithm of
the developed methodology provides for the following steps: (1) formation of a data
sample of 30 factors; (2) division of factors into four groups by means of logical analysis:
the first group — factors for assessing the loss of financial resources from implicit illegal
financial flows; the second group - factors for assessing the loss of financial resources
from explicit illegal financial flows; the third group — factors for assessing the probability
of accumulation of implicit illegal capital flows; the fourth group — factors for assessing
the probability of accumulation of implicit illegal capital flows; (3) checking the data for
multicollinearity; (4) determining the presence of intergroup relationships and the di-
rection of influence for the formed groups of factors based on canonical analysis; (5)
normalizing the input statistical database; (6) optimizing the number of relevant factors
by means of factor analysis, principal component analysis; (7) construction of an integral
indicator, based on the Minkowski metric; (8) construction and graphical visualization
of the rating of quantitative categories of illicit financial flows by the level of the integral
indicator; (9) formalization of qualitative categories of the level of illicit financial capital
based on the Harrington scale for assessing illicit financial flows.

Keywords: fraud, corruption, implicit financial flows, explicit financial flows, illicit
financial capital, descriptive analysis, canonical analysis, Minkowski metric, loss of
financial resources, probability of illegal capital flows, financial monitoring

JEL Classification: H83, K42, R51, D73

INTRODUCTION

Fraudulent activities in the financial sector undermine the legal economy. At the same
time, the illegal turnover of funds generated by illicit actions of government officials is
an acute problem that significantly affects the welfare of society, leading to social ine-
quality, uneven distribution of wealth, and worsening the population's quality of life. It
indicates the existence of corruption in government agencies, abuse of power by civil
servants, and a significant concentration of resources among a limited number of indi-
viduals.

Manifestations of corruption, such as the concealment of the process of issuing licenses,
permits, and contracts or their simplification, can lead to the redistribution of resources
not in favour of the public interest but only to particular elected officials. The use of
government officials' powers for personal gain leads to a decline in public trust in gov-
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ernment institutions, which may further hinder the implementation of necessary reforms. In general, a country with a high
level of corruption loses its investment attractiveness, affecting all sectors of its economy.

Illegal financial transactions carried out by local authorities also have a negative impact on business activities, leading to
additional business costs (bribes and other illicit payments), unfair competition (as the advantage is given to those to
whom the authorities are «more loyal»), and, in general, to the shadowing of the economy and increased obstacles. Thus,
illegal financial transactions have devastating consequences for the country's economy, as such transactions do not pay
taxes, do not comply with economic standards, or comply with legal requirements, causing significant financial losses to
the state.

One of the critical obstacles to identifying illegal financial transactions is that such transactions are often disguised as legal
transactions by using complex schemes, tricky algorithms, shell companies, offshore accounts, and other tools that ensure
anonymity. In addition, financial reports often do not contain detailed decryption of the intended use of funds or final
beneficiaries; they only contain information on the total volume of transactions, which complicates detecting fraud due to
lack of information.

In addition, the problem of detecting and assessing illicit financial flows is the lack of fully effective analysis methods to
detect implicit anomalies. In general, traditional methods of monitoring and auditing, firstly, may not be adapted to com-
plex schemes and algorithms of illegal financial transactions (especially hidden ones); secondly, monitoring and auditing
are often conducted by related authorities on the principle of “institutional collusion” (i.e., concealment of violations or
crimes committed by colleagues to maintain the status quo or to gain their benefits).

Thus, the analysis of illicit financial trafficking arising from illegal actions of local authorities is a topical issue that requires
further research, as it has severe consequences for the country's stability, security, and economic development. However,
for effective analysis, it is essential to develop a scientific and methodological approach that would allow assessing not
only apparent illegal financial flows but also taking into account latent ones to further develop a transparent response at
the level of local authorities, at the national level and the international level, to improve the structure and systems of
supervision, control, and responsibility in government.

LITERATURE REVIEW

The negative impact of illicit financial flows is significant and multifaceted, as they lead to economic destabilization, reduc-
ing the investment attractiveness of regions and causing a loss of state budget revenues due to tax evasion. Therefore, it
is not surprising that the issue of illicit financial flows is addressed in the works of many scholars and practitioners trying
to study and prevent this phenomenon from various aspects. In particular, the general theoretical issues of the concept of
financial fraud, corruption, and their micro- and macroeconomic impact on the country's economy are addressed in the
studies of Djouadi et al. (2024), Djouadi et al. (2023), Vasylieva and Kasyanenko (2013), Zolkover et al. (2022).

Global trends in the formation of illicit financial flows were considered by Kuzmenko et al. (2023a).

Bilan et al. (2020a) and Bilan et al. (2020b) studied the threats of shadowing the economy, which, among other things,
were formed by a significant number of illicit financial flows. In their studies, the authors emphasize that the higher the
level of the shadow economy, the lower the level of stability of the country's economic system.

Kuzior et al. (2021) examined the relationship between the volume of illicit financial flows and the ability of a country to
achieve sustainable development, noting that this relationship is inversely proportional.

Pozovna et al. (2023), Sheliemina (2023), Wright (2023), Ray (2024) and Melnyk et al. (2024) argued that illegal financial
transactions mediated by the authorities have a devastating impact not only on the country's economy but also on society
as a whole, leading to social inequality and a decline in the quality of life.

It should be noted that a considerable number of researchers (Leonov et al., 2019; Kuzmenko et al., 2023a) agreed that
the best preventive method of preventing illegal financial transactions is an effectively developed monitoring and control
system.

In general, scientists and practitioners propose various methodologies and techniques to identify, monitor, evaluate, con-
trol, and quantify the impact of illicit financial flows.

Many of these methodologies are theoretical and based on understanding the nature of economic processes and cause-
and-effect relationships in economic models (Mazurenko et al., 2023a). The other part involves the convergent use of
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theoretical knowledge of the structure of the country's financial and economic system and the use of statistical and eco-
nomic-mathematical methods and models to detect and prevent fraud (Kovbasyuk et al., 2024).

In the context of detecting illicit financial flows and assessing their negative impact, methods of data mining (Kuzmenko
et al. (2023b)) and forensic accounting (Asare & Samusevych, 2023) deserve close attention. However, these methods
have both their advantages (they are used to extract and analyze large amounts of financial data to detect fraud and
potential illegal activities) and disadvantages (as they require significant time and can sometimes be subjective in their
assessment of phenomena).

Also, a common methodology for assessing the impact of illegal financial transactions among practitioners is the use of
the integral method. The essence of this method is to assess the negative effects of such operations on the country's
economy (Dobrovolska et al., 2024a), its investment potential (Vasylieva and Kasyanenko, 2013) or society (Didenko et
al., 2023) with one generalized indicator. This method is effective in the process of generalized assessment of the impact
of phenomena but requires the collection and processing of a significant amount of data to take into account all the
resulting factors for an objective assessment of the situation.

Currently, methods that not only allow us to assess the result of illegal transactions but also provide an opportunity to
detect and prevent them are becoming increasingly important. To achieve such goals, researchers usually use a variety of
methods: statistical (such as regression analysis, cluster analysis, ANOVA method, etc.), economic and mathematical
methods (game theory, stochastic modelling, linear programming, etc.) and others (decision tree, neural networks, artificial
intelligence). The idea is to optimize and facilitate the process of detecting anomalies that indicate fraud, as well as to try
to predict the behaviour of fraudsters (Kozhushko, 2023). In addition, as correctly noted by Lyeonov et al. (2019), such
methods are extremely valuable in terms of their ability to process large amounts of data in a shorter time frame than
traditional methods of evaluation and analysis, as well as to identify hidden patterns in this data.

The statistical method of data analysis - clustering - is currently becoming increasingly relevant and widespread, as it
allows for identifying patterns that indicate fraudulent activities. This method allows for analyzing large amounts of data
and, by grouping them, identifying common features and patterns for each cluster and, based on this, developing separate
strategies for preventing and combating illegal financial transactions (Kuzmenko et al., 2023b). It should be noted that
quite often, in scientific research, this method is used in convergence with the integral method of assessing illicit financial
flows. Since estimating all illicit financial flows with one generalized indicator is impossible, researchers usually first cluster
them according to specific characteristics (e.g., types of illegal financial activities, etc.) and only then assess using the
integral indicator calculated for each cluster.

The rapid development of technology has led to a scientific debate among researchers on the use of artificial intelligence
in tracking, preventing, and detecting illegal financial transactions (Zamek and Zakharkina, 2024). Artificial intelligence
algorithms do indeed allow for the analysis of large amounts of data in just a few minutes, identifying patterns of anomalies
that indicate fraudulent activity. However, as correctly noted by Lyeonov et al. (2021), Midor et al. (2021), and Manka-
Szulik et al. (2024), the development of such an algorithm requires considerable effort, taking into account the numerous
factors that must be prescribed in the algorithm code and, accordingly, significant financial investments in its development.

With the emergence of cryptocurrencies and a large number of illegal financial transactions with them, researchers have
begun to pay more and more attention to blockchain technology. The use of this can ensure the transparency of financial
transactions, reducing the likelihood of illegal activities (Springs (2024a), Springs (2024b), Kuzior et al., 2022).

A particular area of research is the scholarship on the role and place of authorities, including local authorities, in imple-
menting illegal financial transactions through their direct involvement or negligence.

Studies have shown that the lack of transparency in the activities of government officials, as well as even isolated cases
of corruption, have an extremely negative impact on both public trust in the government and the overall criminalization of
society (Barannyk et al., 2021; Filatova et al., 2022; and Balas & Kaya, 2024). In general, as Mentel et al. (2018) and
Mazurenko et al. (2023b) have correctly noted, corruption in local government creates an environment in which various
forms of financial fraud, including embezzlement, bribery, and nepotism, are actively disseminated.

Empirical and case studies provide evidence of local government involvement in illicit financial flows, such as research by
Filemon, at el. (2024) demonstrated how local government officials can manipulate banking transactions for money laun-
dering, leading to significant financial losses and negative socio-economic consequences.

Dluhopolskyi & Danyliuk (2023), Posadnieva & Sidelnykova (2024), and Morin & Burrell (2024) have shown that illegal
transactions carried out by government officials lead to devastating consequences for society, including increased social
inequality, a decrease in the quality of life, and the loss and undermining of democratization.
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Other studies by Bijanska et al. (2018) and Dobrovolska et al. (2024b) emphasize the pervasive nature of corruption in
local governments and the need to establish reliable monitoring and evaluation mechanisms.

flows, with local authorities' direct and indirect participation, still needs to be studied more.

AIMS AND OBJECTIVES

This article aims to develop a methodology and tools for assessing implicit and explicit illicit financial flows in the region
mediated by fraudulent actions of local authorities.

To achieve this goal, the following tasks were set:

= to analyze existing methodologies for analyzing illegal financial transactions to select the most relevant one;
= to determine the list of relevant indicators for identifying and assessing illegal financial flows in the region;

= to develop a step-by-step algorithm for assessing implicit and explicit illicit financial flows carried out by representa-
tives of local authorities;

= to provide recommendations on the peculiarities of an empirical study of applying the developed model in actual
conditions.

METHODS

The development of a methodological and methodological basis for assessing the volume and probability of implicit and
ling the assessment of illicit financial capital based on the convergence of elements of descriptive and canonical analysis,
as well as the Minkowski metric, which is implemented by a number of successive stages of the model, clearly presented
in the form of a structural and logical scheme (Figure 1).

Stage 1 Identification, economic justification of input statistical indicators, I|:IE11_—||__IESé
formation of an input statistical data sample based on descriptive PT1 — PI6 4
analysis SS1-SS11

HEge s Checking the input data sample for multicollinearity between Pr

g factors, eliminating it K

Stage 3 Determination of the existence of intergroup correlation LI <> LE, PI © PE,
and direction of influence for groups of factors based on LI ©> PI, LI <> PE,

@ canonical analysis LE ©> PI, LE < PE

Stage 4 - . - .

Normalisation of the input statistical base using the methodology of X

@ non-linear normalisation of indicators m

Stage 5 Optimisation of the number of factors, determination of the relevant

9 ones by means of factor analysis, principal components method, Kw
taking into account the weighting coefficients of influence, explained k

@ variance, rocky scree graph

Stage 6 Construction of an integral indicator for assessing the volume of illicit financial capital,
including the characteristics of financial resource losses and the probability of

@ accumulation of illicit capital flows, based on the Minkowski metric.

Stage 7 Construction and graphical visualisation of the ranking of quantitative categories of

9 illicit financial flows by the level of the integral indicator. Formalisation of qualitative
categories of the level of illicit financial capital based on the Harrington scale for
assessing illicit financial flows.

Figure 1. Structural and logical scheme of modelling the estimation of illicit financial capital.
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The methodology involves estimating illicit capital flows by m (30) factors. The descriptive analysis allowed us to system-
atically describe and consolidate the main characteristics of the statistical sample of indicators of the issue under study,
identify logical patterns and interrelationships, and generate hypotheses.

Factors were divided into four groups and two types using logical analysis:

= the first group of factors, LI, describes the factors for assessing the loss of financial resources from implicit illicit
financial flows: State financing of municipal enterprises (LI1), UAH billion, stimulant; Number of municipal enterprises
(LI2), units, stimulant; Index of trust in courts (LI3), points, stimulant; General interaction of enterprises with local
authorities (LI4), points, stimulant; Share of party majority in the regional council (LI5), %, stimulant;

= the second group of LE factors, which describes the factors for assessing the loss of financial resources from explicit
illicit financial flows: Approval of police activities (LE1), points, stimulant; Approval of prosecutor's office activities
(LE2), points, stimulant; Approval of regional council parties activities (LE3), points, stimulant; Expenditures of the
population (LE4), UAH million, stimulant; Regional budget revenues (LE5), UAH million, stimulant; Regional budget
expenditures (LE6), UAH million, stimulant; Salaries of regional heads (LE7), UAH, stimulant; Gross regional product
(LE8), UAH per capita, stimulant;

= the third group of PI factors describes factors that determine the likelihood of accumulation of implicit flows of illicit
capital: Interaction of enterprises with local authorities in starting a business (PI1), points; Interaction of enterprises
with local authorities in obtaining construction permits (PI2), points, stimulant; Interaction of enterprises with local
authorities in land registration (PI3), points, stimulant; Interaction of enterprises with local authorities on connection
to the power grid (PI4), points, incentive; Interaction of enterprises with local authorities on payment of taxes (PI5),
points, incentive; Interaction of enterprises with local authorities on electronic services (P16), points, incentive;

flows: Number of districts in the region (PE1), units, stimulus; Number of communities in the region (PE2), units,
stimulus; Number of settlements in the region (PE3), units, stimulus; Regional Digital Transformation Index (PE4),
points, stimulus; Government Transparency Rating (PE5), points, stimulus; Government Accountability Rating (PE6),
points, stimulus; Gini index (PE7), points, stimulus; Level of responsibility of regional government officials (PE8), %,
stimulus; Level of responsibility of local government officials (heads of regional councils) (PE9), %, stimulus; Sense
of security in the region (PE10), points, stimulus; Approval of the work of regional media (PE11), points, stimulus.

RESULTS

Thus, as part of the first stage of the proposed methodology, statistical indicators characterizing illicit financial flows are
selected from open information sources: The State Statistics Service, the Ministry of Finance, the International Republican
Institute IRI, the Better Regulation Delivery Office BRDO, etc. select and analyze statistical indicators characterizing illicit
financial flows (Table 1).

First, the indicators were divided into two general groups: factors of loss of financial resources and factors of the proba-
bility of accumulation of illicit capital flows through fraudulent actions of local authorities.

In the second step, we identified additional groups that characterize financial flows in terms of implicit and explicit
features within each group. Thus, implicit flows of illicit capital are unexpressed, hidden, secret, illegal ways of capital
circulation that are difficult to detect, evaluate, and control. They can cover various aspects, including hidden or non-
transparent financial interactions, informal transactions, and other situations that are not clearly reflected or remain outside
of capital movement with measurable, traceable flows. They can be identified through official financial statements, official
data sources, and statistical indicators.

In addition, the factors were divided into four groups: LI (LI1, LI2, LI3, LI4, LI5); LE (LE1, LE2, LE3, LE4, LE5, LE6, LE7,
LE8); PI (PI1, P12, PI3, P14, PI5, P16); PE (PE1, PE2, PE3, PE4, PE5, PE6, PE7, PES, PE9, PE10, PE11). Of these, 3 factors
(LE4, LE6, LE7) — are destimulants, and 27 factors (LI1 - LI5, LE1 - LE3, LES5, LES, PI1 - P16, PE1 - PE11) — are stimulants.

Next, an input statistical data sample for analysis is formed, which includes data from "m" (30) factors for assessing illicit
financial flows by «n» objects (regions).
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Table 1. Input statistical indicators characterizing illicit financial flows.

Symbolic designa- Units of measure- Type stimulant-
Factor tion ment S/destimulant Group
State financing of public utilities LI1 UAH billion S
LI
Number of municipal enterprises LI2 Units S (factors for as-
Index of trust in the courts LI3 Points S sessing the loss
of financial re-
Overall interaction of enterprises with local au- . sources from im-
thorities L4 Points s plicit illicit finan-
cial flows)
Share of party majority in the regional council LI5S % S
Approval of police performance LE1 points S
Approval of the work of the prosecutor's office LE2 points S
Approval of t_he work of the parties of the Re- LE3 points S LE
gional Council
(factors for as-
Expenditures of the population LE4 UAH million D sessing the loss
of financial re-
Regional budget revenues LES UAH million S sources from ex-
plicit illicit finan-
Regional budget expenditures LE6 UAH million D cial flows)
Salaries of heads of regions LE7 UAH D
Gross regional product LES UAH per 1 person S
Inter_actlon of_enterprlses with local authorities in PIL points S
starting a business
Interaction of enterprises with local authorities in PI2 oints S
obtaining construction permits P
PI
f)r;t;ﬁ%g)rllazz epr:gi;pnses with local authorities in PI3 points S (factors for the
probability of ac-
Interaction of enterprises with local authorities in pL4 oints s ~ cumulation of
connection to the electricity grid P implicit illicit cap-
ital flows)
Interaction of enterprises with local authorities PIS points S
on payment of taxes
Interaction of enterprises with local authorities .
on electronic services PI6 points S
Number of rayons in the region PE1 units S
Number of communities in the region PE2 units S
Number of settlements in the region PE3 units S
Regional digital transformation index PE4 points S
Government transparency rating PE5S points S PE
Government accountability rating PE6 points S (factors for the
probability of ac-
Gini index PE7 points S cumulation of
explicit illicit cap-
Level of responsibility of local government offi- Ss8 % S ital flows)
cials
L_evel of responsibility of local government offi- PEQ % S
cials
Sense of security in the region SS10 points S
Approval of the work of regional media SS11 points S

The input data sample is checked for multicollinearity between the factors and its elimination at the second stage. At this
stage, the composition of the factors is adjusted by excluding «c» indicators with a high degree of correlation between
them based on checking the data sample for multicollinearity in Statistica (Correlations tool). Multicollinearity is the phe-
nomenon of linear relationships and dependence (high degree of correlation) between independent variables in a multi-
variate regression model. Mathematically, the essential characteristic of multicollinearity is expressed by the correlation
formula, where the correlation coefficient modulo tends to 1 (formula 1):
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->1,i #], (1)

|rkxixj

Where |rkx_x_| — Is the modulo correlation coefficient of the number Ty,

(9] 15
To identify linear dependencies between factors, tests for determining the phenomenon of multicollinearity based on
separate methods are used. This methodology involves testing by calculating the linear Pearson correlation coefficients
according to the following formula (formula 2):

Prkx,x. =X X, — X, * f]) * (Sxi * 6}(]')_1’ (2)
i

where Pr, . —Is Pearson’s linear correlation coefficient; x; and x; — are the first and second factors under study; .., and
i*j

8y, — are the standard deviations of the first and second factors studied; x, = x, — average value of the sum of factors; x,
and x, — are the average values of the first and second factors.

Next, multicollinearity is eliminated based on the approach of rejecting factors with high correlation. The values of the
linear correlation coefficients indicate the presence or absence of a close, statistically significant relationship between the
factors. The results of the analysis of the size of the calculated Pearson's linear correlation coefficients indicate that it is
advisable to exclude from the data sample the number of factors «c» that have correlation coefficients more significant
than 0,9 (Prkxixj > 0,9) to eliminate multicollinearity. After that, factors x;, where i = 1...(m-c), will remain in the sample

for further analysis.

In the third stage, the existence of intergroup correlation and the direction of influence for the formed groups of factors
characterising illicit capital are determined on the basis of canonical analysis. Canonical analysis is a method of statistical
analysis that allows to study dependencies and relationships between sets of variables; to assess the degree of influence
of one set of factors on another, to substantiate the statistical significance of the relationships; it is a causal analysis
between groups of factors; identification of the most correlated groups of factors.

The steps of statistical analysis involve a specific algorithm of actions:

= formulation of a scientific hypothesis about possible relationships between sets of factors;
= determination of data for analysis, components of factor sets;
= calculation of the correlation matrix for the factor sets;

= determination of linear dependencies between groups of variables (between canonical variables), which determines
the canonical roots;

= formation and analysis of canonical correlation coefficients, checking their statistical significance;
= determination of «complete redundancies» and their analysis.

Mathematically, the essence of canonical analysis is to determine the correlation between the weighted sums of groups of
factors, i.e., the so-called linear combinations of factors called canonical variables, from each group of factors that make
up the causal and consequential characteristics. Canonical analysis is performed in Statistica software (Multivariate Explor-
atory Techniques — Canonical Analysis tool).

The authors hypothesized that there are interrelationships between groups of factors characterizing illicit capital: LI (factors

to be mathematically accepted or rejected.

Next, the data for the analysis and the constituent sets of factors are determined. For this purpose, the statistical sample
of data formed at the first stage is used.

A necessary prerequisite for canonical analysis is a correlation analysis between the selected groups of factors. The corre-
lation analysis is based on the second stage's correlation matrix. This analysis makes it possible to select from the sample
the factors between which there is a statistical relationship, preferably a close relationship. The relationship density is
estimated by the values of the correlation coefficients: 0 - 0.3 — weak correlation; 0.3 - 0.5 — moderate; 0.5 - 0.7 -
medium; 0.7 - 0.9 - strong; 0.9 - 1.0 — close.

438 DOI: 10.55643/fcaptp.6.59.2024.4617


https://fkd.net.ua/
https://www.fta.org.ua/

FINANCIAL AND CREDIT ACTIVITY: PROBLEMS OF THEORY AND PRACTICE
Volume 6 (59), 2024

After that, linear dependencies between groups of variables (between canonical variables) are determined. Such depend-
encies make it possible to assess the degree and significance of the relationships between the groups of factors under
study, i.e., to determine the influence of groups of factors on each other. Moreover, mathematically, the assessment of
dependencies between canonical variables can be represented as a system of equations (formula 3):
{Fl =a;xx1ly+ay*x1, +...+am_c * X1y 3)

F2=by*x21+by*x2, +...+ bpy_c *x2 "’

where F1 and F2 — are canonical variables; weighted sums of variables of each group of factors; they determine the
canonical root; x1, x2 — a set of variables of each group of factors describing illicit financial flows in terms of losses of
financial resources from illicit flows and the probability of accumulation of illicit capital flows in terms of implicit and explicit
flows; a,, ay, ..., Aym_c, b1, by, ..., by—. — Weighting coefficients of the maximally correlated sets of factors.

Notably, the change in weighting coefficients determines the corresponding changes in canonical variables, which in turn
is reflected in the change in canonical correlation coefficients that assess the relationship between two groups of factors,
establish the density of the relationship between canonical variables, and are calculated using the following formula (for-
mula 4):

Cry = cov(F1,F2) = (yvar(Fl)var(F2)) !, 4)

where, Cr;, — is the canonical correlation coefficient between two groups of factors, taking values modulo 0 to 1, the closer
to 1, the stronger the correlation.

The statistical significance of the canonical correlation coefficients is checked using Pearson's criterion (x?; is a criterion
of model adequacy; its value should be large enough and tend to infinity) and the significance level (p; is a criterion of
the probability of rejecting the hypothesis of a relationship between groups of factors; its value tends to 0, but for economic
research, its acceptable level should not exceed 0,05).

The key characteristic of the canonical analysis is «total redundancy» (TR, %), a value that describes the conditionality of
the variation of one group of factors by the variation of another; it shows the strength of the intergroup relationship: 0%
- 29% - no relationship, 30% - 49% — weak relationship, 50% - 69% — medium relationship, 70% - 100% — strong
relationship. The economic interpretation of «total redundancy» is as follows: a group of factors with less «total redun-
dancy» is a cause, and a group with more is an effect.

Thus, the result of the canonical analysis is, first of all, the construction of a table of relations between two groups of
factors (Table 2) for each pair of groups LI and LE, PI and PE, LI and PI, LI and PE, LE and PI, LE and PE.

Table 2. An example of the relationship between two groups of factors.

Canonical correlation coefficient Cry
Pearson's criterion x?
Significance level p
Left set of factors (L) Right set of factors (R)
Number of factors (m—c), (m —o)g
Total redundancy TR, % TRz%
Factors Factor name of the left group Factor name of the right group
1 L1 R1
2 L2 R2
m-c L m-c R m-c

In particular, for example, the analysis of the indicators in Table 2, firstly, reflects the size of the correlation coefficient
(cr,) within the range (0;1), which determines the strength of the relationship between the studied groups of factors; the
value of Pearson's criterion (x?), which tends to infinity, and which establishes the statistical significance of the canonical
correlation coefficient; the value of the significance level (p) in the range (0;0.05). Secondly, the percentage of «complete
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redundancy» of the left group of factors shows how much the group of indicators of the right group explains the variability
of the indicators of the left group, and vice versa; and the group of factors with a higher percentage of «complete redun-
dancy» is a consequence, and with a lower percentage is a cause.

Thus, the results of the canonical analysis confirm or refute the hypothesis that there are interrelationships between the
groups of factors describing the loss of financial resources in the region and the likelihood of accumulation of implicit and
explicit flows of illicit capital through fraudulent actions of local authorities: LI and LE, PI and PE, LI and PI, LI and PE, LE
and PI, LE and PE, i.e., the conditionality of one group of factors by another, the influence of a certain group on another.
At the same time, in the further study of factor groups, special attention should be focused on the causal factors.

In the fourth stage, the input statistical base is normalized using the methodology of non-linear normalization of indi-
cators. Normalization of indicators is used when the studied indicators have significant differences in the scale of meas-
urement, data are presented in different units of measurement, groups of indicators are in different conditions, indicators
change over time, etc. In such cases, normalization facilitates data comparison and analysis. Since the input statistical
indicators selected for the study are of different dimensions and with different units of measurement, it is advisable to
bring them to a comparable form suitable for further calculations that will involve the construction of an integral indicator.
It is proposed to reduce them to a single scale [0; 1] by normalizing them. For this purpose, the study applied the nonlinear
normalization approach described by the formula (formula 5):

Hom = (Hew—xim»(sxmfl) )

where X}, — Is the normalised value of the nth object (region) of the mth factor; m — number of factors X; n — number
of objects (regions); X,, — is the average value of the m-th factor; X,., — the value of the nth object (region) of the mth
factor X, 6y, — Is the standard deviation of the m-th factor X .

In the fifth stage, the number of factors was optimized, and the relevant ones were identified through factor analysis
using the principal components method, taking into account the influence weights, the explained variance, and the visual
graph of the rocky scree. Factor analysis in a data sample identifies factors that describe common variations in observations
and the structure of the data set, which allows to reduce the set of indicators, leaving important factors for further analysis
and excluding unimportant changes. The method of factor analysis proposed to be used in this paper is the principal
component method, which is used to estimate large-scale models. This method is also used to estimate model parameters
with multicollinear variables. The principal component method is best suited to the nature of the data in the current
multivariate study and its objectives. This stage of the study is performed using the Statistica software (Multivariate Ex-
ploratory Techniques — Principal Components & Classification Analysis tool).

The current stage of the study involves a certain algorithm of operations:
1. Calculation of an intermediate table of eigenvalues of conditional factors (y, ), explained variances.
2. Plotting the rocky scree plot.

3. Determination of the optimal number of relevant factors based on the results of the eigenvalue table (eigenvalues in
the table are ordered by the absolute value of the contribution of each principal component to the total variance), as
well as the rocky road graph - the value of the cumulative sum of the variance of factors should be more than 70%
for economic research.

4. Calculation of an intermediate table of factor loadings (Fl;;).

5. Determination of the principal components — vectors of weighting coefficients of the integral assessment of the
volume of illicit financial capital, i.e., calculation of weighting coefficients (Kw;) for each factor of the studied sample
based on the variances of the influence of conditional factors and factor loadings, based on the weighted average
methodology.

Mathematically, the weighted average formula is determined by the following formula: (formula 6):
X= QLixi*f) 207 (6)

where X — is the average value of the factor X, x; —i — the value of factor X, for i = 1...m; f; —i — the frequency value of
factor X, fori = 1...m.
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Then the weighting coefficients are calculated by the formula (formula 7):

Kwi = (Zhey Fly * 62) * (Ther 62) @)

where Kw; — Is the weighting factor for the i-th factor; Fl,,—i — is the Ii-th factor load of the k-th conditional factor, k =
1..I; o — Is the variance of the k-th conditional factor, k = 1..1.

The sixth stage involves the construction of an integral indicator for assessing the volume of illicit financial capital, which
includes the characteristics of financial resource losses and the probability of accumulation of illicit capital flows, based on
the Minkowski metric.

Stage seven involves the construction and graphical visualization of the rating of quantitative categories of illicit financial
flows by the level of the integral indicator. The qualitative categories of the level of illicit financial capital are formalized
based on the Harrington scale for assessing illicit financial flows.

DISCUSSION

Thus, the results of this study demonstrate that the methodology proposed in this article, which involves modelling and
estimating the volume of illicit financial capital based on the convergence of elements of descriptive and canonical analysis
(Bayesian method), as well as the Minkowski metric, is effective for assessing overt and latent illicit financial transactions
carried out by representatives of local authorities. The developed methodology is based on the results of previous studies
while introducing new insights into the peculiarities of assessing fraudulent activities.

The innovation of the proposed scientific and methodological approach lies primarily in the ability to identify explicit (ex-
plicit) and hidden (implicit) illegal financial flows. Compared to traditional methods and methodologies that focus primarily
on the analysis of explicit flows (e.g., Kuzior et al. (2021)), the methodology proposed in this article is more effective due
to the ability to cover a broader range of fraudulent activities.

This study is consistent with previous research, which argues that illicit financial flows are often disguised as legitimate
expenditures, so it is essential to develop an algorithm for their identification and assessment along with and simultane-
ously with explicit ones. Also, the results of this article are consistent with the findings of Bijanska et al. (2018), in particular,
to identify implicit financial transactions, it is crucial to study the reporting of the authorities to identify anomalies and
intentional misrepresentations.

In addition, the results presented in this study complement and extend the existing theoretical framework on the role of
local authorities in facilitating illicit financial flows in the studies by Dobrovolska et al. 2024a, Zolkover et al. 2022, Vasylieva
and Kasyanenko 2013. The findings of this article converge with the survey of Dluhopolskyi & Danyliuk (2023), which
shows that manipulation of public funds is a relatively common practice of fraud.

In contrast to the study by Bouyacoub (2024), which is based on developing a methodology for assessing illicit financial
transactions based solely on the characteristics of only one country, the proposed methodology is universal for most
countries.

Unlike the study by Djouadi et al. (2024), this method does not involve the involvement of experts to verify the data and
interpret the results, eliminating the risk of subjectivity and increasing the reliability of the developed methodology.

In addition, the results of this article are in line with the findings of Bilan et al. (2020a) and Mentel et al. (2018), who
emphasize that despite the active development and desynthesis of methodologies and tools for detecting and assessing
illicit financial transactions, most of them have common limitations and problems in their practical implementation. In
particular, data limitations (i.e., the lack of complete and accurate data) create significant obstacles to effectively assessing
illicit financial flows. In addition, the complexity and adaptability of illicit financial transactions make it difficult to develop
effective tools, methods, and methodologies that can accurately detect, prevent, or predict fraudsters' actions. These
limitations are partially characteristic of this study. In particular, while emphasizing the effectiveness of the proposed
scientific and methodological approach to assessing illicit implicit and explicit financial flows, it should be noted that the
developed methodology has certain limitations. First, its effectiveness largely depends on the quality and completeness of
the data used for the assessment. The availability of incomplete or inaccurate data can lead to erroneous conclusions.
Second, the methodology needs to be regularly updated and adapted to new forms of fraud and changes in legislation.
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CONCLUSIONS

mediated by fraudulent actions of local authorities was developed based on the convergence of elements of descriptive
and canonical analysis (Bayesian method), as well as the Minkowski metric.

The results of the study proved that such illegal financial transactions pose a significant threat to the economic stability,
security, and further economic development of the country, and they are the basis for undermining public confidence in
the authorities and the general criminalization of society. In addition, the study emphasized the importance of taking into
account not only explicit but also hidden illicit financial flows, which, of course, complicates the process of their identifica-
tion, but taking into account only explicit flows leads to the development of ineffective strategies to combat financial fraud.

The proposed methodology is based on the use of the Bayesian method, which involves the following stages of research:
formation of the input statistical data sample based on descriptive analysis; checking the input data sample for multicol-
linearity and its elimination; determination of the existence of intergroup correlation and direction of influence for groups
of factors based on canonical analysis; normalisation of the input statistical base using the method of nonlinear normali-
sation of indicators; optimisation of the number of factors, determination of relevant factors by factor analysis, principal
components method, taking into account the weighting coefficients of influence, explained variance, and rocky slope graph;
building an integral indicator for assessing the volume of illicit financial capital based on the Minkowski metric; construction
and graphical visualisation of the rating of quantitative categories of illicit financial flows by the level of the integral indi-
cator; formalisation of qualitative categories of the level of illicit financial capital based on the Harrington scale for assessing
illicit financial flows.

Further research could be aimed at the practical implementation of the proposed methodology, for example, an actual

should be noted that such a study would be extremely relevant in the context of the war in Ukraine.

Studies of the adaptation of financial fraud schemes based on the active development of digital technologies should also
be considered in further research. In particular, special attention should be paid to financial fraud with cryptocurrencies
and to the use of blockchain technologies in the methodology for detecting hidden illegal financial flows.

In addition, future research could focus on additional factors that may influence the developed methodology, such as
ethical or legal considerations, such as data privacy in identifying implicit flows.

Implementation of research in these areas can significantly improve the understanding of the problems of detecting and
assessing illicit financial flows and contribute to developing effective strategies to prevent and combat them.
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Kyoxyp A., Yokuk 4., Jouyerko T., Pabwi P., ®inatoBa I, PeweTHsk 4.

OUIHHOBAHHSA IMIVTIILMTHUX TA EKCMJTILUTHUX HESAKOHHUX PEFTOHAJIbHUX
®IHAHCOBUX NOTOKIB, ONOCEPEAKOBAHMX LUAXPANCbKMMM AISIMU MICLIEBUX OPIAHIB
BJIAAWN: TEOPETUYHE NIAIPYHTSA

OuiHIOBaHHA HE3aKOHHMX (PiHAHCOBMX MOTOKIB MA€ BWpillanbHe 3HAYeHHS ANs NiABMLLEHHS NPO30pOCTi Ta 60poTbbu 3
KOpYnui€lo Ha perioHanbHOMY piBHI. Lle AoCnimkeHHs Ma€ Ha MeTi po3pobuTM KOMMMEKCHY METOAONOri0 ANs OLiHKK i
npuxoBaHuX (IMNAILUMTHKX), | SBHUX (EKCMNILUTHUX) HE3AKOHHMX (DIHAHCOBUX MOTOKIB, LU0 BUHMKAKOTb YHACNIAOK LIaxpau-
CbKMUX Aji1 MicLeBKUX OpraHiB Bnaau. 3anpornoHoBaHa MeToA0soris nepeabayae MOAENOBaHHS Ta OUIHIOBaHHS 06CsiriB He-
3aKOHHOro (hiHaHCOBOro KaniTany, nobyaoBaHOro Ha 3acagax KOHBEpreHLUii enemMeHTiB AeCKPUNTUBHOIO Ta KaHOHIYHOMO
aHarnisy, a TakoX MeTpuku MiHKOBCbKOr0. HaykoBo-MeToanYHUI Miaxig nepeabayae BpaxyBaHHs 30 peneBaHTHUX MoKas-
HWKIB, LLO A03BONSAOTb HaMbINbL MOBHO OLIHUTU HE3AKOHHI (hiHAHCOBI MOTOKM 33 ONOCEPEAKYBaHHS AEPXKaBHUX CTy>K60-
BUiB. AlIropUTM po3pobieHoi MeTofosorii Nepesbayae MoKpoBe BUKOHAHHS Takux Ail: (1) hopMyBaHHS BUBIPKM AaHMX i3
30 dakTopis; (2) po3noain dakTopis Ha YOTUPK FPYNK LASXOM JIOFYHOrO aHanisy: nepua rpyna — akTopu WoA0 OLiHIo-
BaHHA BTpaT (hiHAHCOBMX pecypciB Bif iMANIUMTHUX HE3AKOHHMX (DIHAHCOBKX MOTOKIB; Apyra rpyna — akTopu Woao oui-
HIOBaHHS BTpaT (iHAaHCOBMX pecypciB Bif eKCMAILUMTHMUX He3aKOHHMX (PiHaHCOBMX MOTOKIB; TpeTs rpyna — akTopu Wwoao
MMOBIPHOCTI HarpoMaXXeHHs! iIMNNILMTHUX NOTOKIB HE3AKOHHOIO KaniTany; YeTBepTa rpyna — akTopu LWoAO MMOBIPHOCTI
HarpoMaZpKeHHS eKCNIIUMTHUX NOTOKIB HE3AKOHHOIo Kanitany; (3) nepeBipka AaHMX Ha HasiBHICTb MyNbTUKOMIHEAPHOCTI;
(4) BM3HAYEHHS HASIBHOCTI MDKIPYMOBOro 3B'A3Ky Ta HanpsiM BnaAvBy Anst chopMOBaHMX rpyn (hakTopiB Ha MiACTaBi kaHo-
HiyHoro aHanisy; (5) npoBeaeHHs1 HopManizaLii BXiAHOI CTaTUCTUYHOI 6a3n AaHUX i3 3aCTOCYBAHHSAM METOANKU HENIHINHOI
HopMani3auii nokasHukie; (6) NpoBeAeHHs ONTUMI3aLii KiNIbKOCTi peneBaHTHUX (PaKTOpiB LNSXOM (DaKTOPHOro aHanisy
METOAOM FOJIOBHUX KOMIMOHEHT 3 YpaxyBaHHSIM BaroBux KoedilieHTiB BNNBY, NOSICHIOBAHOI Ancnepcii, BiayanbHOro rpa-
dika kam’aHucToro ocuny; (7) nobyaosa iHTErpanbHOro iHAMKaTopa OLUiHIOBaHHS 06CsriB HE3aKOHHOIoO (hiHaHCOBOro Kani-
Tany, WO BK/OYAE XapaKTEPUCTMKM BTpaT (PiHAHCOBUX pecypciB, a TakoX iMOBIPHOCTEN HarpoMaaXXeHHs! MOTOKIB He3a-
KOHHOrO KaniTany, Ha 6a3i MeTpuky MiHKOBCbKoro; (8) nobyaosa i rpadiyHa Bidyanisauis pelTUHrY KifbKICHUX KaTeropii
06csriB He3aKoHHMX (hiHAHCOBMX MOTOKIB 3a PIBHEM iHTErpanbHOro NMokasHuka; (9) copmanisalist SKICHUX KaTeropi piBHs
HE3aKOHHOIO (PiHaHCOBOro KaniTany 3a LWKano XappiHIToHa ANs OLUIHIOBAHHS HeneranbHWUX (MiHaHCOBMX MOTOKIB.

KnrouoBi cnoBa: LuaxpalicTBo, KOpynuisi, iMANILUMTHI hiHAHCOBI MOTOKM, eKCMAiUMTHI (DiHAHCOBI MOTOKWU, HE3AKOHHWIM
(hiHaHCOBMI KaniTan, AECKPUNTUBHWI aHani3, KAHOHIYHUIA aHani3, MeTpuka MiHKOBCbKOro, BTpaTy (hiHAHCOBMX pecypcis,

iMOBIPHICTb NMOTOKIB HE3AKOHHOTO KaniTany, iHaAHCOBWIA MOHITOPUHI
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