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Manipulative marketing technologies in new digital reality

Abstract. The spread of digital marketing technologies has become a global practice that significantly improves
the quality of life and facilitates realization of individual consumer strategies. However, implementation of
these technologies also has certain socio-anthropological risks which are discussed in the paper. Marketing
manipulation can be very effective, sophisticated and implicit in digital reality which is stated on the basis of
socio-anthropological and economic phenomena analysis.

The authors offer to highlight the most significant social and anthropological threats caused by an active
and often unethical use of digital technologies. The first threat is a real danger of person’s personal profile
deformation, his cognitive and psycho-emotional abilities, partial dissociation of his identity and dominance
of clip forms of thinking in digital tagging environment that often permeates an entire cyber-space. The
second threat is digitalization of banking and trading sphere and their combining on the basis of scoring
and screening interests. This happens when banks begin to collect information about the client base of
potential borrowers not only on social networks but also on clients’ consumer basket in order to determine
complete personal profile of a possible borrower. In such a way, more complete information is obtained using
transaction data of payments by a bank card in cinemas, pharmacies, medical institutions, train stations. The
authors outline that not only social and psychological profile but also problems of health, cultural and political
preferences and other facts of personal life could be easily restored after an extended screening, violating
ethical norms of invasion in private life of any person and can cause total control of citizens. Finally, the third
risk is the possibility of personal data leakage from BIG DATA databases of large banks and trading networks,
including details of private life or sale of this information by banks to other corporations, such as collecting
agencies, in order to solve their problems.

The social survey «Modern social technologies as a tool of identity management» was undertaken by the
authors in 2019 to study the perception of manipulation by the citizens in Russia. In particular, the results of
the survey show that 43.4% of the respondents are absolutely negative about personal database collecting
based on the use of personal bank cards, and only 3.1% are positive. Answering to the question «<How do you
feel about the leakage and sale of your personal data from banks, shops, medical institutions?» 87.9% show
negative emotional attitude, and only 3.5% - the positive one.

The authors conclude that private data collected semi-legally through banking and marketing screening
increasingly become a commodity, which cannot but cause a sense of protest and necessity for legal and
ethical assessment and development of social and state regulators for harmonious development of digital
marketing which serves citizens, not harms them, becoming a means of control and suppression of freedom.
Keywords: Digital Marketing; Socio-Anthropological Risks; Clip Thinking; Banking Scoring; Screening;
Manipulative Practices; Private Space; Ethics; Social Networks; Digital Reality; Big Data; Information
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BypnaHoB B. I.

OOKTOP (inocoCbKnxX HayK, KaHangaT isnko-maTemMaTUYHNX HayK, npodecop,

MiBoeHHo-3axigHun gepr>kaBHuin yHiBepcuTeT, Kypcbk, Pociicbka ®degepalis

AceeBall. O.

OOKTOp dhinocodCcbkmx Hayk, npodecop, Nnpodecop Kadeapu inocodii Ta coujionorii,

MiBaeHHO-3axigHuin gep>xaBHuin yHiBepcuTeT, Kypcbk, Pociicbka ®egepadis

MaHinynaTMBHIi MapKeTUHIroBi TexHosorii B HOBi LM POBIN peanbHOCTi

AHoTauis. [NowmrpeHHs UMdPOBNX MapKETUHIOBMX TEXHOJOriN CTano 3arafibHOCBITOBOIO MPaKTMKOLO, SKa
iCTOTHO NiABULLYE SIKICTb XXWUTTA NOAEN | nonerwye peanisadito ix cnoxxmnsymx ctparerin. OgHak 3acTocyBaHHS
LMX TEXHOJSOri Hece i MeBHi COLio-aHTPOMONOriYHi pn3nknM, obroBoproBaHi B poboTi. Ha ocHoBsi aHanisy
CoLUianbHO-aHTPOMONONYHNX | E€KOHOMIYHUX (PEHOMEHIB Yy UNDPOBUX MAPKETUHIOBUX CepedoBuLlax i
NpPOoBeAEeHNX HAMU COLONOriYHMX JocnigkKeHb 6yno BUSIBNEHO, LLO B LUMMPOBI peanbHOCTI MapKETUHIroBa
MaHinynauis Moxxe 6yt 4OCUTb €DEKTUBHOIO, BUTOHYEHOI Ta HESBHOIO.

ABTOpamMy 3anpoOnOHOBAHO BUAINUTU KiNbKa Hanbiibll 3HAYYLLUX COLianbHO-aHTPOMONONiYHNX 3arpos,
BUKMUKAHUX aKTMBHUM i 4aCTO HEETUYHUM BUKOPUCTaHHAM UudpoBux TexHonorin. lMNMepwa — ue peanbHa
Hebesneka gedopmadii 0cobUCTICHOro NPOiNto NIOAMHU, i KOTHITUBHUX i NCUXO-eMOUINHMX 3aibHOCTEN,
yacTkoBa pAucouiaudis i iOeHTUYHOCTI Ta [AOMiIHYBaHHSA KiNoBMX OPM MUCNEHHS B LUGPOBOMY
MapKeTUHIrOBOMY CepefoBuLLi, SIke 4aCcTo MPOHM3YE BecCb Kibep-npocTip. [pyra 3arpo3a nos’si3aHa 3
umdpoBisaLieto 6aHKIBCbKOI i TOProBeNbHOI chepn CNOXUBAHHSA Ta iX 3POLLEHHSIM Ha OCHOBI CKOPUHIOBUX
i CKPUHIHIOBUMX iHTEpPECiB, KOMu 6aHKM NoYnHaloTh 36upatu iHpopMaLito Npo KIIEHTCbKY 6a3y MOTEHUiNHNX
No3nyanbHUKIB He TiNIbKN 3 CoLiaibHUX MepeX, ane i 3i CNoXKMBYOro KOLMKa KITEHTIB 3 METOIO BU3HAYEHHSA
HanbiNbLL NOBHOIO 0COBMCTICHOrO NPOMiNo MOXXNNMBOro No3nyanbHKa. Hacnpasai moBa e npo Le 6inbLu
NOBHY iHpopMaL,ito, BiAHOBMIEHY HA OCHOBI onnat 6aHKIBCbKOK KapTo B KiHOTeaTpax, antekax, Megu4Hux
yCTaHoBax, Ha BoK3asax. ABTopamMu MiOKPECAETLCS, WO He TiflbKN couianbHO-NCUXONOMYHNA Npodinb,
ane 1 npobnemMn 340pOB’dA, KyNbTYPHI 1 NONiTUYHI ynogobaHHs Ta iHWi GakTu 0COBUCTOro >XXUTTH JIENKO
BiLHOBJIOIOTECH B TAKOMY PO3LLUMPEHOMY CKPUHIHIY, MOPYLUYIOYN €TUYHI HOPMU BTOPrHEHHS 4O NPUBATHOIO
NPOCTOPY OCOBUCTOCTI, L0 MOXE CMPUYMHUTY TOTaNbHUA KOHTPOSb rPOMafgsaH. HapewTi, TpeTin pusuk — ue
MO>K/IMBICTb BUTOKY NepcoHanbHUX aaHmx 3 6a3 BIG DATA Bennkux 6aHKiB i TOProBuUX Mepex, BKIHaum
nogpobuui NpMBaTHOrO XWTTS, abo npopax 6aHKaMy LMX BiAOMOCTEN iHWKMM KopropauisM, Hanpuknag
KOSIEKTOPCbKNM areHTCTBaM. ABTOpU pobnsaTb BUCHOBOK, LLIO Halli npuBaTtHi AaHi, 3ibpaHi HanisneranbHO
Yepes 6aHKIBCbKO-MaPKETVNHIOBUI CKPUHIHT, BCE BiNbLLIE CTAIOTb TOBAPOM, i Lie HE MOXKE HE BUKITMKATU MOYyTTS
NPOTECTY, a TakoX Befe A0 YCBIOOMSIEHHA HeOOXigHOCTI MpPaBOBOI Ta €TWYHOI OUIHKN BULLEBUKNAOEHUX
npo6sem i BUpOONEHHS CyCnifIbHO-4EP)XaBHNX PEryNSATOPIB rapMOHINHOMO PO3BUTKY LIMPPOBOIro MapKeTUHry.
Knio4oBi cnoBa: unhpoBuin MapKeTUHI; CoLialbHO-aHTPOMOMOriYHI PU3NKK; KNiNoBEe MUCNEHHS; 6aHKIBCbKUI
CKOPVIHI; CKPVHIHI; MaHinynsTuBHI NPakTUKW; MPUBATHUA MNPOCTIP; €TuKa; coujalibHi Mepexi; uudposa
peanbHiCTb; iHhopmaL,isi.

BypnaHoB B. I.

OOKTOP (hnnocodCKMX HayK, KaHanaaT pusnko-maTeMaTn4eCcKnx Hayk, npogeccop,

KOro-3anagHbii rocygapcTBeHHbIN yHBepcuTeT, Kypck, Poccuiickas ®egepaums

AceeBa U. A.

JokTop dunocodckmx Hayk, npodeccop, npodeccop Kadenps! unocogum n coyuonoruu,
KOro-3anagHbii rocygapcTBeHHbIn yHuBepcuTteT, Kypck, Poccuiickas Pegepauus

MaHunynsaTuBHbIE MapKETUHIOBblE TEXHONOrMN B HOBOW LnthpoBOW peanbHOCTH

AHHOTauuma. PacnpocTpaHeHne L poBbIX MapKETUHIOBbIX TEXHOMOMMIN CTaio OOLWEMNPOBON NPAaKTUKON,
CYLLECTBEHHO MOBbILIAOLLEN KAa4eCTBO XXWU3HM MIogelrt 1 obneryaroLwen peann3aumio nx noTpedbuTensCcKmx
cTpaternin. OgHaKo NPUMEHEHNE STUX TEXHONOMMW HEeCeT W ornpefeneHHble COoUMO-aHTPOMONormMyeckue
pucku, obcyxxaaemble B paboTe.

Ha ocHoBe aHanusa counanbHO-aHTPOMOMOMMYECKNX W 3KOHOMUYECKMX (PEHOMEHOB B UMMPOBbIX
MapKETVHIOBbIX Cpefax WM MPOBEAEHHbIX HaMWM COLMONOrMYECKMX MCCNEAOBaHUN Oblo BbISBIEHO, YTO B
LMPOBO peasibHOCTN MapKETMHIOBash MaHWUNyasaumss MOXET ObiTb BeCbMa 3(PHEKTUBHOW, M3OLLPEHHON
n HesBHOW. [lpeanoXxeHO BblOeNWTb HECKOSbKO Hanbonee 3Ha4YvMMbIX COLManbHO-aHTPOMONOrMYEeCKNX
Yrpo3, BbI3BaHHbIX aKTMBHBLIM U 4YacTO HE3TUYHbIM WCMOMb30BaHMeM UMpoBbiX TexHonorui. lNepsas —
3TO peanbHas OnacHoCTb AedopMauun JIMYHOCTHOrO Npodunsa 4YenoBeka, ero KOrHWUTMBHbLIX U MCUXO-
3MOLMOHAaNbHbIX CMOCOBHOCTEN, YacTUYHasA guccoumnanms ero MGEHTUYHOCT 1 GOMUHNPOBAHNE KINMOBbIX
hopM MbILEHNS B LMDPOBON MapPKEHTVHIOBOW cpefe, KoTopash 3a4acTylo MpOHU3bIBaeT BCe Kubep-
NpPOCTpaHcTBO. BTopas yrposa cesgaHa ¢ uudpoBusaumneri 6aHKOBCKOWN 1 TOProBoi cpepbl NOTpebneHus n
nX cpawmBaHnemM Ha OCHOBE CKOPWHIOBbIX U CKPUHMHIOBbLIX MHTEPECOB, Korga 6aHkn Ha4vMHaloT cobupaTtb
NHopMaUMIo O KINMEHTCKOW 6a3e NoTeHUMasbHbIX 3aeMLLMKOB HE TOMbKO MO COUManbHbIM CETAM, HO 1 MO
NoTPeObUTENBCKON KOP3VHE KINEHTOB C LENblo onpeneneHnss Hambosnee MosiHOro JIMYHOCTHOro npoduns
BO3MOXXHOIMO 3aemiumka. Ha camom fene pedb npet o ewe 6onee NonHom nHdopmaumm, BOCCTaHOBNEHHOM
no onnatam GaHKOBCKOW KapToW B KMHOTeaTpax, antekax, MeOQuUMHCKUX YYPexXAEeHUsX, Ha BoK3anax.
ABTOpPbI MOQYEPKMBALOT, YTO HE TONMBKO COLMAaNIbHO-MCMXONOrM4eCcKnii Npodusib, HO U NPO6EMbI 300POBbS,
KYNbTYPHbIE U MONUTUYECKME MPepnoYvTeHns n gpyrme aktbl JIMHYHOW XXU3HW Nerko BOCCTaHAaBMBAOTCA
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B TaKOM PacCLUMPEHHOM CKPWHWHIe, HapyLlas 3TU4ecKne HOPMbl BTOPXXEHWS B MpuBaTHble MPOCTPaHCTBa
JINYHOCTW, N YpEeBaTbl TOTANIbHLIM KOHTPOMEM rpaxkgaH. HakoHeLl, TpeTuii puck — 3T0 BO3MOXXHOCTb YTEYKN
nepcoHanbHbIX AaHHbiXx 13 6a3 BIG DATA KpynHbix 6aHKOB M TOProBbIX CETEW, BKOYas nogpobHOCTU
YaCTHOW XMN3HU, MO0 Npofaxka 6aHKaMy 3TUX CBEAESHUI APYrM KopropaunsM, HanpuMep KONIeKToPCKUM
areHTCTBaM, C Lefblo peLleHns ux npobnem. ABTOPbI AenaloT BbIBOA O TOM, YTO HalUW NPUBATHblE AaHHbIE,
cobpaHHble nonyneranbHoO Yepe3 6aHKOBCKO-MapKETMHIOBbIN CKPUHUHE, BCe Gonblue CTaHOBATCSH TOBapoM,
YTO HEe MOXET He Bbi3blBaTb 4YyBCTBa MPOTECTA, a TakKe BEAET K OCO3HaHNI0 HEOOXOAUMOCTY NPaBoBOiA 1
STNHECKOMN OLIEHKU BbILLEN3II0XKEHHbIX MPO6/EM 1 BbIPpaboTKN OOLLECTBEHHO-FOCYAAPCTBEHHbIX PENYNATNBOB
rapMOHUYHOIO Pa3BUTUSA LIMPPOBOro MapKeTuHra.

KnioueBble cnoBa: LMMPOBON MapKETUHI; COLMaNIbHO-aHTPOMOMIOMMYECKNE PUCKU; KNUMOBOE MbILLSIEHNE;
6aHKOBCKII CKOPWIHT; CKPUHUHI; MaHUMYNATUBHbIE NPaKTWKKW; MPYBAaTHOE NPOCTPaHCTBO; 3TMKA; coLparbHble
ceTu; undposasi peasnbHOCTb; MHhopMaLMS.

1. Introduction

M. Castels in his works describes the modern stage of society’s development as an era of glo-
balization which is characterized by the speed of information penetration across state borders. It has
unprecedented influence on the world economy and international financial markets. He draws atten-
tion to the fact that information structures society on a network basis, without clear long-term centres
and clear leaders overcoming national and other obstacles (Castells, 2000). In modern digital techno-
anthroposphere a person is immersed not so much in natural and computer world but spends more
and more time in virtual environments, cyber-physical reality (or augmented, virtual) and in social In-
ternet networks. According to Gartner experts, the total amount of computer sales was 259.4 million
units in 2018 (Gartner, 2019). In 2019 the amount of Internet users was 4.39 billion people, 3.48 bil-
lion users were registered in social networks and 3.26 billion people entered social networks from
their mobile devices (Sergeeva, 2019). This statistics shows globalism of the digital civilization. New
life worlds (Umwelts), such as «virtual», «augmented», «cyber-physical» and «networking» not only
represent and govern our world through digital technologies but replace it. A person faces a huge
number of different actors, individual and collective ones, and interests: social, economic, political,
marketing in these worlds of increased communication speed and information flows. These environ-
ments include artificial intelligence which is represented by search engines, electronic assistants and
client-oriented advertising, etc., and improve day by day (Tarabasz, 2019).

In recent years, such terms as electronic culture, virtual culture, Internet culture, media culture,
digital culture etc., have begun to be developed and discussed in scientific and popular literature.
These terms denote a modern type of culture coexisting with traditional material and spiritual cul-
ture (Uzelac & Cvjeticanin, 2008). Ch. Gere states that «digitalization can be considered as a culture
marker because it encompasses both artefacts and the systems of significance and communication
that most clearly distinguish our modern lifestyle from others» (Gere, 2008). It can be said that wide-
spread informatization causes a complex of phenomena that A. Ronchi (2009) named «E-Culture».
All these phenomena of new digital reality are stimulated by the trans-humanistic project «<Human
Improvement» and its habitats on the basis of converging NBICS-technologies (Roco, Bainbridge,
Tonn, & Whitesides 2013) which emerged at the beginning of the 2000s, as well as the global pro-
ject of digital economy, or the new industrial revolution Industry 4.0, which started at the beginning
of 2010s (Schwab, 2016). New environments are not passive. They create not only new qualities of
life and unique development opportunities of the society and a person, especially marketing envi-
ronments, but are often very intrusive and try to manipulate the person which causes risks of iden-
tity loss and dissociation of personality in case of uncritical trust. In addition, unauthorized private
data collection processes are largely carried out through digital environments. It becomes obvious
that due to new digital technologies not only new forms of economy, marketing, and finance appear
but also completely new sociality, culture and anthropology of the person changing his cognitive
maps in completely radical way. New digital reality, on the one hand, makes it possible to develop
different anti-totalitarian and more democratic forms of the society and economy self-government,
but on the other hand, it creates more effective manipulation technologies which can be applied to
all spheres of life. In this research, we are interested, first of all, in the process of digital marketing
involving other aspects of human activity.

2. Brief Literature Review
Marketing is traditionally considered as a targeted social technology, communication of mem-
bers at organizational and managerial level, a set of social and design activities to create conditions
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for rational social actions in conditions of market economy. In modern reality, it is possible to note
an increase in the use of destructive information influence in order to manage various social mem-
bers (individuals, their communities and society as a whole) related to the process of informatiza-
tion and dissemination of new information technologies. In recent years, a significant number of
works about information influence, media influence on human consciousness, the use of informa-
tion and new information technologies by various members in their groups have appeared. For
example, H. Schiller (1975) consistently studied certain aspects of media influence on the formation
of public opinion, on mass consciousness, on society management through aggressive advertising
and propaganda methods. Socio-psychological analysis of human manipulation possibilities was
carried out by different Russian researchers (Sladkova, 2006; Kozlova, 2010; Reigorodsky, 2007;
Winn, 1983). The studies concerning manipulation of individuals, social groups, and public con-
sciousness through the use of various tools, methods and technologies of information and psycho-
logical influence from the point of view of the information security of individuals in economy, poli-
tical and everyday life can be exemplified by the works of Dotsenko (1997) and Chernikova (2015).
For example, the current situation on the Russian stock market reflects the mood of a certain group
of young investors who are more likely to enrich themselves quickly through information and eco-
nomic technologies rather than revive the national economy (Podgorny, 2014).

Modern marketing technologies, or digital marketing, are extremely widespread in new digi-
tal reality. In particular, Russian and foreign scientists studied advertising as one of the effec-
tive techniques of digital marketing communications (Schultz & Kitchen, 1997; Benzo, Mohsen, &
Fourali, 2017; Zhang, Zhao, & Xu, 2016; Kaplan & Haenlein, 2010, Dahl, Low, & Eagle, 2015); prob-
lems of practical use of advertising were studied by specialists in the field of advertising activity
and social relations (Gormogenova, 1994; Golman, 1996; Musiciant, 2001; Reigorodsky, 2007).

Digital marketing (e-marketing, web marketing and mobile marketing) is a popular subject in
the modern Western economic sociology. This concept describes specifics and possibilities of
targeted and interactive promotion of goods and services in virtual environment. Modern digital
technologies allow not only attracting a large number of potential customers and retaining them
as consumers, but also purposefully shape their needs and direct them using personalized be-
nefit purchasing activities. Foreign scientists describe special features of digital marketing in their
works (Tarabasz, 2017; Gere, 2008; Ronchi, 2009; Sunil, Fukawa, & Swayne, 2016; Desai, 2019;
Ryan, 2017; Chaffey & Ellis-Chadwick, 2012; Parsons, Zeisser, & Waitman, 1998; Wymbs, 2011).

Selected aspects of social and ethical conflicts of digital marketing are discussed by Yogesh and
Sharaha (2019), Hagel lll and Armstrong (1997), Lengare (2018) and others.

In our opinion, specifics of modern marketing and its manipulative aspects are not sufficiently
studied, as well as mutual relationship between digital marketing and fundamentally new anthropo-
logical and social forms of life in network digital reality.

3. The purpose of the paper is to single out specific features of new marketing technologies
in digital reality and study ethical risks and socio-anthropological threats caused by these tech-
nologies.

4. Research methods
The following methods were used to identify features of modern digital marketing and to study
the impact of manipulative marketing technologies:

e analysis of documents on this subject,

e questionnaire followed by empirical and theoretical generalization of obtained results.

Empiric material

e over 46 documents - thesis, articles and reviews in specialized literature and periodicals, hand-
books, statistical yearbooks, public official Internet sources on the subject of the study;

e results of the authors’ social survey «Modern social technologies as a tool of identity manage-
ment» conducted in June-July 2019 among citizens of Kursk city (the regional centre in Russia).
Citizens of the city aged 18 years and over - 321,000 people, sampling method - quota, sample
population - 384 the respondents.

5. Results
The authors determined that marketing manipulation can be highly sophisticated and implicit
in digital reality on the basis of documents’ analysis. Several socio-anthropological threats can
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be distinguished by the active and often unethical use of digital technologies. The first one is real
danger of personal profile deformation and partial dissociation of his identity in digital marking
environment that often permeates all cyber-space. First of all, let us describe anthropological de-
formations occurring with a person in digital reality. Life network worlds such as social, marke-
ting, virtual, are closely intertwined and exist in modes of huge rates of development and infor-
mation selection, change of sense and shape gestalts. This fact significantly changes cognitive
and psycho-emotional state of people. In particular, fast Internet surfing or high-speed gaming
involves not only the modes of alpha rhythms of consciousness but also the so-called modes of
theta-rhythms, accompanied by light trans states (hence characteristic gamer dependencies) and
tendencies to make rapid, not reflexed decisions based on primary internal impulses and impres-
sions. That is so-called «clip thinking». It was described by E. Toffler (1984), M. McLuhan (1962)
and F. Girenok (2014). «Clip thinking» is the main instrument of fast advertizing ever since televi-
sion domination. Now this is the main style of processing of huge information flows in networks
and on markets.

At the same time, high speed of information processing, including parallel flows, is possible but
against the depth of critical reflection of this information. In particular, the most dramatic is the
dominance of this style of thinking during pre-educational period of schoolchildren development
(«children of networks») when critical thinking and ethical standards of behaviour have not fully
formed yet. It blocks the request for a holistic picture of the world and awareness of their identity.
Findings of the recent researches promote prohibition of smartphones in many European schools.
Even adults have a new criterion of information reliability - the frequency of its repetition instead
of rational criteria for its critical assessing. Hence, speed and frequency of repetition of the certain
message are great tools of manipulation since Goebbels’ propaganda.

It is known that the effect of public opinion, or crowd effect, has been present at all times,
however, it was never as strong as in the digital age. Who forms the agenda and public opinion
is right and if he is not, there is immediately another significant reason and no time left to under-
stand and reflect the past (that reflects the work of brain in the mode of theta rhythm). In addition,
selecting adequate and true information is very difficult and complicated because of large infor-
mation flows.»Information trash» is accumulated and fake information is deliberately dissemina-
ted in order to dominate in digital space, purposefully or spontaneously reducing society’s «im-
munity» to lies and preparing public consciousness for absorption of specially selected «contex-
tual» information from familiar, «reliable,» subjectively interesting sources. We live in the «post-
truth» era when the truth is not important for many people anymore. The word «post-truth» was
even declared as the word of 2016 by the Oxford English Dictionary due to its huge use during
2016 (d’Ancona, 2017). Momentary «hype» and super-advertising have become a priority in con-
sumption society.

It is necessary to say that effectiveness of manipulation technologies increases in digital network
environments where clip thinking dominates (according to classification by O. B. Sladkova, 2006).
They are necessary for creation of such settings which can influence choice and behaviour. The fol-
lowing technologies can be singled out:

1. Fragmentation of information. It means that information is given to the society in «<small portions»
or as excessive abundance of information which suppresses individual choice and disorientates.

2. «Direct commenting» which qualifies events as «black - white» or «good - evil».

3. «Playing numbers and facts» to create visibility of objectivity and accuracy.

4. Disinformation is used as an artificially disintegrated rumor which is subconscious desire of the
society.

5. «Sophistics» which is a set of techniques based on violation of formal logic laws.

6. «Double standard». This is emotional infestation, inspiration via repetition, NLP technologies, etc.

(Sladkova, 2006).

There are also more sophisticated technical methods of manipulation on social networks. Non-
human actors are used to promote goods and doing hidden advertising online. These are program-
bots with artificial intelligence which simulate human activity in networks. It turns out that 10% of
supporters of unambiguously stated value judgment about new, poorly defined information are ne-
cessary in addition to banal rating promotion of any product through voting by bots. Afterwards, the
network can enter self-organization mode and accept this opinion. «Organizers» of this opinion can
be introduced into the network as intelligent program-robots which are an instrument of modern
network advertising as well as cyber-wars.
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The digital informatization process on the one hand gives impetus to an increasing maturity degree
of social relations, openness of social structure, and efficiency of public opinion and mechanisms of
social network self-organization. On the other hand, it provides more effective opportunities for ma-
nipulation with public consciousness and reduction of holistic reliable picture of the world to disor-
ganized mosaic, kaleidoscopic perception patterns of atomized sub-projects (Ryan, 2017).

It is important to note that digital marketing is well-suited to goods and values promotion not
only in usual environments of mass demand because «the m-marketing could bring a series of
benefits to consumers, such as comparison shopping, services permitting users to examine the
merchandise in a store and still shop electronically for the best price and better interactive relation-
ships» (Hollensen, 2012). It can also be a highly inclusive, client-oriented service environment. The
main prerequisite for creation such an environment is ability to collect and use BIG DATA in social
environments (Sunil, Fukawa, & Swayne, 2016). However, it depends on the quality of the Internet
connection and unscrupulous competitors spreading fake information about goods and services
(Desai, 2019).

The second threat of manipulation is related to digitalization of banking and trading sphere and
their combining on the basis of scoring and screening interests when banks begin to collect infor-
mation about the client base of potential borrowers not only through social networks (Hagel Ill &
Armstrong, 1997), but also by means of consumer basket of clients in order to determine the most
complete personal profile of a possible borrower. In fact, it is also about even more complete infor-
mation restored about the person on the basis of payments by a bank card in cinemas, pharmacies,
medical institutions, train stations, etc. Socio-psychological profile, health problems, cultural and
political preferences and other facts of personal life are easily restored in such extended screening,
violating ethical norms of invasion to private life (Lengare, 2018).

Sociology is today an objective tool that allows identifying the influence of modern social tech-
nologies on personal attitude, manifestation of mechanisms of their manipulative influence in the
society of «digitalization« and the attitude of responders to the use of social, in particular, marke-
ting technologies.

The results of our social survey show that 27.3% of the respondents think that social techno-
logies of goods advertising and promotion are the most popular, 25.9% of the respondents consi-
der the most popular advertising and promotion in mass media, 19.7% - in social communica-
tions and interactions in the Internet networks. It is indicative that the respondents with incomplete
higher education (students) note the spread of social technologies on the Internet and the media
two times more than the respondents of other ages. It may indicate the specificity of the audience
using social networks.

Almost a third of the respondents believe that social technologies are used to form mass pub-
lic opinion (30.1%), and 17.4% think that social technologies are used to manipulate individual
choice.

At the same time, women are three times more than men think that social technologies are
used to form personal opinion (6.3%), while more men see social technology as a means of to-
tal control (7.3%).

As the results presented in Table 1 show, 39.7% of the respondents think that large business is
interested in the use of social technologies most of all, while 14.4% mention political elite. At the
same time, 17.5% of the respondents think that the spread of new technologies will contribute to
the development of the whole civilization and the society as a whole.

Table 1:
Answers to the question «<How do you think who is more interested (is the main
beneficiary) in the development and dissemination of new technologies?», %

Answers Frequency Percentage
Ordinary people, users, consumers 46 11.9
Political elite 55 14.4
Large business 152 39.7
Social institutions 20 5.2
All the civilization (all the society) 67 17.5
Scientists 40 10.3
None from the mentioned in the table 2 0.5
Other 2 0.5
Total 384 100.0

Source: Authors’ own study
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Then, we find out whether the respondents have experienced the influence of social technolo-
gies (Figure 1). Figure 1 shows that more than half of the respondents (59.3%) identify themselves
as an object of manipulation with the use of social technologies, while 40.6% consider that they
have never been manipulated.

The respondents with higher or incomplete higher education more often than the respon-
dents with another level of education notice that their opinion is manipulated. Young people
aged 18-25 percept themselves been manipulated more often than the respondents of other
ages (30.2%), compared to the respondents of 26-39 y.o. (16.7%) and of 40-55 y.o. (10.4%).
It can be assumed that young people are more manipulated because of their increased use of
the Internet as a source of information. A. Tarabasz (2017) describes the same point of view in
her report «Cyber Threat Awareness in Digital Marketing Campaigns. Comparative Analysis of
UAE and Poland». She thinks that «The trend of stable increase of the number of Internet users,
along with the enormous growth of social networking, leads to disclosure of sensitive data, es-
pecially among the youngest audience» (Tarabasz, 2017).

Since advertising is among the most common social technologies according to the respon-
dents, so we are interested in the question if they often notice that their interests are monitored
(Figure 2).

Figure 1:
Answers to the question «How do you think, how often you have been manipulated
by using the social technologies?» ,%
Source: Authors’ own study

Figure 2:
Answers to the question «Did you notice that you receive advertising about products
that you were previously interested in on the Internet?», %
Source: Authors’ own study
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In addition, 42.9% of the respondents note that they do not react to the personal-oriented ad-
vertising, 5.1% are absolutely positive about it, as advertising is specially oriented to their needs,
and 20.7% of the respondents believe that this indicates tracking of their interests and requests, so
they are absolutely negative.

Table 2:

Answers to the question «Do you agree to provide detailed personal information,
which you have not posted on social networks, to form targeted client-oriented
advertising?», %

Answers Frequency Percentage
Absolutely agree, interested in it 18 4.6
Agree, if I am interested in it 78 20.4
Do not agree, want to decide by myself which 261 67.9
information I want to share or not
Does not matter 27 7.1
Total 384 100.0

Source: Authors’ own study

The vast majority of the respondents disagree with unauthorized use of personal information
(67.9%), while do not care 7.1%, and absolutely agree only 4.6% of the respondents (Table 2).

For example, how Google AdSense works: «The AdSense spiders will go through your website to
see what all your pages are about. Then they will check their list of ads and put related ads next to
each of your articles. For example, someone reading an article on fashion accessories is much more
likely to buy fashion apparels than someone who is reading an article about automobiles. Google
advertising display reaches over 90% of Internet users worldwide with about a trillion impressions
served to over 1 billion users every month» (Yogesh & Sharaha, 2019).

Then, we were interested in the question related to the respondents’ choice manipulation that
used the information from client-oriented advertising. According to our findings, 24.1% of the re-
spondents never purchased services or goods that they regretted about. 75.9% of the respondents
answered «yes, purchased and regretted» but with different periodicity. It should be noted that 40%
of the respondents said that they regretted about a bad purchase made in the Internet.

It can be stated that the respondents consider the Internet to be the most relevant social tech-
nology, the most common source of information and a vast field for various manipulations as well.
84.9% of the respondents believe that information technologies significantly increase the impact of
social technologies on people.

The third risk is the possibility of personal data leakage from BIG DATA databases of mobile
operators or large banks including details of private life or the sale of this information by banks to
other corporations, such as collecting agencies, in order to solve their problems (Figure 3).

Simple access to digitized information creates many problems associated with unauthorized use
by the third party. In 2015, Anthem, Expert, Carphone Warehouse, Ashley Madison and TalkTalk
were on the list of companies affected by cyber-attacks.

The media reports about new vulnerabilities in mobile platforms and increased cyber-attacks
appear almost every week. According to InfoWatch Report (2017), 723 cases of confidential in-
formation leakage were registered in the first half of 2015. This is by 10% exceeds the number
of leaks registered in the same period in 2014. Russia is the first in leak rating since 2013. In the
first half of 2017 925 confidential leaks were identified, which, again, showed a 10% increase in
comparison with the previous year. Also, 20 mega-leaks were identified which account for 98%
of compromised records. Such companies as VTB-24 (banking), MTS (mobile services), Russian
Railways (transportation) are among the companies that compromised personal users’ data (Va-
silenko, 2016).

In fact, our private data collected semi-globally through banking and marketing screening is in-
creasingly becoming a commodity which cannot but cause a sense of protest.

This attitude is backed by the results of our survey, as far as 43.4% of the respondents are ab-
solutely negative about personal database collecting based on the use of personal bank cards, and
only 3.1% are positive (Table 3).

The same responses are found by determining whether the respondents approve commercial
use of their personal information (Table 4).

If we sum up the answers with the positive emotional attitude, we can get 3.5% against 87.9%
with negative attitude and 8.6% indifferent to information leaks.
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Areas and types of personal data used for commercial purposes

Table 3:

Source: Zakharov (2018)

Answers to the question «How do you feel about collecting your personal
database based on the use of your bank cards?», %

Answers Frequency Percentage
Absolutely positive 12 3.1
Generally positive 51 13.3
Generally negative 102 26.5
Absolutely negative 166 43.4
Does not matter 53 13.8
Total 384 100.0

Source: Authors’ own study

Table 4:

Answers to the question «How do you feel about the leakage and sale

of your personal data from banks, shops, medical institutions?», %

Answers Frequency Percentage
Absolutely positive 9 2.5
Generally positive 4 1.0
Generally negative 45 11.6
Absolutely negative 293 76.3
Does not matter 33 8.6
Total 384 100.0

Source: Authors’ own study

Researchers say that such social networks as Facebook and Twitter provide advertisers with in-
formation about likes and dislikes of their consumers. This technique is crucial, as it shows the busi-
nesses its «target audience» (Yogesh & Sharaha, 2019).

Having assessed the degree of active use of information technologies, it can be concluded that
desired behaviour of users is developed by the Internet and mass media. Readiness for concrete and
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targeted actions, formation of necessary group attitude or individual attitude to a particular pheno-
menon of social reality is developed by using these techniques. A certain way of this phenomenon
perception is imposed.

6. Conclusions

Active discussion of sociocultural situation in the media, on the Internet and in films has prepared
people for possible radical changes in their way of life and formed a set for active actions to adapt
to a new man-made reality (Bryant, Thompson, & Finklea, 2012).

At the same time, manipulative marketing technologies that inevitably accompany modern eco-
nomy exacerbate socio-anthropological risks associated with identity loss, unauthorized violation
of private spaces, leakage and use of personal data for unethical and illegal purposes, implicit im-
position of marketing attitudes. Modern marketing technologies shape purchasing settings and ma-
nipulate economic interests and needs of people, and oftentimes far from their interests. It is done
by means of special techniques. In addition, a widespread use of digital information and communi-
cation technologies, on the one hand, allows the state to protect itself as much as it possible from
terrorism, crime, provocations and conflicts, while on the other hand, such protection causes total
control over society not only by the state but also by banks and other major market players. In our
opinion, all these challenges can be resolved in the sphere of ethics and new social contract, for
example, using the ideas of sustainable development summarized in the report to the Club of Rome
by von Weizsacker and Wijkman (2018).
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