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Abstract

In this paper the process of security system database design will be described.
This task is a part of the complex software for Integrated Security System
evaluation design process. To represent the different types of data needed for the
software design, Entity Attribute Value database model was applied. The
advantages of this approach are demonstrated and emphasized in the paper.

Because of the complexity of the designed application, the layered
architecture was used. The variety of the represented data required the
application of polymorphism paradigm at the application layer. It resulted in the
request for dynamic database model at the database layer.
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1 INTRODUCTION

Protection of persons and property is becoming one of the prominent goals of the
society recently. It must be taken into consideration when new protected object is being
designed or when the security of existing object is being evaluated. Protected object
security is realized by installing a security system. Basic components of the security
system comprise:
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e Mechanical, electronic and procedural access control
¢ Intrusion detection (with appropriate response procedures)
e Personnel Identification (authentication)

All components together form an Integrated Security System (ISS). ISS security
level is characterized by the time needed for the intruder to reach his goal (tz). This
time depends on the properties of the ISS components. In this paper we will consider
only mechanical access control components [1].

The most important property of the mechanical access control components is their
breakthrough resistance. The breakthrough resistance characterizes the resistance of a
material of the mechanical access control component against the agency of various
tools. It is expressed by the time, needed to break through the component [2].

Recently, the ISS evaluation is performed by the security managers manually. The
goal of VEGA project is to develop software system to automate this time consuming
process. New software system has to allow the security manager to model the
evaluated protected object. It includes the topology of the object, location of the
security components, algorithm for time t estimation and visualization of the object
and its security components.

The main advantage of the automated evaluation system is that it can determine
with higher accuracy the characteristics of the evaluated ISS. This can lead to cost
reduction when designing the 1SS for protected object.

2 PROBLEM ANALYSIS

One of the modern approaches to develop a complex application is multi layered
architecture. It generally consists of minimum three layers:

e Presentation layer, responsible for communication with users,
o Application layer, implementing the business logic,
e Database layer, storing the data.

The main advantage of this architecture is the flexibility of design. Each layer can
be designed and developed independently. In the case of necessity it is possible to
independently replace and of the layers with another implementation. If the application
grows, it is easy to scale it according the customers’ requirements. In this paper we will
consider mainly the database layer.

To allow computer support for the evaluation of the ISS by security manager, it is
necessary to be able to model the evaluated object including ISS components in a
computer. Nowadays (according authors’ knowledge) there is not any available
specification of the database structure to store the object topology and ISS components
properties [3].
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The database structure is the basic part of the ISS evaluation application. Properly
designed structure allows efficiently storing and retrieving the necessary data. The
mostly used database system concept nowadays is relational databases.

A relational database stores data in a form of collection of data items, which are
organized as a set of tables. In a relational database model a set of tables is related by
relationships. A relational integrity of data is ensured by foreign keys [4].

During the process of the problem analysis and architecture design the general
structure of the database was proposed. We identified two main parts of the data, which
are to be stored in the database. The first part is topological data describing the
evaluated object including all rooms, corridors, elevators, staircases, etc. The second
part is security components data and their properties, e.g. the location of the security
component in the evaluated object, its breakthrough resistance, etc.

3 DYNAMIC DATABASE DESIGN

Database design depends on the data access mode. In our case the application
layer must be able to manipulate with variety of security components characterized by
different groups of attributes. Application layer is using polymorphic approach to
handle this situation. To reflect such a design in the database layer, we proposed
dynamic database model sometimes referred as Entity Attribute Value (EAV) database
model [5].

This data representation is similar to space-efficient methods of storing a sparse
matrix, where only non-empty values are stored. It is typical, that EAV tables have a
lot of rows with a limited amount of columns.

Using static database model to represent values of security components, each
component would be modeled by separate table. This table would contain one column
for each security component attribute. Such a model is difficult to maintain and extend,
if a new security component should be added. It would also require modification of the
code of application layer. Such approach is not acceptable, in terms of software
engineering. It requires additional maintenance costs and is error prone.

In an EAV data model, each security component attribute-value pair is stored in a
row of a single common table. Such a model allows easy to maintenance and
extending. It does not require modification of the code of application layer, when new
security component is added. Such approach is preferable, because it minimizes
additional maintenance costs.

General description of this model is as follows [6]. Data is recorded as three
columns:
e The entity: the item being described.

e The attribute or parameter: a foreign key into a table of attribute
definitions. At the very least, the attribute definitions table would contain
the following columns: an attribute ID, attribute name, description, data
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type, and columns assisting input validation, e.g., maximum string length
and regular expression, set of permissible values, etc.

e The value of the attribute.

3.1 Dynamic database structure

Above mentioned general dynamic database concept has been adopted for our
database model. In our case the entities represent the security component type (e.g.
security door, security lock, etc.). They are stored in the table TypPrvku. Each row
describes unique security component by its name (column nazovTypu) and description
(column popis).

TypPrvku

idTyp Serial MM  (PK)
AtributyTypu
WatribufTypu  Serial NN (PK)
dTyp Integer MM (FK}

natributu har

ednotkaAtributu Chari2

Figure 1 Core structure of security components

Each unique security component is characterized by variety of different attributes
of different data types (time, length, text, etc.). Attributes of security component are
stored in AtributyTypu table. These two tables are related using primary key of the
TypPrvku table. Table AtributyTypu stores for each attribute the following values:
name of the attribute (column nazovAtributu), data type of the attribute (column
typAtributu) and measure unit of the attribute [7] (column jednotkaAtributu) (Figure
1).

The value of the column typAtributu determines the method of operation on the
attribute value in the application layer.

The concrete value of the attribute of some security component is stored in
HodnotyAtrBP table (Figure 2). The attributes producer and material of the security
component are exception of this principle. They are common to all the components, so
it is more convenient to store them in separate tables (Material and Vyrobca, see
Figure 2).
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This approach allows flexibility in managing the values of the security component
attributes. It is possible to easily add new attributes to the security component. If for
some security component instance the value of some attribute is not relevant, it will not
be stored. This will lead to the saving of space in the database.

Another advantage of this approach is the support of polymorphic concept in
application layer. It is realized by the table BezpecnostnyBod. This table contains
particular security components with their respective attributes.

Material
idMaterial Serial NH  (PK)

pis nar( 2l

BezpecnostnyPrvok
1 idBezpPrvok  Integer NN (PK)
idTyp Integer MM (FK)
" anp—L P
[Material BP | [ — —H{idvyrobca integer NI (FK)
idBezpPrvok Integer NN (PFK) |— casPrekonania Integer
idMaterial  Integer NN {PFK) | |
BezpecnostnyPrvokBod |
| | idBezpPrvok Integer NN (PFK)
yrabca idBezpBodu Integer NN (PFK)
idVyrobca Serial NN (PK) | | TypPrvku
+ | idTyp Serial NN (PK] 1
| 5;; : :: BezpecnostnyBod
| T idBezpBodu Serial NN (PK})
HodnotyAtrBP avyTiomys - nteger
idAtributB P Serial MM (PK) | .
idatributTypu  Integer NN (FK) ; C__ AtributyTypu
idBezpPrvok Integer MW (FK) B idAtributTypu  Serial NN (PK)
hodnotaAtributu Char{20 |_ - dTyp I_nt&ger“ NN (FK}
nazovAtribut 0

Figure 2 Dynamic part of the database model

4  CONCLUSIONS

In this paper the paradigm of dynamic database design was described (sometimes
referred as Entity Attribute Value database model). This paradigm has a lot of
advantages over the traditional approach, as has been demonstrated in the paper. On
the other hand it requires different approach to the maintenance of stored data. It also
influences the application layer design.

We applied this general paradigm to the problem of security components and their
attributes representation. There are many different types of security components and
each of them can be characterized by a very diverse set of attributes.

In traditional approach modeling such a diverse data would require a table with
hundreds of columns with many of them not being used. Adding a new security
component or its attribute would require change of the database model and
consequently an application layer code.
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Applying the dynamic database model we were able to solve these problems. This

approach allows for reduction of maintenance costs on both database and also on
application layer.
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