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Vazeni Citatelia, veduci pracovnici a krizovi manazéri organov

verejnej spravy a zainteresovanych pravnickych 0sob,
kolegovia z akademického prostredia, vedecki pracovnici,
doktorandi a Studenti vysokych $kol, predkladame Vam druhé
Cislo 24. ro¢nika vedeckého Casopisu, Fakulty bezpe€nostného
inzinierstva UNIZA, Krizovy manazment.

Dakujem vsetkym domacim a zahraniénym autorom, Ze
venovali svoj Cas a vypracovali pestré spektrum c&lankov.
Oponentom dakujem za ich kritické posudenie ¢lankov
systémom ,Double-blind peer review“. V tomto Cisle sa autori
venuju viacerym zaujimavym a inSpirativnym problematikam.

Predkladané ¢Cislo Casopisu je inovované prostrednictvom
rozSirenych ¢lankov, resp. rozSirenych posterov, z nasej
tohtoro¢nej konferencie s medzinarodnou ucastou, RieSenie
krizovych situécii v $pecifickom prostredi 2025, v Ziline na
Zilinskej univerzite. Z dévodu nového formatu tejto konferencie,
kde boli prispevky prezentované formou posterovej prezentacie
atak priestor na podrobnejSie vysvetlenie poskytujeme
prostrednictvom nasho ¢asopisu.

Rad by som dal do pozornosti internetové stranky ¢asopisu,
zvySenie podielu ¢lankov v anglickom jazyku a jeho propagaciu
v domacom a zahrani¢nom prostredi. Nas Casopis preSiel je
registrovany v medzinarodnej databaze ERIH plus a jednotlivé
¢lanky su tiez registrované v databaze Google Scholar a maju
priradené DOI, ¢im zvySujeme nie len kvalitu ¢asopisu, ale aj
dosah informéacii, ktoré umozrujeme prezentovat.

Aj v budicnosti radi privitame Vase ¢lanky zo vSetkych oblasti
tedrie apraxe krizového manazmentu, civilnej ochrany,
zachrannych sluzieb, ochrany osd6b a majetku, ochrany kritickej
infradtruktury a daldich oblasti obg&ianskej bezpeé&nosti. Clanky
prijimame vo forme vedeckych prispevkov, odbornych Studii
a skusenosti, ako aj informacii o konferenciach, projektoch
a novych publikaciach, pocCas celého roka. Vzor c¢lanku
sa nachadza na poslednych stranach ¢asopisu, ako aj na web
stranke Casopisu.

Nas Casopis je volne dostupny v elektronickej podobe aj na
stranke fbi.uniza.sk (https://fbi.uniza.sk/stranka/casopis-krizovy-
manazment).

Budem velmi rad za Vase pripadné podnety a pripomienky,
zaslané e-mailom na adresu Jozef Ristvej@fbi.uniza.sk alebo
vyslovené osobne na pdde Zilinskej univerzity v Ziline.

Prajem vam zaujimavé Citanie

Jozef Ristvej
predseda redakcnej rady
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Casopis pre pracovnikov zaoberajlcich sa otazkami
bezpecnosti, rizik, krizovym manazmentom a krizovym
planovanim. Vychadza 2x rocne. Nevyziadané rukopisy
nevraciame. Kopirovanie a verejné rozSirovanie povolené len
so stihlasom vydavatela. Clanky su postidené redaké&nou radou
a nezavislymi oponentmi systémom ,Double-blind peer review".
Casopis je evidovany v medzinarodnej databazach ERIH plus
a Google Scholar.
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VYUZITIE GEOGRAFICKYCH INFORMACNYCH SYSTEMOV
V RAMCI CYKLU KRIZOVEHO RIADENIA

THE USE OF GEOGRAPHIC INFORMATION SYSTEMS
WITHIN THE CRISIS MANAGEMENT CYCLE

JOZEF RISTVEJ, JOZEF KUBAS, BORIS KOLLAR, DANIEL CHOVANEC

ABSTRACT: The spatial nature of crisis events requires the use of specialised tools that allow visualisation of their manifestations
and, at the same time, more advanced analyses for informed decision-making. Geographic information systems enable the
handling of spatial data and therefore represent one of the most appropriate tools for this purpose. Crisis management is a
complex system whose phases form a continuous circle. The aim of this paper is to analyse and describe the use of geographic
information systems within the whole cycle of crisis management. The analysis of domestic and foreign literature has allowed a
clear summarisation and visualisation of their use within the entire crisis management cycle. The results also allow to discuss the
shortcomings in their use in the field of crisis management in the conditions of the Slovak Republic.

KEYWORDS: Crisis Management, Civil Protection, Crisis Management Cycle, Geographic Information Systems.
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Krizové riadenie je subor aktivit a opatreni institucii, ktorych hlavnou ulohou je predchadzanie a rieSenie
krizovych javov s cielom ochrany obyvatelstva a majetku. Tento subor aktivit zahfha najma
monitorovanie rizikovych Cinitefov, prevenciu, planovanie, koordinaciu sil a prostriedkov a kontrolu
¢innosti zameranych na predchadzanie a samotné rieSenie krizovych javov (Bezpe€nostna rada SR,
2017). V snahach o pochopenie krizového riadenia ako celku je moZné vychadzat z jeho modelov, ktoré
Clenia krizové riadenie na fazy. V podmienkach Slovenskej republiky (dalej len SR) sa modelom
krizového riadenia venovali Simak (2015) a Ristvej (2018). Stihrnnej charakteristike modelov krizového
riadenia, popisu ich faz a €innosti, ktoré su ich sucastou, sa v ostathnom obdobi venuje vo svojej praci
Kollar (2024).Posudzovanie rizik ako samostatna faza krizového riadenia alebo sucast fazy prevencie
predstavuje vyznamny prvok pre podporu rozhodovania v krizovom riadeni. Tento proces je vdeobecne
charakterizovany technickou normou ISO 31 000:2018 Manazérstvo rizika. Zaroven je sucastou oblasti
zaujmu viacerych domaécich a zahraniénych autorov (Hudakova a kol., 2021), (Siméak, 2015),
(Pursiainen, 2017).

Hlavny prinos procesu posudzovania rizik v oblasti krizového riadenia s dérazom na mozny vznik
krizovych javov vychadza z jednotlivych faz. Vo vSeobecnosti ide o identifikaciu rizik, ktoré mozu nastat
v konkrétnom prostredi, analyzu ich dopadov a kone¢né hodnotenie rizika podla modelov. Priestorovy
charakter rizik a prvkov Uzemia (Kromer, 2010) si vyzaduje vyuzitie nastrojov, ktoré umoznia ich
vizualizaciu a analyzu pomocou informacnych technolégii. Nevyhnutnou su€astou posudzovania rizik
Uzemia je tieZ udajova dostupnost, priCom cely proces si vyZaduje zber, transformaciu a vyuzitie
Sirokého spektra udajov z réznych zdrojov a od réznych poskytovatelov a prevadzkovatelov.
Geografické informaéné systémy (dalej len GIS) su uceleny systém pozostavajuci z hardvéru, softvéru
a Udajov priestorového a nepriestorového charakteru (Duradiova, 2014). Prave GIS st najvhodnej$im
nastrojom pre proces posudzovania rizik. Okrem vizualizacie zdrojov rizika, prvkov Uzemia a rozsahu
ich pdsobenia umozniuju vytvaranie dalSich udajov, ktoré su potrebné v modeloch hodnotenia rizik.
Prikladom vyuzitia GIS su vypocty poc&tu ohrozenych objektov, infrastruktury a obyvatelov, ktoré
vstupuju do modelu hodnotenia vybranych rizik na vnutrostatnej urovni (JanoSikova a kol., 2013).
Vyuzitiu GIS v ramci posudzovania rizik, ale i v dalSich fazach cyklu krizového riadenia, sa venuje vo
svojej praci viacero autorov. Na zdklade identifikovanych mozZnosti ich aplikacie poskytuje tento
prispevok v dalSom texte suhrnny prehfad ich vyuzitia v podmienkach krizového riadenia, s moznostami
vyuzitia nie len na Slovensku, ale aj s aplikaciou v zahranici, najma v ¢lenskych statoch Eurdpskej tnie.
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1. VYUZITIE GIS VO FAZACH CYKLU KRiZOVEHO RIADENIA

Prepojenie problematik cyklu krizového riadenia, posudzovania rizik Uzemia a geografickych
informaénych systém umozniuje identifikovat oblasti ich vzajomnej aplikacie v systéme krizového
riadenia. Prehladna sumarizacia zaroveh umozni komparaciu s aktualnym stavom ich vyuzitia
v podmienkach krizového riadenia Slovenskej republiky. GIS je mozné vyuzit v procese posudzovania
rizik, ako aj v ostatnych fazach krizového riadenia. Vzajomné prepojenie vysledkov ich aplikacie v
jednotlivych fazach zobrazuje nasledujuci obrazok 1.
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rekonstrukcie ¢ zber informacii

¢ informovanie obyvatelstva
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Obrazok 1 MozZnosti vyuzitia GIS v ramci cyklu krizového riadenia (vlastné spracovanie)

J

Posudzovanie rizik a prevencia

Hlavné vyuZitie GIS v tejto faze cyklu krizového riadenia vychadza najma z pripravy a tvorby podpornych
materialov pre rozhodovanie a dalSie fazy tohto cyklu. Po nacitani potrebnych udajov mézeme prekryt
vektorové vrstvy a vypocitat potrebné Statistiky. Vyuzitim rastrovych udajov mézeme pomocou analyz
identifikovat rizikové oblasti alebo vypoditat’ Udaje potrebné pre dalSie vypodty.

S vyuzitim moznosti priestorovych analyz je dalej mozné komplexné analyzovanie rizik. Prikladom
mdze byt prekrytie obalovej zony okolo ciest, vypocitanej pre potencialny unik nebezpecnej latky,
s prvkami Uzemia, ako su objekty, vodné zdroje a pod. Vystupom budu poclty ohrozenych prvkov
Uzemia, ich identifikacia alebo polty ohrozenych obyvatelov s vyuzitim dalSich udajov.

VyuZitim vystupov z analyzy udajov a komplexnych analyz rizik je mozné pomocou GIS vytvérat

prehladné mapy rizik sledovaného uzemia pre podporu rozhodovania o0sOb s rozhodovacou
pravomocou. GIS umoznuju tiez vizualizovat zranitelné oblasti a prvky Uzemia (Singh, 2024).

-7-



Planovanie a pripravenost’

Vystupy vyuzitia GIS vo faze posudzovania rizik a prevencie dalej sluzia pre fazu planovania a pripravy.
Tato faza zahffia najma krizové planovanie. Ide napriklad o planovanie evakuaénych tras pomocou
sietovych analyz, ktoré su su&astou jednotlivych GIS (Kubas a kol., 2025). Dal$im prikladom méze byt
vyuzitie GIS pre planovanie vhodného rozmiestnenia ukrytov, ako tiez navrh evakuacénych tras k tymto
Ukrytom (Rodriguez-Espindola a kol., 2016), (Chelariu a kol., 2022). S prepojenim vSetkych doposial
ziskanych a spracovanych udajov pomocou GIS je mozné v tejto faze modelovat rézne scenare vyvoja
krizovych javov (Tomaszewski, 2015).

Reakcia

Z ¢asového hladiska delenia cyklu krizového riadenia, nachadza GIS vyuzitie tiez vo faze reakcie.
Odbornici na GIS mézu krizovym manazérom posyktnut cenné informacie integraciou udajov v realnom
Case. S vyuzitim tychto udajov je mozné mapovat redlnu situaciu a nasledky krizového javu, €o umozni
efektivnejSie rozlozenie sil a prostriedkov (Singh, 2024).

GIS ma vo faze reakcie uplatnenie tiez v oblasti informovania obyvatelstva. Vizualizaciou pdésobenia
krizovych javov a tvorbou prehfadovych méap je mozné zdielat pozadované informécie prostrednictvom
hromadnych médii (Roche a kol., 2011).

Obnova a rekonstrukcia

Geografické informaéné systémy zohravaju vyznamnu uUlohu aj v etape obnovy po krizovych javoch,
kde sluzia ako podpora pre rozhodovanie a koordinaciu rekonstrukénych €innosti. Pomahaju najma pri
vizualnom zobrazeni poskodenych oblasti a infrastruktury, ako aj pri porovnavani situacie pred
udalostou a po nej, €o ulah&uje hodnotenie dopadov a planovanie dalSich krokov (JanoSikova a kol.,
2018). GIS sa v tejto faze vyuziva aj na identifikaciu poSkodenych tras a navrh alternativnych ciest pre
zasobovanie a zachranné operacie, €o je klucové pri odstranovani nasledkov katastrof (Tomaszewski,
2015). Celkovo predstavuje GIS nastroj, ktory umoZziuje efektivne riadit obnovu Uzemia na zéklade
aktualnych a priestorovo presnych udajov.

2. MOZNOSTI VYUZITIA GIS V PODMIENKACH KRIiZOVEHO MANAZMENTU NA
SLOVENSKU

Praktickym prikladom vyuzZitia GIS v jednotlivych fazach cyklu krizového riadenia su napriklad mapy
rie€neho povodhového ohrozenia v globalnom meradle. Tieto udaje su vo formate GEOTIFF a su
spracované pre povodne rézneho rozsahu. Ide o hydrodynamické a hydrologické modely, ktoré
vychadzaju z klimatologickych udajov systémov v€asného varovania EFAS a GIoFAS sluzby krizového
riadenia Copernicus (Baugh, 2024). Dal$im prikladom vyuzitia GIS je planovanie vhodnych
evakuacnych miest pre pripad povodni v Rumunsku. Pomocou GIS boli vypocitané vhodné zoény, ktoré
sa nenachadzaju v ohrozenej oblasti. Zaroven boli vypocitané najkratSie evakuaéné trasy aj s Casom
trvania evakuacie (Chelariu a kol., 2022). Prikladom vyuZitia GIS vo faze reakcie je ONOVA GIS HUB.
Ide o platformu poskytujicu informacie o poskodenych zariadeniach na Ukrajine vplyvom vojny a ich
technickom stave. Platforma umozniuje sledovat stav poSkodenych nemocni¢nych, administrativhych
alebo Sportovych zariadeni prostrednictvom mapy a dashboardov. Tieto informacie sliZia najma na
sledovanie rozsahu $kod a nasledné planovanie obnovy (ONOVA, 2025).

Uvedené praktické priklady vyuZitia GIS, ako tieZ mozZnosti vyuZivania GIS v jednotlivych fazach cyklu
krizového riadenia popisané v domacej a zahrani¢nej literature, poukazuju na ich Siroku aplikovatelnost.
Moznosti vyuzitia GIS v krizovom riadeni priamo poukazuju na ich prinos pre podporu rozhodovania.
V podmienkach Slovenskej republiky bol v oblasti krizového riadenia a civilnej ochrany k dispozicii
informaény systém CIPREGIS, ktory umoznoval vizualiziciu vybranych prvkov a ohrozeni na mape.
Tento systém vSak v su€asnosti uz nie je k dispozicii. V ramci krizového riadenia je pracovnikom
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v oblasti integrovaného zachranného systému k dispozicii informacny systém s podporou GIS. Ide
napriklad o systém CoordCom, ale aj dalSie obdobné systémy. Tento systém umozfiuje spravu udajov
a vizualizaciu lokacie sil a prostriedkov. V oblasti varovania obyvatelstva ma SR k dispozicii systém
SEHIS, ktory umozriuje dialkové ovladanie sirén a vizualizaciu ich lokacie a dosahu. Priamo pre krizové
riadenie a civilni ochranu nema SR k dispozicii ziadne informacné systémy s podporou GIS (Bibelova,
2024). V oblasti hospodarskej mobilizacie je k dispozicii aplikacny softvér EPSIS, ktory ma k dispozicii
GIS rozhranie pre vizualizaciu vybranych prvkov (Schultz, 2025). Podrobny popis jednotného
informacného systému hospodarskej mobilizacie a aplikacného softvéru EPSIS popisuje Ristvej a kol.
(2017).

Pracovnici odboru krizového riadenia na okresnych uradoch v sidle kraja sa v ramci prieskumu ohfadom
spracovania dokumentu Analyza Uzemia a procesu posudzovania rizik vyjadrili, Ze aktualne absentuje
dostatoéné technické a softvérové vybavenie pre jednotlivé Glohy a pozadované vystupy. Dal$im
z identifikovanych problémov je udajova dostupnost a rozptylenost zdrojov dostupnych udajov.
Absencia GIS v krizovom riadeni neumozriuje vyuzitie aktualne dostupnych Udajov a vykonavanie
pozadovanych analyz, pricom prave GIS su nevyhnutné pre spracovanie pozadovanych vystupov
v oblasti dokumentu Analyza Uzemia a posudzovania rizik Uzemia.

Podla Sofranka (2014) je praca s udajmi a ich geografické znazorfiovanie neoddelitelnou sugastou
krizového riadenia a krizového planovania. Kedze v podmienkach SR neexistuje komplexny informacny
systém s podporou GIS pre krizové riadenie, je mozné vyuzit volne dostupné alebo komeréné produkty.
V pripade komerénych GIS nastrojov je mozné vyuzit ArcGIS od spolocnosti Esri, Inc. alebo napriklad
AutoCAD Map a dalSie, ktoré spifiaju takmer vsetky poziadavky komplexnych rieSeni pre krizové
riadenie. K dispozicii su vSak aj nekomeréné nastroje, ktorych prikladom je geograficky informacény
systém QGIS. Pomocou QGIS a jednotlivych nastrojov, ktoré poskytuje, je mozné napriklad filtrovat
Udaje zo suborov, vykreslovat vybrané udaje, pracovat, analyzovat a vytvarat nové rastrové
a vektorové vrstvy a pod. (Sofranko, 2015).

Problémom vyuzivania &i uz komerénych alebo volne dostupnych nastrojov mdze byt podiato¢na
technicka narocnost pre pracovnikov odboru krizového riadenia. Vyuzivanie tychto nastrojov by si
vyZadovalo spracovanie metodiky, 8kolenia a implementaciu tychto nastrojov do pracovnych procesov.
Dalsim problémom moZe byt prave identifikovana rozptylenost zdrojov potrebnych udajov, ich
agregacia a v neposlednom rade ich dostupnost. Preto by sa ako vhodnejSie rieSenie javilo vytvorenie
komplexného informaéného systému s podporou GIS, ktory budu spravovat Specializovani pracovnici
so vzdelanim v oblasti informacnych technoldgii a odbornou znalost'ou v oblati krizového manazmentu.
Tento informacny systém by zaroven musel disponovat privetivym uzivatelskym rozhranim, priCom
samotni pracovnici odboru krizového riadenia by podavali podnety na toto rozhranie v suvislosti s ich
pracovnymi postupmi a procesmi.

ZAVER

Komplexnost sytému krizového riadenia si v suCasnosti vyzaduje implementaciu modernych
informacnych technoldgii. GIS je jednoznaéne mozné povazovat za pokrocilt technnolégiu s presahom
do krizového riadenia. Vyuzivanie GIS v ramci cyklu krizového riadenia ma Siroké uplatnenie na
Slovensku, ale najma v zahrani€énych podmienkach. Z odbornej literatury, ale i realnych prikladov
vyuzitia, je zrejmé, Ze ide o komplexny nastroj s uplatnenim najma v podpore rozhodovania krizovych
manazérov. Siroké uplatnenie GIS v krizovom riadeni v zahrani¢i véak doposial nebolo prenesené do
podmienok krizového riadenia SR. Z prieskumu medzi pracovnikmi na odboroch krizového riadenia
okresnych uradov v sidle kraja vyplyva, Zze okrem nedostupnosti GIS nastrojov v podmienkach
ministerstva je problémom najma rozptylenost zdrojov Udajov a ich samotna dostupnost. Jednym z
rieSeni je vyuzitie komerénych alebo volne dostupnych GIS, €o si vSak vyzaduje praktické skusenosti
pouzivatelov. Dostupnost Udajov sa aj podla odbornikov z ramca Sendai najlepSie zabezpecuje
pravnou upravou. Rozptylenost' Udajov je mozné vyriesit nastavenim systému datového manazmentu
a vytvorenim jednej spolo€nej databazy alebo datového skladu.
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ASSESSING WATER CONSUMPTION AND WASTEWATER QUALITY IN
UNDERGRADUATE CHEMISTRY AND PHARMACY LABORATORIES:
IMPLICATIONS FOR SUSTAINABLE WATER RESOURCE MANAGEMENT
AND OCCUPATIONAL HEALTH AND SAFETY

SIPHUMZE BANI, ROMAN TANDLICH

ABSTRACT: Academic institutions play a crucial role in fostering skills development, advancing environmental sustainability, and
addressing global socio-economic challenges, including those outlined in the Sustainable Development Goals (SDGs). A key
factor ensuring the effective functioning of universities is the consistent availability and reliable access to clean water. This is
especially critical in the face of increasing climate variability. In particular, droughts, which are caused by climate change, pose a
significant threat to institutional resilience, operations, and academic continuity. This study focused on quantifying water usage
and wastewater generation during Chemistry and Pharmacy undergraduate practical sessions conducted over four weeks. Among
the sessions analysed, the highest average consumption of distilled water occurred in Pharmaceutics 4, amounting to 96.50 +
1.60 L. While Pharmaceutical Chemistry 3 generated the highest average volume of wastewater at 128.70 + 3.05 L. The most
heavily polluted wastewater was recorded in Pharmaceutics 3. The observed average values for key contamination indicators
were Total Bacteria of 3.75x10% £+ 1.07x10* CFU/100 mL, Chemical Oxygen Demand of 6050.00 + 450.92 mg/L, Electrical
Conductivity of 0.77 £ 0.43 mS/cm, pH of 8.20 + 0.29, Surface Tension of 39.75 + 2.99 mN/m, Total Suspended Solids of 273.00
+47.81 mg/L, and Turbidity of 263.50 + 54.71 NTU. The continuation of this research is essential. It will enhance the understanding
of water-related risks in academic institutions and contribute significantly to disaster risk management, resource planning, and
promoting environmentally sustainable practices in higher education.

KEYWORDS: Academic institutions. Climate change. Drought. Water usage and wastewater quality. Water resource
management.

INTRODUCTION

Universities are important in developing a skilled workforce and significantly affect the sustainability of
the environment, for instance, impact on achieving the SDGs (Mukwevho & Togo, 2020; Bovea & Valls-
Val, 2021; Galvao et al., 2024; Nyambiya et al., 2024). Water is one of the most consumed resources
on university campuses because it is essential for health, well-being and daily business functioning
(Broering et al., 2024; Galvao et al., 2024). Specifically, in Chemistry and Pharmacy undergraduate
laboratories with more students, high volumes of water are used for experiments, cleaning, and
equipment maintenance. The wastewater from these laboratories is contaminated with chemical and
pharmaceutical pollutants, which are posing public health and environmental health risks. Water
management is challenged by climate change impacts (i.e. drought and floods), exponential population
growth, and improper waste management. The challenges, such as higher water demand and
inconsistent supply, show the need for efficient water usage and wastewater treatment and reuse
practices in all sectors, including higher education institutions (Arriga-Medina & Piedra-Miranda, 2021;
Gherhes & Cernicova-Buca, 2025). At the same time, universities have conducted surveys on drinking
water and implemented various sustainable water resource management initiatives (Espinosa-Garcia et
al., 2015; Siruma et al., 2015; Mahler, 2018; Azaki & Rivett, 2020; Mahmood et al., 2024; Tshivhase &
Bisschoff, 2024; Alnasrawy and Ali, 2025; Al-Sumati et al., 2025; Hashim et al., 2025; Kalumba et al.,
2025). Limited research focuses on water consumption patterns and wastewater quality in specific
academic settings, such as Chemistry and Pharmacy undergraduate laboratories.

1. WATER SCARCITY IS A DISASTROUS CHALLENGE IN ACADEMIC INSTITUTIONS

Water scarcity and quality concern environmental and public health and are pressing disaster risks,
particularly in academic institutions, as they rely primarily on water for educational, operational, and
safety functions. The management in academic institutions and laboratories tends to underestimate
institutional disaster preparedness planning, such as sustainable water resources and wastewater
management. Many universities' science laboratories are designed without water-saving and recycling
systems. Designing and operating efficient water-saving, treatment, recycling systems, and efficient
distributing infrastructure is important to ensure sustainable water management and use (Assi et al.,
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2021; Val et al., 2021; Ferreante et al., 2024). Apart from the impactful natural disasters such as
earthquakes, tsunamis, tropical cyclones (floods), and tornadoes (Abedin & Shaw, 2015; Georges et al.,
2017), prolonged drought can also severely affect functioning in academic institutions (Dzvimbo et al.,
2022; Luttik & Maters, 2023).

Unsustainable water supply can result in academic disruption, compromised safety, and improper
sanitation and hygiene (Afiatun et al.,, 2019). For instance, Barreiros et al. (2023) reported that the
amount of water needed per person on campus ranges from 1.8 to 23.5 litres per day. Although safety
observations, equipment and procedures are provided in laboratory settings, fire and explosion
accidents have been reported to be frequent and cause an alarming number of deaths (Schroder et al.,
2016; Sonawane et al., 2022; Wu et al., 2023; Yang et al., 2023; Zhao et al., 2024; Liu et al., 2025). In
addition to the risk assessments and suggestions on safety protocols and management in university
laboratories (Payne et al., 2020; Li et al., 2021; Wang et al., 2021; Ezenwa et al., 2022; Kuzmina et al.,
2022; Li et al., 2022; Tziakou et al., 2023; Zhao et al., 2023; Zhong et al., 2023; Lin et al., 2024;
Abedsoltan & Shiflett, 2024), consistent water supply is also essential because emergency fire
extinguishing requires high volumes of water (Van Zyl & Haarhoff, 1997; Kondashov et al., 2023;
llemobade, 2023). During periods of drought and extended municipal water cut-offs, laboratory activities
are restricted or completely stopped, resulting in ineffective delivery and assimilation of the information
and research outcomes. Additionally, institutions struggle to maintain adequate functional, sanitation
and hygiene standards, resulting in practices that compromise human and environmental health and
academic integrity. For instance, inadequate sanitation and hygiene can lead to evolving and spread of
diseases (Alwan et al., 2023). At the same time, insufficient water availability in laboratories can result
in improper dilution and disposal of hazardous reagents, leading to highly concentrated pollutants in
wastewater networks (Gadipelly et al., 2014; Munzhelele et al., 2024). This increases environmental
health risks and regulatory non-compliance (Foster, 2005; Gomes et al., 2023).

Therefore, concerning water scarcity as a disaster risk in academic institutions gives insights and plans
such as sustainable water resource and wastewater management, resilience building and
preparedness. Practical approaches for executing these insights and plans include quantifying water
consumption and wastewater quality in undergraduate laboratories and designing water-saving and
wastewater treatment systems. These approaches are essential for preparedness and resilience during
long drought conditions caused by unpredicted climate change (Dzvimbo et al., 2022). Continuous
analysis of laboratory wastewater quality is also important for tracking environmental impacts.

WATER CONSUMPTION AND WASTEWATER QUALITY IN UNDERGRADUATE
LABORATORIES

The design and setting of the Chemistry and Pharmacy undergraduate laboratories are mainly for
hands-on activities requiring significant amounts of water for preparing reagents, conducting
experiments and cleaning the glassware before and after use. The water for laboratory operation is
sourced from the Municipality reservoir. The water used to prepare the reagents is distilled/deionised,
treated and obtained from ultrafiltration systems such as the Millipore Milli-Q Direct 16 Water Purification
System. The washing of the hands and glassware and preparation of the water baths are done using
tap water. The amount of water that is used in these activities is not metered or monitored. Hence, there
is a shortage of data on water usage in these laboratories. The lack of water quantification systems in
undergraduate laboratories results in inefficiency in water usage. The quantification of water
consumption is an essential step towards designing and implementing water-saving systems within the
undergraduate laboratory setting. Additionally, continuous assessment of water usage in undergraduate
laboratories is aligned with the sustainable water resource management strategy in academic
institutions.

The quality of wastewater from the Chemistry and Pharmacy laboratories comprises hazardous
constituents such as heavy metals, inorganic/organic solvents, and pharmaceutical compounds.
Laboratory wastewater poses high health risks to the public and environment because it can
contaminate tap water distribution networks via pipe leakage and affect aquatic ecosystems through
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disposal to surface water such as rivers (Madikizela & Ncube, 2022; Udebuani et al., 2023; Paiga &
Delerue-Matos, 2024; Newman et al., 2024). Alarming concentrations of chemical and pharmaceutical
contaminants have been reported to be present in surface waters, wastewater and effluent networks
and subsequently in municipal taps (Madikizela et al., 2022; Ogunlaja et al., 2022; Oluwalana et al.,
2022; Archer et al., 2023; Manyepa et al., 2024; Nsibande et al., 2024; Netshithothole et al., 2024;
Netshithothole and Madikizela, 2024; Sihlahla & Mngadi, 2024; Munzhelele et al., 2024; Olaoluwa et al.,
2024; Mazhundu & Mashifana, 2024). Disposal of wastewater with high concentrations of chemical and
pharmaceutical residues is also a risk of regulatory violation. Hence, performing quality wastewater
analysis throughout undergraduate practical sessions is important. The knowledge of the composition
of wastewater from different experiments/practical sessions is important for designing and implementing
treatments, such as adsorption-filtering systems within the undergraduate laboratory drainage network
(Ajiboye et al., 2024; Sihlahla & Mngadi, 2024). This would be a sustainable approach to decrease the
chemical and pharmaceutical contamination load that is deposited to the general wastewater network,
thereby reducing public and environmental health risks (Letsoalo et al., 2023; Manyepa et al., 2024;
Inarmal & Moodley, 2025).

SUSTAINABLE WATER RESOURCE MANAGEMENT IN ACADEMIC INSTITUTIONS

Sustainable water resource management in academic institutions refers to the implementation of
strategies that encourage water conservation, efficient usage, and effective wastewater treatment and
reuse. These strategies are implemented and practised through the aid of research centres because
they are essential for alleviating climate change impacts such as prolonged drought, which turns out to
be disastrous. Over the years, efforts on sustainable water resource management have been put by
different universities across South Africa and globally (Gleick, 2010; llemobade et al., 2011; Powell &
Larsen, 2012; Marinho et al., 2014; Crow-Miller et al., 2016; Afiatum & Gustria, 2019); Barreiros et al.,
2023; Chowdhury et al., 2024). These efforts include implementing rainwater harvesting systems,
underground water abstraction and treating greywater from student residences and academic buildings
(lemobade et al., 2011; Malapane et al., 2012; Chivenge et al., 2024). The higher education institutes
have also created a network and engagement with communities to emphasise awareness of efficient
water usage and continuous quality assessment (Malapane et al., 2012; Saito et al., 2012; Siruma et
al., 2015). The key pillars to support the universities include policies and strategies such as the National
Water Act of 1998, National Water Resource Strategy (NWRS), Integrated Water Resource
Management (IWRM), Resource Directed Measures (RDMS) and Source Directed Controls (SDCs),
Water Conservation and Water Demand Management (WC/WDM) Strategy, and Drought Management
Plan (DMP).

The quantification of water usage and wastewater quality analysis from undergraduate science
laboratories is rarely performed. It is a crucial approach to encouraging sustainable water resource
management and managing drought disasters. Quantifying water usage in undergraduate laboratory
sessions is a preparedness strategy because sufficient volumes of water can be predicted and supplied
for catering practical sessions or experiments during drought seasons, particularly when municipal water
supply is stopped. This would then mitigate the impact of drought disasters on academic progress.
Quality analysis of wastewater generated during the experiment sessions is also a proactive approach
that informs the design and formulation of wastewater treatment systems that can be built or retrofitted
within the laboratory drainage systems. This would reduce concentrations of chemical and
pharmaceutical residues that potentially contaminate municipal tap water and surface waters.
Additionally, treated laboratory wastewater can be recovered and preserved for reuse in toilet flushing
and emergency firefighting. This approach aligns with the above policies and strategies and the SENDAI
Framework for Disaster Reduction 2015-2030 (2018).

Therefore, this study aims to assess the water consumption patterns and wastewater quality in
undergraduate Chemistry and Pharmacy laboratories at Rhodes University. The objectives include the
quantification of the water that is used and the analysis of the microbiological and physicochemical
quality of wastewater generated during specific practical sessions. The findings of this study will provide
valuable insights into the water usage and wastewater quality in university laboratories, informing the
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ongoing development of policies and practices that promote sustainable water resource management
and preparedness for drought disasters in higher education institutions.

2. METHODOLOGY

This project was conducted during the second term of the 2025 academic year. Data and observations
were collected over four-weeks from the practical sessions in Chemistry Extended/Foundation studies,
Pharmaceutical Chemistry 3, and Pharmaceutics 3 and 4. Lecturers, laboratory demonstrators, and
technicians responsible for each session were asked to report the number of attending students and
provide information about the experiment titles/topics and protocols. The data collection focused on the
number of students attending each practical session, the titles and protocols of the experiments, the
types and quantities of glassware and reagents used, the volume of distilled water used to prepare
experimental solutions, and the volume of water used for rinsing and washing glassware before and
after the experiments. To collect wastewater samples, six pairs of students were instructed to place
stoppers in their sinks to prevent drainage during rinsing and washing. The resulting wastewater was
aseptically collected for microbiological and physicochemical analysis.

QUANTIFICATION OF WATER CONSUMPTION

In the practical sessions, distilled/Milli-Q water was supplied by an ultrafiltration system (Millipore Milli-
Q Elix, Merck) and provided in 25-liter barrels. Students accessed the water via taps on the barrels to
prepare their solutions (Figure 1). The amount of distilled/Milli-Q water used was calculated using
Equation 1.

| oelomiseD
WATER J

J al s T

Figure 1 Supply and access of distilled/deionised water for preparing solutions

Wu (L) =Vi-Vf (1)
where: Wu (L)— water used in litres,

Vi — Initial volume before the practical session

Vf - Final volume after the practical session

The amount of water used for rinsing and washing glassware before and after experiments was
quantified using laboratory sink dynamics and calculated based on Equation 2.
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V)= 1000 @)
where: V (L)- Volume in litres,

L —Lenght incm

W — Widht in cm

D- Depth in cm

The dynamics varied between sinks due to differences in laboratory design. In these calculations
(Equation 2), Depth was treated as the dependent variable, as it represented the actual water level in
the closed sink during measurements (Figure 2). The total water usage was calculated by summing the
volume of water used to prepare solutions and the volume used for rinsing and washing glassware. The
water consumption/usage per student during practical sessions was then determined using Equation 3.

Figure 2 Measurement of generated wastewater after rinsing and washing of the glassware

Wups (L) = % 3)
where: Wups (L)— Water used per student in litres,

Wt Total water used in litres
Ns — Number of students in a practical session

QUANTIFICATION OF WATER CONSUMPTION

Wastewater generated from rinsing and washing glassware was collected in the sinks and aseptically
sampled using sterile 500 mL Schott bottles, which had been autoclaved using an Equitron autoclave.
The samples were immediately transported to the laboratory for microbiological (Total Bacteria and
Faecal Coliforms) and physicochemical analyses, which included Chemical Oxygen Demand (COD),
Electrical Conductivity (EC), pH, Surface Tension (ST), Total Suspended Solids (TSS), and Turbidity.
Total bacterial analysis was conducted by spread plating 100 pL of the wastewater sample onto Nutrient
Agar plates (NEOGEN culture media). The number of colony-forming units per 100 mL (CFU/100 mL)
for both Total Bacteria and Faecal Coliforms was calculated using Equation 4.
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where: CFU - Colony Forming Units per 100 ml,
Nc— Number of colonies
Df- Dillution factor
Vp — Volume platted in ml

The analysis of Faecal Coliforms, COD, EC, pH, TSS, and Turbidity was performed according to the
methods described by Bani et al. (2024a, b). Surface tension (ST) was measured at room temperature
using a KRUSS tensiometer, with distilled water and 0.05 M sodium lauryl sulphate used as standards.

DATA ANALYSIS AND PRESENTATION

The average * standard deviation (n=4) amount of distilled/Milli-Q water used, generated wastewater,
and water used per student over the four weeks in all the practical sessions are presented in a bar graph
(Figure 3). The significance of the difference across all the practical sessions on the amount of
distilled/Milli-Q water used, generated wastewater, and water used per student is calculated using one-
way ANOVA statistics. Figure 3 and ANOVA (p-value) statistical analysis are used to evaluate the level
and significance of the difference in the consumption of water across the observed practical sessions.

The average + standard deviation (STDEV) (n=4) of the wastewater quality in all the practical sessions
over four weeks is presented in Table 1. The microbiological quality parameters (Total bacteria and
Faecal Coliforms are presented as Geometric mean + STDEV). The significance of the difference (one-
way ANOVA statistics) of the wastewater quality parameters across all the practical sessions is also
presented in Table 1. The calculations of the average, geometric mean, STDEV, and one-way ANOVA
statistics were performed using Excel (Microsoft Office Professional Plus 2019).

3. RESULTS AND DISCUSSION

The analysis of the results obtained from each practical session reports contributing factors to the
observed differences. Variations in the consumption of distilled or Milli-Q water is associated with the
number of students attended and the specific experimental protocols conducted during each practical
session. Also, the variation in the volume and quality of wastewater generated is influenced by the
capacity of the laboratory sinks, the number, type and degree of contamination of the used glassware.
The level of contamination of the glassware and subsequently wastewater is linked to the used reagents
and complexity of the experiments conducted, which vary across practical sessions.

WATER CONSUMTPTION IN THE PRACTICAL SESSIONS

Over four weeks, the average levels of distilled water consumption, wastewater generation, and water
usage per student during Chemistry and Pharmacy practical sessions are presented in Figure 3. A
statistically significant difference in distilled water usage was observed between the practical sessions
(p-value = 5.03 x 107'%), with Chemistry sessions consuming lower volumes. The Chemistry practical
sessions focused on introductory scientific concepts and methods. The experiments included identifying
inorganic substances, determining vinegar concentration using volumetric analysis, and applying Le
Chatelier’s Principle to study the solubility of acids and bases in water and Soap formulation. Across the
Chemistry experiments, distilled water consumption by 30 pairs of students ranged from 5.00 + 1.00 to
10.00 £ 2.00 L, with an average of 6.50 + 2.00 L. The laboratory sink capacity, calculated based on
measured dimensions (length = 31 cm, width = 25 cm, depth = 14.5 cm), was 11.24 L. The wastewater
generated by the same group over four weeks ranged from 69.00 + 0.50 to 93.00 + 3.10 L, with an
average of 76.00 + 2.22 L. The water usage per student over the four weeks ranged from 1.22 + 1.71
to 1.74 £ 3.80 L, with an average of 1.40 + 2.28 L.

In the Pharmaceutical Chemistry 3 practical sessions, the experiments that were performed over four
weeks included the Isolation of red pigment from paprika, the Synthesis of local anaesthetic benzocaine,
the Synthesis of Sulphanilamide, and the Synthesis of 4-cholestene-3-one from cholesterol. Across
these experiments, the distilled water consumption by 42 students ranged from 42.00 + 2.00 to 46.00 +
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1.45 L, with an average of 43.25 + 1.56 L. According to the measured dimensions (length = 42.5 cm,
width = 32 cm, depth — 22.5 cm), the laboratory sink capacity was found to be 30.6 L, and the wastewater
generated by 42 students over four weeks ranged from 114.24 £ 1.56 to 199.50 £ 2.21 L, with an average
of 160.55 + 2.34 L. The water usage per student over the four weeks ranged from 3.76 + 4.12t0 5.75 =
3.52 L, with an average of 8.85 + 4.72 L. Distilled water consumption was due to refluxing which was
essential step experiments, while elevated wastewater generation was caused by multiple rinsing and
washing of the glassware (round bottom flasks, Erlenmeyer flasks, reflux condensers, beakers, and
watch glasses) before and after the experiments.

The Pharmaceutics 3 practical sessions were based on an assessment of suppositories, which included
examination of their external appearance, weight, internal appearance, and disintegration test using 0.3
L of 37 °C distilled water per suppository. The following experiments involved the formulation of
suppositories using different dye/base combinations, which included Amaranth, Sudan Il Red,
Macrogol, and Theobroma oil. Each formulated suppository was placed in beakers containing 0.3 L of
37 °C distilled water to observe the rate and behaviour of dye release. Across these experiments, the
distilled water consumption by 57 students (29 pairs) ranged from 17.40 £+ 3.21 to 26.10 £ 0.56 L, with
an average of 21.75 1+ 1.82 L. The laboratory sink capacity (length =34.5 cm, width = 24.5 cm, depth =
15 cm) was found to be 12.68 L, and the wastewater generated by 29 pairs of students over four weeks
ranged from 61.28 + 5.67 to0 196.10 + 1.23 L, with an average of 128.70 + 3.05 L. The water usage per
student over the four weeks ranged from 3.76 £ 4.12 t0 5.75 + 3.52 L, with an average of 2.64 + 2.60 L.
Low values of distilled water were consumed in the Pharmaceutics 3 compared to the Pharmaceutical
Chemistry 3 practical sessions. The washing of glassware stained with Sudan Ill Red and Theobroma
oil resulted in a high generation of wastewater from these experiments.

The experiments performed in Pharmaceutics 4 practical sessions included quantifying the active
pharmaceutical ingredient (API), which was done by producing a calibration curve of paracetamol in
water using a UV-VIS spectrophotometer. The second experiment focused on chemical kinetics, which
was mainly on the evaluation of the pH stability of a drug by dissolving in water (about 0.1 L) to produce
a calibration curve. The third experiment was based on releasing an APl from two suppository
formulations, which consume 1.00 L of 37 °C distilled water as a dissolution medium. The fourth
experiment focused on releasing an API from 3 tablet formulations, which consumes 3.00 L of 37 °C of
distilled water as a dissolution medium. Across these experiments, the consumption of distilled water by
31 students (16 pairs) over four weeks ranged from 93.00 + 1.03 to 99.00 + 2.10 L, with an average of
96.50 + 1.60 L. The laboratory sink capacity (length = 30 cm, width = 25.5 cm, depth= 17.5 cm) was
found to be 13.39 L, and the wastewater generated by 16 pairs of students ranging from 85.20 + 3.20
to 109.54 + 2.10 L, with an average of 89.93 + 2.05 L. the water demand or water usage per student in
these experiments ranged from 5.56 + 3.21 to 6.53 + 1.54 L, with an average of 6.01 £ 2.14 L. Amongst
the observed practical sessions, Pharmaceutics 4 consumed high volumes of distilled water and this is
due to the dissolution experiments. The rinsing and washing of dissolution beakers before and after the
experiments resulted in high volumes of wastewater from the Pharmaceutics 4 practical sessions. The
laboratory sink capacity, which was found to be high in Pharmaceutical Chemistry 3, impacts wastewater
generation; students tend to rinse the glassware several times.

Although the quantification of water usage and wastewater generation in university laboratories is rarely
conducted or reported, it is evident that water consumption mainly depends on the nature of the
experiments. The observed demand for distilled water and the volume of wastewater shows the need
for reliable and sustainable water access in academic laboratories. Therefore, ongoing data collection
and observation of water usage during practical sessions are essential to effective and sustainable water
resource management. Additionally, the volumes of generated wastewater show the potential for
treatment and reuse for non-portable purposes to alleviate the impacts of drought disasters in higher
education institutes.
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Figure 3 Levels of distilled water consumption, wastewater generation and water used per student in
Chemistry and Pharmacy practical sessions

QUALITY OF WASTEWATER GENERATED FROM THE PRACTICAL SESSIONS

As shown in Table 1, the wastewater samples from the Chemistry, Pharmaceutical Chemistry 3, and
Pharmaceutics 4 practical sessions contained Total Bacteria and Faecal Coliforms in the range below
0 CFU/M0 ml (designated as TFTC in further text of the article) and, therefore, insignificant in
representing microbial concentration. In contrast, the Total Bacteria count in the Pharmaceutics 3
wastewater was significantly higher, measured at 3.75 x 10* + 1.07 x 10* CFU/100 ml. The low bacterial
counts in Chemistry, Pharmaceutical Chemistry 3, and Pharmaceutics 4 practical sessions are likely
due to the presence of residual reagents and the use of detergents during glassware washing, which
disinfected the microorganisms in the wastewater. However, in the case of Pharmaceutics 3, the use of
warm water for washing, combined with the presence of recalcitrant reagent residues such as
Theobroma oil and Sudan Red Il dye, have promoted microbial proliferation rather than inhibition.

Among the physicochemical contaminants analysed,COD levels were found to be high in the wastewater
from Pharmaceutics 3, Pharmaceutical Chemistry 3, and Pharmaceutics 4. In contrast, the Chemistry
wastewater showed low COD concentrations due to the lower quantities of reagents and salts used in
the experiments, as well as minimal detergent use during glassware cleaning. The differences in EC
and pH values across all practical sessions were found to be statistically insignificant. However, ST was
highest in the Chemistry wastewater, suggesting limited use of detergent, while lower ST values in the
other sessions indicate more extensive detergent use. High TSS and Turbidity levels were also observed
in the Pharmaceutical Chemistry 3 wastewater. This was primarily due to the presence of Theobroma
oil aggregates and Sudan Red Il dye, which contributed to brownish colouration. Among all the practical
sessions, Pharmaceutics 3 generated the most contaminated wastewater due to the nature and intensity
of the experiments conducted over four weeks.

The analysis of laboratory wastewater quality has important implications for public health and
environmental safety. It informs the profiling and mitigation of health risks, supports environmental
protection efforts, and guides decisions regarding appropriate treatment for reuse or safe discharge
(Reed, 2006). Notably, the evaluation of wastewater from Pharmaceutics 3 practical sessions revealed
issues such as microbial regrowth and residual reagents. These factors not only pose direct health risks
but also contribute to the emergence of antimicrobial-resistant strains in surface waters and wastewater
treatment plants (Odjadjare and Olaniran, 2015; Olaniran et al., 2015; Pillay & Olaniran, 2016; Booth
etal., 2020; Holton et al., 2022) Additionally, elevated COD levels show the concentration of organic
and inorganic pollutants which are hazardous to surface water bodies, as they lead to oxygen depletion,
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which results in disruption of aquatic ecosystems and threaten livestock and biodiversity (Mamba et al.,
2009; Wilhelm, 2009; Chigor et al., 2013; Li and Liu, 2019; Han et al., 2022).In addition to these
concerns, the quality of wastewater generated across all practical sessions indicates the potential for
efficient on-site treatment. Adsorbent-filter-based systems show promise for integration into existing
laboratory plumbing networks to reduce pollutant loads before discharge or reuse (Nondlazi et al.,
2017; Bani et al., 2024a, b). Implementing laboratory wastewater treatment technologies addresses
contamination concerns and supports strategies for sustainable water resource management. This
approach is important in academic institutions vulnerable to water scarcity and drought conditions.

Table 1 Microbiological and Physicochemical quality of wastewater generated from the Practical

sessions
Microbiological Physicochemical quality
quality
Geometric mean * Average + STDEV
STDEV
Practical Total Faecal coD EC pH ST TSS Turbidity
session Bacteria | Coliforms | (mg/l) (mS/cm) (mN/m) | (mg/1) (NTU)
(CFU/100 | (CFU/100
ml) ml)
Chemistry TFTC TFTC 128.25 0.75 + 810 +|6825 +|47.00 +| 3750 =+
+7.37 0.24 0.28 1.71 17.40 17.46
Pharmaceutical | TFTC TFTC 4000.00 | 0.87 + | 835 + |3500 +|54.75 +|46.50 =
Chemistry 3 + 0.23 0.44 3.92 8.73 6.86
509.90
Pharmaceutics | 3.75x10* | TFTC 6050.00 | 0.77 + | 820 +|39.75 +| 273.00 263.50 *
3 t * 0.43 0.29 2.99 +47.81 | 54.71
1.07x10* 450.92
Pharmaceutics | TFTC TFTC 2575.00 | 1.04 + {800 +|41.75 +|53.00 £ |48.25 £
4 + 0.15 0.34 4.50 12.75 13.91
403.11
ANOVA (p- | - - 6.48x10° | 4.64x10° | 5.44x10° | 4.58x10" | 8.05x10" | 2.90x107”
Value) 10 1 1 8 8
CONCLUSION

Overall, this study has emphasized the important role of academic institutions as centres for human skill
development, environmental sustainability, and contributions to global socio-economic objectives,
including the SDGs. The effective functioning of universities relies on various resources, among which
water is particularly critical. However, climate change impacts such as droughts and floods increasingly
contribute to water scarcity via reduced rainfall or siltation of water reservoirs. Among natural disasters,
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prolonged droughts have a particularly disruptive effect on academic institutions. Consequences include
operational interruptions, intense anxiety among staff and students, compromised health and safety
conditions, and increased vulnerability to emergencies such as laboratory fires. Reliable water access
is essential for maintaining safe and efficient operations in science laboratories and supporting the
broader delivery of knowledge and skills.

The quantification of water usage and wastewater generation in Chemistry, Pharmaceutical Chemistry,
and Pharmaceutics 3 and 4 practical sessions provide valuable insights into sustainable water resource
management within universities. Moreover, analysing laboratory wastewater quality provides a
foundation for designing and integrating efficient treatment technologies. Such approaches enable safer
discharge into wastewater systems or reuse for non-potable applications such as toilet flushing and
firefighting, thus supporting sustainability and disaster preparedness.

Future phases of this research will involve continued data collection and observation of additional
practical sessions during the 2025 second semester. Additional analysis is recommended, including
identification of bacterial strains and pharmaceutical residues in the wastewater. These efforts will
enhance the impact and details of the study and association with local and international disaster
management strategies and policies.
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ABSTRACT: As crisis management evolves into a more interdisciplinary and high-stakes profession, English for Specific
Purposes (ESP) training must adapt with innovative strategies that extend beyond linguistic accuracy. This paper analyses the
incorporation of soft skills training into English for Specific Purposes education for students prepared for professions in crisis
management. Emphasizing the growing demand for communication, teamwork, critical thinking, and leadership abilities, the study
draws on graduate profile descriptors from a selected university faculty and data from the National System of Occupations to
identify key competencies required by the labour market. The paper outlines language learning activities designed to foster these
soft skills within the ESP classroom and highlights the importance of aligning language instruction with real-world professional
expectations. A student questionnaire is introduced as a self-assessment tool, providing insights into learners' awareness and
perceived proficiency in specific soft skills. The findings endorse a redefined ESP model that actively facilitates the comprehensive
development of future crisis managers.
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uvoD

V kontexte su€asného pracovného prostredia, charakterizovaného dynamickymi zmenami, nastupom
technologii umelej inteligencie a globalizacnymi procesmi, Celia buduci absolventi vysokych $kél
viacerym vyzvam prameniacim zich obmedzenej pripravenosti v oblasti praktickych skidsenosti
a profesijnych zruénosti. Medzi dalSie aspekty, ktoré si zasluhuju pozornost, je aj vysoka miera
konkurencie na trhu prace, finanéna neistota a iné systémové obmedzenia. Efektivna reakcia na tieto
vyzvy si vyzaduje ciefavedomé nadobudanie a rozvijanie relevantnych zruénosti, ako aj schopnost
adaptacie na aktualne trendy a poZiadavky trhu prace (Almonte, 2022).

Anglicky jazyk predstavuje v suc€asnosti dominantny komunikaény nastroj v oblastiach vzdelavania,
obchodu, vedy a technoldgii. Jeho kompetentné ovladanie a pouzivanie vyrazne napomaha Studentom
v pristupe k odbornym informaciam, sledovaniu aktivnych vyvojovych trendov na medzinarodnom trhu
prace, pricom zvySuje ich konkurencie schopnost v ramci profesijného uplatnenia sa. Hlavny ciel vyucby
anglického jazyka ako cudzieho jazyka prestavuje ziskanie komunikacnej kompetencie, ktora pozostava
zo Styroch Ciastkovych kompetencii — gramatickej, sociolingvistickej, diskurzivnej a strategickej (Hymes,
1972). Vyuc€ba anglického jazyka v su€asnom kontexte do velkej miery presahuje tradi€né zameranie
sa na najma gramatickl kompetenciu.

1. ANALYZA POTRIEB A METODOLOGIA

S cielom reagovat na dynamicky sa meniace poZiadavky su€asného trhu prace, predstavuje vyucba
angli¢tiny ako cudzieho jazyka na UNIZA (UCV — Zameranie, 2025) zamerana na vyucbu angliétiny pre
Specifické ucely (ang. ESP — English for Specific Purposes), teda prakticky orientovany didakticky
pristup. Prispdsobenim jazykového vzdelavania konkrétnym odbornym a komunikaCnym potrebam
Studenta daného odboru ESP zabezpecluje, Ze uliaci sa si osvojuju nielen jazykové kompetencie
(schopnosti, ktoré charakterizuje vynikajuci vykon v niektorej oblasti ¢innosti) (Hrmo &Turek, 2003), ale
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aj schopnost efektivne sa uplatnit’ v autentickych profesionalnych situaciach. Z toho vyplyva, ze pristup
k vyu€be cudzieho jazyka podla ESP v oblasti krizového manazmentu rozvija vy3sie uvedené Ciastkové
kompetencie nasledovne:

e Gramaticka kompetencia — teda schopnost pouzivat spravne gramatické Struktdry, syntax,
grafémy a vyslovnost. Tento pristup umozhuje krizovym manazérom presne a jasne
komunikovat prikazy, protokoly a technické informacie, &¢im sa znizuje pravdepodobnost
nespravneho vykladu v kritickych situaciach.

e Sociolingvisticka kompetencia — inymi slovami schopnost vhodne pouzivat jazyk v danych
socialnych a kulturnych situaciach. V oblasti krizového riadenia je tato schopnost’ nevyhnutna
pre komunikaciu s réznymi zainteresovanymi stranami, napr. miestne obyvatelstvo, zahrani¢ni
partneri alebo zachranné zlozky Statu.

e Diskurzivna kompetencia — predstavuje schopnost produkovat a interpretovat koherentné
a sudrzné jazykové prejavy v Ustnej a pisomnej forme. V oblasti krizovej komunikacie zohrava
diskurzivha kompetencia zasadnu ulohu pri tvorbe prehladnych a logicky usporiadanych
brifingov, sprav a operac¢nych hlaseni. Efektivna krizova komunikacia si vyzaduje nie len vecnu
presnost, ale aj zrozumitelnu Strukturu vykladu, ktoré napomahaju recipro€nému porozumeniu
medzi u€astnikmi komunikacie.

e Strategicku kompetencia — oznacuje schopnost zvladat komunikaéné zlyhanie a optimalizovat
efektivnost interakcie v réznych kontextoch. V krizovych situaciach, najma v prostredi
charakterizovanom neistotou, je tato strategicka kompetencia mimoriadne délezita. Odbornici
v oblasti krizového manazmentu musia byt schopni flexibilne prispdsobit svoje vyjadrenia,
objasnit’ pripadné nedorozumenia a uplathovat kompenzaéné stratégie, napr. re-formulacia
vypovedi, prispdsobenie jazykovych prostriedkov recipientovi alebo pouzitie efektivnych
vizualnych a gestikularnych naznakov - s cieflom zachovat funk&nost a zrozumitelnost
komunikacie aj v podmienkach obmedzenych jazykovych zdrojov.

Pri vyu€be cudzieho jazyka pre Specifické ucely predstavuju zru€nosti, teda ,nadobudnuté pohotovosti
spravne €o najrychlejSie a s €o najmendou ndmahou vykonavat ur€itu €innost' na zaklade osvojenych
vedomosti (Petlak, 1997), kfuCovy koncept (Woodrow, 2018). Na zaklade uvedeného mozZno
konstatovat, ze vyucba anglického jazyka s pristupom ESP je zakladom pre rozvijanie transverzalnych
(prenositelnych) zru€nosti uciacich sa.

Na urCenie poziadaviek na zruCnosti Studentov v odbore Krizovy manazment na Fakulte
bezpe&nostného inZinierstva (FBI) Zilinskej univerzity v Ziline (UNIZA) a na reviziu vzdelavacich
programov bol zvoleny nasledujuci dvoj-krokovy proces:

1. Analyza transverzalnych zruénosti absolventov slovenskych univerzit (Horny, Durina & 2016),
2. Profil absolventa odboru krizovy manazment (FBI — Profil absolventa, 2025).

Analyza P. Horného a J. Durinu, ktora predstavuje nas primarny zdroj, poskytuje rozsiahly prehlad tejto
problematiky. Hoci autori (Horny & Durina, 2016) uvadzaju, Ze nie je mozné identifikovat jednu hlavnu
transverzalnu zruénost, ktora zarudi uspech na pracovnom trhu, vo vSeobecnosti existuje pozitivna
korelacia medzi transverzalnymi zruénostami a profesionalnym Uspechom jednotlivca. Odborna
publikacia identifikovala najziadanejSie kompetencie absolventov nasledovne:

e Schopnost prevziat zodpovednost,

e Schopnost identifikovat a rieSit problémy,

e Schopnost zvladat stresové situacie,

e Proaktivny pristup,

e Praca s informaciami,

e Schopnost robit nezavisle rozhodnutia,

e Schopnost kreativne a flexibilne mysliet’ a konat,
e Schopnost pracovat v time,

e Znalost cudzich jazykov,

e Schopnost pracovat v interkultirnom prostredi.
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Krizovy manazment sa vyznacuje interdisciplinaritou, priCom spaja koncepty z oblasti riadenia rizik,
vztahu s verejnostou, psycholdgie a komunikacie. Absolvent Studijného programu Krizovy manazment
sa v ramci inzinierskeho studia Specializuje na krizové riadenie a ochranu obyvatelstva. Méze pésobit’
ako krizovy manazér v Statnej sprave, samosprave, v podnikovej bezpe&nosti, riadeni rizik a krizovom
manazmente v podniku. Na vSetkych pracovnych poziciach su absolventi schopni zabezpedit riadenie
kontinuity Cinnosti, zlepSovanie kvality manazérskych systémov a prevadzky. Su kvalifikovani na
vykonavanie manazérskych c&innosti spojenych s riadenim procesov, vedenim jednotlivcov a
pracovnych timov, ako aj komunikaciu a konzultacie s rdznymi zainteresovanymi stranami. Okrem toho
vedu, motivuju a hodnotia podriadenych zamestnancov, pri€¢om zabezpeduju ich vzdelavanie a dalSi
rozvoj.

Na zaklade porovnania udajov uvedenych v oboch zdrojoch, mozno identifikovat najziadanejSie
transverzalne zruénosti buducich absolventov:

e Schopnost vedenia fudi,

e Schopnost identifikovat a rieSit problémy,
e Schopnost robit nezavisle rozhodnutia,

e Schopnost adaptacie a flexibility,

e Organizacia a planovanie prace.

2. VYSLEDKY

Vyskumny dotaznik bol koncipovany s cielom identifikovat mieru sebauvedomenia a sebahodnotenia
Studentov v suvislosti s vyznamom transverzalnych zrucnosti (tzv. prenosnych kompetencii) v ich
buducom profesijnom pdsobeni. Zber dat prebiehal v zimnom semestri akademického roka 2023/2024
medzi Studentmi 4. a 5. roénika dennej formy Studia Studijného programu Krizovy manaZzment na
Fakulte bezpe&nostného inZinierstva Zilinskej univerzity v Ziline. Po aplikacii uéelového vyberu
respondentov bol dotaznik distribuovany prostrednictvom oficialnych univerzitnych e-mailovych adries.
Vyskumny subor tvorilo 35 Studentov, ktorych odpovede bolo moZné povazovat za validné.

Uvodna &ast dotaznika sa zameriavala na zistovanie profesijnych zaujmov $tudentov, konkrétne ich
motivacie a oCakavani v suvislosti s budicim zamestnanim. Vychodiskovym predpokladom bolo, ze
respondenti prejavia silny zaujem v oblasti pracovného uplatnenia v odbore, ktory zodpoveda ich
vysokoskolskému vzdelavaniu. Tento predpoklad sa potvrdil — 69 % UC€astnikov vyskumu uviedlo
zaujem o pracu v oblasti zodpovedajucej ich Stadiu. ZvysSnych 31 % respondentov zvolilo moznost
~neviem/ mozno®, €o poukazuje na istu mieru neistoty alebo otvorenost vodi alternativnym profesijnym
smerovaniam.

V druhej €asti vyskumu mali Studenti na vyber maximalne tri odpovede na Styri predloZzené otazky:
1. Ktoré zrucnosti povaZujete za najdblezitejSie pre vas buduci kariérny uspech?

Vysledky su zobrazené na niz8ie uvedenom obrazku.

Adaptabilita 15(42.9 %)

Riesenie problémov 22 (62,9 %)

Casovy manaZment

10(28,6 %)
13(37,1%)
1(314%)

Vodcovstvo
Kreativita
Komunikacia

18 (514 %)

Emoéna inteligencia 3(8,6%)

Kritické myslenie 13 (37,1 %)

Strategické myslenie 1440 %)
Rie3enie konfliktov 4 (114 %)
Organizovanie a planovanie 14 (40 %)

Iné (prosim, uvedte ake)

Obrazok 1 Zru&nosti pre buduci uspech
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Podla vysledkov vyskumu nadpoloviéna vacsina respondentov (63 %, teda 22 z 35 odpovedi) povazuje
schopnost’ riesit problémy za klugovu vlastnost pre Uspe$né uplatnenie na trhu prace. Dalej sa za
vyznamné zru€nosti povazuju schopnost prispdsobit sa (43 %) a komunikaéné zru€nosti (51 %).

priblizne 9 % uc&astnikov.

2. Ktoré zrucnosti povaZujete za tie, ktoré ste doposial najviac rozvijali?

Takmer polovica respondentov (49 %) oznalila moznost schopnosti v oblasti organizovania a
planovania. Na druhom mieste sa umiestnili dve zruénosti — komunikacia a kritické myslenie, obe s
hodnotou 43 %. Tretie miesto patri opatovne dvom zru€nostiam, teda prispdsobivosti a rieSeniu
problémov, pricom kazda dosiahla hodnotu 37 %. Rovnako ako v prvej otazke, aj v tomto pripade bola
za najmenej rozvinutu schopnost’ ozna¢ena emocionalna inteligencia.

Tretia otazka sa zameriavala na identifikaciu zruénosti, ktoré je potrebné zdokonalit:

3. Ktoré zrucnosti povaZujete za tie, ktoré je potrebné najviac zdokonalit’?

V tejto oblasti boli najcastejSie vybrané odpovede pomerne podobné. Takmer polovica (46 %) povazuje
C¢asovy manazment za zru¢nost, na ktorej zlepSeni by sa mali najviac sustredit, pricom tuto moznost
zvolilo 16 zo 35 Studentov. Na druhom mieste sa umiestnili vedenie ludi a komunikacia, pricom kazda
z tychto zruénosti ziskala 40 % hlasov. Naopak, prispdsobivost’ bola vyhodnotena ako zruénost, na
ktoru nie je potrebné zameriavat pozornost.

Posledna otazka sa tykala zru€énosti nadobudanych poc€as hodin anglického jazyka:

4. Ktoré zrucnosti povaZujete za tie, ktoré ste rozvijali poc¢as seminarov anglického jazyka?

Adaptabilita

10 (28,6 %)
Riesenie problémov 6(17,1%)
Casovy manazment 2(5.7 %)
2(5,7 %)

Vodcovstvo

Kreativita

18 (514 %)

Komunikacia

30(85,7 %

Emoéna inteligencia

3(8,6%)

Kritické myslenie

8(22,9 %)

Strategické myslenie 3(8,6%)
4(11,4 %)
3(8,6 %)
1(2.9 %)

1(2,9 %)

) 10 20 30

Riesenie konfliktov
Organizovanie a planovanie
Iné (prosim, uvedte aké)

Ziadne

Obrazok 2 Zruénosti nadobudnuté pocas seminarov cudzieho jazyka

Ako je zobrazené na Obr. 2, najviac respondentov vyjadrilo preferenciu rozvoja komunika&nych
zruénosti. Az 86 % respondentov (30 z 35) identifikovalo tuto zru€nost ako tu, ktord maju prilezitost
rozvijat v ramci vyu€by cudzich jazykov. Viac nez polovica u€astnikov prieskumu (51 %, 18 z 35)
uviedla, Ze sa zameriavaju na rozvijani svojej kreativity, zatial €o 28 % respondentov (10 z 35) si vybralo
prispdsobivost. Na rozdiel od toho Studenti vnimaju nedostatok prilezitosti na rozvoj schopnosti
C¢asového manazmentu a vedenia ludi v ramci hodin anglického jazyka.

3. UCEBNICA ENGLISH FOR CRISIS MANAGEMENT

Na zaklade nastavenia jazykovej vyucby na UNIZA, ako aj podrobnej analyzy relevantnych dokumentov
a vysledkov dotaznika, bola vypracovana vysoko$kolska uéebnica s nazvom English for Crisis
Management (Mécova & Smolkova & Kovacs, 2025).
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Cielom ucebnice je pripravit Studentov inZinierskeho stupfia na poziadavky profesionalnej praxe
a pracovného Zivota. Publikacia spéja konceptualizaciu vyucby anglického jazyka pre Specifické ucely
(ESP) s problematikou krizového manazmentu, priom sa zameriava na rozvoj makkych
a prenositelnych zruénosti a osobnostny rozvoj uciacich sa (Kulla, 2025). U¢ebnica integruje aplikovanu
lingvistiku, metodolégiu vyucby odborného jazyka arozvoj transverzalnych zruénosti. Autori kladu
mimoriadny déraz na terminologicku presnost, prakticku relevantnost a aktualnost vybranych
tematickych oblasti. UCebnica je ako S&tudijny material urena najma pre Studentov Krizového
manazmentu a pribuznych odborov. Rozsah ucebnice English for Crisis Management je zlozeny z 20
kapitol — pokryva teda obsahovu naplf pre minimélne dva semestre vysokoSkolskej vyucby. Krizovy
manazment, ako interdisciplinarna vedna disciplina, pokryva Siroké spektrum tém. Z toho dévodu obsah
uCebnice charakterizuje rozmanitost tém, od Statnej bezpecnosti (napr. Unit 19 — Integrated Rescue
System in Slovakia), krizovych situacii (napr. Unit 20 — Mass Casualty Incidents) podnikového riadenia
(napr. Unit 8 — Cutting Business Costs), pracovného rozvoja (napr. Unit 9 — A Happy Workplace),
ludského zdravia (napr. Unit 15 — First Aid), rozvoja samotnych transverzalnych zruénosti (napr. Unit 6
— Leadership) po osobnostny rozvoj (napr. Unit 2 — Your Life Passion). Pri samotnom koncipovani
ucebnice Eglish for Crisis Management bol vyuzity model navrhovania vyucbovych materialov podla T.
Hutchinsona a A. Watersa (1987). Obsah kazdej kapitoly bol Struktdrovany v nasledujucom poradi:
lead-in (Uvod), imput (vstup), practice (precviCovanie), production (produkcia), review (zhrnutie).

Pokial ide o metddy, aktivity a techniky prace, u¢ebnice English for Crisis Management reflektuje vSetky
stupne Bloomovejtaxonédmie kognicie (Anderson a kol., 2001), pri€om sa zameriava najma na zruénosti
vy8Sieho radu, teda analyzu, tvorbu a hodnotenie, ktorych rozvoj je nevyhnutny pre ziskavanie
samotnych transverzalnych zruénosti. Rozvijanie makkych zruénosti u Studentov prebieha efektivne
prostrednictvom interaktivnych a na Studenta orientovanych vyucovacich metdd, akymi su praca vo
dvojiciach a skupinach, projektovo orientované vyucovanie Ci simulécie kritickych situacii. Uvedené
pristupy podporuju posiliiovanie komunikacnych a kooperativnych schopnosti, schopnosti riesit
problémy, adaptability a i. Sebahodnotenie a vzajomné hodnotenie medzi Studentmi napomahaju
formovaniu reflexie a zodpovednosti, zatial ¢o personalizacia aktivit zvySuje ich angazovanost a
motivaciu. Kolaborativne formy ucenia zaroven vytvaraju priestor pre rozvoj vyjednavacich zrucnosti,
empatie a vodcovskych kompetencii. Tieto stratégie poskytuju autentické situacie, v ktorych si Studenti
0SVOojuju a upevriuju transverzalne zruénosti nevyhnutné pre ich osobny a profesionalny rozvoj.

ZAVER

Analyza udajov vramci vyskumu potvrdzuje, Ze implementacia ESP v cudzojazyCnej vyucbe
predstavuje vyznamny nastroj na rozvoj odbornej jazykovej spdsobilosti Studentov v oblasti krizového
manazmentu, ako aj transverzalnych kompetencii, ktoré su nevyhnutné pre Uspesné uplatnenie sa na
trhu prace. Napriek obmedzenej velkosti vyskumného suboru a potreby dalSej analyzy, vysledky
dotaznikového vyskumu realizovaného medzi Studentmi druhého stupria Stadia na Fakulte
bezpe&nostného inZinierstva na Zilinskej univerzity v Ziline potvrdzujd, Ze respondenti za klugové pre
svoju buduicu kariéru povazuju najma schopnost riesi problémy, schopnost komunikovat a byt flexibilni.
Zaroven identifikovali komunikaciu ako zru¢nost, ktord mali moznost najintenzivnejSie rozvijat pocas
semindrov cudzieho jazyka. Tieto zistenia boli premietnuté to vysokoSkolskej u¢ebnice English for Crisis
Management, ktora bola navrhnuta ako prostriedok na rozvijanie makkych zru¢nosti v uvedenom
Studijnom odbore. U€ebnica prostrednictvom simulacii, kooperativnych aktivit, vzajomného hodnotenia
sa personalizovanych aktivit napomaha rozvoju vysSich kognitivnych procesov a praktickych
kompetencii relevantnych pre profesijné pésobenie v oblasti krizového riadenia. Tento model vyuéby
reflektuje aktualne vyzvy vo vzdelavacom a spolo¢enskom kontexte a zaroven poskytuje aplikovatelny
ramec pre dalSie odborné discipliny, ktorych zamerom je systematicky prepojit jazykové vzdelavanie so
ziskavanim transverzalnych kompetencii.
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PROTECTION OF ENCLOSED UNIVERSITY FACILITIES IN THE EUROPEAN
UNION AGAINST CBRN THREATS: LESSONS LEARNED FROM PAST
INCIDENTS AND PREPAREDNESS STRATEGIES

JOSEF RAJDL, JOZEF SABOL

ABSTRACT: The paper examines the protection of enclosed university facilities in the European Union against chemical,
biological, radiological and nuclear (CBRN) threats. It analyses key incidents, such as the 2001 explosion at the AZF factory in
Toulouse, the 2018 Novichok poisonings, and the 2018 ricin attack in Cologne. It explores current preparedness measures,
including training initiatives and infrastructural improvements inspired by these events. The 2023 shooting at the Faculty of Arts
of Charles University in Prague serves as a case study, highlighting the need for rapid response, effective communication and
psychological support. The paper also proposes specific measures to enhance the security of universities and other higher
education institutions. These measures include, among others, detection systems, entry control systems and cooperation with
local authorities and agencies, aiming to minimise the risks posed by both CBRN and conventional threats.

KEYWORDS: CBRN threats, university security, emergency preparedness, decontamination, Charles University shooting.

INTRODUCTION

Universities face increasing CBRN-related risks, yet documented university-specific incidents are very
sparse. Therefore, this paper analyses analogous public-space CBRN incidents to extract lessons
relevant to enclosed academic environments. Such incidents—though they occur in industrial, business,
or political contexts—reveal vulnerabilities directly applicable to universities, where enclosed spaces,
high population density, and laboratory activities elevate risk.

This paper explores how enclosed university environments across the European Union (EU) are
increasingly vulnerable to unconventional threats—specifically chemical, biological, radiological, and
nuclear (CBRN) hazards. Drawing on high-profile incidents such as the 2001 Toulouse, France Azote
Fertilisant (AZF) factory explosion, the 2018 Novichok poisonings in the United Kingdom, and the
attempted 2018 ricin attack in Cologne, Germany, the analysis highlights how such events, though not
always university-centred, offer critical lessons for academic settings.

The 2023 mass shooting at Charles University in Prague is presented as a case study to illustrate the
broader implications of emergency readiness in educational institutions. The paper assesses
universities' existing preparedness, examines gaps in infrastructure and training, and evaluates national
and EU-level coordination frameworks. In doing so, it sheds light on the developing concept of campus
resilience, including both physical safeguards and psychological response strategies.

This paper is based primarily on results and analyses from the UNICOPS project. References to
eNOVATION project, the EU Centres of Excellence (CoE), and national emergency plans such as the
UK’s National CBRN governance arrangements and France’s Plan ORSEC serve only to illustrate
complementary EU-level training resources.

1. CBRN INCIDENTS IN THE EUROPEAN UNION

Although major intentional CBRN attacks on European university campuses remain rare, documented
events such as discoveries of legacy radioactive sources and chemical-reaction evacuations show that
academic institutions nevertheless face tangible hazards. The four cases published on the following
pages underline the need for systematic hazardous-materials inventories, regular audits of legacy
equipment and stocks, rigorous lab ventilation and maintenance programmes, tailored incident response
plans, and improved governance of technology parks and spin-off research facilities.

-32 -



1.1 Discovery of radioactive sources at the University of Bordeaux, France, 2015

On 18 September 2015, staff at a joint INSERM (French National Institute of Health and Medical
Research) / University of Bordeaux laboratory discovered two previously undocumented sealed
radioactive sources in a research room. The event was reported to the French Nuclear Safety Authority
(ASN) and declared a Level-2 incident; incident follow-up included radiological monitoring,
characterisation of the sources, dose assessments for potentially exposed personnel and
implementation of ASN-requested corrective measures. This case highlights the persistent risk of legacy
or forgotten radioactive sources in older research facilities and underscores the need for systematic
inventories, decommissioning protocols, and periodic radiological audits in university laboratories.

1.2 Discovery of legacy radioactive sources and residual contamination at University
Hospitals of Strasbourg, France

Inspections in 2020-2021 at buildings operated by the University Hospitals of Strasbourg revealed
legacy radioactive sources and localised residual contamination tied to historical medical radiotherapy
and research activities dating back many decades. The case required radiological characterisation,
mapping of contamination points, packaging and removal of legacy sources, and dosimetry evaluations
for workers — demonstrating that legacy radiological hazards may persist at university-affiliated sites
and require dedicated resources to identify and remediate them before reuse or refurbishment of older
buildings.

1.3 Evacuation after chemical reaction at Radboud University, Netherlands, 2023

On 29 August 2023, a chemical reaction in a laboratory inside the Mercator Il building on the Radboud
University campus (Nijmegen) released fumes that prompted an immediate evacuation of the building
and the attendance of the local fire service and hazardous-materials responders. No serious injuries
were reported; the affected laboratory was sealed for cleaning and specialist remediation before re-use.
The event emphasises that routine laboratory operations in university campuses can produce sudden
airborne chemical hazards in multi-use buildings and underlines the importance of robust ventilation
maintenance, spill-response plans and well-rehearsed evacuation procedures.

1.4 Explosion at the New University of Lisbon technology park, Portugal, 2024

On 4 July 2024, an explosion occurred in the technology-park area of the Faculty of Science and
Technology at the New University of Lisbon, Caparica (Almada), with emergency services mobilised
and at least one fatality reported. The event (investigated by national authorities) illustrates that larger-
scale accidents — including those involving prototype systems, gas or pressurised containers or process
equipment in university innovation parks — can produce consequences similar to industrial incidents
and therefore require that campus risk governance covers technology parks, spin-off labs and incubators
in addition to conventional teaching and research spaces.

Specific CBRN contamination incidents in EU university facilities, such as lecture halls or libraries, are
not widely documented, likely because of their rarity or sensitivity. However, several notable CBRN-
related incidents in the EU provide critical context for understanding the broader threat landscape and
its implications for educational institutions. Starting on the next page are key examples, their
circumstances, substances involved, decontamination procedures, and lessons learned.

1.5 TOULOUSE AZOTE FERTILISANT (AZF) FACTORY EXPLOSION IN 2001

The September 2001 explosion at the AZF factory in Toulouse, France, which killed 31 people and
injured thousands, brought to the public’s attention the critical need for stringent chemical storage
regulations in urban areas. The Seveso Il Industrial Safety Protocol (Directive 2012/18/EU) had to be
revised to enhance risk management for facilities handling hazardous substances. Emergency services
focused on evacuating affected areas, treating respiratory and ocular injuries, and monitoring air quality.
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Contaminated areas were cleaned using water-based solutions to neutralise chemical residues. Long-
term efforts included soil and water remediation to address environmental contamination. The incident
emphasised the need for urban planning to separate industrial zones from educational institutions,
reducing exposure risks. Regular audits of nearby industrial facilities and collaboration with local
authorities are now seen as essential for campus safety. For universities, this highlighted the importance
of preparing for external chemical threats, such as airborne contaminants, that could affect campus
facilities. Universities must implement air quality monitoring systems and rapid evacuation protocols to
protect students and staff. Training programs should include scenarios for chemical spills to ensure
preparedness for such external threats.

1.6 NOVICHOK POISONINGS IN MARCH 2018

These poisonings took place in Salisbury, UK, of Sergei Skripal and his daughter, Yulia Skripal,
demonstrating the challenges of identifying and containing chemical agents in public spaces. See Fig.1
below.

Figure 1 Individuals in protective suits and a tent covering the bench where Skripal collapsed
(Authors, 2025)

Novichok is a highly toxic nerve agent developed for chemical warfare. The incidents, involving a nerve
agent, led to severe health impacts and international diplomatic tensions. Universities can apply these
lessons by installing chemical detection systems in high-traffic areas, such as lecture halls and
laboratories. Staff training on recognising symptoms of chemical exposure, such as respiratory distress
or neurological symptoms, is crucial for early intervention. Rapid response protocols, including
coordination with local hazmat teams, should be established to contain contamination. The incidents
also highlighted the need for secure storage of research chemicals to prevent misuse. Public awareness
campaigns can educate campus communities about reporting suspicious substances, enhancing overall
safety. These proactive measures reduce the risk of chemical threats on campuses.

Decontamination efforts involved sealing off affected areas, including public spaces and buildings, and
using specialised chemical neutralisation agents. Responders wore Level A hazmat suits, and
contaminated objects were removed or destroyed. Public health campaigns informed residents about
the risks of secondary exposure.

1.7 POLONIUM-210 POISONING IN 2006

In November 2006, Alexander Litvinenko was poisoned with Polonium-210 in London. Po-210 is a highly
radioactive isotope causing severe radiation poisoning. This incident exposed the insidious nature of
radiological threats, which are difficult to detect without specialised equipment. Universities must invest
in radiation detectors for laboratories and public spaces to mitigate similar risks. Training personnel in
radiological safety protocols, including handling and disposal of radioactive materials, is essential. The
incident also underscored the importance of international cooperation in tracking radiological
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substances, as universities often collaborate globally on research. Emergency response plans should
include procedures for isolating contaminated areas and providing medical support. Public health
campaigns can raise awareness about radiological risks, ensuring a proactive approach to safety.
Regular drills simulating radiological incidents can further enhance preparedness and protect campus
communities from such threats.

Affected areas, including hotel rooms and public spaces, were sealed and decontaminated using
specialised radiological cleaning techniques, including HEPA (high-efficiency particulate air) filtration,
vacuuming, and chemical washing. Contaminated materials were disposed of as radioactive waste.

1.8 RICIN PLOT IN COLOGNE IN 2018

The ricin plot, uncovered on 12 June 2018 in Cologne, Germany, involved a Tunisian extremist, Sief
Allah H. He produced ricin, a biological toxin derived from castor beans, capable of causing severe
organ damage. This marked the first time a jihadi terrorist in the West successfully created this biological
agent for a planned terrorist attack. See Fig. 2 below.

The plot was swiftly resolved when the suspect was arrested in his apartment, highlighting the
effectiveness of electronic surveillance and intelligence sharing. As the plot was intercepted before
execution, no actual contamination occurred. However, preparedness measures included plans for
biological decontamination, such as using bleach-based solutions and isolating affected areas.

Figure 2 Police officers wear protective clothes and respiratory masks during
the operation on June 12, 2018, in Cologne, Germany (Authors, 2025)

Universities must implement strict access controls for laboratories handling biological agents, with
biometric security and regular audits. Monitoring online communications for radicalisation is critical, as
the Islamic State inspired the suspect. Training programs should include protocols for identifying and
reporting suspicious activities to ensure early intervention. These measures strengthen university
defences against biological threats.

The incident underscored the need for vigilance in monitoring hazardous substances and securing
research facilities. Universities with laboratories handling biological agents must implement strict access
controls and monitoring systems. These incidents, while not directly involving universities, demonstrate
the diverse nature of CBRN threats and their relevance to enclosed public spaces, including educational
institutions. The lack of specific university incidents suggests that such events are either rare or not
publicly reported, necessitating a focus on preparedness and lessons from broader CBRN events.

1.9 POLIO INCIDENT IN THE NETHERLANDS IN 2022

Utrecht Science Park/Bilthoven is a research hub in the Netherlands, hosting facilities that study
infectious diseases. The 2022 poliovirus incident in the Netherlands revealed the importance of
wastewater monitoring for early detection of biological contaminants. Regular wastewater testing can
provide early warnings of biological threats, allowing for rapid containment and was intensified after the
incident. Universities with research facilities that handle pathogens must ensure up-to-date vaccination
status for laboratory personnel to prevent outbreaks. Collaboration with public health authorities is
essential to align university protocols with national guidelines. Training should include biosafety
measures, such as proper handling and disposal of biological agents. Public awareness campaigns can
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educate students and staff about the importance of vaccination, reducing the risks of spreading disease.
These strategies enhance university preparedness for biological incidents, ensuring campus safety.

2. PREPAREDNESS MEASURES IN EU UNIVERSITIES FOR CBRN THREATS

Past CBRN incidents, such as the Toulouse, France AZF factory explosion and the Cologne ricin plot,
have significantly shaped up university preparedness strategies. These events highlighted the need for
enhanced laboratory security, including biometric access controls and regular audits of hazardous
materials. Regular training and drills for staff and students, simulating CBRN scenarios, have become
standard to ensure rapid response capabilities. Collaboration with national and local emergency
services, as seen in the response to the Charles University shooting, ensures coordinated action during
crises. Investments in detection equipment, such as chemical and radiation sensors, and
decontamination facilities reflect lessons from incidents like the Novichok poisonings, emphasising
proactive safety measures.

The first EU CBRN CoE (Centre of Excellence) initiative was formally launched in 2010. The CoE
supports partner countries in mitigating CBRN risks through capacity building and training. Universities
benefit from access to advanced research on CBRN defence technologies, such as portable chemical
detectors and decontamination systems. The initiative fosters interagency collaboration, enabling
universities to align with national security frameworks. For example, universities in Germany have
adopted the CoE guidelines to enhance laboratory safety post the Cologne ricin plot. Training programs
developed through the CoE equip faculty with the skills to handle CBRN incidents, thereby improving
campus resilience. Partnerships with regional centres ensure access to cutting-edge resources,
reducing response times during emergencies. Universities should integrate the CoE best practices into
their emergency plans, ensuring compliance with EU standards. Regular workshops with the CoE
experts can further enhance preparedness, making universities proactive in addressing CBRN threats.

National emergency plans, such as the UK’s national CBRN governance arrangements and France’s
Plan ORSEC, include protocols for CBRN incidents. Universities are required to integrate these plans
into campus-specific procedures and coordinate with local authorities. For instance, the Netherlands
universities adopted wastewater monitoring protocols following the 2022 polio incident. The EU civil
protection mechanism facilitates cross-border cooperation and provides guidelines for managing CBRN
threats. Universities can adapt these for campus use, establishing clear lines of command. Audits are
conducted regularly to ensure compliance with national standards. Joint exercises with emergency
services enhance preparedness. These measures reflect lessons from past incidents, ensuring robust
response capabilities in future. Universities should also participate in national CBRN simulations to test
their protocols and improve readiness for real-world scenarios.

Universities develop tailored emergency response plans that include evacuation, decontamination, and
communication procedures. For example, the University of Copenhagen conducts annual CBRN drills,
simulating chemical spills. These plans designate decontamination zones and secure storage for
hazardous materials used in research. CBRN response teams, composed of trained faculty and staff,
are established to manage crises. Regular audits ensure compliance with safety standards, while
student orientation programs include safety briefings. Lessons from the explosion at the AZF factory in
Toulouse emphasise the need for clear evacuation routes and communication systems. Universities
should invest in mobile applications to deliver real-time alerts, improving response efficiency.
Collaboration with local fire and hazmat teams can further streamline emergency responses, ensuring
campus safety during CBRN incidents.

Regular training and drills are critical to prepare university communities for CBRN threats. The
eNOVATION initiative, coordinated by the Belgian national crisis centre, develops advanced training
methods for first responders, which universities can adopt. For example, German universities conduct
biannual CBRN drills, involving police and hazmat teams. These exercises simulate scenarios as
chemical leaks, thus ensuring staff and students are familiar with protocols. Training includes
recognising symptoms of chemical or biological exposure and improving early detection. Post-incident
reviews, as seen after the Cologne ricin plot, refine training programs. Universities should increase drill
frequency and include students to enhance community resilience. Partnerships with national training
programs can provide access to advanced simulation tools, improving preparedness.

Infrastructure upgrades have been implemented in several universities, including the installation of
advanced air filtration systems, secure storage facilities, and decontamination zones. Loughborough
University installed radiation detectors in laboratories soon after the Polonium-210 incident. Air sampling
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devices, inspired by the explosion at the AZF factory in Toulouse, mitigate chemical risks. Biometric
access controls prevent unauthorised laboratory access, a lesson from the Cologne ricin plot. Regular
maintenance ensures equipment reliability, while partnerships with technology providers enhance
capabilities. Universities should prioritise funding for these upgrades to ensure compliance with EU
safety standards and reduce vulnerabilities. Regular infrastructure audits can identify gaps, ensuring
campuses are equipped to handle CBRN threats effectively.

3. Case Study - Shooting Incident at Charles University

On December 21, 2023, a tragic shooting occurred at the Faculty of Arts of Charles University in Prague,
resulting in 14 deaths and 25 injuries. The gunman, a 24-year-old postgraduate student named David
Kozak, was found dead at the scene, having committed suicide after being confronted by police. This
incident, while not a CBRN event, provides critical insights into emergency response in university
settings and offers a basis for comparison with potential CBRN incidents. Some students, who escaped
from the shooting, are trying to find a safe place and are shown in Figure 3 below.

The shooting began at approximately 15:00 local time in the Faculty of Arts building, located in Jan
Palach Square, a popular tourist area in Prague’s historic Old Town. Student David Kozak, armed with
a rifle and other weapons, targeted students and staff in classrooms and corridors. The attack was
described as a premeditated violent act, possibly inspired by mass shootings abroad, though not linked
to international terrorism. Earlier that day, Kozak’s father was found dead, and he was later connected
to a double murder in Klanovice.

Figure 3 Students crouched on a ledge at Charles University building to hide from gunfire
(Authors, 2025)

Police and emergency services responded within minutes, securing the area and providing the first
medical aid to the injured. Prior alerts about Kozak’s intentions facilitated the rapid response, as he was
suspected of planning to take his own life. Emergency medical teams treated 11 seriously injured, eight
moderately injured, and five lightly wounded individuals, demonstrating effective triage.

The university’s emergency plan was also promptly activated, with clear communication channels
established to guide individuals to evacuation routes or shelter-in-place procedures. See Fig. 3 above.
Some of the students escaped through windows and onto ledges, highlighting the need for flexible
response strategies in extreme situations. Social media footage showed students barricading
themselves in classrooms, indicating they were aware of lockdown protocols.

The incident had a profound psychological impact on the university community, particularly affecting the
deaf studies program, where eight students and a professor were among the victims. The Czech
Government declared a National Day of Mourning on 23 December 2023, and Charles University
organised a memorial service to honour the victims. The event underscored the need for comprehensive
mental health support post-incident, as reported by Charles University.

The shooting at Charles University’s Faculty of Arts confirmed the great value of several lessons learned
from previous incidents elsewhere. A rapid police response minimised casualties, underscoring the need
for immediate action. Clear communication via digital platforms and public address systems guided
students and staff, a model for CBRN incidents. Pre-existing lockdown protocols enabled effective
responses, underscoring the value of regular drills. The significant psychological trauma experienced
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by survivors necessitated robust mental health resources. Therefore, universities should establish
counselling services and peer support groups to address trauma. Collaboration with local authorities, as
seen in the swift response, is critical for managing crises. Regular reviews of security protocols can help
prevent future incidents and ensure campus safety. These lessons should be applied to enhance CBRN
preparedness, particularly in crisis management.

4. COMPARISON AND LESSONS LEARNED

A thorough comparison between the Charles University shooting and potential CBRN incidents reveals
several reinforced strengths and persisting vulnerabilities. Drawing on the incidents discussed in
previous chapters, we can better evaluate current readiness and propose further enhancements.

The Charles University shooting demonstrated commendable strengths in emergency response. The
rapid deployment of armed police, immediate area lockdown, and swift triage by emergency medical
teams prevented further casualties. This type of decisive action should serve as a blueprint for CBRN
scenarios. Quick mobilisation, particularly if hazardous materials are involved, can be the difference
between containment and catastrophe. Interagency cooperation functioned efficiently. Police, fire
departments, medical services, and the university administration worked in tandem to control the
situation. Such coordination is paramount for CBRN emergencies, where hazmat response teams must
integrate with university safety officers. Events like the 2018 ricin plot in Cologne further emphasise the
importance of early intelligence and law enforcement coordination in preventing incidents.

Communication systems functioned but proved not to be entirely fail-safe. The incident showed that
communication tools—public address systems, mobile alerts, and social media—were well-utilised and
effective. However, their over-reliance on electricity and mobile connectivity could be problematic in
CBRN attacks involving infrastructure sabotage. Universities should invest in redundant communication
systems, including battery-powered or battery-backed-up public address systems and offline alert
applications. Moreover, multilingual messaging should be standard, given the diverse nature of
university populations. The 2018 Novichok incident showed that effective public health communication
can reduce panic and help direct public behaviour.

While basic lockdown procedures were followed well during the Prague shooting, many students lacked
clarity on whether to evacuate or shelter in place. This exposes a weak point that could have severe
consequences in a CBRN situation. CBRN scenarios require tailored drills that include chemical spill
simulations, radiological decontamination practices, and biological exposure protocols.

Some university infrastructure items have been modernised, but many still need upgrading. Audits
conducted at Charles University shortly after the incident revealed ageing ventilation systems and limited
biometric access in research labs. In contrast, Loughborough University’s proactive installation of
radiation detectors following the Litvinenko incident illustrates a high standard of modernising
infrastructure. Most EU universities still lack advanced chemical detection systems in non-laboratory
environments like libraries or cafeterias. Similarly, not all facilities are equipped with secure, negative-
pressure rooms or decontamination chambers.

Psychological preparedness is still a critical weak spot. Charles University provided immediate
counselling after the shooting, a model response for emotional recovery. However, the trauma
associated with invisible threats like radiation or pathogens can be even more psychologically
destabilising. Long-term psychological care, not just post-incident but also preventive education about
CBRN risks, should be incorporated into campus wellness programs. Lessons from the aftermath of the
Novichok poisonings show that communities exposed to CBRN threats endure lingering fear and
uncertainty. Universities should offer multilingual mental health support and proactive resilience-building
programs.

5. STRATEGIC RECOMMENDATIONS TO STRENGTHEN EU UNIVERSITY RESILIENCE
Based on the case analysis, the following key recommendations are proposed to strengthen CBRN
preparedness in EU universities:

The development of redundant, battery-operated, or at least battery-backed-up communication systems
must be prioritised. Beyond public address systems and mobile phone applications, universities must
prepare for CBRN-specific disruption scenarios. These include manual signalling tools, printed
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emergency instructions in multiple languages, and clear signage to direct movement during low-visibility
events (e.g., smoke or chemical mist).

Universities' participation in EU and national CBRN programs should be expanded to include active
involvement in training initiatives such as the EU Centres of Excellence and eNOVATION. These
programs offer simulations, virtual reality training, and collaborative exercises that can significantly
enhance university staff preparedness.

All enclosed university buildings should be evaluated for CBRN-readiness, and infrastructure upgrades
prioritised. Investment in ventilation systems with HEPA and chemical filters, radiation and gas
detectors, and secure access controls must become standardised. EU or national grants can be pursued
to support such upgrades. CBRN preparedness must extend beyond laboratories, and a campus-wide
emergency culture must be established. Libraries, cafeterias, and administrative areas should also have
marked shelter zones, stocked decontamination kits, and accessible emergency instructions.
Awareness campaigns during orientation weeks can embed a culture of safety. Standing support teams
composed of counsellors, psychologists, and trained peer supporters should be created. Offer post-
incident trauma care and pre-incident awareness about coping with uncertainty. Universities can
collaborate with public health agencies to streamline services and ensure readiness for mass-scale
psychological interventions. Universities must review existing statutes and policies to ensure swift
activation of emergency powers. Legal clarity on campus lockdowns, staff duties, and communication
responsibilities will reduce hesitation during CBRN crises. Case studies from the UK’s Defra’s CBRN
emergency arrangements and France’s plan ORSEC provide guidance. By implementing these
strategies, EU universities can significantly raise their preparedness for future CBRN or hybrid threats,
thereby enhancing the safety and resilience of academic communities across the continent.

CONCLUSION

The protection of enclosed university facilities against CBRN threats is no longer a hypothetical
challenge. Recent incidents such as the Charles University shooting, past poisonings involving Novichok
and ricin, and evolving geopolitical tensions highlight the fact that academic institutions in Europe are
increasingly vulnerable to both conventional and unconventional attacks. These events underline the
urgent need for comprehensive risk assessments, cross-sectoral coordination, and a proactive
approach to resilience.

Throughout this paper, we have examined critical areas where EU universities have demonstrated
strength—such as rapid emergency response and inter-agency coordination—as well as areas still
requiring serious improvement. The lack of consistent CBRN-specific drills, outdated infrastructure in
many facilities, and limited psychological preparedness stand out as persistent vulnerabilities that could
severely undermine the response in case of a real CBRN crisis. What emerges is the necessity of
mainstreaming CBRN preparedness across all layers of university operations. This includes not only
laboratory and research spaces, but also lecture halls, libraries, cafeterias, and student residences. Just
as critical is the need to embed a safety culture that is not reactive but anticipatory, supported by legal
clarity, regular training, robust infrastructure, and well-funded emergency protocols.

The recommendations provided in this paper are not merely aspirational—they are actionable, and in
many cases, already implemented in pockets across the EU. The goal now must be to scale these best
practices, supported by EU-wide frameworks such as the EU Centres of Excellence and national
programs such as the UK's CBRN Governance Arrangements and France’s Plan ORSEC. In closing,
safeguarding university campuses against CBRN threats is a shared responsibility among government,
university leadership, emergency services, and the academic community. Only by working in unison can
we ensure that places of learning remain bastions of safety, science, and civil resilience in an
increasingly unpredictable and turbulent world.
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COMPARISON OF MATHEMATICAL MODELS OF REGRESSION
ANALYSIS ON YOUTH CRIME AND DELINQUENCY
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ABSTRACT: This paper presents a comparative analysis of regression models applied to juvenile crime and minors’ delinquency
in the Slovak Republic. The aim of the research is to identify the most appropriate mathematical model for predicting the future
development of juvenile crime and minors’ delinquency, based on official statistical data from the Ministry of the Interior of the
Slovak Republic for the period 2010-2024. The research analyses linear, exponential, logarithmic, polynomial, and power
regression models, and evaluates their reliability using the coefficient of determination (R?). The results show that the logarithmic
model is the most suitable for the state and rate of minors’ delinquency (R? = 0.8526; R = 0.8819), while the polynomial model
(R?=10.981; R = 0.968) proved to be the most reliable for the state and rate of juvenile crime. An analysis of demographic trends
and the crime index reveal a downward trend in both groups, with the prediction models indicating a continuation of this trend.
The research provides important information for the development of preventive strategies and policies aimed at reducing youth
crime. The research also highlights the fact that, although crime and delinquency show a declining tendency, schools are
increasingly facing the emergence of violent socio-pathological phenomena. The findings of this study can serve as a starting
dataset for future research on direct criminogenic factors.

KEYWORDS: Criminology. Crime analysis. Statistical Research. Minors. Juveniles.

INTRODUCTION

Youth crime and delinquency represent one of the most significant socio-pathological phenomena of
contemporary society, which requires systematic scientific research and effective preventive measures.
In the context of the Slovak Republic, similarly to other European countries, it is possible to observe
changing trends in youth crime, which require precise analysis and prediction of future development
(Lantz, 2024), (Vasko, 2023). Regression analysis can be used as a basic tool for such research tasks.
The use of statistical methods in criminology allows not only to analyse the current state, but also to
create reliable prediction models that can serve as a basis for the creation of preventive strategies
(Lacey, 2016), (Malik, 2015).

The specificity of youth crime lies in its different characteristics compared to adult crime. According to
multiple research the most fundamental difference lies in the neurobiological development of the brain
— significant endogenous criminogenic factor. Juvenile offenders aged 14-18 have an underdeveloped
prefrontal cortex that matures approximately at the age of 25. This area of the brain is responsible for
planning, self-control, impulse regulation, and assessing the consequences of actions. The immaturity
of the prefrontal cortex explains why youth is significantly more impulsive, less able to control their
emotions, and weaker at anticipating the long-term consequences of their actions (Steinberg, 2009;
Icenogle, 2019). When it comes to exogenic criminogenic factors, youth can be more susceptible to peer
pressure, fear of missing out and parent-child’s relationships, when compared to adults (Ga3pierik,
2010). Minors (persons under 14 years of age) and juveniles (persons aged 14-18 years) represent
special categories that require a differentiated approach to crime analysis (Criminal code of the Slovak
Republic, 2025). Research on crime in these age groups is particularly important in terms of early
identification of risk factors and implementation of effective preventive measures (Olaoye, 2024),
(Gaspierik, 2010).

The research uses official statistical data from the Ministry of the Interior of the Slovak Republic (2025)
and the Statistical Office of the Slovak Republic (2025) for the period 2010-2024, which allows for a
comprehensive longitudinal analysis. Demographic trends in the population of minors and juveniles in
the monitored period show different characteristics - while the population of minors recorded an increase
until 2022 with a subsequent decrease, the population of juveniles shows a gradual decrease throughout
the monitored period.

-42 -



The aim of this study is to compare the effectiveness (i.e., the ability to accurately describe historical
data and provide reliable predictions) of different mathematical regression analysis models in predicting
the development of crime and delinquency, evaluated through the coefficient of determination R2.
Specifically, the analysis of linear, exponential, logarithmic, polynomial, and power models can be used
to identify the most reliable approach based on the coefficient of determination R? (Hendl, 2004). The
results of this comparative analysis can contribute to improving the methodology of youth crime and
delinquency prediction and provide valuable information for law enforcement agencies and public policy
makers. This research offers the review and comparison of different regression models which can be
utilized. The contribution of this study is to provide professional and scientific public with demonstration
of this method that can be also utilized for specific types of crime with combination of factors directly
impacting the occurrence of socio-pathological phenomena.

1. CRIME ANALYSIS

Crime is a phenomenon that changes and develops over time. Crime statistics processed by the Ministry
of the Interior of the Slovak Republic can be used as data sets for crime analysis. Crime analysis allows
to create overviews of the development of registered crime over the monitored period. This information
can be used for creation of crime prevention strategies. Criminology is a discipline that studies crime
based on statistics, known perpetrators, victims. Criminology also studies possible prevention options,
suitable response when crime emerges and consequences that can be the result of crime. The crime
analysis is the study of quantitative and qualitative variables that can be clearly identified. Crime analysis
studies:

+ crime state,

+ crime rate,

» structure,

* dynamics,

+ clearance rate of crime (GaS$pierik, 2010), (Dzur&anin, 2003).

For the purposes of this work, the state, rate and dynamics of crime will be further examined. The crime
state is a quantitative indicator expressing the number of registered crimes in a certain territory at a
certain time. It is expressed in absolute numbers. The crime state does not take into account the size of
the population, which makes it an indicator with low informative value. The crime rate can be considered
a more accurate quantitative indicator. This indicator takes into account the size of the population. As a
generally accepted rule, it indicates the number of crimes per 100,000 inhabitants. It is calculated as the
ratio of the number of registered crimes to the number of inhabitants and then multiplied by 100,000.
The level of crime is expressed by the crime index Ik, and is calculated as (DianiSka, 2022), (GaSpierik,
2010):

State of crime

. = .100 000

Population
Where: I;, — Index of Crime.

The dynamics of the crime expresses changes in the state, rate or crime structure in a certain period. It
is possible to distinguish the tendency of crime development as (Dianiska, 2022), (GaSpierik, 2010):

+ growing development tendency (ascending),

» declining development tendency (descending),

« stagnant development tendency (steady).

Based on the above information, it can be stated that through statistical data processed by the Ministry
of the Interior of the Slovak Republic, it is possible to study selected quantitative crime indicators. Using
the regression analysis, it is possible to predict the future development of the number of crimes (crime
state and crime rate) committed in the territory of the Slovak Republic. For the purposes of this paper,
the possible future development according to the regression function of crime rate of juveniles and
minors born in the Slovak Republic will be examined.
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Minor is a person (child) who is younger than 14 years of age. A person (also a child) aged 14 to 18
years is a juvenile. This description is based on the Criminal Code of the Slovak Republic. There is also
a term youth, which is often used in the context of crime and delinquency. Youth can be described as
“young adults”, people who are under the age of 26 years. It is a specific group of people who are
preparing to become a productive asset to the whole society and contribute to its development (Narodny
institat vzdelavania a mladeze, 2005).

According to the Statistical Office of the Slovak Republic it is possible to observe an increase in
population of minors from year 2010 to 2022 (from 770732 to 817966 minors). The increase of
population stopped in 2022, and since the 2022 a decrease of population can be observed up to the
year 2024 with 803662 minors. Development of population of juveniles is a bit different. The
development is steady — over the observed period from 2010 to 2022 it is possible to observe a slow
decrease of population from 266014 to 219761 juveniles. This data is later used to calculate the crime
rate. The development of population of minors and juveniles is shown in figure 1 and figure 2.

Development of minors (age 0 - 14 years)
840 000
820 000
800 000
780 000
760 000
740 000
Q N 9 ) X &) © A ) Q) Q N 3% ol D
N R A N NN NN NN 9 A O
N S N R N S S S S SIS
Figure 1 Development of minors (Statistical Office of the Slovak Republic)
Development of juveniles (age 14-17 years)
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Figure 2 Development of juveniles (Statistical Office of the Slovak Republic)

According to this information it is possible to investigate possible future development of crime state and
crime rate which can be used to determine possible need of new preventive measures.

2. METHODS

Within the framework of the analysis, data published by the Ministry of the Interior of the Slovak Republic
and the Statistical Office of the Slovak Republic are processed. Based on the data, overviews of the
crime state and rate from 2010 to 2024 are processed in the MS Excel program. Data on the number of
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minors and juveniles in the territory of the Slovak Republic for the monitored time period are also
processed.

The crime rate is calculated according to the formula given in Introduction (the population is considered
only as population of minors or juveniles). A graph of the crime situation and crime rate for the monitored
period is then created using MS Excel. Trend lines reflecting various mathematical models are gradually
inserted in the above graphs. Trend lines for linear, exponential, logarithmic, polynomial and power
models are processed. Mathematical models of equations are also generated by MS Excel for individual
trend lines, to which the determination coefficient R? is subsequently assigned, defining the reliability of
the model. A prediction of the future development of the status and level of juvenile and minor crime is
then created for the most reliable model.

3. RESULTS

Official statistical data provided by Ministry of Interior of the Slovak Republic and Statistical Office of the
Slovak Republic have been processed. In the table 1 it is possible to observe development of crime of
juveniles and delinquency of minors and calculated crime rate for selected year.

Table 1 Development of minors and their crimes

Minors Juveniles

Number | Number Index of Year Number Number | Index of
Year of of Minors Crime of of Crime

Crimes Rate Crimes | Juveniles Rate
2010 | 1105 770 732 143,37 2010 4282 266 014 1609,69
2011 | 1112 772 971 143,86 2011 4216 251 669 1675,22
2012 | 845 773 912 109,19 2012 3669 240 322 1526,70
2013 | 783 773 992 101,16 2013 3615 233 648 1547,20
2014 | 726 774 550 93,73 2014 3264 228 722 1427,06
2015 | 694 777 828 89,22 2015 2764 222 798 1240,59
2016 | 678 784 965 86,37 2016 2448 216 225 1132,15
2017 | 687 793 756 86,55 2017 2404 211 047 1139,08
2018 | 694 801 103 86,63 2018 2349 208 368 1127,33
2019 | 656 806 711 81,32 2019 2232 209 257 1066,63
2020 | 576 811 855 70,95 2020 1968 212 220 927,34
2021 | 696 816 652 85,23 2021 1735 212 079 818,09
2022 | 592 817 966 72,37 2022 1826 215 265 848,26
2023 | 393 812 652 48,36 2023 1741 219748 792,27
2024 | 378 803 662 47,035 2024 1443 219 761 656,62

Presented data of crime state and crime rate can be graphically shown in figure 3 (for minors) and figure
4 (for juveniles).
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Figure 3 State and index of crime of minors
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Figure 4 State and index of juvenile crime

For the presented graphical representation of analysed data, it is possible to analyse possible regression
functions. The regression functions are presented in figure 5 (for minors) and figure 6 (for juveniles).
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Figure 5 Examined regression models of crime state and rate of minors
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Figure 6 Examined regression models of crime state and rate of juveniles
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4. CONCLUSION AND DISCUSION

The real state and level cannot be clearly predicted, as several factors can directly influence the
development of crime and delinquency. These factors can include external factors - those that
objectively affect minors and juveniles and can influence their criminality (leisure activity options,
financial situation of the environment, employment in the region, quality of education, etc.). The second
group is internal factors (child upbringing, parental behaviour, peer behaviour, peer pressure, individual
psychology and development, genetic predispositions, etc.) (Gaspierik, 2010), (Dianidka, 2022).

In general, it can be stated, that the total crime state and the crime rate of juveniles are significantly
higher than those of minors. Based on the analysis performed, it can be stated that in all cases the
tendency of the future development of minor delinquency and juvenile crime appears to have a declining
trend.

Interestingly, the linear regression model demonstrates strong coefficients of determination both for
state and index of crime, particularly for juveniles (R? = 0.81-0.84 for minors and 0.94-0.97 for juveniles
as shown in Figure 6). This raises a critical methodological question regarding model selection criteria.
While R? values are exceptionally high, the linear model possesses a fundamental logical limitation: it
mathematically allows for negative crime values at future time points, which is conceptually impossible
(a negative number of crimes or negative crime rate has no meaningful interpretation). From a practical
standpoint, the logarithmic model for minors and polynomial model for juveniles better respect the logical
constraints of the problem domain. However, it is acknowledged that for short-term predictions (1-3
years) the linear model could serve as a pragmatic tool for practitioners seeking simplicity over
mathematical rigor, particularly for juveniles where the linear model maintains superior R? values.

The one reason, why the linear model is particularly high is not clear from the performed analysis. There
might be multiple reasons, such as growing standard of living, low unemployment rate of adults/parents,
changes in legislation or it can be an indication, that a continuous investment in prevention programs is
effective crime prevention measure.

Based on the highest determination coefficient R?, it is possible to select and consider the models
presented in Table 3 as the most accurate for the state and level of criminality (delinquency).

Table 2 Mathematical models of regression functions according to the highest coefficient of
determination

Delinquency of Minors

Crime state Crime rate
Logarithmic model Logarithmic model
y = —242,21n(x) + 1158,2 y = —33,111In(x) + 151,28
R2=0,8526 R?=0,8819

Crime of Juvenile

Crime state Crime rate
Polynomial model Polynomial model
y = 10,66x* — 372,38x + 4761,5 y = 0,5987x% — 81,47x + 1771,2
R2=0,981 R2? =0,968

Based on the above findings, it is possible to assume a stable decrease in the development of the state
and level of crime and delinquency. From the selected mathematical functions, it is possible to predict
the development of the state and level of crime and delinquency for the coming years. The values
calculated based on the mathematical functions (from table 3) can be seen in Table 4.
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Table 3 Prediction according to the mathematical model

Delinquency of Minors
Crime state prediction Crime rate prediction
Year State Year Crime Index
2025 502 2025 61,62
2026 486 2026 59,48
2027 471 2027 57,47
Crime of Juvenile
Crime state prediction Crime rate prediction
Year State Year Crime Index
2025 1574 2025 683,86
2026 1532 2026 620,95
2027 1511 2027 559,23

It can be stated that the mathematical functions describing the models represent a gradual downward
trend in the state and level of juvenile crime and minor’s delinquency. However, these models cannot
be taken as binding. They represent only an informative prediction that can serve as a basis for crime
prevention subjects in creating prevention programs. These findings also represent a possible basis for
future research when specific factors influencing socio-pathological behaviour will be examined.

It is also important to point out, that even though the crime and delinquency have declining tendency,
the schools are having issues with emergence of violent socio-pathological phenomena, such as
radicalization or violent extremism. This fact can be the result of high latency of crime, or lack of coherent
situational awareness of school management that does not report antisocial behaviour (possible law
violations) to the police authorities possibly leading to tragical violent incidents in the future. Based on
the above information, it is necessary to examine those factors that have an impact on the criminality
and delinquency, identify them as criminogenic factors and act on them with appropriate preventive
measures.

The practical significance of this research extends to law enforcement agencies, educational institutions
and school administration, policy makers and academic research. Law enforcement agencies can utilize
these prediction models to allocate resources efficiently and design preventive measures and
intervention strategies. Specifically, the identified declining trends in both minors and juveniles'
delinquency provide evidence-based justification for continued investment in prevention programs, while
the distinction between age groups allows for age-tailored prevention strategies. School administrators
and educators can use these forecasts to anticipate resource needs for socio-pathological prevention.
Policy makers require reliable data for evidence-based decision-making regarding legislative changes
and preventive policies. The research also serves as a foundational dataset for future interdisciplinary
studies examining the direct criminogenic factors (socioeconomic, neurobiological, or environmental)
that drive crime dynamics.

The comparative analysis of regression models contributes methodologically to criminology by
demonstrating that logarithmic models (for minors) and polynomial models (for juveniles) provide
superior logical validity compared to linear approaches for this problem domain, which has implications
for crime prediction methodology in other research contexts.

5. LIMITATIONS OF THIS RESEARCH

Table 4 represents the practical output of this research. The predictions indicate a continuous decline
in both juvenile crime and minors' delinquency through 2027. However, the accuracy of these forecasts
can only be validated through subsequent empirical observation. These predictions should be
interpreted as baseline scenarios representing the continuation of current trends under stable
socioeconomic and legislative conditions. Table 4 projections can serve as a reference point for
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detecting anomalies. If actual values significantly diverge from predictions, this will indicate a significant
change in criminogenic factors.

A critical limitation of the current models pertains to their assumption of stable legislative and institutional
contexts. The regression models presented are based on historical crime statistics from 2010-2024, a
period with specific legal definitions. Recent and anticipated legislative changes in the Slovak Republic
may significantly alter the predictive accuracy of these models. Changes in the legislation might reflect
in next 1-2 years — especially changes in the misdemeanour amendment (small thefts). These changes
in legislation will be studied separately in next research.

The crime statistics that were used to process the regression analysis. These open-source data may
represent imperfections and depend on the accuracy of reporting by state administration entities.
Information on the possible recidivism of offenders or information on the age and gender of minors and
juveniles was also not considered.
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VIETNAMESE ORGANISED CRIME IN THE CZECH REPUBLIC:
IDENTIFICATION OF CURRENT THREATS AND RISK ASSESSMENT

LUBOS MARTINEK

ABSTRACT: The issue of Vietnamese organised crime represents a current, adaptive, and challenging security threat in the
Czech context. Based on a review of scholarly literature and employing analytical-synthetic and descriptive methods, this paper
briefly examines the Vietnamese ethnic group within the structures of organised crime in the Czech Republic. It offers a working
definition of Vietnamese organised crime and, in its core section, presents the results of an expert investigation. This investigation
focused on identifying current security threats posed by Vietnamese organised crime in the Czech Republic and assessing their
associated risks. The findings indicate that Vietnamese organised crime is primarily oriented towards economic crime and drug-
related offences, with the highest-risk security threats falling within these areas. The paper also emphasises the need for
continuous analysis, systematic identification of security threats, and ongoing risk assessment to support the development and
implementation of appropriate preventive and repressive measures.

KEYWORDS: Security threat. Vietnamese. Gangs. Organised crime. Criminal activities.

INTRODUCTION

Ensuring the security of citizens and society is one of the fundamental duties of a democratic state
governed by the rule of law. The Czech Republic, like other nations, must be adequately prepared
to confront current and constantly evolving security threats. One such threat is the notoriously pervasive
organised crime. In its contemporary form, organised crime, through its complex network of personal
and business connections, often transcends national borders. Coupled with its engagement in illegal
activities, it poses a risk to specific values that are inherently meant to be safeguarded against such
threats. These values include, for instance, democratic foundations, economic interests, and the rights
and legitimate claims of both individuals and legal entities. This issue is also highlighted in the Security
Strategy of the Czech Republic (Ministry of Foreign Affairs of the Czech Republic, 2023), which has long
identified organised crime as a priority security threat necessitating continuous preventive measures
and effective counteraction. Consequently, organised crime represents not only a societal challenge but
also a systemic issue.

The threat posed by serious and organised crime to the European Union (EU) and its member states is
also highlighted in Europol's 2025 analytical report (Europol, 2025), which states that this threat is
ubiquitous, dangerous, and undergoing significant transformation. Key changes are identified in the
fundamental tools, modes of operation, and structures of criminal networks, which are noted for their
destructive and destabilising impact on internal security, the economy, and the rule of law. Furthermore,
the report emphasises the crucial importance of threat-oriented analysis concerning the impact
of serious and organised crime on the EU's internal security. This analysis serves as a foundation for
setting EU priorities in combating such crime and for directing law enforcement agencies towards the
most serious challenges within the extensive criminal landscape.

The author's contribution is specifically focused on Vietnamese organised crime, considering
the long-standing and significant presence of individuals of Viethamese nationality within organised
criminal groups in the Czech Republic. Despite a certain foundational level of research, Vietnamese
organised crime in the Czech Republic remains under-explored, and the results published so far suggest
an inadequate reflection of current trends (such as developments in modes of operation). This situation
is significantly influenced by objective factors such as community closedness, language barriers, and
high latency, which make acquiring relevant and comprehensive information about such groups
considerably challenging (Martinek & Kratina, 2025).

The aim of this contribution is to briefly and fundamentally introduce the Viethamese ethnic group's
involvement in organised crime structures in the Czech Republic using a literature review,
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analytical-synthetic methods, and descriptive methods. It seeks to define Vietnamese organised crime
for practical purposes and, using the research technique of expert inquiry conducted through the
"round-table" method, to conduct an exploratory pilot study aimed at identifying current security threats
posed by Vietnamese organised crime in the Czech Republic and to assess their risks.

1. VIETNAMESE ETHNICITY AND ORGANISED CRIME IN THE CZECH REPUBLIC

Within the international criminal landscape, the EU, or Europe from a geographical perspective,
occupies a pivotal position. Its close connections with other continents render it a source, transit, and
destination area for various forms of illegal trade and the provision of illicit services. Criminal networks
operating within the EU have demonstrable reach into more than 150 countries across continents,
including regions in Asia, Africa, the Americas, and the southern Pacific. The transnational nature
of their operations is significantly reflected in the ethnic and national heterogeneity of organised criminal
groups. Typically, such groups are composed either of individuals from neighbouring states or foreign
nationals with significant diasporic representation in the affected countries, where regional specifics
influence not only the functioning of criminal groups but also efforts to combat them (Europol, 2025).

Significant Vietnamese diasporas have established themselves in various countries worldwide, with
estimates suggesting that the Vietnamese community abroad numbers approximately four million
individuals (Nozina & Kraus, 2020). Prominent and often socially isolated communities exist, for
example, in the United States, Canada, Australia, and several European countries, including the
Netherlands, France, Germany, Poland, and the Czech Republic. The largest and longest-established
Vietnamese diaspora in Europe is in France, estimated to number over 350,000 people as of 2017
(Le Petit Journal, 2017). A substantial representation of Viethnamese nationals is also found in Germany,
where, according to official statistics from 2022 (Statistisches Bundesamt, n.d.), there are 120,535
residents. In the Czech Republic, Vietnamese consistently form the third-largest group of foreigners,
with an upward trend. For instance, in 2021, there were 64,808 individuals living in the Czech Republic
with proper residence permits, and by 2023, this number had increased to 67,783 (Czech Statistical
Office, n.d.).

Due to extensive emigration from Vietham, Vietnamese organised crime groups represent the most
influential actors among criminal organisations from Southeast Asia. These groups are inherently
diverse and exhibit a variable nature with significant differences in their activity preferences and scope,
size and geographic reach, as well as in their internal organisation. Based on current knowledge, it can
be stated that their structure and operational mechanisms at least partially reflect elements of all three
general models of organised crime—hierarchical, local-cultural, and business (United Nations Office on
Drugs and Crime, n.d.) — and that they have gradually evolved into flexible, highly adaptable criminal
networks (Le, 2012). Through these networks, they are capable of effectively operating and expanding
their criminal activities on a transnational level.

In the context of the Czech Republic, the Vietnamese ethnic group is identified as one of the key actors
in the realm of organised crime. Regular expert surveys conducted by the Institute for Criminology and
Social Prevention (IKSP) reveal that Vietnamese individuals have consistently ranked prominently within
the structures of organised crime in the Czech Republic. This fact is illustrated by Figure 1, compiled
based on published results of such expert surveys (MareSova et al., 2000; MareSova et al., 2002;
MareSova et al., 2003; MareSova et al., 2005; MareSova et al., 2006; MareSova et al., 2008; MareSova
et al., 2009; MareSova et al., 2010; MareSova et al., 2012; MareSova et al., 2013; MaresSova et al., 2014;
Diblikova et al., 2018; Scheinost et al., 2018; Scheinost et al., 2021; Scheinost et al., 2022; Scheinost
et al., 2023). It shows development trends over selected years. The data presented clearly indicate that
individuals of Vietnamese ethnicity have consistently ranked among the top ten since 1999, occupying
the first position predominantly from 2009 to 2022, with the exception of 2019 and 2022, when they
dropped to second place in the overall ranking.
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Figure 1 Development of the Representation Rate of Vietnamese in Organised Crime Structures within
the Czech Republic Based on Expert Estimates for Selected Years

The significant position of Vietnamese organised crime groups in the Czech Republic began to form
in connection with migration waves prior to 1989, which in some cases also brought manifestations
of criminal activity. Currently, these groups are characterised by a high degree of adaptability, allowing
them to prefer various forms of illegal activities or expand them, depending on current demand in the
illegal market, presence of competition, societal changes, or the economic profitability of specific criminal
activities (Martinek, 2024).

The criminal activities of these groups are characterised by a high degree of latency, sophistication, and
systematic organisation. According to the 2022 annual report by the National Organised Crime Agency
(National Organised Crime Agency, 2023), Vietnamese criminal groups, like in previous years, primarily
focus on economic crime (such as tax fraud, money laundering), drug-related crime, corruption, and
illegal migration-related crime.

Many forms of crime committed by Viethamese organised crime groups are characterised by being
provided as "services" aimed at satisfying the needs not only of members of the Viethamese community
but also other entities, including criminal organisations. In these cases, such actors appear as clients,
while Viethamese organised crime groups act as intermediaries or providers. These "services" referred
to in the Vietnamese community as DICH VU, can be understood as certain parallel and independent
systems of legal entities. Their operation, or use, is typically associated with the collection
of predetermined fees. The existence and nature of these practices are also evidenced by specific cases
adjudicated by Czech courts, as illustrated by the decision of the Prague City Court on January 22,
2016, file no. 43 T 2/2010, or the decision of the Prague City Court on December 5, 2018, file no. 56 T
6/2017-14166.

2. WORKING DEFINITION OF VIETNAMESE ORGANISED CRIME

The central term in this contribution is organised crime. Despite being an established and widely used
term that is the subject of ongoing scholarly discourse, a unified and generally accepted definition of this
phenomenon has not yet been achieved within theory (Diviak, Coutinho, & Stivala, 2020). As a result,
the literature and legal documents, both nationally and internationally, offer a range of definitions that
can differ significantly in certain aspects. For example, criminological definitions often focus on the
descriptive characteristics of organised crime, emphasising the identification of its typical features.
In contrast, legal definitions primarily focus on the subject. It is also crucial to distinguish organised crime
clearly from the term organised criminality, which is committed by organised groups representing a lower
type of group criminal activity (Némec, 2003). In practice and some theoretical approaches, these terms
are sometimes undesirably conflated.

Given these circumstances, it was necessary to define the subject of inquiry—Vietnamese organised
crime—as a theoretical basis for the study, ensuring respondents have a unified and comprehensible
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understanding. The working definition of Viethamese organised crime was guided by the author's
chosen legal definition of the subject of organised crime (organised criminal group), the interpretation of
organised groups as subjects of organised criminality, the Vietnamese nationality of the perpetrators
while considering the possible mixed composition of groups, the primary intent of organised crime
groups to consistently and systematically gain financial profit (Martinek, 2019), and their potential activity
not only on a national but also an international level.

An organised criminal group is defined as: "a community of at least three criminally responsible persons
with an internal organisational structure, division of roles, and allocation of activities, aimed
at systematically committing intentional criminal activities" (Criminal Code of the Czech Republic, 2009,
§ 129). According to the law, such a group does not require a hierarchical arrangement (Samal, 2023),
and thus groups with a looser organisation or lower degree of organisation can also be legally assessed
as subjects of organised crime, provided they meet the mandatory features listed (cf. Supreme Court
of the Czech Republic, 2024).

An organised group is understood as: "an association of more than (at least three) persons, within which
a certain division of tasks among individual members is carried out, and whose activity is therefore
characterised by planning and coordination, increasing the likelihood of successfully committing a crime,
and thus its harmfulness and severity... An internal organisational and hierarchical structure with
superior-subordinate relationships is not necessary, nor is a focus on systematically committing
intentional criminal activities, which characterises the qualitatively more serious organised criminal
group in the sense of § 129 of the Criminal Code, which must be distinguished from an organised group
not directly defined by the Criminal Code" (Supreme Court of the Czech Republic, 2023, p. 1).

Based on the above summary, Vietnamese organised crime was conceptualised for working purposes
as a higher type of group criminal activity, the subject of which is at least one organised criminal
group—a community composed of at least three criminally responsible persons predominantly
of Viethamese ethnicity, with an internal organisational structure of a vertical and/or horizontal nature,
a division of roles, and an allocation of activities among members, oriented towards the intentional and
systematic commission of criminal activities to achieve systematic financial gain, operating on a national
or international level either independently or in cooperation with other entities, particularly within criminal
networks, and not to be equated with an organised group.

3. METHODOLOGY FOR IDENTIFYING THREATS AND ASSESSING THEIR RISKS

To identify current security threats posed by Vietnamese organised crime in the Czech Republic
and to evaluate the risks arising from them, the research technique of expert inquiry was utilised,
conducted through the "round-table" method (Martinek, 2024).

Given the specificity of the phenomenon being studied, the respondents consisted of four police
specialists in the detection and documentation of Asian organised crime, who are part of the National
Organised Crime Agency of the Criminal Police and Investigation Service of the Police of the Czech
Republic. The selection of respondents was based on their expert competence, verified by their total
length of service in the operational components of the police and the duration of their current assignment
in the aforementioned field. The participating specialists were predominantly experienced, as all
reported having eight or more years of practice in the operational components of the police, and two
of them had nine or more years in the monitoring of Viethamese or Asian organised crime. The remaining
experts had been involved in the respective field for up to two years.

The reliability and validity of the expert responses were ensured through independent evaluation prior
to the discussion and a certain level of anonymisation. Each expert first recorded their opinions
individually, without influence from others and without knowing the identities of other participants in the
subsequent group discussion. Timed intervals during the moderated discussion guaranteed that all
participants had equal opportunities to contribute. Experts were also assured that their responses would
remain publicly non-identifiable.
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During the guided discussion held on January 16, 2024, the group of participants was first provided with
an explanation of the understanding of the research subject, namely Viethamese organised crime (see
Chapter 2). Subsequently, the respondents were asked to state the illegal activities of Vietnamese
organised crime groups that they personally perceive as security threats. Following this identification
of security threats, they were to comprehensively assess the level of risk potential each threat posed
to the internal security and legitimate interests of the Czech Republic, and based on this assessment,
determine the specific risk level (high, medium, or low) they believe arises from each threat. They were
also required to justify the assignment of the highest risk to a specific security threat.

4. RESULTS OF THE EXPERT INQUIRY

The results of the expert inquiry are illustrated in Figure 2 below. It is evident from the graph that the
experts identified a total of twelve illegal activities currently posing security threats, perpetrated
by Vietnamese organised crime groups within the Czech Republic. The list primarily highlights forms
of activities of Vietnamese criminal groups in the Czech Republic considered the most prevalent
according to the latest expert estimates (Scheinost et al., 2022; Scheinost et al., 2023). These include
activities such as illegal production and smuggling of cigarettes and alcohol, which were predominant
in the 1990s, and the less widely known yet unlawfully and extensively conducted activities of gambling
and betting. Conversely, the graph does not feature activities that have significantly diminished over
time, such as the previously typical distribution of pirated media or violent criminal activities, which were
strongly associated with the operations of Vietnamese organised crime groups. For instance, in 1996,
violence among Vietnamese gangs escalated in Germany, particularly in Berlin, Brandenburg, Saxony,
and Thuringia, with 26 known murders and 15 attempted murders, resulting in 35 Vietnamese victims.
This violence was largely attributed to the rivalry between different groups (Bundeskriminalamt, 1997).
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o LOW RISK
DEGREE OF RISK
SECURITY THREATS
m Trade in goods infringing trademarks m lllegal product., smuggl. of cigarettes/alcohol
lllegal employment Gambling, betting
m Forgery (of documents) m |llegal migration
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m Tax offenses Customs fraud
Drug production, smuggling, and distribution Money laundering

Figure 2 Identified Security Threats of Viethamese Organised Crime and Evaluation of the Risks
Arising from Them

Experts provided detailed commentary on certain activities. They unanimously agreed that violence is
not currently perceived as a security threat, as Vietnamese criminal groups are now more focused
on economic crime, with violent criminal acts occurring only rarely and in exceptional situations.
Moreover, violence does not usually manifest in its most extreme forms, such as murder or torture, and
is primarily directed within the community. Additionally, all experts mentioned that unauthorised
business activities pose a security threat, particularly in connection with enterprises known as
KARAOKE and intermediary services called DICH VU, emphasising the role of "money transfer
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services". One expert noted that activities like counterfeiting and illegal migration often involve
collaboration with staff from the Embassy of the Socialist Republic of Vietnam in Prague, who "assist"
in document legalisation. Furthermore, two respondents expressed their views on potential future
developments, predicting that Viethamese organised crime groups in the Czech Republic might
increasingly shift their activities to cyberspace (e.g., internet fraud).

The content of Figure 2 also illustrates how respondents assessed the level of risk arising from specific,
previously identified illegal activities, or security threats. The specific risk level was determined based
on the experts' subjective assessment, primarily grounded in their personal experiences and knowledge
not only of Viethamese organised crime but also of the legal environment and relevant court cases
in the Czech Republic.

High risk was attributed by experts to tax-related crimes, customs fraud, drug production, smuggling and
distribution, and money laundering. The perception of tax-related crimes as a high-risk security threat
was unanimously justified by the respondents due to the Viethamese community's basic orientation
towards consumer goods sales and the related need to import goods from Asia (China, Vietnam, etc.).
They added that Vietnamese criminal groups, offering "customs services" known as DICH VU HAI
QUAN (cf. Nozina & Kraus, 2020), play a key role in this, resulting, among other things, in tax evasion
amounting to tens of billions of crowns annually. Conversely, gambling and betting pose the least risk,
according to the experts, primarily occurring as illegal casino operations and betting activities.

CONCLUSION

Vietnamese organised crime represents a significant and current security threat, challenging not only
law enforcement agencies in the Czech Republic but also in other countries with substantial Viethamese
diasporas.

Findings from the exploratory pilot study indicate that Vietnamese organised crime in the Czech context
is primarily focused on economic crime and drug-related offenses, with identified high-risk security
threats mainly falling within these areas. However, other relevant threats with significant risk potential,
such as corruption, counterfeiting, and unauthorised business activities, should not be overlooked. The
primary impact of these illegal activities by Vietnamese criminal groups concerns economic interests,
yet their nature can negatively affect other protected societal values. Notably, drug production,
smuggling, and distribution have undeniable and severe impacts on public health (particularly for users
of narcotic and psychotropic substances), the environment (inadequate disposal of toxic waste from
drug production), and are sources of other drug-related crimes (e.g., crimes committed under the
influence of drugs, aimed at acquiring drugs or funds for their use, or crimes against drug addicts).

Effectively managing the security threats associated with Vietnamese organised crime requires
a comprehensive and coordinated approach, accounting for its dynamic development and international
nature. Key elements of this approach undoubtedly include continuous analysis, timely identification
of current threats, and systematic risk assessment. Equally important is the identification and monitoring
of crime indicators—signals suggesting the occurrence of specific illegal activities. Examples include
the sudden arrival of groups of Viethamese migrants accommodated at the same addresses with limited
freedom of movement, or small businesses with a high proportion of cash transactions, irregular
accounting, rapid turnover, and frequent cash withdrawals. These activities have practical implications
as they form the essential foundation for developing and implementing appropriate preventive and
repressive measures aimed at reducing security risks, protecting state-protected values, and ensuring
the capability of security forces to respond swiftly and effectively to new forms of criminal activity.
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FIRE PROTECTION OF WOOD BASED ON MULTICOMPONENT MIXTURES OF
SUBSTANCES
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ABSTRACT: The article presents the results of scientific research aimed at determining and improving the fire-protective
properties of powdered substances and their impregnating solutions for the fire protection of wooden products, building materials
and structures. A research methodology is proposed for the development of effective fire-extinguishing and fire-retardant agents
for wood, based on three-component mixtures in which one of the components is a nitrogen-containing compound. Experimental
findings show that a three-component mixture consisting of monoammonium phosphate, ammonium sulphate and carbamide, in
appropriate proportions, provides highly effective fire protection for wood. In addition, a composition in the form of an epoxy
polymer was developed, containing a mixture of ammonium phosphate and urea-formaldehyde resin, intended for use as a surface
fire-retardant coating for wood.

Keywords: firefighting powder, fire efficiency, gas chromatography, epoxy polymer, non-additivity.

INTRODUCTION

Recent decades have seen a rise in fire hazards due to the widespread use of wood, synthetic, and
polymeric materials in industry and daily life. This has increased the likelihood of fires and,
consequently, led to a greater number of deaths and injuries from dangerous fire factors like high
temperatures and toxic decomposition products released during combustion.

It is difficult to encounter a fire involving a single class; most incidents typically involve class A, B, and
C fires. Among the fire loads represented by solid combustibles (Class A fires), wood is the most
commonly encountered material.

An analysis of scientific, technical, and patent literature (Shkarabura et. al. 2002, Shkarabura et. al.
2003) indicates that most developments of fire-extinguishing powder compositions are based on
improving formulations using already known and well-tested components. Intensive research is currently
underway to determine the optimal composition of these powders to achieve maximum fire-extinguishing
efficiency and versatility, which is reflected in the large number of existing formulations.

New formulations of fire-retardant agents are being developed based on two-component flame
retardants. Research is underway to create new formulations aimed at both enhancing efficacy and
reducing the cost of fire-extinguishing and fire-protective agents—objectives that cannot be fully
achieved with the existing single- or two-component mixtures. This highlights the relevance of further
scientific research aimed at developing new, more effective, and economically viable multicomponent
mixtures of substances as fire-extinguishing and fire-retardant agents for wood.

1. MAIN RESULTS

To facilitate the development of efficient fire-extinguishing and fire-retardant agents, it is essential to
investigate the theoretical framework underlying the preparation of three-component compound
mixtures. To represent the composition (active basis) of three-component systems, it is appropriate to
use an equilateral triangle (Figure 1). The vertices of the triangle ABC correspond to the pure
components A, B, and C. The sides of the triangle represent the binary mixtures AB, BC, and AC. The
points on the sides of the triangle ABC indicate the percentage content of components in the binary
systems AB, BC, and AC. Any point inside the triangle corresponds to a defined composition of a three-
component mixture. For example, point G represents a ternary composition abc (where a is the
concentration of component A, b is the concentration of component B, and ¢ is the concentration of
component C). This method of constructing the composition of three-component systems is known as
the Gibbs—Rosenbaum method.
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Using the above-described method, we constructed an equilateral triangle whose sides are divided into
percentages at 20% intervals (Figure 2).

Three-component systems are studied by first obtaining a composition diagram. The corresponding
efficiency values are then plotted on perpendiculars drawn to the plane of the diagram. By connecting
these points, an efficiency surface is generated.

o
A pF F B A° 20 40 60 8 1o
Figure 1 Three-component system Figure 2 Gridded triangle for constructing

three-component compositions

After determining the efficiency for each point, the data were entered into the Statsoft Statistica software
matrix. This program was then used to construct the additive surface (Figure 3), the efficiency surface
of the three-component mixture (Figure 4), a zone map (Figure 5), and a contour plot (Figure 6).

Furthermore, the equation describing the dependence of efficiency on the mixture's composition was
derived.
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Figure 5 Zonal map of the efficiency surface Figure 6 Contour plot of the efficiency
of the three-component mixture surface of the three-component

mixture

The darkest color on the zonal map indicates the maximum efficiency of the given mixture. By selecting
the mixture concentrations within this zone, further studies can be conducted to determine the most
optimal concentrations of the components in the mixture.

Experimental studies of the fire-extinguishing powders were carried out using a laboratory setup based
on a Bunsen burner.

A mathematical calculation was performed to determine the dependence of the fire-extinguishing
efficiency of powders on the initial temperature. The results showed a linear relationship:

E(t)=a0+a1't, (1)

where tis the temperature in °C, E is the fire-extinguishing efficiency, ao is the free term, a1 is the angular
coefficient.

During the analysis of the experimental graphs, as described in the work (Maladyka, 2005), to determine
the nature of the dependence of the slope coefficients on the melting temperature of the powders and
to approximate this dependence using the corresponding function f(t,) the MathCAD program was
applied. This program allowed the determination of the unknown coefficients of the function. As a result,
the following function was obtained:

f(tm) =22t %7> + 0.45, )
where t, is melting temperature of the powder in °C.

This function allows determining the slope coefficient a1 for a fire-extinguishing powder if its melting
temperature is known. Using the function f(t»), it is possible to determine the predicted increase in fire-
extinguishing efficiency Ez of a powder when preheated to a certain temperature f, if its fire-
extinguishing efficiency E1 at a lower temperature t1 (ambient temperature) is known.

E2 = E1 + (22 * tm_0'75 + 045) * (tz - tl) (3)

Calculations using this formula allow drawing conclusions regarding the feasibility of preheating the fire-
extinguishing mixture.

Research was conducted on the effect of nitrogen-containing compounds (carbamide, urotropine, and
diphenylamine) on the effectiveness of fire-extinguishing powders. The results showed a maximum
increase in efficiency at a nitrogen compound content of about 1%. Similar results were obtained by
adding 1% carbamide to two-component salt mixtures of monoammonium phosphate and ammonium
sulfate in a 1:1 ratio, and diammonium phosphate and ammonium sulfate in a 1:1 ratio. These mixtures
are used for wood impregnation. The obtained results indicate the possibility of increasing the
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effectiveness of existing fire-extinguishing powders and creating advanced fire-extinguishing and fire-
protective compositions for wood.

A study was conducted to investigate three-component mixtures of inorganic salts that had previously
shown a synergistic effect as two-component mixtures. The experiments demonstrated (Figure 7) that

the effectiveness of the three-component mixtures was enhanced compared to their two-component
counterparts.

E, a.u
016 Urea
0,14
0,12
0,10
0,08
0,06
0,04
0,02
0,00
-0,02
Urea 0

Ammonium sulfate
100 C, %

100

0 20 40 60 80 100
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, /0
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Figure 7 Results of determining the zone of maximum efficiency for a three-component mixture
(monoammonium phosphate, ammonium sulfate, carbamide)

As can be seen from Figure 7, the zone of maximum efficiency is observed between points (80; 20; 0),

(40; 60; 0), and (40; 20; 40), which form an equilateral triangle, and further research was continued
inside it.
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Figure 8 Results of determining the zone of maximum efficiency for a three-component mixture
(monoammonium phosphate, ammonium sulfate, carbamide)

As the studies have shown, a mixture of the aforementioned salts in a ratio of monoammonium

phosphate (40%), ammonium sulfate (40%), and carbamide (20%) yielded the best results for fire
extinguishment.

To assess the feasibility of preparing impregnation solutions, a study was conducted using optical
spectroscopy to investigate the inhibitory effect of aqueous solutions of ammonium sulfates,
phosphates, and carbamide on an n-heptane flame. It was established that these solutions have a
significant inhibitory effect on combustion processes and can be effectively used for the fire protection
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of cellulose-containing materials. Furthermore, it was found that at a carbamide mass concentration in
the range of 15-25%, a synergistic effect is enhanced, which reduces the relative intensity of OH+ radical
emission by 24%. These properties are also preserved in a composition based on monoammonium
phosphate, ammonium sulfate, and carbamide.

For the purpose of determining the temperature ranges at which the thermal decomposition of salts
occurs most intensively, thermogravimetric studies of the thermal decomposition processes were carried out
in a dynamic mode using a Q-1500 D derivatograph. The following mixtures were tested: mixture of
diammonium phosphate (50%), ammonium sulfate (49%), and carbamide (1%); mixture of monoammonium
phosphate (50%), ammonium sulfate (49%), and carbamide (1%); mixture of carbamide (50%) and
monoammonium phosphate (50%); mixture of monoammonium phosphate (40%), ammonium sulfate (40%),
and carbamide (20%). The results demonstrated that incorporating urea into the mixture increases the
wood’s heat absorption capacity. The most significant effect was observed in mixture 4, corresponding
to the endothermic events at 164 °C (Figure 9).
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Figure 9 Thermogravimetric analysis curves of a mixture of monoammonium phosphate (40%),
ammonium sulfate (40%), and urea (20%)

Thermogravimetric studies of the thermal degradation processes of pine sawdust samples were carried
out, as well as of wood treated with fire-retardant agents based on ammonium phosphates and sulfates
with the addition of carbamide, in an atmosphere of normal air composition (oxygen content — 21%)

The results of gas chromatographic studies on the pyrolysis of untreated and treated wood, using fire
retardants based on monoammonium phosphate, ammonium sulfate, and carbamide (Table 1), show
that the degradation products differ significantly in their nitrogen content and the amount of combustible
gases.

Table 1 Qualitative and quantitative composition of gaseous products of wood thermal decomposition.

Content of components in volatile decomposition products, %
Component Pine wood, |Pine wood treated with|Pine wood treated with|Pine wood treated with
untreated diammonium monoammonium monoammonium
phosphate (20 %) + | phosphate (15 %) + | phosphate (15 %) +
ammonium sulfate carbamide (15 %) ammonium sulfate
(10 %) (10 %) + carbamide
(10 %)
CO 39.08 15.9 11.91 11.04
CO2 51.93 Not detected 40.51 38.76
CH4 6.05 0.58 0.19 0.16
C2oHe + C2oH4 0.45 Not detected Not detected Not detected
CsHs 0.19 Not detected 0.07 Not detected
CsHe 0.32 Not detected Not detected Not detected
H> 0.73 0.44 0.14 0.12
02 0.26 Not detected 0.44 Not detected
N2 0.99 83.27 46.99 49,92
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The average mass loss of samples treated with a mixture of monoammonium phosphate and carbamide
was 8.9%, with a fire-retardant salt absorption rate of 54.0 kg/m*® (on a dry basis). The maximum
temperature of the flue gases was 237 °C.

In order to evaluate the fire-retardant properties of wood treated with mixtures based on
monoammonium phosphate and urea, as well as mixtures of monoammonium phosphate, ammonium
sulfate, and urea, experimental investigations were carried out to determine the fire-protective
effectiveness of the impregnation agents, following the methodology prescribed by GOST 16363.

The average mass loss for samples treated with a mixture of monoammonium phosphate, ammonium
sulfate, and carbamide was 7.4%, with a fire-retardant salt absorption rate of 54.0 kg/m? (on a dry basis).
The maximum temperature of the flue gases was 213 °C.

Based on the mass loss values of the samples after fire tests, wood treated with the impregnating
mixtures of monoammonium phosphate and carbamide, as well as monoammonium phosphate,
ammonium sulfate, and carbamide, demonstrated high fire-retardant effectiveness.

To develop fire-retardant polymer coatings for wooden structures, it is necessary to investigate the
flammability of filled epoxy polymers with the addition of flame retardants. The influence of a two-
component fire retardant and intumescent additive system (monoammonium phosphate: carbamide and
monoammonium phosphate: urea-formaldehyde resin) on the flammability of epoxy polymers was
investigated using the "fire tube" method. The results showed that with the combined use of these fire
retardants and additives, the materials transitioned into the group of non-combustible materials. The
flammability of the filled epoxy polymers was assessed based on the oxygen index (Ol) and resistance
to a heated rod (heat resistance), which was used to calculate the mass loss of the polymer coating
samples.

The results showed that the highest Oxygen Index (Ol) value is achieved in compositions with a higher
content of monoammonium phosphate. Regarding heat resistance, compositions containing a mixture
of monoammonium phosphate with urea-formaldehyde resin are more resistant to a heated rod than
those with a mixture of monoammonium phosphate and carbamide. Based on these findings, optimal
compositions of epoxy composites were identified. These materials belong to the group of non-
combustible materials and have an Ol of 33-35%.

To determine the effect of selected fire retardants and additives on the thermo-oxidative degradation of
an epoxy coating, thermogravimetric analysis was conducted on epoxy polymer samples containing
monoammonium phosphate, urea, and urea-formaldehyde resin. The results indicate the optimal
conditions for forming a fire-retardant coating for wood based on epoxy-polymeric binders (as reported
in the work (Maladyka, 2006)).

To test the fire-retardant coating for wood based on epoxy-polymeric binders (Maladyka, 2006), experimental
studies were conducted to determine its fire-retardant effectiveness in accordance with GOST 16363. The
results of these studies are presented in Table 2.

Table 2 Results of the studies on determining the fire-retardant effectiveness of coatings

Protective layer thickness
0.5 mm 1 mm 1.5 mm
Composition of the fire- | Average Average | Average | Average Average Average
retardant coating ample mass sample sample sample sample mas{ | r%as<
loss, mass loss, | mass loss, | mass loss, loss, >ar|npe o )
g % g % g 0ss, %
Carbamide 9.36 6.84 8.89 5.93 11.61 6.38
Urea-formaldehyde 19.51 13.82 17.05 11.96 19 11
resin
Monoammonium
phosphate, urea- 4.05 24 3.99 2.65 4.73 2.63
formaldehyde resin
Monoammonium 4.15 2.86 3.88 2.51 5.05 3.09
phosphate, carbamide
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As shown by the research results, the coatings with mixtures of monoammonium phosphate and
carbamide, and monoammonium phosphate and urea-formaldehyde resin, demonstrated the highest
fire-retardant effectiveness.

CONCLUSIONS

The study confirms that two-component powder mixtures of inorganic salts can produce a synergistic or
antagonistic effect, depending on their proportions. A synergistic effect was also found in two- and three-
component fire-extinguishing powder mixtures when one of the components is an amine. Thermal
analysis of multicomponent mixtures showed that a two-component mixture of monoammonium
phosphate and ammonium sulfate is thermally stable up to 200 °C. In contrast, a three-component
mixture of monoammonium phosphate, ammonium sulfate, and carbamide exhibits significant
endothermic effects in the 120-165 °C temperature range. Furthermore, thermogravimetric analysis
demonstrated that adding a mixture of monoammonium phosphate and urea-formaldehyde resin to
epoxy polymers reduces the oxidation rate of the carbonized residue at 500—-600 °C. Consequently, this
blend is recommended as a more effective fire-protective coating for wood.
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METODY ZACHRANY OSOB POMOCOU LEZECKEJ TECHNIKY
V OPUSTENYCH BANIACH PRISLUSNIKMI HAZZ

ROPE-BASED RESCUE METHODS FOR PEOPLE IN ABANDONED MINES
USED BY THE FIRE AND RESCUE SERVICE

MAREK PLAVCKO, IVANNA BETUSOVA, MIROSLAV BETUS

ABSTRACT: This paper addresses the rescue of persons from abandoned underground mines using rope techniques employed
by members of the Fire and Rescue Corps of the Slovak Republic. Abandoned mine workings pose a significant safety risk,
particularly due to their deteriorated technical condition, unstable geological environment, and the frequent presence of
unauthorized individuals. The aim of the research was to test and evaluate selected rescue methods directly in the environment
of the former Bankov magnesite mine near KoSice. Several experimental rescue exercises were conducted, during which various
rope techniques were applied under real conditions. The evaluation criteria included evacuation time, the amount of equipment
required, the level of technical difficulty, and overall safety for both rescuers and rescued persons. The results showed that some
techniques are better suited for inclined or vertical mine passages, while others are more effective in horizontal workings. Based
on these findings, recommendations were formulated for the practical application of the most effective methods by Fire and
Rescue Corps units. The study contributes to increasing preparedness and operational efficiency in underground rescue
situations, where time is a critical factor in saving human lives.

KEYWORDS: Rescue. Rope Techniques. Abandoned Mines. Fire and Rescue Corps.
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Bezpec&nost v podzemnych priestoroch je jednou zo z&kladnych podmienok ochrany Zivota a zdravia
obyvatel'stva. Opustené banskeé diela, ktoré vznikli v minulosti ako sucast tazobnej Cinnosti, sa postupne
menia na rizikové prostredie. Ich technicky stav sa v désledku prirodzenych geologickych procesov a
chybajucej udrzby neustéle zhorSuje (Sanmiquel et al., 2018; Stojadinovi¢ et al., 2012; Singo et al.,
2022).

Tieto priestory su zaroven Coraz CastejSie navstevované neodbornou verejnostou, najma v ramci tzv.
urbex aktivit. Takéto konanie so sebou prinaSa zna¢né nebezpedenstva — riziko padu, zasypania, straty
orientacie, podchladenia alebo udusenia v dosledku nedostatku kyslika ¢€i pritomnosti nebezpecnych
plynov (Brodny & Tutak, 2018; Kowalska et al., 2021; Li et al., 2023).

V pripade ohrozenia zivota alebo zdravia je nevyhnutné, aby zasahujuce zlozky disponovali uginnymi
metddami zachrany. V podzemnych priestoroch nemozno vyuzit Standardné spésoby evakuacie, preto
je nutné testovat a aplikovat’ Specifické lezecké techniky. Ich ciefom je umoznit bezpeny a rychly
presun ohrozenych oséb do bezpecia pri zachovani maximalnej ochrany zasahujucich prislusnikov
(Hildebrandt et al., 2019; Su & Hu, 2024; Naeini & Badri, 2023; Qiang et al., 2025).

Cielom tejto prace je analyzovat a porovnat vybrané metddy zachrany oséb z opustenych bani
pomocou lezeckej techniky. V ramci experimentov sa hodnotil najma Cas potrebny na evakuaciu,
naro¢nost jednotlivych postupov a ich vhodnost pre podmienky banského prostredia.

1. MATERIALY A METODY

Samotny vyskum bol realizovany v podzemnych banskych priestoroch byvalej magnezitovej bane
Bankov, ktora sa nachadza v blizkosti mesta KoSice. Lokalita bola zvolena z dbévodu vhodnych
podmienok na simulaciu zachrannych zasahov — 3achty a horizontalne chodby umoZznili overit
pouzitelnost réznych postupov.
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V ramci vyskumu boli definované tieto hodnotiace kritéria:

Cas potrebny na zachranu — od zadiatku zasahu po Uspesnu zachranu,

technicka naro€nost — zloZitost jednotlivych krokov a potreba Specializovanych zruénosti,
materialno-technické zabezpefenie — mnozstvo a typ potrebného lezeckého vybavenia,
bezpecnost — rizika pre zasahujucich hasiCov a aj zachranované osoby.

Testované boli tri zakladné lezeckeé techniky:

e Jednoducha lanovka — zakladna metdda, pri ktorej je osoba spustena po nosnom lane z vySsie
polozenej Casti bane do niz3ej urovne. Vyhodou je rychla priprava a kratky €as zasahu,
nevyhodou obmedzena pouzitelnost len pri menSich vzdialenostiach.

o Tirolsky traverz — metdda vyuzivajuca nosné lano natiahnuté medzi dvomi pevnymi bodmi, po
ktorom je osoba transportovana horizontalne alebo Sikmo. Vyhodou je univerzalne pouzitie aj
vo vacsich priestoroch, nevyhodou vyssi ¢as potrebny na osadenie systému.

e Tirolsky traverz motorovym navijakom — rozSirena verzia Tirolského traverzu, kde pohyb osoby
zabezpecuje motorovy navijak. Tento systém umoziiuje plynulejsi presun na vacésie vzdialenosti
a znizuje fyzicku zataz zachranarov. Nevyhodou je potreba dodatocného technického
vybavenia a dlh§i ¢as na pripravu.

Kazda z metdd bola odskisana niekolkokrat pri réznych priestorovych podmienkach. Pri experimentoch
sa simulovala realna situacia, ked je potrebné dostat osobu z ohrozeného Useku podzemného diela na
bezpecné miesto. Vysledky merani boli spracované do tabuliek a pouzité na porovnanie efektivnosti
jednotlivych postupov.

2. VYSLEDKY

V ramci experimentov uskutoénenych v magnezitovej bani Bankov sa testovali tri vybrané metédy
zachrany oséb: jednoducha lanovka, tirolsky traverz a tirolsky traverz s motorovym navijakom. Pre
kazdu metddu sa sledovali nasledovné parametre:

Cas prichodu a prieskumu,

Cas potrebny na vybudovanie lanového systému,
Cas samotnej zachrannej €innosti,

celkovy Cas zasahu.

Vysledky merani su zhrnuté v tabulkach 1 az 4.

Tabulka 1 Casovy priebeh udalosti (vlastné spracovanie)

Parameter CE:\S

(min)
Cas od vzniku udalosti po spozorovanie (t_obs) 2
Cas ohlasenia udalosti (t_report) 4
Cas spracovania hovoru (t_call) 3
Cas prijazdu hasi¢ov na miesto (t_d1) 7
Spolu (t_event) 16
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Tabulka 2 Casovy prieskumnej skupiny (vlastné spracovanie)

Parameter Ca.s

(min)
Cas obliekania vystroja (t_gear) 3
Cas kotvenia lana (t_anchor) 5
Cas zostupu k zranenej osobe (t_reach1) 3
Cas vySetrenia a uréenia spdsobu zachrany (t_eval) 4
Spolu (t_survey) 15

Tabulka 3 Casy lezeckej &innosti podra jednotlivych metéd (vlastné spracovanie)

Metéda 1 (jednoducha Metéda 2 (tirolsky Metoda 3 (tl.r-olsky
Parameter . . traverz s navijakom)
lanovka) (min) traverz) (min) (min)
Cas druhého zostupu k 5 3 3
osobe (t_reach2)
Cas imobilizacie
(t_immob) 4 4 4
Cas nakladania do
nosidiel (t_load) ! 6 6
Cas samotnej
evakuacie (t_extract) 29 8 4
Spolu (t_climb) 45 21 17
Tabulka 4 Celkovy €as lezeckej zachrany podfa metdd (vlastné spracovanie)
Parameter Metéda 1 (min) Metéda 2 (min) Metoda 3 (min)
Cas prieskumu 15 15 15
(t_survey)
Cas ’budovama 5 17 17
systému (t_setup)
Cas .Iezeckej Cinnosti 45 21 17
(t_climb)
Celkovy ¢as zachrany 65 53 49
(t_rescue_total)

Okrem merani ¢asovych parametrov sa zohladnovali aj dalSie faktory, ktoré vyznamne ovplyvnuiju
efektivnost zasahu. Vybrané kritéria zahffiali polet zasahujucich hasi€ov, mnozZstvo pouzZitého
vybavenia, subjektivne hodnotenie néarolnosti zasahu a budovania systému, ako aj komfort
zachranovanej osoby pocCas evakuacie.

Vysledky tohto hodnotenia su uvedené v tabulke 5. Z tabulky vyplyva, Ze metdéda jednoduché lanovka
bola sice technicky najmenej narocna na vybudovanie, avSak z pohladu ¢asu, komfortu a fyzickej
zataze hasicov vysla ako najmenej vhodna. Naopak, tirolsky traverz (s motorovym navijakom aj bez
neho) vykazoval vyrazne lepSie hodnoty v parametroch komfortu a bezpecénosti.

Na urCenie vahy jednotlivych kritérii bola aplikovana metéda Fullerovho trojuholnika. Tento pristup
umoznil stanovit, ktoré kritérid su rozhodujuce pri vybere najefektivnejSej metddy zachrany. Vysledky
parového porovnania kritérii su uvedené v tabufke 6. Ako najdéleZitejsi faktor bol identifikovany celkovy
Cas zachrany, nasledovany po¢tom zasahujucich hasi€ov a mnozstvom pouzitého vybavenia.
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Na zaklade vahového hodnotenia sa ako najefektivnejSia ukazala metéda 3 — Tirolsky traverz

s motorovym navijakom, ktora dosiahla najlepSie skére vo vacésine kritérii.

Tabulka 5 Hodnotenie zachrannych metdd podla kritérii (vlastné spracovanie)

oy _Metoda 1 Metoda 2 (tirolsky Metoda 3 (tirolsky
Kritérium (jednoducha . traverz s navijakom)
. traverz) (min) .
lanovka) (min) (min)

Celkovy ¢as zachrgny 65 53 49

(t_rescue_total) [min]

Pocgt zasahujucich 11 10 9

hasicov

Mnozstvo lezeckého

vybavenia

Narocnost zasahu (1-10) 8 6 4

Néaro&nost budovania

systému (1-10) 2 6 6

Komfort pre zachrafiovanu 5 9 9

osobu (1-10)

Tabulka 6 Fullerov trojuholnik — vahy kritérii (vlastné spracovanie)

Kritérium Pocet ,vitazstiev™ v parovom Vaha kritéria (Wi)
porovnani

Celkovy ¢as zachrany (K1) 5 najvyssia
Pocet hasiov (K2) 3 vysoka
MnoZstvo vybavenia (K3) 2 stredna
Néaro&nost zdsahu (K4) 1 nizka
Néarocnost budovania systému 2 stredn

(K3)

Komfort pre zachrafiovaného 1 nizka

(K6)

Po vyhodnoteni ¢asovych parametrov (tab. 1 — 4) a viac-kritérialneho hodnotenia (tab. 5 — 6) boli
vysledky doplnené aj o obrazovi dokumentaciu priebehu experimentov. Obrazky ilustruju jednak
podmienky v bani Bankov, jednak samotné metddy zachrany.

Schéma na obrazku 1 zobrazuje polohu zranenej osoby vo vetracej Sachte a prilahlych priestoroch.
Jasne su vyznacené horizontalne chodby, portal a naklonena ploSina, na ktorej sa zraneny nachadzal.
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Summary of Scenario

A maintenance worker concating a routinn-injured

inspection llas fallen into a vertical ventilation shaft.

Suffering injuries injury in injuried petvy (femur limb),

spine injury, spme injury, and multiple head injures

but is conscious and able to communicate.

Immed moves wnitin standard hours of Fire and /
Rescue Service (07:00—16:00).

20 meters

Referencce in text Depiction on map g 3
Third Level __|I38

Vertical ventilation shaft Clearly on the mapk

Position of injured person | Clearly clealy icon Fourth Level
e 4. Fourth Level
Spine injury Pelrhoip fy head ———

Alevel / ALevel 7271 Middle and bottom ? Booster

Fan Ny

s
American Shaft Door Implied by acciess — — S
/ Booster Fan or enisement-tras
Emergency call and response Implyimbed by

posltion of insuce

Obrazok 1 Nacrt miesta nehody (vlastné spracovanie)

Na obrazku 2 je znazorneny pohlad na zabezpeleny portal s ocelovym zabradlim, ktoré bolo
v havarijnom stave a znemoziovalo jeho vyuZitie pri zachrannych pracach.

Obrazok 2 Vstup do vetracej Sachty (vlastné spracovanie)

Obrazok 3 zobrazuje vstupnu €ast do vetracej Sachty so Zeleznym zébradlim. Tento priestor sluzil ako
nastupny bod pre lezecké skupiny.

Obrazok 3 Nastupny priestor pre lezecké skupiny (vlastné spracovanie)
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Na obrazku 4 su znazornené hodnoty (rychlost vetra, teplota, vlhkost, rosny bod). Po¢as cvi¢enia bola
teplota 3,9 °C, vlhkost 70,6 % a maximalna rychlost vetra 13,2 km/h.

3 L}PIHT ‘

MODE  SET/EL
& MODE  SET/EL UNITS ok vy

| |
MODE SET/EL  UNITS |

Obrazok 4 Meteorologické podmienky pocas zasahu (vlastné spracovanie)

Na obrazku 6 su znazornené hodnoty nameranych plynov vo vetracej Sachte. Merania koncentracie
CO, CO; a H,S ukazali, ze hodnoty boli v norme a nebolo potrebné pouzitie autonédmnych dychacich
pristrojov.

Obrazok 5 Hodnoty nameranych plynov vo vetracej $achte (vlastné spracovanie)

Okrem vS8eobecnych udajov o prostredi a &asovych parametroch zasahu sa osobitna pozornost
venovala samotnym lezeckym technikam, ktoré boli predmetom skimania. V ramci experimentov sa
testovali tri vybrané metédy — jednoducha lanovka, tirolsky traverz a tirolsky traverz s motorovym
navijakom. Kazda z nich bola prakticky nasadena v redlnych podmienkach a nasledne vyhodnotena
z pohladu €asu, technickej naro¢nosti, komfortu zachrafiovanej osoby a bezpecnosti zasahujucich.
Nasledujuce obrazky dokumentuju priebeh a charakteristické znaky jednotlivych metéd.

Na obrazku 6 je znazorneny systém zachrany — jednoducha lanovka, kde zasahujuci hasi¢ sa spusta
na nosnom lane k zranenej osobe. Vyhodou metddy je rychla priprava a nizka technickd naroénost,
avSak limitovana pouzitelnost na vacsie vzdialenosti.

-72 -



Kotviaci bod s pomocou lana a dvoch osmickovych uzlov
s okom na jednom konci

manualny blokator

hrudny blokator

=

,?T zachytavac padu

Obrazok 6 Jednoducha lanovka — zostup k zranenej osobe (vlastné spracovanie)

Na obrazku 7 je znazornenie transportu zranenej osoby smerom nadol po nosnom lane pomocou
nosidiel. Komfort zachranfiovaného je nizky a pohyb je menej plynuly.

Obrazok 7 grafické znazornenie prechodu cez hranu s evakuaénymi nosidlami z priestoru vetracej
Sachty (A — znazornenie kotviacej dosky na ktorej su napojené evakuacné nosidla, B — znazornenie
kladkostroja na vytahovanie nosidiel) (vlastné spracovanie)

Na obrazku 8 je znazornena metdda Tirloského traverzu, kde metdda je zaloZzena na manipulacii
s bremenom (v tomto pripade s evakuaénymi nosidlami) vo vertikdlnom aj horizontdlnom smere. Tento
spbsob zachrany je vS§ak naro¢nejsi na ¢as, vybudovania kotviacich stanovisk, traverzu, pocet pouzitych
pomécok ale aj pocet lezcov, ktori zostavuju tento lanovy systém. Po vykonani prieskumu pomocou
jednoduchej lanovej drahy dvomi lezcami a po uréeni spdsobu zachrany pouzitim tyrolského traverzu
mdze byt osoba vyslobodena rychlejSie a bezpecnejsie.

-73 -



: T s
AR

Obrazok 8 Tirolsky traverz (vlastné spracovanie)

Na obrazku 9 je znazornena samotna zachrana pomocou Tirolského traverhu.

Obrazok 9 Zachrana pomocou Tirolského traverzu (vlastné spracovanie)
Na obrazku 10 je znazorneny systém rozSirenej verzie Tirolského traverzu, kde pohyb nosidiel

zabezpecuje elektricky navyjak. Tento prvok znizuje fyzicki zataz zasahujucich hasiCov a urychluje
evakuaciu.

-74 -



Obrazok 10 Zachrana pomocou Tirolského traverzu a motorového navyjaku (vlastné spracovanie)

3. DISKUSIA

Vysledky experimentov preukazali vyrazné rozdiely medzi jednotlivymi metédami zachrany oséb
z podzemnych priestorov. Najvacsi vplyv na efektivitu zasahu mal celkovy Cas potrebny na evakuaciu,
ktory priamo rozhoduje o $anci na prezitie zachrafovanej osoby.

Metdéda jednoduchej lanovky sa ukazala ako najrychlejSia z hfadiska pripravy systému, no zaroven
najdlihSia pri samotnej evakuacii. Tento postup je vhodny najma pri kratSich vzdialenostiach alebo ked
nie je k dispozicii zloZitejSie vybavenie. Nevyhodou je obmedzeny komfort pre zachrafovanu osobu,
ktory moze pri dlhSom transporte viest k sekundarnym zraneniam ¢&i zhorSeniu zdravotného stavu.

Naopak, tirolsky traverz poskytol vyS3iu mieru bezpec€nosti a komfortu, pri¢om celkovy ¢as zasahu bol
krat3i ako pri jednoduchej lanovke. Hlavnou nevyhodou v3ak zostava dlhsi €as potrebny na budovanie
systému a vy$Sia technicka naro€nost, o méze byt v prostredi s nestabilnymi podmienkami rizikové.
NajlepSie hodnotenia dosiahla metdda tirolského traverzu s motorovym navijakom. Tato technika
skrétila ¢as evakuacie na minimum a zaroven zniZila fyzicku zataz hasi¢ov. Motorovy navijak zabezpecil
plynuly a kontrolovany presun, ¢o vyznamne prispelo k vy$Siemu komfortu aj bezpeénosti. Nevyhodou
je potreba Specialneho technického vybavenia a dostato¢ného priestoru na jeho nasadenie.

Z hladiska po&tu zasahujucich hasi€ov boli rozdiely medzi metédami relativne malé, no aj tu metéda
s navijakom preukazala miernu vyhodu. Hodnotenie pomocou Fullerovho trojuholnika potvrdilo, ze
rozhodujucim kritériom je celkovy €as zasahu, ¢o zodpoveda zasade, Ze pri zachrane v podzemi je
kfu€ovym faktorom rychlost.

Tieto vysledky su v sulade s doterajSimi poznatkami z medzinarodnej praxe, kde sa pri podobnych
zasahoch uprednostriuju technické systémy umoznujice rychlu a bezpeénu evakuaciu, aj za cenu
vy$Sej narocnosti na materialne zabezpecenie (Sanmiquel et al., 2018; Stojadinovi¢ et al., 2012; Singo
et al., 2022; Brodny & Tutak, 2018; Kowalska et al., 2021).

ZAVER

Vyskum realizovany v podzemnych priestoroch byvalej magnezitovej bane Bankov potvrdil, Ze vyber
vhodnej lezeckej techniky ma zasadny vplyv na uspednost a bezpecnost zachrannych zasahov.
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Jednoducha lanovka je sice rychlo nasaditefna, no pri dlh3ej evakuacii predstavuje vysoké riziko
a obmedzeny komfort pre zachrafovanu osobu.

Tirolsky traverz je univerzalnejSi a bezpecénejsi, aviak ¢asovo narocnejSi na pripravu. Tirolsky traverz
s motorovym navijakom sa ukazal ako najefektivnejSia metdda, pretoZe vyrazne skratil celkovy Cas
zasahu, znizil fyzicku zataz zasahujucich a zvysil bezpecnost aj komfort evakuovanej osoby.

Na zaklade zisteni mozno odporucit, aby jednotky HaZZ v podmienkach podzemnych banskych diel
uprednostiiovali prave techniky s vyuzitim mechanizovanych prvkov, ktoré dokazu vyrazne urychlit
priebeh zasahu. Zaroven je potrebné zabezpecit dostatoény vycvik prislusnikov v pouzivani tychto
systémov a pravidelne preverovat ich pripravenost v realnych podmienkach.

Vysledky prispievaju k zvySeniu Urovne pripravenosti a efektivnosti zasahov HaZZ v prostredi
opustenych bani, kde je ¢as rozhodujucim faktorom pri zachrane ludskych Zivotov.
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THE MAJOR CHALLENGES FACING SLOVAK ROAD AND RAILWAYS
INFRASTRUCTURE: CURRENT CONDITIONS, ADMINISTRATION AND
PRIORITIES

MICHAL MISKE, LUCIA FIGULI

ABSTRACT: The aim of the paper is to assess the current condition of bridges in Slovakia with an emphasis on two key
determinants: the ownership and administration of structures and their structural health condition. The study combines official
data from the Road Database of the Slovak Road Administration (SSC), available information from the Slovak Railways (ZSR),
findings of the Supreme Audit Office of the Slovak Republic (NKU SR), and analytical outputs of the Value for Money Division
(UHP). The paper presents an analysis of data related to ownership, administration, categories of current health condition, and
accompanying documentation, providing a transparent overview of where the highest risks are concentrated. These infrastructures
were identified for the purposes of the REMAKE 3D project. As part of this project, several activities were undertaken to collect
information and data; however, such information is often inaccessible or does not exist. The paper includes details about bridge
ownership based on a comparison of owner databases, a BIM model of bridge M7441, and an example of image processing for
defect detection. The conclusion and discussion section outlines proposals for future research.

KEYWORDS: Bridges, Road Infrastructure, Railway Infrastructure, Model.

INTRODUCTION

The health condition of Slovakia bridges in the first quarter of the twenty-first century is alarming. In
recent years, Slovakia has joined the group of European countries that have recorded bridge collapses.
As illustrated in Figure 1, this group also includes neighbouring Czechia, as well as Germany and Italy.
In Slovakia various type of prestressed girders are used for many years and after the years in services
the numbers of defects on precast prestressed girder are presented as removed concrete cover,
corroded tendons with some ruptured wires, corroded anchors, water leakage through the carriageway
and insulation, overloading of construction, hollow space or voids within concrete caused during casting
of the girder, absence of shear reinforcement in prestressed girders, minimal reinforcement ratio was
not fulfilled, absence of bonded post-tensioned prestressing, inadequate grouting of tendons and
incorrect position of girders on the bearings as reported in Bujnakova (2017) and Bujnakova (2020). In
other cases, collapses were triggered by hydraulic and geotechnical hazards such as scouring at
foundations followed by slope instability, or by acute external actions attributable to the human factor,
exemplified by the road bridge in Baltimore (USA) where a large, uncontrolled vessel impacted the
structure. Slovakia’s challenges are further compounded by ageing infrastructure, exposure to
increasingly volatile hydrological events, and fragmented ownership and management responsibilities.
These systemic factors shape inspection regimes, maintenance planning, and the timeliness of
interventions, and they strongly influence the distribution of bridges across the poorest condition
categories. The result is a widening gap between identified needs and executed work, with mounting
operational restrictions and growing lifecycle costs.

In Germany, a bridge collapsed in September 2024 in the city of Dresden. The investigation found that
the bridge, completed in 1971, had suffered corrosion damage during its construction through a
combination of manufacturing methods employed 50 years ago and the influence of the weather on the
steel during construction. This corrosion, combined with material fatigue caused by traffic stress, led to
the bridge’s failure. Over 68% of the tendons in the carriageway on the collapsed section were found to
be severely damaged to the point of failure (Gerrard, 2024).
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Figure 1 Map of countries that have experienced recent bridge collapses (Moravcik 2025)

In Italy, the Morandi Bridge in Genoa collapsed on 14 August 2018 primarily due to long-term corrosion
damage to the prestressing tendons within the reinforced-concrete stays at Pier 9, which precipitated a
sudden failure of the load-bearing system and a subsequent progressive collapse of the span; 43 people
were killed. Corrosion was accelerated by increased moisture and chloride exposure in the marine and
industrial environment, while the low-redundancy design (few load-carrying elements per pylon) and
inadequate maintenance or monitoring progressively eroded the structure’s reliability margins (Ponte
Morandi 2025). Unfortunately, this is not an isolated case in Italy (Figuli 2021).

In Slovakia, the number of collapsed bridges has been steadily increasing. A pedestrian bridge collapsed
in SpiSska Nova Ves in 2020, followed by further incidents in Trsten& over the Oravica River in 2021. In
the past, a pedestrian bridge over the Turiec River collapsed in 2006, despite an inspection performed
just one year earlier. Other reported cases include failures in Brodské and Chorvatsky Grob. The primary
causes of these failures in Slovakia include ageing infrastructure, delayed allocation of financial
resources, and untimely preventive measures. All these factors highlight the resilience—or lack
thereof—of bridge structures and their structural health condition, which is the focus of this paper. The
condition assessment is presented in Figure 2, accompanied by Table 1, which lists the exact numbers
of bridges in each condition category according to the Slovak Road Administration Annual Report from
2023 (published in 2024).
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Figure 2 Classification of bridges according to structural condition

An initial examination of Table 1 does not reveal any fundamental problems; nevertheless, in terms of
the evolution of the structural condition of bridges in Slovakia, it is important to reiterate the negative
trend.

Table 1 Number of Bridges in each structural condition (Slovak Road Administration, 2024)

Structural conditions | Number of Bridges

Perfect 361

Very good 522

Good 1370

Acceptable 3008

Bad 1918

Very bad 885
Emergency 59
Unknown 176

Looking retrospectively, Slovakia’s bridges were in better condition ten years ago, in 2015. For
comparison, there were 522 bridges in perfect condition, 707 in very good condition, and 3,012 in good
structural condition. In 2015, only 25 bridges in Slovakia were classified as being in emergency
condition. Ten years later, this number has more than doubled. This trend is driven by several factors,
which are analysed in detail in the second chapter of this article.

1. INFRASTRUCTURE PROJECT APVV REMAKE 3D

For the purposes of this paper, the challenges and proposed solutions focus on bridges identified within
the APVV REMAKE 3D project (Figuli, 2025). These structures were selected following an initial
screening of the area in the vicinity of the district town of Puchov. Table 2 lists 20 items of transport
infrastructure; in addition to bridges, the project scope also includes the dam of the Nosice Reservoir,
the Diel Tunnel carrying the new high-speed railway corridor between Bratislava and Zilina (ZSR, 2024),
as well as a pedestrian underpass and a pedestrian footbridge (Doprastav, 2025).
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Table 2 Type of infrastructure of Puchov district (Figuli, 2025)

No.| . Type of Title Owner Struc:t_ural Documentation
infrastructure Conditions
Slovak Water
1 Dam wall Nosice Dam Management 2?7 Confidential
Company
Footbridge for Bridge record,
2 Footbridge |passengers and general Pachov City Perfect (1) overview drawing,
public technical inspection
Road bridge ?2?7? ?2?7? ??7? ??7?
Road bridge ??? 2?7 2?7 ???
Agricultural
5| Road bridge ?2?? Cooperative ?2?7? ?2?7?
MestecCko
6 | Railway bridge Viaduct Slovak Railways Perfect (1) Scan
7 | Railway bridge Viaduct Slovak Railways Perfect (1) Scan
8 | Railway bridge Viaduct Slovak Railways Perfect (1) Scan
9 | Railway bridge Viaduct Slovak Railways Perfect (1) Scan
10| Railway bridge New rallvyay’br|dge OVeTl siovak Railways Perfect (1) FEM model,
Nosicky canal drawings
Underpass for
11| Underpass passengers of Railway | Slovak Railways Perfect (1) ??7?
Station Nosice
12| Railway bridge | " ra”wf};ﬁ”dge OVeT! Siovak Railways | Perfect (1) 227
New road bridge in SC of Tren€in Technical
13| Road bridge 9 . Perfect (1) inspection, drawing,
159,506 district
FEM model
. Bridge notebook
. Road bridge over Slovak Road ; L
14| Road bridge railway in 158.120 Administration Good (3) drawings, technical
report
: Road bridge Pristovec in| Slovak Road ,
15| Road bridge Puchov Administration Good (3) Bridge notebook
. Slovak Road .
16| Road bridge | *9-061Roadbridge | )\ iiciration — Bad (5) Complet project
over Vah in Puchov N documentation, scan
IVaSC Zilina
] BIM model
. Road bridge near SC of Tren€in '
17| Road bridge Nimnica on the road 507 district Bad (5) Concrette;:tardness
. . Cycling bridge near road| Out of Puchov pon PO
18| Bicycle bridge 507 territory 2?7 2?7
. Road bridge over the nn PPN 29
19| Road bridge Nimnicky Brook 2?77 27?77 2?7
20| Railway tunel Tunnel Diel Slovak Railways Perfect (1) 27?7

In Table 2, several information gaps are evident and clearly visible, along with an excessive number of
different owners and administrators within the relatively small area of the town of Puchov. The table also
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identifies bridges in poor condition, for which preventive measures to enhance their resilience should be
adopted.

2. THE CHALLENGES IN ACHIEVING BETTER STRUCTURAL HEALTH OF
TRANSPORT INFRASTRUCTURE

The first and most obvious factor is structural conditions and negative trend of bridges in Slovakia
observed over recent years. For example, Figuli (2021) reports poor bridge conditions not only in
Slovakia but also in Italy. Bujhakova (2020) describes this phenomenon as a growing risk for
prefabricated bridges, of which there is an extremely large number in Slovakia. In another publication,
Miske (2025) presents results on how strongly the structural condition depends on the year of
construction. But the dependence is found to be very weak, suggesting that older bridges do not
necessarily tend to be in worse condition in comparison to new bridges (Figuli 2023). Which
determinants can be considered most influential in explaining the adverse progression of the bridge
conditions? From the perspective of road and deck quality, the most problematic seasons are summer
and winter. Overloaded heavy goods vehicles constitute the most immediate risk. Field enforcement is
challenging static weigh stations have limited capacity, mobile weighing is costly and coordination
intensive. A practical response combines several measures (Slomka-Slupik 2021):
e Weigh-In-Motion (WIM) gates on major corridors and ahead of sensitive bridges, with
automated screening and notification for targeted pullovers,
e Geofencing and permitting regimes for oversize or overweight transports (mandated routes,
time windows, escorts),
e Control of axle loads and load distribution,
e Dynamic restrictions (temporary speed reductions, one-way operation over the bridge) where
diagnostics indicate reduced residual capacity.

At the sub-national level, it is advisable to install local WIM lines on approach roads to industrial zones
and link them to a maintenance prioritisation model: bridges exposed to a high share of heavy goods
traffic should have shorter inspection cycles, earlier prescribed diagnostic tests, and timely
strengthening of critical details like waterproofing, drainage, deck surfacing, reinforcement protection.
This approach minimises the risk of sudden operational restrictions and extends the bridge’s lifecycle at
acceptable cost.

Secondly, another fundamental problem is the fragmentation of the bridges in terms of ownership and
management. In practice, this results in non-standardised assessment procedures, differing levels of
maintenance, divergent priorities in the allocation of financial resources, and variable decision quality
often determined by the internal rules of a given owner. Within the set of 20 transport objects included
in the REMAKE 3D project, as many as eight different owners were identified, illustrating the degree of
fragmentation. In addition to municipalities and self-governing regions, other administrators include the
National Highway Company (NDS), the remaining regional road authorities, and private owners. This
diversity translates into disparities in capacities (staffing, technical, and process), in the periodicity and
quality of inspections, in the methodologies used (e.g., the scope of diagnostics and the use of non-
destructive testing). The consequence is that the same types of defects may be evaluated differently,
and identical risks may receive different intervention priorities across administrators (Alonso 2023).
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Figure 3 Defects on bridge M7441 (Figuli 2025)

NDS typically exhibits a more favourable condition profile, largely due to a higher share of newly built
sections (e.g., the ViSnové tunnel and bypass links around Bratislava) and relatively more stable
financing from the state budget and European funds. By contrast, sub-national administrators of class
II/lll roads often operate with constrained budgets and less accessible project preparation, which leads
to deferred rehabilitation and faster degradation of bridges with higher age and traffic loading.
The key system-level response is to unify the rules across owners by:
e Harmonising inspection methodologies and condition classification,
e implementing risk-based prioritisation (combining condition, network criticality, and
detourability),
e introducing multi-year rehabilitation programmes with transparent funding allocation,
e setting minimum standards for diagnostics and record-keeping (including open data),
e and strengthening the capacities of smaller administrators through methodological and technical
support.

According to Table 2, another major issue concerns technical documentation. Each bridge owner is
responsible for maintaining a complete record set; in practice, however, files are frequently incomplete,
outdated, or missing altogether. In the REMAKE 3D sample, for nearly half of the twenty identified
objects it was impossible to retrieve the documents needed to streamline the project workflow. For some
bridges, e. g. bridge M7441 in Nimnica, the entire dossier had to be reconstructed: the concrete strength
class was unknown, technical drawings were obsolete, and the bridge record card contained insufficient
data. One of the few available documents was an inspection report, which confirms that the bridge is in
poor structural condition and recommends preventive measures to improve resilience and extend
service life. Without such measures, temporary replacement and full rehabilitation are likely.
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By comparing the individual information systems of the owners referenced in the APVV REMAKE 3D
project, we can also illustrate their ability to maintain bridges, keep information up to date, and,
consequently, manage documentation. In terms of clarity and the ability to retrieve data, the best
information system is operated by the Slovak Road Administration (SSC), where it is possible to view
the necessary bridge information under the sections “Road Structures” and “Other Road Structures.” An
example from the Slovak Road Administration database is shown in Figure 4. In the illustration, bridge
M7441 is selected; the filter provides key details such as the bridge ID, year of construction,
structural/technical condition, owner, and the estimated load-carrying capacity.
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Figure 4 Road databank of the Slovak Road Administration

Another owner of bridges within the Puchov area is the Trenlin Self-Governing Region. However, its
information system for road structures, in Figure 5, provides only a map of the so-called Road
Maintenance Districts and the classification of the respective roads. It is not possible to retrieve more
detailed information or inspection results for specific road bridges. Most information can ultimately be
found in the national Road Database. This may explain why the Trencin Region does not offer the same
information-system capabilities as the Slovak Road Administration.
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Figure 5 Road administration of the Tren&in Region

The last information system is the Information System of the Railways of the Slovak Republic (Figure
6). However, this system is highly non-intuitive. It does not provide options to display different layers;
only the routes i.e., railway corridors that are highlighted on a plain white map background. As with the
Trencin Region’s information system, it does not offer details on railway infrastructure such as bridges
or tunnels. Information on railways is tightly guarded and generally inaccessible to the public, primarily
for security reasons.
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Figure 6 Information system of Slovak Railways

Unfortunately, none of the other owners of bridges in the APVV REMAKE 3D project have any
information system or database. The unavailability of key information can lead to incorrect managerial
decisions, which in turn may negatively affect the structural condition of the road or railway infrastructure.
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The value of documentation is not merely archival, it directly affects diagnostic accuracy, load-rating
reliability, the choice of intervention, and cost. Absent or inconsistent records demand conservative
assumptions, additional testing, and redesign effort delaying decisions and inflating budgets.
Conversely, a current, standardised dossier enables risk-based prioritisation and reduces the probability
of over or under design.

To address these gaps, we propose a minimum “Bridge Documentation Set” and a process for its
upkeep:

e Core records: as-built drawings, material specifications (including concrete strength class and
reinforcement details), design load model, expansion joints/bearings data, and waterproofing
details,

e condition history: full inspection lineage, defect logs with geolocation, photographs, and repair
records,

e capacity evidence: calculations or load ratings, results of non-destructive tests (rebound
hammer, UPV, GPR), cores where applicable, and any finite-element models.

e administrative data: ownership and manager of record, traffic class, detour availability, and
criticality ranking,

e digital management: a common data environment (CDE) with version control, mandatory
metadata, and open exchange formats, e. g. IFC/BIM, PDF/A, scheduled reviews tied to
inspection periodicity.

For bridge M7441 specifically, priority actions include targeted material identification (cores with chloride
profiling and carbonation depth), verification of reinforcement from GPR, bearing and joint assessment,
and an updated load rating. Preventive measures should favour incremental, cost-effective interventions
localized concrete repair and re-alkalisation where feasible, cathodic protection or corrosion inhibitors
on high-risk zones, waterproofing and drainage upgrades, and deck surfacing improvements before
committing to major capital works. This staged approach preserves safety, extends service life, and
optimises limited budgets (Alonso 2023). A BIM model was also created for bridge M7441, as the
available documentation was outdated and lacked sufficient technical detail. BIM is widely used today
and offers numerous applications throughout the project lifecycle.

Figure 7 BIM model of M7441 bridge

DISCUSSION AND CONCLUSION

The analysis shows that the condition of bridges in Slovakia results from a confluence of technical,
organizational, and process factors. The negative trend in structural condition is not driven by age alone,
but primarily by environmental exposure (chlorides, hydrological extremes, thermal cycles), heavy-traffic
loading, and uneven quality of asset management. Ownership fragmentation and divergent inspection
methodologies lead to inconsistent diagnostics, differing priorities, and delayed implementation of
interventions. A critical risk accelerator is incomplete or missing documentation, which increases
uncertainty in load-rating, inflates preparation costs, and slows decision-making.

In general, the risk landscape is broader than discussed here. Nevertheless, from a practical bridge-
management perspective, these three risks are foundational and tightly interlinked with others that are
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either seasonal such as floods, scour, freeze—thaw damage, or landslides, or as extraordinary, including
accidental impacts (ships, vehicles), fires, or rare geotechnical failures. Climate variability amplifies
several of these hazards by increasing hydrological extremes and thermal gradients, which in turn
accelerate deterioration mechanisms already highlighted. Crucially, the three core risks act as
multipliers: poor condition and fragmented ownership reduce preparedness and slow interventions,
while documentation gaps hinder rapid diagnostics during emergencies. Addressing the core set
through harmonized inspections, risk-based prioritisation, and robust documentation, therefore delivers
co-benefits: it improves resilience to seasonal stresses, shortens recovery after extraordinary events,
and reduces the likelihood that a local defect cascades into a network-level disruption.

Practice points to core recommendations are:

e harmonise inspection methodologies and condition classification across owners and link them
to shorter inspection cycles for bridges with high heavy-goods traffic shares,

e implement risk-based prioritisation and multi-year rehabilitation programmes tied to risk,
network criticality, and detour ability, with transparent funding allocation,

e establish a minimum Bridge Documentation Set and manage it within a common data
environment, including systematic collection of diagnostic data and updated load-capacity
calculations.

The deployment of WIM systems, geofencing for oversize or overweight transport, and operational
restrictions where residual capacity is reduced lowers fatigue effects and the risk of sudden operational
limitations. Overall, shifting from reactive to proactive, data-driven bridge management is key to
improving safety, resilience, and the efficiency of public expenditures. Of course, there are also some
strategies such as implementation of advanced technologies (UAV for defect detection, image
processing, vibration sensors, humidity sensors, digital twins) to have relevant information in real time.
Nevertheless, the implementation of these technologies is costly, and the high number of bridges in
Slovakia makes widespread deployment unrealistic at present.
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FYZICKE UTOKY NA PENAZNE AUTOMATY: TYPOLOGIA A TRENDY
PHYSICAL ATTACKS ON ATMS: TYPOLOGY AND TRENDS

LUKAS LENCSES, LUCIA FIGULI

ABSTRACT:

This article examines the growing problem of physical attacks on cash ATMs, defining the security features of these devices,
classifying attack typologies, and evaluating statistical trends for the European Union and Slovakia using publicly available reports.
Findings indicate a marked increase in physical ATM attacks between 2020 and 2024 (from 3,722 to 5,953 incidents) and the
predominance of explosive methods, with most events occurring at night or in the early morning. The analysis shows that material
losses peaked early in the period and subsequently declined, with only modest fluctuations thereafter. The article concludes with
a recommendation to reassess and expand the testing standards of EN 1143-1 due to the vulnerability of ATMs to bomb attacks.

KEYWORDS: ATM, Bomb attacks. EN 1143-1.

uvoD

Pefiazné automaty, nazyvané aj bankomaty, su dnes neoddelitelnou su¢astou naSich kazdodennych
zivotov. Umoziiuju nam rychly a jednoduchy pristup k peniazom takmer kedykolvek a kdekolvek, bez
potreby navstevy pobocky banky. No prave ich dostupnost’ a vysoky obsah hotovosti z nich robi ¢asté
ciele kriminalnych utokov.

Aj napriek Coraz vacsej snahe digitalizovania platieb v Eurépskej unii, je hotovost stale dominantnym
spOsobom platenia. Na Slovensku je az 60% vSetkych predajnych transakcii vykonavanych v hotovosti,
€o predstavuje len o 2% menej ako v Nemecku. Napriek tomu je situacia v Nemecku daleko zloZitejSia,
avysoky pocCet periaznych automatov, ktorymi disponuje, je jednou z hlavnych pri¢in zvySenej
frekvencie utokov. Len v roku 2022 bolo v Nemecku vykradnutych takmer 500 penaznych automatov
(Izip, 2024).

Kym v minulosti boli typické najma podvody s kartami alebo zneuzivanie softvéru bankomatov, v
poslednych rokoch su Coraz CastejSie prave fyzické utoky. Tie maju za ciel nasilnym spésobom otvorit
alebo poskodit' trezorovu €ast bankomatu tak, aby sa pachatelia dostali k hotovosti.

Zvysenu mieru fyzickych utokov na pefnazné automaty mozno pripisat viacerym faktorom. V prvom rade
ide o jednoduchy pristup k hotovosti, ktory je pre pachatefov priamou motivaciou. Pefiazné automaty
su Casto umiestnené na verejne pristupnych miestach, mimo priameho dohladu bankovych
zamestnancov alebo bezpecnostnych sluzieb. Obrovsky vplyv maju aj sociogénne Ccinitele, ako
chudoba, ekonomicka stagnacia, nezamestnanost a migracia.

Obmedzeny pocet relevantnych vedeckych ¢lankov a publikacii iba zdéraznuje dany problém. Vacsina
publikacii sa témou zaoberda len okrajovo: analyza hodnoty daktyloskopickych stép po vybuchu
bankomatu (Smet, 2021), hodnotenie odolnosti na zaklade plynovej explézie v trezoroch (Radeanu,
2019), Analyza pouzitych vybuSnin pri utokoch na bankomaty v Brazilii (Logrado, 2022), proces
hodnotenia odolnosti proti viAmaniu pri pouziti vybusnin (Zvakova, 2021).
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1. KONSTRUKCIA A BEZPECNOSTNE PRVKY PENAZNYCH AUTOMATOV

PoZiadavky na kon&trukciu a skusky odolnosti proti viamaniu pre trezory rie$i eurdpska technicka norma
EN 1143-1, ktora v Gvode definuje predmetnu terminolégiu. Pod pojmom pefiazny automat sa rozumie
automatizované zariadenie, ktoré zakaznikom umoznuje rychly pristup k hotovosti a zakladnym
bankovym sluzbam bez nutnosti navstevy pobocky. Obrazok 1 zobrazuje Standartnd bankomatovu
schému podla normy EN 1143-1. (EN 1143-1, 2019)

Systém penaznych

automatov
Trezor pehazného Mechanizmus pehazného Riadacia jednotka
automatu automatu penaZného automatu

¥

Zakladha pehazného
automatu

Obrazok 1 Schéma penazného automatu podla EN 1143-1 (EN 1143-1, 2019)

Systém penazného automatu - predstavuje cely penazny automat ako komplexné zariadenie.
Zabezpecuje funkciu od uloZenia a ochrany hotovosti, cez technické operacie, az po komunikaciu s
bankovou sietou. Najviac chranenou €astou penazného automatu je trezor penazného automatu.
Podlieha certifikacii podfa normy EN 1143-1. Norma rozliSuje viacero bezpeénostnych tried podla toho,
kolko Casu a aké nastroje su potrebné na prekonanie trezoru. V praxi sa pri bankomatoch najCastejsie
pouzivaju trezory v triedach Il az IV, pri€om v exponovanejsich lokalitach sa mézu uplatnit’ vysSie triedy.
Konstrukéne ide o viacvrstvové ocelové schranky so zosilnenymi dvierkami, certifikovanymi zamkami,
detekénymi senzormi a €asto aj s integrovanymi systémami na znehodnotenie bankoviek (ISZB). (EN
1143-1, 2019)

Zakladiia pefiazného automatu - slizi ako kotviaci prvok, upevriuje trezor k podlahe alebo stene (EN
1143-1,2019).

Mechanizmus penazného automatu - zahffia technické a pohyblivé Casti bankomatu. Obsahuje
(Roddam, 2024):

e kazetovy systém - kazety s bankovkami,

e vydajnu jednotku - vybera bankovky z kaziet a podava ich zakaznikovi,

e snimace - kontroluju, ¢i bola vydana spravna bankovka a €i nie je poSkodena.

Riadiaca jednotka pefiaZzného automatu - poc&itaovy modul s pripojenym softvérom, ktory funguje ako
centralny systém bankomatu. Zabezpecluje: komunikaciu s bankovym systémom, spracovanie
transakcii, ovladanie periférii(Roddam, 2024).

Bezpecnostné prvky penazného automatu - bankomaty su konStruované tak, aby dokazali odolat
réznym formam fyzického atoku. Ich kon$trukcia zahffia pevné ocefové krytie a zosilnené uzamykacie
systémy, ktoré vyrazne komplikuju akykolvek pokus o neopravnené vniknutie. Tieto bezpecnostné prvky
pravdepodobnost poskodenia zariadenia. Medzi dalSie bezpeénostné prvky bankomatov zaradujeme
(Europol, 2019):

e |ISZB - inteligentné systémy na znehodnocovanie bankoviek,

e systémy bezpecnostnej hmly,

e kamery CCTV.
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Riadiaca jednotka

Obrazok 2 Graficka schéma periazného automatu (Uplogix, 2013)

2. TYPOLOGIA FYZICKYCH UTOKOV NA PENAZNE AUTOMATY

Organizacia EAST (European Association for Secure Transactions), cielom ktorej je dosiahnut jednotné
pouzivanie definicii medzi organizaciami a organmi ¢innymi v trestnom konani pri popise fyzickych
utokov na penazné bankomaty, rozoznava utoky na penazné bankomaty (EAST,2023):

Utoky s pouzitim vybusnych latok

Pri prekonavani penaznych automatov sa pre svoju Casovu efektivnost vyuzivaju Utoky s pouzitim
vybudnych latok. Umoziuju za kratky €as prekonat objektovl ochranu a dostat sa k vnutornym
priestorom trezoru (EAST,2023).

Explozivne utoky su pachané pomocou (EAST,2023):

e plynu - do vnutra trezorovej €asti alebo priestoru bankomatu sa zavedie horfavéa plynno-vzdusna
zmes a nasledne dbjde k jej zapaleniu/odpaleniu tak, ze vzniknuty tlak alebo plamen narusi
konStrukciu trezoru a umozni pachatefom dostat sa k hotovosti,

e vybusniny - pachatelia vkladaju do trezoru pevné trhaviny a ich odpalenim otvoria dvierka
trezoru. Tieto Utoky mbézu prebiehat v niekolkych fazach. Prvy vybuch slUzi na ziskanie pristupu
— vytvorenie otvoru v trezore, ktorym sa nasledne vkladaju pevné trhaviny, ktoré su potom
odpalené s cielom otvorit trezor.
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Obrazok 3 Pozostatok pefiazného automatu po Utoku vybusninou (Briska, 2025)

Vytrhnutie bankomatu - ,,Rip-out”

»Rip-out® oznacuje fyzicku kradez bankomatu ako celku, pachatel alebo skupina nasilim odstrani
bankomat zo svojej indtalacie a nasledne ho odvezie na miesto, kde ho otvori mimo dohladu. Ide o
rychlu, vysoko destruktivnu metddu, ktorej ciefom je ziskat pristup k hotovosti bez zdihavého
mechanického prelamovania trezora na mieste (EAST,2023).

Pre metddu ,Rip-out” su typické tieto nastroje (EAST,2023):

e vozidla,
e lan3,
e haky.

»Rip-out® Utoky spdsobuju znacné materialne Skody a maju Siroké désledky. V mnohych krajinach
sa tejto metdde venuju Specializované policajné operacie a banky zintenzivnili technické i
organizacné protokoly (EAST,2023).
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Obrazok 4 Pozostatok pefiazného automatu po ,Rip-out® utoku (Figuli, 2025)
Nasilné otvorenie trezoru — ,,In-situ®

Utoky ,In-situ” predstavuju skupinu fyzickych zasahov, pri ktorych pachatelia pouzZivaju rézne
nastroje s cielom nasilne prekonat’ konstrukciu bankomatu a dostat' sa k hotovosti. Patria sem rézne
formy priameho mechanického prelamovania, od vitania a rezania az po nasilné pacenie.
Kombinacia tychto metdd byva velmi €asta v zavislosti od ciela, dostupnosti techniky a pripravenosti
pachatelov. V zavislosti od pouzitych nastrojov rozdelujeme ,in-situ” utoky na (EAST,2023):

e termickeé rezanie - utok, pri ktorom utonik pouziva termicky rezaci spésob aby ziskal otvor
do vnutra,

e vftanie - pokus o prekonanie trezorovych €asti vytvorenim otvorov v pevnej konstrukcii
pomocou vftania, ktorymi sa snazia vyradit mechanizmy zamku alebo dosiahnut na
vnutorné priestory,

e rezanie - pouzitie rezacich elektrickych nastrojov (bruska, pila) na rezanie plasta a dvierok
trezoru s ciefom ziskat pristup,

e nasilné otvorenie - pokus o nasilné otvorenie trezoru pouZitim mechanickych sil.

Obrazok 5 Pozostatok penazného automatu po ,Rip-out” utoku (Doherty, 2017)
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3. Analyza fyzickych utokov

Vo svete a Eurépskej Unii

Medzi rokmi 2020 a 2024 pocet fyzickych Utokov na bankomaty v EU vzrastol z 3 722 pripadov na 5
953 pripadov, teda priblizne o 60 % za pat rokov. Zaznamename mierny narast v roku 2021 oproti roku
2020 (3 722 — 3 947), mierny pokles v roku 2022 (3 947 — 3 728), potom vyraznejSi narast v roku 2023
(3728 — 4 637) a silny skok v roku 2024, kedy pocet utokov dosiahol 5 953 (EAST, 2025).

7000
6000

Pocet utokov

2000
1000

5000
4000
3000

2020 2021 2022 2023 2024

Obrazok 6 Vyvoj fyzickych utokov na bankomaty v EU 2020-2024

Medzi rokmi 2020 a 2024 klesli celkové hlasené skody z €22 mil. na €12 mil., predstavuje to teda pokles
priblizne o0 45,5 % za pat rokov. Napriek tomu sa hodnoty kazdoroéne menia: po prudkom poklese v
roku 2021 (-54,5 % oproti 2020) nasledoval mierny narast v 2022 (+10 %), dalSi pokles v 2023 (-18 %)
a opat vyraznejSi narast v 2024 (+33,3 % oproti 2023) (EAST, 2025).
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Obrazok 7 VySka Skody spbésobend fyzickymi utokmi v EU 2020-2024
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Luacio Logrado vo svojej Studii chemickej analyzy vybusnin pouzitych pri lupeziach bankomatov a
trezorov v Brazilii v obdobi 2014—2020 analyzoval realne pripady s ciefom charakterizovat typy
vybudnin, ktoré boli pouzité pri Utokoch, a kvantifikovat' ich relativne zastupenie (vid. Tabulka 1)
(Logrado, 2022).

Tabulka 1 Identifikované zlozZenie vybusnin z analyzy pripadov v Brazilii

Typ vybusniny Pocet pripadov

Zmesi na baze chloratov alebo perchloratov 49
Vybusna emulzia 20
Cierny prach (black gunpowder) 12
Negativne / nejednoznacné vysledky 11
Organicka (PETN) 1

NajCastejSie identifikovanou skupinou vybuSnych latok boli zmesi na béaze chloratov alebo
perchloratov, ktoré sa vyskytli az v 49 pripadoch. Tento vysledok potvrdzuje, Ze ide o najrozSirenejsi
typ vyuzivany pri skimanych utokoch. Vybus§né emulzie sa objavili v 20 pripadoch a predstavuju druhu
najpocetnejSiu kategoriu, €o poukazuje na ich relativne Casté presunutie z legalneho priemyselného
prostredia do trestnej &innosti. Cierny prach bol zisteny v 12 pripadoch, o kore$ponduje s jeho
dostupnost'ou v pyrotechnickych vyrobkoch. Organicky PETN bol zachyteny len v jednom pripade, ¢o
naznacuje jeho velmi zriedkavy vyskyt v skimanej oblasti a obdobi (Logrado, 2022).

Tabulka 2 Kategorizacia vybusnych latok pouZitych pri utokoch

Kategoéria Popis Bezné zdroje
Pyrotechnika a ohfostroje,
niektoré priemyselné
chemikalie a Specializované
dodavky pre priemyselné

aplikacie.

Anorganické solné zmesi
pouzivané ako oxidacné
zlozky.

Zmesi na baze chloratov
alebo perchloratov

Priemyselne vyrabané
emulzie vyuzivané v tazbe a
stavebnictve.

Dodavky a vyrobky pre

Vybusna emulzia tazobny a stavebny sektor.

Pyrotechnické produkty,
petrochemikalie pre historické
alebo rekreacné pouzitie,
obchodné predajne
pyrotechniky.

Tradi¢ny pyrotechnicky prach

Cierny prach pouzivany v pyrotechnike.

Organické — PETN

Organicky vysoko vybusny
material, v civilnom prostredi
menej bezny.
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Situacia v Slovenskej republike

Vzhladom na absenciu relevantnych Statistickych Gdajov tykajucich sa utokov na bankomaty je pre
Slovensko zhodnotenie situacie zna¢ne komplexnejSie. Statisticky Urad Slovenskej republiky sice
ponuka Statistiku trestnych €inov, avSak samostatny trestny &in ,utok na bankomat® neexistuje a preto
podfa trestnopravnej klasifikacie je moznych niekolko zaradeni:

e kradez (§ 212 TZ),

e poskodzovanie cudzej veci (§ 245 TZ),

e umyselné vSeobecné ohrozenie (§ 284 TZ).

Uplne prvé utoky na pefiazné automaty na Slovenku boli realizované spésobom ,rip-out®, &iZze nasilnym
vytrhnutim za pomoci automobilov. V poslednej dobe sa situacia za¢ala zhorSovat. Len za mesiac
September evidujeme Utoky na penazné automaty v Maduniciach, PieStanoch a KoSiciach, vSetko za
pouzitia vybusnin. Za poslednych 10 rokov je pouzitie vybusnin naj¢astejSim spdsobom utokov na
penazné automaty v SR. Vypatrat pachatelov je pre organy ¢inné v trestnom konani zlozité, nakolko na
mieste &inu nezanechavaju relevantné stopy, su maskovani a €asto krat pouzivaju odcudzené
evidencné Cisla motorovych vozidiel. Nie je vylucené, Zze sa mdze jednat aj o organizované skupiny zo
zahranicia. Posledny utok bol zaznamenany v Bratislave 30.9.2025, kde dosSlo k vybuchu bankomatu,

ktory bol umiestneny pri mestskom urade (Murajdova, 2025).

Analyzu najznamejsich utokov na bankomaty v Slovenskej republike mézeme vidiet v tabulke 3.

Tabulka 3 Medializované pripady fyzickych utokov na bankomaty za poslednych 5 rokov

v Slovenskej republike

Datum Lokalita Cas Skoda Metéda utoku

22. 8. 2020 TomaSov 2:30 NEZISTENE vybusnina

26. 9. 2020 KosSice 3:00 90 000 € vybusnina
19.12. 2020 Topolniky V NOCi 15 500 € vybusnina

13. 8. 2021 Pruske V NocCi 0€ nezistena metoda
18. 8. 2021 Drietoma V NOCi NEZISTENE vybusnina

16. 6. 2021 Soporiia 4:00 NEZISTENE nezistena latka (vybuch)
16. 6. 2021 Vyc€apy-Opatovce V NocCi NEZISTENE fyzické poskodenie
16. 6. 2021 Turfia nad Bodvou V NOCi 77 000 € vybus$nina
22.10. 2021 RiShovce V Noci NEZISTENE vybus$nina
2.11. 2021 Nitra (Kloko¢ina) 4:20 NEZISTENE vybusnina
23.11. 2021 Ladce 2:56 80 000 € vybusnina
24.10. 2022 Ivanka pri Nitre 3:00 NEZISTENE vybusnina
25.10. 2022 Ivanka pri Dunaji 4:15 150 000 € vybusnina
4.5.2023 Oslany 5:00 NEZISTENE vybusnina

10. 7. 2023 Ladce V noci 18 940 € vyrezanie otvoru
21. 6.2024 Novot (Orava) 4:30 0€ vybusnina
10.7. 2024 Dunajska Luzna 4:15 200 000 € vybusnina
7.11.2024 TvrdoSovce V NOCi 0€ vybusnina
11.12. 2024 Zlaté Klasy 4:00 0€ vybusnina
25.12. 2024 Besenova rano 0€ plynova vybusnina
16.09.2025 Madunice V NOCi NEZISTENE vybusnina
19.09.2025 Piestany V NOCi NEZISTENE vybusnina
19.09.2025 Kosice rano NEZISTENE vybusnina
29.09.2025 Novot V noci NEZISTENE vybusnina
30.09.2025 Bratislava rano NEZISTENE vybusnina
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Udaje v tabulke 3 vychadzaju zo sekvenéného zberu medializovanych pripadov, teda nejde o Uplny
oficidlny register Policie SR alebo Ministerstva vnutra SR. Uvadzané sumy a metddy su také, ako boli
medializované, v niekolkych pripadoch chybaju presné udaje (,NEZISTENE®). Sumy v stipci ,$koda“ sa
skladaju zo spdsobenej Skody vplyvom utoku, ako aj celkovej odcudzenej sumy pachatefmi. Vysledky
je potrebné interpretovat’ ako trendovy obraz na zaklade verejne dostupnych sprav, nie ako definitivnu
Statistiku.
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ZAVER

Z uvedenej analyzy fyzickych utokov na pefazné automaty vyplyva, Ze vyskyt tychto udtokov v
poslednych rokoch narasta nie len v EU, ale aj na Slovensku. Previadaju fyzické metddy s pouzitim
explozivnych latok a ,rip-out* technik. Utoky sa vaésinou odohravaju v noénych az skorych rannych
hodinach, spdsobuju znaéné materialne Skody a su tazko vySetrované vzhlfadom na profesionalnu
pripravu pachatelov, ich maskovanie a organizovanost.

© Miskovec
Ea
© Jager [ €579

Obrazok 8 Mapa fyzickych utokov na bankomaty 2020-2025 (Google maps,2025)

Topolniky ¢ Niredhaza

Neustale sa zvySujuce mnozstvo pripadov indikuje neefektivnost v posudzovani odolnosti trezorov
podla eurépskej normy EN 1143-1, nakolko samotné testovanie odolnosti voci vybuchom prebieha
podla normy odliSnym spOsobom, ako postupuju pachatelia. Dodatoéna certifikacia T2, vznikla ako
reakcia na dalSie nedostatky v bezpecnostnych poziadavkach normy, vzhfadom na uvedenie novych a
vykonnejSich nastrojov na trh, schopnych efektivnejsie prekonavat obranu trezorov.

Pouzitie vybusnych latok na preniknutie do trezora penazného automatu zacina byt preferovanym
spOsobom utoku pachatelov. Pachatelia pouzivaju plyn alebo vybusniny, ktorych u€elom je vyvolat silny
tlakovy impulz alebo poSkodenie mechaniky uschovného zariadenia tak, aby ziskali pristup k hotovosti.
Takéto explozie zaroven €asto poSkodzuju aj okolitu infrastruktdru a zvysuju riziko pre osoby v blizkosti
miesta Cinu. Z tychto dévodov uvedena analyza zdéraznuje potrebu vyskumu v predmetnej oblasti,
zameranim sa na kombinaciu technickych rieSeni na zvySenie odolnosti pefiaznych automatov od
uginkov vybuchu.

PODAKOVANIE

Prispevok bol podporeny SPS NATO G6001 Multi Cable-Driven Robot for Detecting/Detonating
Unexploded Mines and Ordnance.
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BEZPECNOSTNI OPATRENI VE ZDRAVOTNICKYCH ZARIZENICH:
ANALYZA A DOPORUCENI

SECURITY MEASURES IN HEALTHCARE FACILITIES: ANALYSIS AND
RECOMMENDATIONS

JITKA KOSACKOVA, RENATA HAVRANKOVA

ABSTRACT: This article addresses security measures in healthcare facilities, focusing on hospitals as soft targets exposed to
increasing threats. The aim is to analyse current protection systems and propose measures to enhance resilience. Using both
qualitative and quantitative methods, the research included analysis of legislation, technical standards, internal guidelines, and a
comparison of security practices in selected Czech hospitals. The outcome is the MOBIZ methodology, which emphasises clear
responsibilities, continuous staff training, and the involvement of all organizational levels. Pilot testing confirmed its applicability
and demonstrated that an integrated approach combining technical, organisational, and human factors effectively reduces risks
and strengthens resilience in healthcare facilities.

KEYWORDS: Healthcare Facilities. Patient Safety. Security. Soft Targets.

uvoD

Bezpecnost zdravotnickych zafizeni je nezbytnym pFfedpokladem pro poskytovani kvalitni péce a
ochranu pacientl, zaméstnanc(l i navstévnikld. Zdravotnicka zafizeni jsou vzhledem ke své povaze a
koncentraci osob zafazovany mezi mékké cile, coZ zvySuje jejich zranitelnost vici bezpe&nostnim
incidentam.

ZkuSenosti z poslednich let potvrzuji, Ze zdravotnicka zafizeni se musi systematicky pfipravovat na celé
spektrum bezpeé&nostnich hrozeb. Uginna bezpeénostni politika nesmi byt omezena pouze na technicka
opatfeni, ale musi byt zaloZzena na komplexnim souboru organiza¢nich a procesnich mechanismu. Tyto
mechanismy zahrnuji zejména pravidelné vyhodnocovani hrozeb a rizik, cyklickou odbornou pfipravu
zaméstnancu, pribéznou aktualizaci krizové dokumentace a realizaci taktickych cvi€eni, jejichz
vysledky slouzi jako podklad pro optimalizaci preventivnich a reakénich opatfeni. Jeho cilem je kriticky
zhodnotit dosavadni opatfeni a formulovat doporuéeni, jez mohou pfispét k posileni odolnosti
zdravotnickych zafizeni vici Sirokému spektru bezpecnostnich hrozeb.

Cilem tohoto vyzkumu bylo vytvofit jednotnou metodiku MOBIZ — Metodika opatieni pro bezpe¢nostni
incidenty ve zdravotnictvi a stanovit komplexni ramec pro ochranu zdravotnickych zafizeni jako
meékkych cill pfed bezpe€nostnimi hrozbami, které mohou ohrozit Zivot, zdravi a bezpecnost pacientd,
zaméstnancu i navstévniku.

1. METODIKA VYZKUMU

Metodologicky ramec vyzkumu vychazi z kombinace kvalitativnich a kvantitativnich pfistupl. Zakladnimi
vyzkumnymi nastroji byla obsahova analyza pravnich pfedpisd, internich smérnic zdravotnickych
zafizeni a technickych norem. Tento postup umoznil systematicky zmapovat legislativni i provozni
pozadavky v oblasti bezpe&nosti a vytvofit vychodisko pro navrh metodiky.

Metodika byla zpracovana na zakladé upravenych postupl uvedenych v dokumentu Zaklady ochrany
mékkych cili (MV CR, 2017) a v publikaci Systém hodnoceni bezpecnosti vybranych objektt mékkych
cild (Mrazkova & Hromada, 2019). Oba pfistupy byly adaptovany na specifické podminky
zdravotnickych zafizeni, zejména na jejich otevienost, provozni charakter a zranitelnost vici cilenym
bezpecnostnim incidentam.
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Komparativni analyza bezpecCnostnich opatifeni byla provedena v deviti nemocnicich s urgentnim
pfijmem rizné velikosti a zfizovatelské struktury. Soubor zahrnoval statni nemocnice zfizované
Ministerstvem zdravotnictvi CR, velka nestatni zafizeni s kapacitou nad 1 000 I(zek i men$i nestatni
nemocnice s kapacitou do 500 I0zek. Analyzu doplnily polostrukturované rozhovory s odborniky na
krizové Fizeni a bezpe€nostni management, které pfinesly expertni perspektivu a zpfesnily interpretaci
ziskanych dat.

Hodnoceni probéhlo prostfednictvim Hospital Security Indexu (H-SI), ktery posuzuje fyzickou,
elektronickou, mechanickou a organizaéné-provozni bezpec€nost. Kazdé dil&i kritérium bylo hodnoceno
na Ctyfbodové Skale 0-3 (0 = nezajiSténo, 1 = zajisténo nedostate¢né, 2 = zajisténo uspokojiveé, 3 =
zajisténo piné a efektivné). Soucty bodl v jednotlivych oblastech byly nasledné prepocteny pomoci
vahovych koeficientll a normalizovany na $kalu 0-100, kde 0 predstavuje kriticky nizkou a 100
maximalni dosazitelnou uroven bezpecénosti. Vysledné hodnoty H-Sl jsou dale interpretovany podle &tyf
urovni: 0-25 velmi nizka, 26-50 nizka, 51-75 stfedni a 76—100 vysoka uroven bezpec€nosti

2. VYSLEDKY KOMPARATIVNi ANALYZY A ROZHOVORU

Komparativni analyza byla provedena v deviti nemocnicich s urgentnim pfijmem rGzné velikosti (1-3
statni nemocnice, 4—6 velké nestatni nemocnice nad 1 000 ldzek, 7-9 mensi nestatni nemocnice do
500 lizek).

2.1 Souhrnné vysledky H-SI

Hodnoty H-SI se v hodnoceném souboru nemocnic pohybovaly v rozmezi od 20,9 bodu (nejnizsi troven
bezpecnosti) do 80,7 bodu (nejvy$Si uroven). Nejlépe byly hodnoceny nemocnice zfizované
Ministerstvem zdravotnictvi CR, které vykazovaly vysokou miru standardizace postupt a stabilni systém

Tabulka 1 Souhrnné vysledky hodnoceni H-SI (vlastni vyzkum)

Nemocnice Fyzicka Elektronicka Mechanicka Organizaéni Celkovy H-SI
1 30,0 14,1 14,6 15,6 74,2
2 30,0 16,7 16,7 17,3 80,7
3 30,0 13,0 11,5 9,3 63,8
4 30,0 14,1 11,5 16,0 71,6
5 13,3 7,8 7,3 4,4 32,8
6 16,7 7,8 7,3 9,8 41,6
7 13,3 9,9 9,4 4,4 37,0
8 6,7 57 6,3 2,2 20,9
9 16,7 9,4 10,4 53 41,8

2.2 Interpretace vysledku

Z vysledku vyplyva, ze statni nemocnice (1-3) dosahuji systematicky vyssi urovné bezpecnosti ve vSech
hodnocenych oblastech, zejména diky standardizovanym postupum, funkénimu Fizeni bezpecnosti a
pravidelnému 3koleni personalu. Velké nestatni nemocnice (4-6) vykazuji vyraznou variabilitu —
nemochice 4 se bliZi drovni statnich zafizeni, zatimco nemocnice 5 a 6 spadaji do pasma nizké
bezpecnosti. Nejnizsi uroven byla zaznamenana u menSich nestatnich nemocnic (7-9), zejména v
elektronické a organizacné-provozni oblasti.

Tato zjiSténi odpovidaji poznatkiim z polostrukturovanych rozhovoru, v nichz odbornici upozornovali na

nedostateéné pokryti kamerovymi systémy, absenci pfistupovych technologii, nepravidelna Skoleni
zaméstnancu, rozdilnou Uroven pfipravenosti na spolupraci s integrovanym zachranym systémem
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(1ZS), neaktualni bezpecénostni dokumentaci a zasadni roli bezpeénostniho manazera v organizacich s
vy&8i bezpecénostni kulturou

Interpretace dat byla strukturovana podle Ctyf pilifi Hospital Security Indexu (H-SI). Fyzicka oblast
ukazala nedostatky v rezimu vstupl a nastaveni role ostrahy. Elektronicka oblast potvrdila vyrazné
rozdily v rozsahu a funkénosti kamerovych systém0 a tisfiovych prvkd. Mechanicka oblast poukazala
na variabilni Uroven bariér proti neopravnénému vstupu. Organizané-provozni oblast identifikovala
nejvétsi slabiny, zejména v fizeni bezpeénosti, dokumentaci a systematickém vzdélavani personalu.

Souhrnna interpretace poskytla komplexni obraz o bezpe&nostni odolnosti hodnocenych nemocnic a
zaroven identifikovala kliCova slaba mista, ktera maji nejvétsi dopad na jejich schopnost reagovat na
bezpecnostni incidenty. Tato zjisténi byla nasledné zapracovana do navrhu metodiky MOBIZ, kde tvofi
zaklad struktury doporuéenych opatfeni ve fyzické, elektronické, mechanické a organizaéné-provozni
oblasti. Metodika tak pfimo reflektuje empirické poznatky ziskané z komparativni analyzy a odbornych
rozhovoru.

Konkrétni vysledky komparativni analyzy i rozhovord tvofi empiricky zaklad navrhované metodiky
MOBIZ - Metodiky opatfeni pro bezpecnostni incidenty ve zdravotnictvi a jsou podrobné
prezentovany v nasledujici ¢asti.

3. MOBIZ —- METODIKA OPATRENIi PRO BEZPECNOSTNI INCIDENTY VE
ZDRAVOTNICTVI

Metodika MOBIZ vymezuje metodicky ramec prevence a zvladani bezpecnostnich incidentl ve
zdravotnickych zafizenich. Zaméfuje se na pravni a strategické dokumenty, bezpecnostni plan, analyzu
bezpecnostnich prvkd a doporuceni pro praxi. Metodika vychazi z legislativy a technickych norem a je
pfizpGsobena specifickym podminkam prostfedi zdravotnickych zafizeni.

3.1 Dokumentace ochrany mékkych cila

Pravni ramec ochrany zdravotnickych zafizeni jako mékkych cild vychazi z platnych zakond,
provadécich vyhlasek, strategickych a koncepénich dokumenti Ceské republiky, interni dokumentace
jednotlivych zdravotnickych zafizeni a zavaznych technickych norem. Jeho ucelem je vymezit
povinnosti subjektl v oblasti prevence, pfipravenosti a reakce na bezpec€nostni incidenty, které mohou
ohrozit Zivot, zdravi €i osobni bezpecénost pacientd, zaméstnancu a dalSich osob pfitomnych v prostfedi
zdravotnickych zafizeni.

Ukotveni problematiky mékkych cilti v bezpe&nostnim prostfedi Ceské republiky ukazuje, Ze stat si je
védom rizik spojenych s ochranou téchto objektd a usiluje o jejich systematickou ochranu a prevenci
moznych utokd. V této souvislosti jsou vyvijeny snahy o posileni prevence, zvySeni urovné ochrany a
zlepSeni schopnosti reakce na teroristické hrozby (Jakubcova a kol., 2018).

Zasadnim dokumentem bezpeé&nostni politiky statu je Bezpe&nostni strategie Ceské republiky 2023,
ktera navazuje na pfedchozi strategické a koncep&ni materialy. Jejim cilem je prosazovat bezpe&nostni
zajmy CR prostfednictvim systémového a koordinovaného piistupu a G&inné vyuzZivat multilateraini,
bilateralni i narodni nastroje k fizeni bezpeénostniho prostfedi a k efektivni alokaci zdroju (Ceska
republika, 2023).

Na tuto strategii navazuje Koncepce ochrany mékkych cild pro roky 2017-2020, jejimz cilem bylo
vytvofit fungujici narodni systém ochrany mékkych cild umoznujici pruzné a komplexné reagovat na
vznikajici hrozby (MV CR, 2017). V ramci jeji implementace vydava ministerstvo vnitra fadu metodickych
materiall, jako napf. Metodiku koordinace mékkého cile pro faze po zavazném incidentu, Vyhodnoceni
ohroZenosti mékkého cile & Bezpeénostni plan mé&kkého cile, které jsou vefejné dostupné (MV CR,
2025).

Dal$im vyznamnym dokumentem je Strategie pro boj proti terorismu od roku 2013, vydana
Ministerstvem vnitra CR, ktera zddraziiuje prevenci a ochranu mékkych cilt, analyzuje teroristické
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hrozby a identifikuje ohroZzené objekty v CR. Jejim hlavnim cilem je posilit schopnost statu reagovat na
teroristické Utoky a minimalizovat jejich dopady na spole¢nost (MV CR, 2013).

Ceska republika zaroveri podporuje a implementuje evropské strategické dokumenty, zejména
Evropskou bezpec€nostni strategii: Bezpe¢na Evropa v lepSim svété (Rada EU, 2003) a Evropskou
strategii vnitfni bezpe€nosti — ProtectEU (Evropska komise, 2025), které akcentuji vyznam prevence
terorismu a systematické ochrany mékkych cil(.

Klicovym technickym dokumentem v oblasti zdravotnictvi je CSN P CEN/TS 16850 — Ochrana
spoleCnosti: pokyny pro Fizeni bezpeénosti ve zdravotnickych zafizenich. Tato norma poskytuje
komplexni ramec pro Fizeni bezpeénosti zdravotnickych zafizeni. Definuje postupy pro ochranu osob,
identifikaci a zabezpeceni kritickych procesu, stanovuje pozadavky na bezpecnostni vybaveni, Skoleni
personalu i Upravu prostor pro rizikové pacienty. Je pfizpusobena specifikim rlznych typl zafizeni,
vCetné zdravotnickych zafizen, zafizeni socialni péce a |éCeben, a jeji pokyny vytvareji zakladni systém
fizeni bezpe&nosti v celém resortu (CSN P CEN/TS 16850, 2020).

Pfi posouzeni ohrozeni je vSak klicové védét, co je tieba chranit, proti komu jsou tyto hodnoty chranény
a jakym zpGsobem mohou hrozby na zdroje pusobit (Kalvach, 2016). Skute¢né zvySeni bezpecnosti
meékkych cild proto nelze zajistit pouze pravnimi predpisy, ale pfedevsim faktickymi preventivnimi a
reaktivnimi opatfenimi organiza¢niho, technického i komunikaéniho charakteru.

3.2 Bezpecénostni plan a resilience zdravotnickych zafizeni

Resilience zdravotnickych zafizeni je podminéna komplexnim souborem bezpecénostnich opatfeni,
jejichz cilem je chranit pacienty, zaméstnance i navstévniky a zajistit kontinuitu poskytované péce. Podle
Ministerstva vnitra CR (2025) je kli¢ovym néastrojem této ochrany bezpeénostni plan, ktery umozfiuje
fidit preventivni, pfipravna i reakéni opatfeni a tim minimalizovat dopady nasilnych Gtokd C&i
mimoradnych udalosti.

Tento plan se opird o Ctyfi zakladni dimenze bezpecnostnich prvkii — fyzickou, elektronickou,
mechanickou a organizaéné-provozni. Jejich vzajemna provazanost uréuje schopnost
zdravotnického zafizeni ucinné Celit incidentim a minimalizovat jejich dopady. Aby v8ak mohl plan plnit
svou roli, je nezbytné, aby organizace dokazala systematicky identifikovat a vyhodnocovat rizikové
situace a pfijimat na jejich zakladé odpovidajici opatieni. KliC¢ovou roli v tomto procesu hraje
bezpeénostni manazer i jiny povéfeny pracovnik, ktery odpovida za oblast bezpec¢nosti, koordinuje
implementaci planu a zajistuje komunikaci s Policii CR a dal$imi slozkami IZS (Kalvach a kol., 2016).

3.2.1 Bezpecnostni plan zdravotnického zarizeni

Bezpec&nostni plan je kli¢ovym nastrojem posilovani resilience zdravotnickych zafizeni, protoze zajistuje
kontinuitu péce i pfi mimofadnych udalostech. Kalvach a kol. (2016) ve své metodice zdlrazriuje nutnost
zaméfit se pfi ochrané mékkych cild na organizacni strukturu, ktera zajistuje formulaci a realizaci
bezpelnostni politiky, zpracovani bezpeénostniho planu a fizeni konkrétnich opatfeni.

UziteCny metodicky ramec pro tvorbu a pravidelnou revizi bezpe€nostniho planu nabizi metoda PDCA
(Plan-Do—Check—Act — naplanuj, proved, zkontroluj, jednej). Ve svém C&lanku ji Zelenak & Kyselak
(2024) predstavuji jako prakticky nastroj, ktery zdravotnickym zafizenim umoznuje systematicky
planovat opatfeni, uvadét je do praxe, vyhodnocovat jejich i¢innost a nasledné provadét upravy na
zakladé ziskanych zkuSenosti. Timto zplsobem Ize zajistit, aby plan zlstal dlouhodobé funkéni a
odréazel aktualni hrozby i provozni podminky.

S ohledem na charakter zdravotnického zafizeni jako mékkého cile se doporucuje, aby mél plan podobu
strukturovaného dokumentu reflektujiciho legislativni ramec, specifika provozu i aktualni bezpe&nostni
hrozby. Standardné se ¢leni do Ctyf ¢asti: zakladni, operativni, pomocné a pfilohové. Zakladni ¢ast
vymezuje Ucel, cile, pravni ramec, odpovédnosti i zplsoby zajisténi akceschopnosti zdravotnického
zarizeni. Operativni ¢ast obsahuje konkrétni postupy feSeni mimofadnych udalosti, svolani krizového
Stabu, aktivace zaméstnancu a typové scénare. Jeji aktualnost je tfeba ovéfovat pravidelnymi cvi¢enimi.
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Pomocna c&ast poskytuje podpurné nastroje, prehled kontaktll, grafické podklady a souvisejici
dokumentaci. Pfilohova ¢ast pak nabizi prehled rizik a vzorové postupy pro feSeni vybranych scénard,
napfiklad utoku aktivniho stfelce, vyhruzného telefonatu, nalezu podezielého pfedmétu, jednani s
agresivni osobou €i pouziti nebezpeénych chemickych, biologickych, radiac¢nich, jadernych a vybusnych
latek (CBRNE) (MV CR, 2025).

BezpecCnostni plan je nutné chapat jako Zivy dokument, ktery se pravidelné reviduje, testuje a
pfizpUsobuje aktualnim podminkam. Jeho efektivni implementace posiluje bezpeénostni kulturu
organizace a zvysuje jeji schopnost reagovat na mimoradné situace. Soucasti planu by mél byt také
prehled dostupnych sil a prostfedku, jak organizaénich a personalnich, tak technickych (mechanickych
i elektronickych), a jasné vymezeni jejich role v prevenci i pfi FeSeni incidentu (MV CR, 2025).

Pravé fyzicka bezpecénost tvofi prvni z téchto pilifi a zaroveri praktické naplnéni bezpe¢nostniho planu
v kazdodennim provozu zdravotnického zafizeni.

3.2.2 Fyzicka bezpecnost

Fyzicka bezpelnost je zakladnim pilifem ochrany prostfedi zdravotnickych zafizeni a vyznamné
prispiva k jejich celkové resilienci. Jejim jadrem je ¢innost bezpeénostni sluzby (ostrahy), ktera jako
jedina slozka systému dokaze bezprostiedné zasahnout pfi hrozicim nebo probihajicim incidentu.
Primarnim cilem ostrahy je ochrana osob, majetku a kontinuity zdravotni pé¢e (CSN P CEN/TS 16850,
2020). Opatieni zahrnuiji fyzickou kontrolu osob vstupujicich do arealu, sledovani nezvyklého chovani,
inspekci zavazadel a prevenci vnaseni nebezpecnych predmétt (Nevrkla & Lapkova, 2017). Pracovnici
ostrahy provadéji kontrolu vstupu, pochuzkovou ¢&innost nebo obsluhuji velin a bezpeénostni
technologie. Vykon sluzby musi byt zajistén nepfetrzité (24/7) — bud prostfednictvim vlastnich
zaméstnancu zdravotnického zafizeni, externi bezpe€nostni agentury nebo kombinaci obou variant (MV
CR, 2025).

Nedilnou soucasti fyzické bezpecnosti jsou pravidelna Skoleni a cvieni. Musi zahrnovat simulace
nasilnych incidentd, nacvik evakuace a koordinacni cvi€eni se slozkami IZS. Doporucuje se je realizovat
alespon jednou ro¢né a jejich vysledky vyuzivat k aktualizaci vnitfnich postupl. Obsah Skoleni je tfeba
prib&zné prizpisobovat aktualnim hrozbam a zapojit do n&j v8echny pracovniky ostrahy. Cinnost
ostrahy ma byt pfesné vymezena standardizovanymi postupy, které tvofi soulast bezpe&nostni
dokumentace zafizeni. Ta zahrnuje plan ostrahy, smérnice pro vykon sluzby, provozni rezimy objektl
a zavazné postupy pro feseni incident. Pouze jejich dlisledna aplikace zajisti pfipravenost zafizeni a
posili jeho bezpe€nostni kulturu (Kalvach a kol., 2016).

DalSim prvkem bezpec€nostniho planu jsou rezimova opatieni — interni pravidla upravujici chovani
zameéstnancl v ramci objektu. Definuji postupy pro vstup do budovy, pravidla pro vjezd vozidel, obsluhu
elektronickych bezpe&nostnich systému a dals$i kazdodenni ginnosti (CSN P 73 4450-1, 2013).

Jak jiz bylo zminéno, mezi prostfedky k ochrané mékkych cilt patfi technicka bezpeénostni opatieni
(Tabulka 1). Pouha existence technickych bezpe&nostnich opatfeni neni postadujici. Je nezbytné mit
vytvofené standardizované procedury a postupy, které stanovi, jak tato opatfeni budou pouzivana a jak
budou vyhodnocovana (Kalvach a kol., 2016; CSN P CEN/TS 16850, 2020).

Tabulka 2 Technicka bezpecnostni opatfeni (Kalvach a kol., 2016)

Technicka bezpecnostni opatieni
Elektronické prvky Mechanické prvky
Kamerovy systém Double door
Poplachové zabezpec€ovaci a tisriové systémy Ploty, zdi
Vnitfni rozhlas Bezpec€nostni okna
Rentgen Zatarasy
Pristupové a dochazkové systémy MFiZze a okenice
Dalsi Dalsi
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3.2.3 Elektronické prvky bezpeénosti ve zdravotnickych zafizenich

Elektronické bezpefnostni prvky pFedstavuji kliC¢ovou souCast komplexniho systému ochrany
zdravotnickych zafizeni. Zakladnim opatfenim je kamerovy dohled, ktery musi zajiStovat nepretrzité
monitorovani obvodu budovy bez slepych mist. Zdznamy je vhodné uchovévat minimalné 24 hodin,
idealné 72 hodin, pfi¢emz kamery by mély byt vybaveny no¢nim vidénim a detekci pohybu pro efektivni
provoz i za zhor§enych svételnych podminek (CSN EN 62676-1-1, 2014; Kalvach a kol., 2016).

Uginnost kamerového systému je podminéna Fizenym vstupem do objektu. B&hem provozni doby by
mél byt vstup kontrolovan fyzickou ostrahou, mimo provoz pak zajistén elektronickymi systémy. Vstupni
body je zadouci doplnit o rentgenova zafizeni a detektory kovl &i vybusnin, které zabranuji vnaseni
nebezpecnych pfedmétd. Pozornost je tfeba vénovat také okoli zdravotnického zafizeni — parkovisté
ma byt monitorovano kamerovym systémem, zaznam by mél byt uchovavan alespon 12 hodin, coz
umoznuje zpétnou kontrolu pohybu osob i vozidel. Nedilnou soucasti ochrany jsou poplachové
zabezpecovaci a tisnové systémy (PZTS), které je vhodné instalovat ve vSech budovach a napojit na
dohledové a poplachové pfijimaci centrum (DPPC). To musi zajiStovat nepfetrzity monitoring a byt
schopno detekovat podezrelé chovani, neopravnény pohyb &i vyskyt odlozenych pfedmétli. Na
rizikovych pracovistich je u€elné doplnit systém o tisfiova tlacitka pro rychlé a skryté pfivolani pomoci,
pficemz provoz DPPC ma byt svéfen kvalifikovanému personalu (CSN EN 50131-1, 2007; Kalvach a
kol., 2016)

Neméné dllezitou soucasti elektronické ochrany je vnitfni rozhlas, ktery slouzi jako kli¢ovy nastroj
krizové komunikace. Instalace ve vSech prostorach zdravotnického zafizeni umoznuje efektivni
informovani osob pfi mimoradnych udalostech. Pro dosazeni maximalni G€innosti ma byt systém
propojen s elektrickou pozarni signalizaci (EPS) podle normy CSN EN 54-16 (2009). Tim Ize okamzité
prenést varovné hlaseni nebo pfikaz k evakuaci do celého objektu, coz vyznamné zkracuje reakeni
dobu a posiluje ochranu pacientli i zaméstnancl. Tento systém je vhodné doplinit o detek&ni zafizeni,
napfiklad rentgeny ¢&i detektory kovd a vybusnin, instalovana u hlavnich vstupu za ucelem prevence
vnaseni nebezpecnych pfedmétl (Kalvach a kol., 2016).

Vyznamnou roli hraji také systémy kontroly vstupu. Elektronicky systém kontroly osob (EASC) je
vhodné implementovat v celém objektu a integrovat s ostatnimi bezpe€nostnimi prvky. Tento systém
umoznuje blokaci €i uvolnéni pFistupovych bodl podle aktualni situace a jeho funkénost je nutné
pravideln& testovat (CSN EN 60839-11-1, 2014). Pfistupové mechanismy mezi jednotlivymi mistnostmi
je pak zadouci doplnit o elektronické uzamykaci prvky dle normy CSN EN 1627 a nastavovat opravnéni
v zavislosti na rizikovosti konkrétnich prostor (Vyhlagka &. 528/2005 Sb., 2005; CSN EN 1627, 2022).

Doplrfiujicim prvkem mohou byt ¢teCky dokladl, které je ucelné instalovat na vybranych mistech a
integrovat do pfistupového systému za ucelem ovéfovani totoznosti osob. Sou€asné je vhodné zajistit
funkéni systém Sirfeni varovani prostfednictvim specializovanych krizovych a notifikaCnich platforem,
napfiklad O, KISS, Everbridge ¢i BlackBerry AtHoc, doplnénych o informacni panely, SOS tlacitka a
geolokacni cileni zprav. Osvétleni s pohybovymi €idly je u€elné umistit do exponovanych prostor a
propojit s kamerovym dohledem a poplachovymi systémy (Kalvach a kol., 2016). Individualni
bezpecnostni ochranu pak pfedstavuji prostfedky uréené pfimo pro personal — zejména na rizikovych
pracovistich je vhodné zaméstnance vybavit elektronickymi bezpeénostnimi naramky nebo SOS
tlaCitky pro okamzité pfivolani pomoci. Signal ma byt smérovan pfimo na bezpecnostni sluzbu nebo
dispegink zdravotnického zafizeni, a to v souladu s CSN CEN/TS 16850 (2020) jako sougast systému
fizeni bezpecnosti.

3.2.4 Mechanické prvky zabezpecéeni zdravotnickych zafizeni

Druhou skupinu technickych bezpecnostnich systémd, kterou je nutno zminit, jsou mechanické prvky,
které tvofi zakladni vrstvu bezpelnosti zdravotnického zafizeni. Jejich spravné navrZzeni a
implementace vyznamné pfispivaji k ochrané pfed neopravnénym vstupem, nasilnym vniknutim a jinymi
bezpe€nostnimi incidenty.
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Exteriérové dvefre je vhodné vybavit uzamykatelnym bezpecnostnim zamkem a konstruovat je tak, aby
odpovidaly pozadavkdm na zvy$enou mechanickou odolnost dle normy CSN EN 1627 (2022). Pro vy$si
ucinnost se doporucuje jejich propojeni s elektronickymi prvky — kamerovym dohledem, Cipovym
pfistupem ¢i biometrickym ovéfovanim. V pfipadé mimoradné udalosti musi byt zajisténa moznost
nouzového uzamceni objektu. Kvalitni bezpe€nostni dvefe dok&Zou odolat vybuchu, stfelbé &i nasilnym
pokusum o vniknuti a spolu s pfistupovymi systémy tvofi U¢inny nastroj pro kontrolu vstupu (Kalvach a
kol., 2016). Neméné vyznamna jsou bezpe€nostni okna, ktera se vyrabéji v rliznych tfidach odolnosti
— proti stfelbé, vybuchu &i prohozeni pfedmétd. Jejich funkénost vSak zavisi na spravném ukotveni do
nosnych stén. Alternativni ochranu mohou poskytnout téZké zavésy zvy3ujici odolnost proti tlakoveé viné
(CSN P CEN/TS 16850, 2020; CSN EN 1627, 2022)

Dilezitou roli hraji také rezimova opatreni pfi vjezdu do arealu. Vstup vozidel je vhodné regulovat
zavorami, automatickym rozpoznavanim registraénich znacek a kamerovym systémem. Pfistup Ize
omezit fyzickymi pfekazkami — zabradlim, pevnymi sloupky ¢i zeleni — které zamezuji najezdu vozidel
mimo vyhrazené trasy. Cely areal by mél byt ohrani¢en oplocenim vysokym minimalné dva metry,
pfi¢emz vstupni brany maji byt uzamykatelné a napojené na kontrolni systémy (Kalvach a kol., 2016).

Dalsi specifickou kategorii tvofi fyzické bariéry — napfiklad turnikety, vstupni zabrany nebo pevné
bloky. Tyto prvky umozniuji regulaci pohybu osob a vozidel, pfi¢emz jejich konstrukce musi respektovat
pozadavky na bezbariérovost a bezpe€ny provoz. Soucasné maji byt integrovany do pfistupového
systému zdravotnického zafizeni. Dle Kalvacha a kol. (2016) se za dulezity doplfkovy prvek ochrany
povazuji pevné sloupky, betonové bloky &i vysuvné patniky, které maji byt instalovany zejména v
kritickych zénach — u hlavnich vstupt, zasobovacich tras ¢i urgentniho pfijmu. Jejich funkci je zabranit
vijezdu nepovolanych vozidel a omezit pfistup neopravnénych osob, aniz by naru$ovaly provoz
zdravotnického zatizeni (CSN CEN/TS 16850, 2020).

Mechanické prvky tedy tvofi pevny zaklad fyzické ochrany. Jejich ucinnost je vdak podminéna spravnym
nastavenim organizacné-provoznich opatfeni, ktera propojuji technické prostfedky s kazdodennim
chodem zdravotnického zafizeni.

3.2.5 Organiza¢né-provozni opatreni

Soucasti bezpelnostniho Fizeni zdravotnického zafizeni je soubor organizaéné-provoznich opatreni,
jejichz cilem je posileni odolnosti vi¢i bezpe€nostnim hrozbam a zajisténi provozni kontinuity v
krizovych situacich.

Zdravotnické zafizeni by mélo disponovat dokumentaci zamérenou na ochranu mékkych cild, ktera
se pravidelné aktualizuje v navaznosti na identifikované rizikové faktory. Tato dokumentace ma byt
zactlenéna do strategického planovani a bezpecnostni politiky organizace. Pro zajisténi krizové
pfipravenosti se doporuéuje zpracovani souboru dokumentu, zahrnujiciho plan krizové pfipravenosti,
pozarni poplachové plany, evakuacni plan, pandemicky plan, havarijni plan, traumatologicky plan a
dal$i provozni smérnice. Obsah téchto dokumenti ma odpovidat platné legislativé a provoznim
specifikdm daného zafizeni (MV CR, 2025).

Klicovou roli hraje zapojeni zaméstnancl. Ti se maji pravidelné uc€astnit Skoleni zaméfenych na
krizovou dokumentaci a praktické zvladani mimoradnych udalosti. Vedouci pracovnici se soustfedi na
fizeni incident(l a koordinaci zasahu, zatimco ostatni zaméstnanci absolvuji vyuku pfizplsobenou
charakteru pracovisté a mife rizika. Doporu¢ena jsou rovnéz takticka cvi€eni, ktera je vhodné
realizovat minimalné jednou ro¢né ve spolupraci se slozkami IZS. Tim se posiluje pfipravenost
personalu i celkova bezpe&nostni kultura organizace (Kalvach a kol., 2016).

Soucasti prevence je také pravidelna analyza hrozeb a rizik. Vystupy téchto analyz slouzi jako podklad

pro aktualizaci bezpeénostnich postupu, planovani Skoleni a provadéni cviceni. Jejich systematické
vyuzivani podporuje dlouhodobé zvySovani resilience organizace (Kalvach, 2025).
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Organizacné-provozni opatfeni se tak stavaji mostem mezi technickymi prvky a kazdodennim
fungovanim zdravotnického zafizeni. Na jejich zakladé vznikd bezpecnostni politika, kterd sjednocuje
pravidla, vymezuje odpovédnosti a uréuje ramec spoluprace s externimi slozkami.

3.2.6 Bezpecnostni politika zdravotnického zarizeni

Efektivni Fizeni bezpelnosti vyZaduje jasné definovanou bezpecnostni politiku, ktera stanovuje
odpovédnosti, pravidla a ramec koordinace. Klicovym prvkem je ustanoveni bezpe¢nostniho manazera,
jenz zajistuje vyhodnocovani rizik, aktualizaci pland, organizaci Skoleni a komunikaci se slozkami 1ZS.
Soucasti jeho role je také vyhodnocovani bezpecnostnich incidentl a dohled nad implementaci
metodiky ochrany mékkych cilt (Kalvach a kol., 2025).

Bezpecnostni politika vS§ak musi zahrnovat i zapojeni v§ech zameéstnancu. Neodborny personal ma byt
Skolen v rozpoznavani podezielych osob, pfedmétl ¢&i situaci a v zakladnich postupech v pfipadé
mimoradnych udalosti. Skoleni se pfizptisobuje specifikim jednotlivych pracovist a klade ddraz na
prevenci, rychlou reakci a spolupraci s 1ZS (Kalvach a kol., 2016).

Pro sjednoceni postupu je tfeba zavést standardizované procedury, pisemné zpracované a pravidelné
aktualizované. Mezi kliCové oblasti patfi:

e rezim vstupu osob do objektu (identifikace, autorizace a kontrola zaméstnanc(, pacientd,
navstévniku i externich osob);

e rezim vjezdu vozidel do arealu (podminky pro sluzebni, dodavatelska i navstévnicka vozidla)
(Kalvach a kol., 2016).

Dal8i soucasti politiky je tematicky plan Skoleni a koordina¢ni plan managementu, ktery jasné urCuje
ukoly vedeni zdravotnického zafizeni pfi mimoradné udalosti a vymezuje odpovédnosti €lenl krizového
Stabu. Jeho funkénost je nutné ové&fovat modelovymi situacemi (Ben David, 2025).

Bezpe&nostni politika ma rovnéZ zahrnovat aktivni spolupraci s Policii CR, Hasi¢skym zachrannym
sborem CR, zdravotnickou zachrannou sluzbou a obecni policii. Témto slozkam se doporuéuje
nabidnout mozZnost prohlidky objektu, zapojit je do planovani vefejnych akci, konzultovat analyzu
ohrozenosti a informovat je 0 mimofadnych udalostech. Pravidelna komunikace a koordinace postupt
pfispivaji k efektivnimu zvladani mimoradnych situaci (Kalvach a kol., 2025).

V neposledni fadé se doporucuje navazat partnerskou spolupraci s dalSimi mé&kkymi cili v regionu, jako
jsou Skoly, kulturni instituce, Ufady ¢i obchodni centra. Spole¢na opatfeni, vyména informaci, vzajemné
varovani pfi vyskytu hrozeb a pofadani cvi¢eni zaméfenych na krizové scénafe mohou vyznamné
prispét k posileni bezpenostni pfipravenosti nejen zdravotnického zafizeni , ale i SirSiho okoli (Kalvach
a kol., 2016).

Zavaznym utokim je tézkeé cCelit, kdyz jiz nastanou, proto je dulezité mit pfipravena opatfeni pro prevenci
a zmirnéni dopadi. Znalost mistniho prostfedi je kliCovym faktorem, ktery dava personalu vyhodu pfi
plnéni bezpecnostnich ukoll. Mistni personal ma lepsi povédomi o bézném chovani a rutinach v daném
prostfedi. Personal musi byt obeznamen s mistnimi sociokulturnimi normami a mdze snaze rozpoznat
neobvyklé chovani nebo situace, které by jinak mohly uniknout pozornosti (Kalvach a kol., 2018).

Je nutné zminit, Ze ddkladné vysSetfeni kazdého incidentu ma za cil vyvodit odpovidajici disledky a
zlepsit preventivni opatfeni. Pouceni z kazdé udalosti by mélo slouZit jako podklad pro lepSi prevenci
v budoucnosti (Hava, 2004).

3.3 Doporuceni pro zdravotnicka zafizeni

Na zakladé provedené analyzy lze formulovat tato kliCova doporu€eni pro posileni bezpe€nostni
resilience zdravotnickych zafizeni:
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Pravidelna revize bezpecnostniho planu — udrzovat plan jakozto zivy dokument, pravidelné

jej testovat a pfizplisobovat aktualnim hrozbam a provoznim podminkam.

e Aktualizace krizové dokumentace — pribézné doplriovat evakuacni, havarijni, pandemické,
traumatologické a dal$i plany, aby odpovidaly legislativnim poZzadavkim a provoznim
specifikim zafizeni.

e Posilovani fyzické bezpecnosti — zajiStovat nepretrzitou ¢innost ostrahy, jasné definovat jeji
postupy a pravidelné realizovat Skoleni a cvi¢eni zaméfena na feSeni mimoradnych udalosti.

¢ Rozvoj technickych opatieni — efektivné kombinovat elektronické (kamerové systémy, PZTS,
pfistupové systémy) a mechanické prvky (dvere, okna, bariéry), pfiemz jejich vyuzivani ma byt
zakotveno ve standardizovanych postupech.

e Systematické vzdélavani a cviCeni persondlu — zajiStovat pravidelna Skoleni vSech
zaméstnancu, veetné taktickych cviceni se slozkami I1ZS, s dlirazem na praktické dovednosti a
krizovou komunikaci.

¢ Organizaéné-provozni opatieni — nastavit jasna pravidla pro vstup osob, vjezd vozidel a
kazdodenni provozni rezim, ktera podporuji prevenci incident( a kontinuitu péce.

¢ Rozvoj spoluprace a standardizace postupl — posilovat partnerstvi s 1ZS a dal$imi

institucemi v regionu, sdilet zkuSenosti, vyuzivat dotaCni programy a zavadét jednotné

bezpec&nostni postupy vymezujici kompetence a odpovédnosti.

ZAVER

Analyza potvrzuje, Ze zdravotnicka zafizeni pfedstavuji vysoce exponované mékke cile, jejichz ochrana
vyzaduje komplexni a integrovany pristup. Uginna bezpeénostni strategie musi propojit fyzicka a
technicka opatfeni s organizacnimi mechanismy, systematickou krizovou pfipravenosti, pravidelnym
vzdélavanim zaméstnancu a Uzkou spolupraci se slozkami IZS. Bezpecénostni plan je nutné chapat jako
dynamicky dokument, ktery se pribézné reviduje, testuje a pfFizpusobuje aktualnim hrozbam i
provoznim podminkam. Vysledky komparativni analyzy ukazuji, ze zasadnim pFfedpokladem
bezpeclnostni resilience je rovnovaha mezi prevenci, véasnou reakci a schopnosti organizace adaptovat
se na ménici se rizika.

Navrzena metodika MOBIZ predstavuje prakticky nastroj pro jednotné Fizeni bezpecnosti v
nemocnicich. Jeji pilotni ovéfeni v Nemocnici Ceské Budé&jovice a.s. prokazalo vyuzitelnost v
podminkach velké krajské nemocnice, zejména pfi tvorbé bezpecnostniho planu a typovych karet
¢innosti. Metodika ma potencial stat se sjednocujicim ramcem i pro dal$i zdravotnicka zafizeni.

Studie je limitovana velikosti vyzkumného souboru (devét nemocnic v CR) a &astednou subjektivitou
hodnoceni vyplyvajici z pouziti indexu a rozhovoru. Do budoucna by bylo vhodné rozSifit vyzkum na
SirSi vzorek nemocnic, pfipadné mezinarodné, a dale rozvijet softwarovou aplikaci podporujici
automatizované vyhodnocovani H-SI a fizeni bezpe€nostnich opatfeni.
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SELF-PROTECTION AS A PATH TO ENHANCING SECURITY AT
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ABSTRACT: The article focuses on the protection of university campuses as soft targets, with an emphasis on the possibilities
of applying self-protection under Act No. 473/2005 Coll. on the Provision of Private Security Services. The first part analyses the
Slovak legal framework that allows universities to establish their own security department with the powers of a private security
service, including the use of physical security equipment and, with the employer’'s consent, weapons. The second part provides
an international comparison of university security models, with special attention given to campus police in the USA as fully fledged
police forces, the British model of internal security services, and campus protection systems in other countries. The result is an
analytical table summarising the legal regulations, powers, and requirements of the individual models. Based on this comparison,
the article recommends a hybrid self-protection model for Slovak universities that would combine the advantages of an internal
security service with close cooperation with state and municipal police. The aim of the article is to support discussion on enhancing
security in the university environment and to contribute to the development of methodological procedures for the protection of soft
targets in the education sector.
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uvoD

Univerzitné kampusy patria medzi tzv. makké ciele (soft targets) — priestory fahko pristupné Sirokej
verejnosti, s vysokou koncentraciou oséb a so spravidla nizkymi, alebo Ziadnymi ochrannymi
opatreniami, ¢o zvySuje ich zranitefnost voci kriminalite a nasilnym atokom (vratane utokov ozbrojeného
utognika) (MV SR, 2025). V odbornej literature a v bezpe&nostnej praxi sa makké ciele a ,preplnené
miesta“ (crowded places) definuju ako miesta lahko dostupné, s predvidatelnou koncentraciou ludi a
limitovanymi ochrannymi mechanizmami; prikladmi su Skoly, Sportové arény, nakupné centra ¢i stanice
verejnej dopravy (CISA, 2019). V poslednych troch rokoch sa prave ochrana takychto lokalit
v Slovenskej republike stala prioritou bezpelnostnych zloZiek a bezpe€nostného vyskumu
(predovsetkym na UNIZA), ktory identifikuje opatrenia v prevencii, pripravenosti a reakcii (notifikacie,
planovanie, tréningy, integrované technolégie a pod.) a navrhuje nové rieSenia na narodnej urovni.
Nadalej existuje a realizuje pravidelné pracovné stretnutia Pracovna skupina pre ochranu makkych
ciefov pod vedenim 1. Statnej tajomnicky Ministerstva vnutra Slovenskej republiky (dalej len MV
SR) Dr.h.c. Prof. JUDr. Lucie Kurilovskej, PhD. V Ceskej republike sa ochrane makkych cielov zagal
venovat Zdenék Kalvach, ktory definoval makké ciele este pred vznikom normy ISO 22341 Security and
resilience — Protective security — Guidelines for Crime Prevention Through Environmental Design
(Kalvach, 2016). V Ceskej republike existuje taktieZ pracovna skupina pod vedenim Narodni centraly
proti organizovanému zlo€inu uréena k metodickej podpore prevadzkovatelov a vlastnikov makkych
cielov (MV CR, 2025). Obe pracovné skupiny sa zaoberaju problematikou fyzickej ochrany (v CR
fyzického dohledu) ako nevyhnutnej stiéasti - prvku systému ochrany objektov, ktory dopifia technicku
ochranu a organizacné, &i rezimové opatrenia (Lovecek, 2015). V Slovenskej republike na rozdiel od
Ceskej republiky existuje pravny ramec tvoreny zakonom NR SR &. 473/2005 Z. z. o poskytovani sluZieb
v oblasti sukromnej bezpecnosti, ktory umozriuje organizacii a teda aj univerzite zriadit’ viastnu ochranu,
ako formu bezpec€nostnej sluzby prevadzkovanej pre vlastna potrebu. Uvedeny zakon umoziuje
pouzitie vecnych bezpeénostnych prostriedkov a za stanovenych podmienok aj strelnych zbrani na
zaistenie bezpec&nosti organizacie a teda aj univerzity.
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1. BEZPECNOST UNIVERZITYCH KAMPUSOV V SR A ZAHRANICIi

Bezpec€nost’ na slovenskych univerzitach bola rieSena vydanim niekolkych odporucani, minimalnych
bezpelnostnych Standardov, letakov a inStruktaznych videi na web strdnkach Ministerstva vnutra
Slovenskej republiky a pridelenim prostriedkov na bezpecénostné audity vysokych skél. Celkovo $lo o 1
milion Eur pre verejné vysoké Skoly a 70 tisic Eur pre sukromné vysoké Skoly pridelenych na
bezpelnostné audity a iné aktivity, ¢i opatrenia v téme bezpecnosti. Univerzity realizovali Skolenia
vybranych, alebo aj v8etkych zamestnancov v problematike ochrany makkych ciefov. Mnohé $koly
zaviedli pravidelné vzdelavanie v problematike ochrany pred ozbrojenym utoénikom do pravidelnych
Skoleni zamestnancov k témam Bezpecnost a ochrana Zzivota a zdravia pri praci, Ochrana pred
poziarmi, ¢i k problematike Ochrany osobnych Udajov. Vybrané Skoly investovali do bezpe&nostnych
technolégii formou systémov kontroly vstupov a kamerovych monitorovacich systémov a zvySenia
fyzickej ochrany formou SBS. Boli realizované cviéné evakuacie na vybranych objektoch univerzit
a nacviky reakcie na scenare typu Ozbrojeny utoénik (na Trnavskej univerzite a na Zilinskej univerzite).
Systematické riesenie formou metodiky je v Stadiu priprav a malo by byt vysledkom projektu APPV-23-
0437 Stratégia a metodika ochrany makkych cielov so zameranim na zakladné, stredné a vysoké Skoly
rieSeného na Fakulte bezpe&nostného inZinierstva Zilinskej univerzity v Ziline.

Popri dostupnych pravnych predpisoch, odporu¢ania a Standardoch je pre navrhovanie primeranych
opatreni prinosna komparacia zahranicnych modelov: americké ,campus police” (plnohodnotné
policajné zbory na univerzitach), britsky a nemecky model internych ,security“ sluzieb bez plnych
policajnych pravomoci, ¢i kanadsky ,special constable® ramec s &iastoénymi policajnymi opravneniami
na kampuse.

V USA ma vacsina univerzit vlastné policajné zlozky (campus police departments), ktoré su Casto
ozbrojenymi policajnymi zbormi. Disponuju pravomocami rovnocennymi s mestskou alebo Statnou
policiou, vratane obmedzenia osobnej slobody, detektivnej sluzby a pouzitia donucovacich
prostriedkov. Americké univerzitné policajné oddelenia podliehaju zakonu zvanému Clery Act (pozn.
autora: Clery zakon — podla zavrazdenej Studentky Jeanne Clery), ktory uklada povinnost zverejhovat
Statistiky kriminality, vydavat varovania v €ase ohrozenia a zverejfiovat bezpefnostné politiky.
Nedodrziavanie je sankcionované (napr. rekordna pokuta 14 mil. USD pre Liberty University v roku
2024), ¢o zdérazriuje dolezitost systémovej transparentnosti a stladu s nariadeniami (tzv. compliance)
(Clery, 2025). Standardizacia je v Spojenych $tatoch zabezpeéena akreditaciou Medzinarodnej
asociacie administratorov bezpecnostnych zloziek kampusov IACLEA pre kampus safety (IACLEA,
2025). IACLEA ponuka akreditovany program, ktory stanovuje normy pre operativu, Skolenia, krizové
riadenie a vztah s komunitou.

Velka Britania ma na univerzitach bezpecnostné sluzby, ktoré nemaju policajné pravomoci, ale ich
hlavnou ulohou je vykonavat dohlad. Policajné zasahy riesi Statna alebo mestska policia. Historickou
vynimkou je Cambridge University Constabulary, ktora si zachovala obmedzené pravomoci, no v praxi
funguje len symbolicky (Sabaté, 2025). Velka Britania ma zakon, ktorym reguluje sukromné
bezpeclnostné sluzby (dalej len SBS) a autoritu, kiora vydava licencie na ich prevadzkovanie. Pre
bezpelnostné sluzby pre vlastnu potrebu (in-house) nie je licencia potrebna. PouZitie zbrani je zakazané
(Finkeldey, 2024).

V Kanade funguju na univerzitdch Specialni policajti s uréenymi policajnymi pravomocami, ktori
vykonavaju predovdetkym dohfad. Nemaju schvaleny jednotny zakon, ktory by rieSil sukromné
bezpelnostné sluzby, ale provincie upravuju pravne predpisy zamerané na sukromnu bezpecnost.
Zakon o Policajnom zbore (Community Safety and Policing Act z roku 2019) rieSi bezpeénost univerzit
prostrednictvom ,Special Constables®. Ide o zlozku uréenu prevazne na monitorovanie bezpec€nosti
podla britského modelu a zasah vykonava Statna policia. Pouzitie zbrani je zakazané, rozsah pravomoci
sa ur€uje v memorandach s mestskou policiou (Cook, 2021).

V Nemecku rieSia univerzity bezpe€nost cez externé sukromné bezpelnostné sluzby, alebo vlastnych

zamestnancov, ktoré reguluje pomerne jednoduchy predpis Gewerbeordnung v paragrafe 34
Pfandleihgewerbe, ako podnikanie v oblasti sukromnej bezpelnosti. PouZitie zbrani sukromnymi
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bezpecnostnymi sluzbami je zakazané. Opravnenia sa vztahuju predovSetkym na kontrolu vstupov.
V3etky vazne incidenty riesi policajny zbor.

Tabulka 1 Komparacia modelov bezpeénosti na univerzitach

Kritérium Slovensko USA Vel'ka Britania Kanada Nemecko
_Prevalzne. Univerzitna & L . .
informatori, L Y . Specialna univerzitna

Spbdsob vykonu | alternativne SBS policia bezpecnostna policia bezpelnostna

. (campus sluzba .
alebo Vlastna police) (constables) sluzba
ochrana
& Univerzitné bezzake%r;gsti Domové
Pravny zaklad Zakon NR SR €. | Statne zékony predpisy, a pglicajnej pravo +
473/2005 Z. z. + Clery Act spolupraca s I : I
oliciou cmnost_l \% zmluvy
P komunite
Obmedzenie Obmedzené ]
osobnej slobody, ; Ciasto¢né Bez
. . . . . .. .| (obmedzenie o Lo,
Pravomoci zasah, vecné PIné policajné . policajné policajnych
bezpecnostné osobne ravomoci rav
prostr?edky zbran slobody) P P
Smernice pre
prevadzkovanie o Dohrad .
, . Povinné " ST Interné
Transparentnost vlastne;j | Dobrovolna policajne;j .
ochrany/povinné reporty (Clery) rady predpisy
spravy
Vacsinou Roézne, zbran Rozne, Vacsinou

Ozbrojenie neozbrojeni, zbran L Neozbrojeni podla o

je moZna je mozna dohody neozbrojeni

Na zaklade poznani a porovnania v Tabulke 1 je moZné kon$tatovat, Ze vo svete existuju rozne modely
bezpeCnosti na univerzitach. Prioritou bezpecnostnych zloziek je predovSetkym monitorovanie
bezpelnostného prostredia a samotny zasah je v rovine beznych bezpeénostnych incidentov tykajucich
sa vytrznosti, €i naruSeniu rezimu. V Spojenych Statoch si mnozZstvo Utokov na Skolach a nadalej
narastajuci pocet, ziadali radikalnejSie opravnenia pre zvySenie bezpe€nosti kampusov.

2. VLASTNA OCHRANA A JEJ ASPEKTY

Napriek existencii technickych systémov podporujiucich organizatné a rezimové opatrenia, existuju
rezervy v organizacii fyzickej ochrany univerzit a celkovo aj $kdl na Slovensku. V su€asnej dobe ma
vacsina univerzit informatorov (vratnikov) bez Specifickych pravomoci. Tito zamestnanci maju
pravomoci, ako ktorakolvek ina osoba v objekte. Nem6zu zasahovat, pretoze na to nie su vyskoleni,
nem&Zu viest evidencie, zakazat vstup, ani prevadzkovat zabezpe€ovaci systém, &i monitorovat pohyb
osoby v chranenom priestore. Casto su to osoby s nejakym zdravotnym znevyhodnenim.

Zakon NR SR €. 473/2025 Z. z. o poskytovani sluzieb v oblasti sukromnej bezpecnosti a o zmene a
doplneni niektorych zadkonov (zakon o sukromnej bezpelnosti) definuje v paragrafe 6 vlastni ochranu
ako prevadzkovanie bezpecénostnej sluzby pre vlastnu potrebu, ak je zabezpecovana aspon jednou
osobou v pracovnopravnom vztahu. Bezpe&nostna sluzba je definovana ako:

e strazna sluzba,
profesionalna cezhrani¢na preprava eurovej hotovosti cestnou dopravou,
detektivna sluzba,
odborna priprava a poradenstvo.

Pre pouzitie v univerzitnom prostredi na zvySenie bezpecénosti je vhodna strazna sluzba podla paragrafu
3, ktorou sa rozumie:
e ochrana majetku na verejne pristupnom mieste,
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e ochrana majetku na inom nez verejne pristupnom mieste,

e ochrana osoby,

e ochrana majetku a osoby pri preprave,

e ochrana prepravy majetku a osoby,

e zabezpecCovanie poriadku na mieste zhromazdovania 0sob,

e prevadzkovanie zabezpecovacieho systému alebo poplachového systému, prevadzkovanie ich
¢asti, vyhodnocovanie narusenia chraneného objektu alebo chraneného miesta (dalej len
.prevadzkovanie zabezpe€ovacieho systému alebo poplachového systému®),

e vypracuvanie planu ochrany alebo

e monitorovanie pohybu a konania osoby v chranenom objekte, na chranenom mieste alebo v
ich okoli.

Vybrané body uvedené v zakone su vyuzitelné v beznom Zivote univerzity a to od ochrany majetku, cez
ochranu o0sbb, cez zabezpeCenie poriadku na mieste zhromazdovanie osbb, prevadzkovanie
zabezpecCovacich systémov a monitorovanie pohybu a konania osoby v univerzitnych kampusoch.

Dal$ou moznostou je vyuzitie detektivnej sluzby, ktord reguluje paragraf 4 a obsahuije:

e hladanie osoby,

e hladanie majetku,

e ziskavanie udajov, ktoré mézu sluzit ako dékazny prostriedok v konani pred sudom alebo
spravnym organom,

e ziskavanie udajov o0 osobnom stave fyzickej osoby a ziskavanie informacii o konani fyzickej
osoby alebo pravnickej osoby alebo o ich majetkovych pomeroch,

e ziskavanie informacii v suvislosti s vymahanim pohladavky alebo

e ziskavanie udajov o protipravnom konani ohrozujicom obchodné tajomstvo.

Z tychto bodov sa javia ako vyuzitelné prvé tri a posledné dva body. Posledné dva sa tykaju vymahani
pohladavok, s ktorymi maju univerzity problémy pri vykone podnikatelskej €innosti a posledny bod
tykajuci sa ochrany obchodnych tajomstiev je vyuZitefny pri ochrane dusevného vlastnictva univerzit.

Bezpecnostnu sluzbu mozno prevadzkovat na zaklade licencie na prevadzkovanie bezpecnostnej
sluzby. Pre ziskanie licencie je potrebné splnit’ nalezitosti v zakone. TaktieZ vSetci zamestnanci vlastnej
ochrany by museli absolvovat odbornu pripravu, pravidelné skudky odbornej spésobilosti, absolvovat
psychotesty a preverenie zdravotnej spdsobilosti. Zaroven by sa naklady zvysSili o prispevok na nakup
oSatenia, obuvi a zakupenie vecnych bezpe&nostnych prostriedkov.

Vyhodou, ktord maju zamestnanci vlastnej ochrany oproti informatorom je moznost presvedgit sa, Ci
ten, kto vstupuje do chraneného objektu alebo na chranené miesto alebo z neho vystupuje, nema pri
sebe alebo na sebe predmety pochadzajuce z protipravnej €innosti suvisiacej s chranenym objektom.
Tyka sa to samozrejme aj zbrani a inych nebezpelnych predmetov. Zaroveri maju moznost zakazat
vstup nepovolanym osobam, viest evidencie vstupu, alebo vystupu oséb, evidenciu vjazdu, alebo
vyjazdu dopravnych prostriedkov, vyZadovat preukazanie totoznosti, pouzivat technické prostriedky pre
zaznam vstupu a vystupu oséb, predviest na straZzne pracovisko osobu pristihnutd pri pachani
protipravnej ¢innosti a dokonca vyviest nepovolanu osobu z objektu. Osoba vykonavajuca vilastnu
ochranu méze viditelne nosit’ a pouzit vecné bezpecnostné prostriedky (tomfa, obusok, obranny sprej,
putd, atd.). So suhlasom zamestnavatela mézZe pri vykone sluzobnej &innosti pouzivat' zbran.

3. METODOLOGIA

Clanok je postaveny na teoreticko-analytickom a komparativhom pristupe. Zakladnou pouZitou metédou
bola analyza dokumentov, priCom pozornost bola venovana slovenskému legislativnemu ramcu,
predovSetkym zakonu NR SR &. 473/2005 Z. z. o poskytovani sluzieb v oblasti sukromnej bezpe&nosti
a sUvisiacim pravnym predpisom. Dalej bola realizovana analyza literatury, ktora vychadzala zo
zahrani¢nych vedeckych §tudii, oficialnych sprav a politickych dokumentov zameranych na univerzitnu
bezpelnost’ a fungovanie campus police.
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Na rozSirenie perspektivy bola vyuzitd komparativna analyza, ktora porovnala slovensky model viastnej
ochrany s bezpe¢nostnymi modelmi v inych krajinach (USA, Velka Britania, Kanada a Nemecko). Tento
pristup umoznil identifikovat kfu€ové podobnosti a rozdiely v pravnom zaklade, pravomociach,
organizac¢nych Strukturach a poziadavkach na transparentnost.

Sugastou metodického postupu je aj pripadova $tadia Univerzity Zilina (UNIZA), v ramci ktorej boli
realizované kvantitativne prepocty. Tie zahffiaju kalkulaciu nakladov na vlastnu ochranu a odhad
potrebného poctu pracovnikov (vratnikov/straznikov) na zabezpecenie jednotlivych objektov
univerzitného kampusu. Vysledky tychto vypo¢tov umoZzZiuju porovnat ekonomickd a organizacnu
naroCnost vlastnej ochrany s outsourcingom sukromnej bezpe€nostnej sluzby.

4. PRIiPADOVA STUDIA - VLASTNA OCHRANA V PODMIENKACH UNIZA

Ustanovenie vlastnej ochrany v prostredi univerzity je mozné poziadanim o vydanie licencie na vlastnu
ochranu na Krajskom riaditelstve Policajného zboru Slovenskej republiky.

S prevadzkovanim vlastnej ochrany je spojené vedenie evidencii oséb poverenych vykonom fyzickej
ochrany, evidenciu sluzieb, zasahov a inSpekénu knihu dozoru. Osoby vo vykone vlastnej ochrany
musia mat’ odbornu spdsobilost podfa zakona, zakonom predpisané oznacenie a identifikacny preukaz.

Vzhladom na uvedené aspekty prevadzkovania vlastnej ochrany, je na prvy pohlad mozné konstatovat,
Ze naklady na vlastnu ochranu su vy$Sie ako na beznych informatorov. Tyka sa to nakladov na o3atenie,
obuv, vecné bezpecénostné prostriedky, naklady na Skolenia odbornej spbsobilosti, priplatky za zvySenu
naro¢nost prace a pod. Vhodnym rieSenim sa javi komeréne dodavana sukromna bezpeénostna sluzba.
Pozitivom je, Ze pri zaisteni fyzickej ochrany objektu outsourcovanou sukromnou bezpecnostnou
sluzbou nevznikaju objednavatefovi ziadne dodato¢né ndklady. Nie je zatazeny zaloZzenim a
prevadzkovanim vlastnej ochrany a zamestnanim pracovnikov fyzickej ochrany objektu. Je vSak
potrebné brat na vedomie, Zze naklady za outsourcovanu sukromnu bezpe€nostnu sluzbu v sebe
zahffiaju aj zisk prevadzkovatela, ktory sa pri zaisteni fyzickej ochrany objektu internymi
zamestnancami nevytvara. Negativom je Ze, zamestnanci vykonavajuci fyzicki ochranu objektu su v
plnom rozsahu pod vedenim konatela stréZnej sluzby. Nie su zamestnancami univerzity. Sukromné
bezpelnostné sluzby robia vyber zamestnancov len sporadicky. Vzhladom na nizku mzdu v odvetvi
vyberaji osoby, ktoré spifiaju predpoklady na zéaklade zakona o sukromnej bezpeénosti (odborna
spbsobilost, bezuhonnost, spoflahlivost, zdravotna spésobilost). Nezohladruju daldiu kvalifikaciu, prax,
nepreveruju uchadzacov a nezaujimaju sa o referencie. Zarover neinvestuju do rozvoja zamestnancov
a znalost cudzieho jazyka je na minimalnej arovni.

Pozitiva a negativa realizacie fyzickej ochrany objektu internymi zamestnancami je mozné zhrnut
nasledovne. Zamestnanci vykonavajuci vlastnu ochranu su v plnom rozsahu pod vedenim univerzity.
Rektor, alebo nim poverena osoba ma priamy dosah na obsah planu fyzickej ochrany objektu,
rozdelenie uloh a zodpovednosti, kontrolu plnenia pracovnych uloh, planovanie sluzieb a iné. ReZim
fyzickej ochrany objektu je mozné prispdsobit aktualnej bezpecnostnej situacii. Nie je potrebné rokovat
s tretou stranou, vytvarat dodatky k zmluve o poskytnuti SBS, nevznika tu riziko $kéd z omeSkania ani
riziko zmluvnych pokuat. Vyhodou je teda i urcitd forma optimalizacie. Zamestnanci vlastnej ochrany
poznaju chraneny priestor, dobre sa v flom orientuju a poznaju nadriadenych zamestnancov a ich
kompetencie, ako aj postupy pre rieSenie mimoriadnych situacii, na rozdiel od outsourcovanej
spolo¢nosti, kde vzhladom na vySS8iu fluktuacia, resp. migraciu zamestnancov toto nie je mozné
zabezpecit. Vlastni zamestnanci maju zaujem o kontinualne fungovanie spolo¢nosti, ktorej su
zamestnancami. Univerzita si ich moze vybrat, vyskolit, investovat do ich rozvoja. Méze ich motivovat
financne. Pri vykone ochrany je zasadnym aspektom zabezpecenie citlivych informacii o chranenych
objektoch a priestoroch. Evidencie incidentov a databazy pre potreby zaistenia bezpe€nosti su vedené
systematicky a zmysluplne. Zamestnanci vlastnej ochrany mézu participovat na evakuacii objektu,
mozu planovat nacviky. Realizuju zasahy podla potreby. Nevyhodou su vys$Sie naklady ako na
komeréne dodavanu SBS a naklady suvisiace s planovanim, administrativou, u¢tovnictvom a vedenim
evidencii.
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Pre pokrytie jedného vstupného bodu 24/7 do objektu (vratnica) je potrebné 5 pracovnikov v trvalom
pracovhom pomere. Pre obchddzku arealu jednou osobou je potrebnych dalSich 5 pracovnikov.
Univerzita ma niekolko objektov odClenenych ich lokalizaciou. Fakulta bezpeé&nostného inzinierstva
v meste, Fakulta riadenia a informatiky na VI¢incoch, Internaty Velky Diel, v blizkom okoli je
lokalizovana Nova Menza a kniznica. Hlavné jadro tvori univerzitny kampus na Velkom Diele. Internaty
a Stara Menza su situované aj na sidlisku Hliny. Podfa dostupnych informacii na strankach Slovenskej
komory sukromnej bezpecnosti pre rok 2025 je hodinova cena prace za vykon SBS v rozpati 11,318
€/hod az 15,563 €/hod.

Prevadzka na jednom stanovisti 24/7 ro¢ne je 8 418 hodin (podla modelu SKSB). Po¢et zamestnancov
pre plné pokrytie stanovista: cca 5 oséb plny uvazok (na pokrytie smien, dovoleniek, PN, nahradny
personal). Ak pouzijeme stred hodnoty hodinovej ceny: (11,318 + 15,563)/2 = 13,4405 €/hod, &o je
priemerna cena vykonu za hodinu prace. Ro¢né naklady na jedno stanoviste budu: 8 418 hod x 13,4405
€/hod = 113 140,7 €/rok a naklady na jedného pracovnika 22 628,14 €/rok.

Naklady na rovnoSatu (tricko, mikina, bunda, nohavice, obuv letna + zimna, Ciapka, reflexna vesta,
rukavice, opasok, nasivky, kosela, tricka) je mozné vycislit vo vySke priblizne 400 Eur/osoba. Obmena
by mala byt kazdé 3-4 roky. Vecné bezpecnostné prostriedky (obuSok, baterka, puta + puzdra) sa
kupuju zvacsa jednorazovo a ich cena je do 200 Eur/osoba. Pri vypocte presnych nakladov je potrebné
pripocitat naklady na mimoriadne akcie (Dni otvorenych dveri, kultirne a spolo¢enské podujatia,
Sportové podujatia a iné). Vyhodou vlastnej ochrany je, Ze je okamzite k dispozicii a umoznuje aj aktivny
monitoring kamerovych systémov.

Zilinska univerzita ma 13 vratnic (stanovist), pre ktoré vychadzaju roéné naklady na vlastnd ochranu pri
priemernej hodinovej cene 13,4405 €/h priblizne na 1,47 mil. €. Po pridani obchédzkovej sluzby (1 dalSia
pracovna pozicia, o znamena navySenie o 5 pracovnikov) celkové ro¢né naklady stipnu priblizne na
1,58 mil. €. Vstupné naklady na uniformy a vecné bezpecnostné prostriedky predstavuju pri 65
pracovnikoch priblizne 39 tis. € (pri 70 os. pribliZzne 42 tis. €). S ohfadom na modelové vypoclty SKSB
(min. nakladova sadzba okolo 14,739 €/h) je vhodné pocitat s prevadzkovou rezervou, resp. citlivostou
10-15 % v zavislosti od mzdovych a rezijnych podmienok a kalendara mimoriadnych akcii.

Ak by sa zvysil poCet pracovnikov na obchddzky na dvoch (€o je nevyhnutné pre zasah) a pridali dalSie
dve pracovné pozicie v planovanom Monitorovacom centre, ktoré by vyhodnocovalo poplachoveé signaly
a spravy, ako aj obrazové informéacie z kamerovych systémov, budd odhadované priame rocné naklady
pri priemernej sadzbe pri 1,92 mil. € (s intervalom 1,62—-2,23 mil. € podla pouZitej hodinovej ceny).
Vstupné naklady na uniformy a vecné bezpecnostné prostriedky pre priblizne 85 pracovnikov su okolo
51 tis. €, s amortizaciou rovnoSiat v cykle 3—4 roky.

5. DISKUSIA

Vysledky analyzy ukazuju, Ze slovensky model vlastnej ochrany predstavuje prakticky realizovatelnu a
vyuzitelnu alternativu k outsourcingu komerénych bezpecénostnych sluzieb. V porovnani so
zahraniénymi pristupmi je vSak jeho postavenie podobné modelom pouzivanym vo Velkej Britanii alebo
Nemecku, kde univerzitna bezpelnost zostdva prevazne v rukach civilnych bezpe&nostnych
pracovnikov bez pinych policajnych pravomoci. Na rozdiel od Spojenych Statov americkych, kde
kampusova policia pdsobi ako plnohodnotna ozbrojena zlozka s pravomocou vySetrovania a zatykania,
slovensky ramec limituje zasahy vlastnej ochrany na urovert SBS. To znamena, Ze v pripade trestnych
¢inov je nevyhnutna okamzitd su€innost s Policajnym zborom SR.

Diskutovat mozno aj o vyhodach a nevyhodach tohto usporiadania. Medzi hlavné vyhody patri znalost’
Specifického prostredia, lojalita pracovnikov k univerzite a vy3Sia flexibilita pri prisposobovani
bezpelnostnych opatreni aktualnym potrebam akademickej komunity. Limity suvisia najma s finan¢nou
narocnostou, potrebou pravidelnej odbornej pripravy (aj ked v skratenej forme) a s obmedzenymi
pravomocami oproti Statnej policii. V porovnani s outsourcingom méze byt vlastna ochrana dihodobo
efektivnejSia, avSak iba vtedy, ak univerzita dokaze zabezpedit stabilné financovanie a profesionalny
manazment.
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Zahrani¢né skusenosti, najmad z USA a Kanady, poukazuju na vyznam transparentnosti a dovery.
Povinnosti podla Clery Act, ako napriklad v€asné varovania a pravidelné zverejfiovanie Statistik
kriminality, prispievaju k posilfiovaniu dévery Studentov a zamestnancov v kampusovu bezpecnost.
Podobné postupy by mohli byt inSpiraciou pre slovenské univerzity — aj ked' by $lo iba o dobrovolné
opatrenia nad ramec zakona. Zaroven sa ukazuje potreba zavadzania hybridného modelu, ktory by
spajal vyhody internej vlastnej ochrany s externymi kapacitami SBS a formalnou spolupracou so $tatnou
a mestskou policiou prostrednictvom memorand o spolupraci.

Diskutabilnou otazkou zostava aj legitimita a spolo¢enské vnimanie univerzitnej bezpe&nosti. Vyskumy
zo zahrani€ia ukazuju, ze ddvera Studentov v kampusovu policiu €i bezpe€nostné sluzby zavisi nielen
od ich efektivnosti, ale aj od toho, do akej miery konaju spravodlivo, transparentne a reSpektuju
akademické slobody. V slovenskom prostredi je preto potrebné hfadat rovnovahu medzi potrebou
ochrany univerzitného prostredia a zachovanim jeho otvorenosti a autonémie.

ZAVER

Bezpecnost univerzitnych kampusov predstavuje komplexnu problematiku, ktora si vyzaduje systémovy
a dlhodoby pristup. Slovenska legislativa v podobe zakona NR SR €. 473/2005 Z. z. vytvara univerzitam
unikatnu moznost zriadit vlastni ochranu ako formu bezpeénostnej sluzby prevadzkovanej pre vlastnu
potrebu. Tato forma ma oproti beznym informatorom vyrazné vyhody — od vy$Sej Urovne opravneni,
moznosti prevadzkovat technické systémy, vykonavat evidencie a zasahy, az po moznost vyuzivat
vecné bezpelnostné prostriedky a so suhlasom zamestnavatela aj zbrarni.

Komparacia so zahraniénymi modelmi ukazuje, Zze Slovensko stoji v tomto ohlade medzi britsko-
nemeckym modelom (interna ochrana alebo sukromné sluzby bez policajnych pravomoci) a kanadsko-
americkym pristupom (Specialni constables &i plnohodnotné campus police). Zatial €o USA kladu déraz
na policajné pravomoci kampusovej policie a transparentnost, Kanada zavadza hybridny model ,special
constables® pod dohladom policajnej rady. Nemecko a Velka Britania sa spoliehaju najma na Hausrecht
a outsourcing bezpecnostnych sluZieb.

V pripade Univerzity v Ziline mozno konstatovat, Ze zriadenie vlastnej ochrany by znamenalo vy$sie
priame naklady v porovnani s informatormi, avSak univerzita by ziskala vy$Siu mieru kontroly, flexibility
a pripravenosti na mimoriadne situacie. Orientatny vypoc€et ukazuje, Ze jedno stanoviSte 24/7 si
vyzaduje priblizne 5 pracovnikov a ro¢né naklady na urovni 113 000 € (pri strednej sadzbe podla SKSB,
2025). Dodato¢né naklady spojené s rovnoSatou, vystrojom a Skoleniami su vSak jednorazové alebo
periodické a v horizonte niekolkych rokov sa rozpo itaju. Univerzita by tak mohla ziskat' profesionalny
bezpelnostny uUtvar so znalostou prostredia, lojalnym k inétitdcii a schopnym reagovat nielen na
kazdodenné incidenty, ale aj na krizové situacie. Pri zohladneni vyhod a nevyhod sa javi ako optimalne
rieSenie hybridny model — kombinacia vlastnej ochrany pre kfu€ové objekty (hlavny vstup, internaty,
kniZnica) a externej SBS pre doplinkové a kratkodobé sluzby (podujatia, jednorazové akcie).

Zriadenie vlastnej ochrany na UNIZA by mohlo byt zaroven pilotnym projektom v slovenskom
vysokoskolskom prostredi a sluzit ako metodicky priklad pre ostatné univerzity, ktoré uvazuju o
posilneni svojej bezpecnosti v kontexte makkych cielov.
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POUZITi ARMADY CESKE REPUBLIKY PRI RESENi KRIZOVYCH
SITUACI NEVOJENSKEHO CHARAKTERU NA UZEMi STATU

USE OF THE ARMY OF THE CZECH REPUBLIC IN RESOLVING
CRISIS SITUATIONS OF A NON-MILITARY NATURE
ON THE TERRITORY OF THE STATE

JIRI KALENDA, JIRi BARTA

ABSTRACT: The article clarifies the place and role of the armed forces within the security system of the Czech Republic. It is
based on the current legal framework and outlines the legislation governing the deployment of the Army of the Czech Republic. It
provides examples of the army’s use within the state territory, both in ensuring internal security and in assisting the population
during natural disasters and industrial accidents. It also addresses the issue of how the forces and resources of the Army of the
Czech Republic are requested and employed within the Integrated Rescue System. The article further raises questions concerning
the state’s possibilities and capabilities in today’s rapidly evolving security environment.

KEYWORDS: Security system, emergency, crisis situation, Army of the Czech Republic

uvoD

Od pocatku své existence musi lidstvo zapasit nejen o zachranu hmotnych a kulturnich hodnot, ale
predevsim o uchovani samotného Zivota. Védeckotechnicky pokrok pfinesl lidské spole€nosti vedle fady
pfiznivych stranek i zvySeni rizika vzniku krizovych situaci. Lidské poznani dokaze jiz pomérné dokonale
objasnit zdroje a zakonitosti pribéhu plsobeni pfirodnich a spoleCenskych jevi, vyvolavajicich tyto
situace, ale nedokaze vzniku dané situace plné zabranit. S vyvojem spoleénosti dochazi i k promé&nam
bezpelnostniho prostfedi a jsou nalézany nové formy a metody k zajiSténi zakladnich hodnot, nejen
pro Clovéka.

Bezpeclnost statu je stale vice vymezena schopnosti Celit hrozbam spoleCenského i pfirodniho
charakteru, pficemz jejich hranice neni jednoznacné& vymezena. Hrozby se vzajemné prolinaji
a prerUstaji jedna v druhou. Rozliény charakter hrozeb a mira jejich rizika klade dal$i nové naroky nejen
na integrovany zachranny systém, ale i na ozbrojené sily, které jiZ nadale nejsou jen nastrojem obrany
statu a porazky protivnika, ale i jednim z fady nastroji bezpecénosti v SirSim slova smyslu (Bezpecnostni
strategie CR, 2023), (Ministerstvo vnitra, 2016).

Cilem tohoto &lanku je poukazat $iroké vefejnosti na moznosti nasazeni Ozbrojenych sil Ceské republiky
v jinych, nez vojenskych operacich za u€elem obrany statu, a to nejen na pomoc pfi zachrannych
a likvida€nich pracich u feeni pfirodnich katastrof, ale i pfi dalSich mimofadnych udalostech a krizovych
situacich.

1. MiSTO A ULOHA OZBROJENYCH SIL CESKE REPUBLIKY V BEZPECNOSTNIM
SYSTEMU STATU

Zajisténi bezpednosti statu ma komplexni a globalni charakter. Moznosti Ceské republiky (déle jen CR)
vyznamné spoluuréuji vykonnost &eského hospodarstvi a miru mezinarodni spoluprace. Zakladnim
pfistupem a nezpochybnitelnou hodnotou je princip kolektivni obrany a bezpeénosti v ramci
mezinarodnich organizaci a mnohonarodnich uskupeni. Vychodiskem kolektivni obrany je pro CR
&lenstvi v Severoatlantické alianci (Bezpe&nostni strategie CR, 2023).

Bezpedénostni systém je institucionalnim nastrojem pro tvorbu a realizaci bezpeénostni politiky CR. Tvoi
nedilnou soucast bezpe€nostni architektury Evropy a dalSich mezinarodnich instituci. Bezpe€nostni
systém je tvofen prvky zakonodarné, vykonné a soudni moci, Uzemni samospravy, ale i pravnickymi
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a fyzickymi osobami, které maji odpovédnost za zaji§téni bezpecénosti statu. Struktura bezpecénostniho
systému zahrnuje zejména prezidenta republiky, Parlament CR, vladu CR, Bezpeé&nostni radu statu
a jeji pracovni organy, ustfedni spravni ufady, krajské a obecni Ufady a jejich vykonné organy krizového
fizeni a dale ozbrojené sily, ozbrojené bezpecnostni sbory, zpravodajské sluzby, zachranné sbory,
zachranné sluzby a havarijni sluzby (Z&kon €. 110/1998 Sb.), (Zakon ¢&. 239/2000 Sb.).

FER] NA UZEMI CR MIMO UZEMI CR

Bl

b :
FL

m“\\‘ - %& B
Na tzemi CR za pomoci L

ostatnich spojencu
1

—
kl Operace vedené v ramci
NATO,EU, OSN,
Y::::> (ad hoc koalicemi)

K feseni krizovych situaci
nevojenského charakteru
na Gzemistatu

Obrazek 1 Pouziti ozbrojenych sil Ceské republiky (Jurenka, 2023)

Poslani a ukoly ozbrojenych sil vychazi z Ustavy Ceské republiky (Ustavni zékon &. 1/1993 Sb.)
a dalich zakon(. Principy obranné politiky definované v Bezpe&nostni strategii CR (2023) pak dale
rozpracovava a konkretizuje Vojenska strategie CR, ktera je vychozim dokumentem pro vystavbu
a pouziti ozbrojenych sil CR. Ozbrojené sily CR, zejména jejich hlavni sougast Armada CR, pfedstavuji
rozhodujici prvek bezpe&nostniho systému statu (Ministerstvo vnitra, 2016).

2. LEGISLATIVNIi RAMEC POUZITi OZBROJENYCH SIL CESKE REPUBLIKY

Ukoly ozbrojenych sil vychazi z Ustavy Ceské republiky a dal$ich zakon@ (Ustavni zakon &. 1/1993 Sb.):

e Ustavni zakon &. 110/1998 Sb., o bezpeénosti CR, ktery uvadi, ze ozbrojené sily jsou jednou
ze slozek podilejicich se na bezpeénosti CR.

e Zakon & 219/1999 Sb., o ozbrojenych silach CR upravuje postaveni, Ukoly a také &lenéni
ozbrojenych sil CR na Armadu CR, Vojenskou kancelaF prezidenta republiky a Hradni straz.
Zaméruje se na definici ukoll jednotlivych &asti ozbrojenych sil, fizeni ozbrojenych sil a limity
jejich pouziti. Upravuje i moznosti mezinarodni spoluprace s cizimi ozbrojenymi silami k pInéni
Ukoll na zakladé mezinarodnich smluv.

e Z&kon &. 222/1999 Sb., o zajistovani obrany CR se mimo jiné zabyva provedenim opatieni
k obrané statu a vycvikem ozbrojenych sil na uzemé statu mimo vojenské Ujezdy (vojenské
vycvikové prostory).

e Zakon ¢&. 239/2000 Sb., o integrovaném zachranném systému definuje misto a uUkoly
vyclenénych sil a prostfedk(l ozbrojenych sil, jako ostatni sloZky integrovaného zachranného
systému v CR. Na obrazku 2 je zobrazena Armada CR jako jedna z ostatnich sloZzek
integrovaného zachranného systému. V tomto pojeti se ozbrojené sily, jako ostatni slozka
integrovaného zachranného systému &asto zuZuji jen na Armadu CR, protoZe Vojenska
kancelaf prezidenta republiky a Hradni straZ nemaji dostatek personélu pro efektivni nasazeni
pfi feSeni krizovych situaci nevojenského charakteru.

e Zakon &. 240/2000 Sb., o krizovém fizeni fesi prioritné pfednostni zasobovani ozbrojenych sil
v dobé trvani krizovych stavll ze stany vlady a hejtnan(.
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e Zakon €. 241/2000 Sb., o hospodarskych opatfenich pro krizové stavy fesi systém hospodarské
mobilizace a mobiliza&ni dodavky, které jsou uréeny pro pfednostni zasobovani ozbrojenych sil
v dobé trvani krizovych stavu ze stany Spravy statnich hmotnych rezerv.

StéZejnim zakonem pro pouziti Armady CR pfi FeSeni krizovych situaci nevojenského charakteru na
uzemi CR je zakon o ozbrojenych silach CR (Zakon ¢&. 219/1999 Sb.), ktery sice uvadi, Ze zakladnim
ukolem ozbrojenych sil je pfipravovat se k obrané statu a branit ho proti vnéjSimu napadeni, ale plni téz
ukoly, které vyplyvaji z mezinarodnich smluvnich zavazk(i CR o spole¢né obrané& proti napadeni.
Sougasné vs$ak uvadi podminky, za kterych mohou byt ozbrojené sily CR nasazeny pfi Feseni
mimofadnych udalosti a krizovych situaci nevojenského charakteru.

Podle § 14 zakona o ozbrojenych silach CR (Zakon &. 219/1999 Sb.) Ize Armadu CR pouzit k plnéni
téchto ukolu:
a) ke stfezeni objektd dulezitych pro obranu statu,
b) k pInéni ukol Policie CR, pokud sily a prostfedky Policie CR nebudou dostate&né k zajisténi
vnitfniho pofadku a bezpec¢nosti, a to na dobu nezbytné nutnou,
c) k zachrannym pracim pfi pohromach nebo pfi jinych zavaznych situacich ohrozujicich Zivoty,
zdravi, zna¢né majetkové hodnoty nebo Zivotni prostfedi nebo k likvidaci nasledkd pohromy,
d) kodstranéni jiného hroziciho nebezpeci za pouziti vojenské techniky,
e) kletecké dopravé Ustavnich Ciniteld,
f) k zabezpeceni letecké zdravotnické dopravy,
g) k zabezpeceni dopravy pro vlastni potfeby,
h) k poskytovani leteckych sluzeb,
i) k zabezpeCovani dopravy na zakladé rozhodnuti viady,
j) k zabezpeceni kulturnich, vzdélavacich, sportovnich a spole¢enskych akci,
k) k pInéni humanitarnich ukold civilni obrany (Zakon €. 219/1999 Sb.).

Fyzické osoby

Pravnické osoby

Hasi¢sky zachranny sbor CR
Jednotky pozémi ochrany

Nadace

Obcanska sdruzeni

Komunalni sluzby
(voda plyn el.)

Spravni Urady

Armada CR

Zdravotnickd zachranna
Obecni policie Policie CR sluzba

lOSTATN| SLOZKY 1ZS I IZAKLADN' SLOZKY I1ZS I

Obrazek 2 Schematicky znazornény podil sloZzek integrovaného zachranného systému pfi fedeni
mimoradnych udalosti nevojenského charakteru (Modul — G, 2020)

PFevaznou &ast Ukoll nevojenského charakteru pini Armada CR v ramci integrovaného zachranného
systému jako vyclenéné sily a prostfedky ozbrojenych sil. Povolani vojaku v ¢inné sluzbé k plnéni ukold
Policie CR se Fes$i podle § 22 odst. 1 a 2 zakona o Policii CR (Zakon &. 273/2008 Sb.), a podle zékona
o ozbrojenych silach CR (Zakon &. 219/1999 Sb.). Pro nasazeni vojak( je tfeba vydani nafizeni vliady
o povolani vojakl v &inné sluzbé k plnéni ukoll Policie CR v souvislosti s konkrétnimi bezpe&nostnimi
opatfenimi. Vojaci Armady CR pfi pInéni Gkol podle odstavce pism. b) § 14 (Zakon &. 219/1999 Sb.)
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maiji prava a povinnosti jako pfislugnici Policie CR. Ukoly pIni ve vojenském stejnokroji s reflexni vestou
nebo rukdvovou paskou s oznacenim ,POLICIE" dle vyhladky o policejnim oznaceni (Vyhlaska
€. 122/2015 Sb.), ve smidenych hlidkach pod velenim policisty.

Arméada CR muze byt pouzita i v pfipadé vzniku mimofadné udalosti na jadernych elektrarnach. To je
rozpracovano v nafizeni vliady o povolani vojaki Armady CR k pInéni kol Policie CR pfi radiadnich
havariich na jadernych elektrarnach (Nafizeni vlady ¢. 465/2008 Sb.). Zakladnim ukolem nasazeni sil
a prostfedkl Armady CR k pInéni ukol(i Policie CR je, ve smigenych hlidkach, zabezpegit spinéni kol
poradkové policie souvisejicich s regulaci pohybu osob, se zabezpefenim vefejného poradku
a bezpecénosti pfi vzniku mimofadné udalosti na jaderné elektrarné. K pinéni téchto ukoll jsou mimo jiné
atvary Armady CR vyuZiti i vojaci, vojensti studenti a technika Univerzity obrany (Nafizeni viady
€. 465/2008 Sb.).

K pInéni ukolt vyélenénych sil a prostfedkl ozbrojenych sil v ramci integrovaného zachranného systému
muze byt nasazena Aktivni zaloha, ktera je sougasti ozbrojenych sil CR. V dob& miru mohou byt vojaci
aktivni zalohy nasazeni k zabezpeceni zachrannych a likvidaénich praci nebo pfi jinych zavaznych
pohromach ohroZzujicich zivoty, zdravi, Zivotni prostfedi anebo zna&né majetkové hodnoty, ke stiezeni
objektu dulezitych pro obranu statu nebo k plnéni Ukoll spojenych s podporou spojeneckych vojsk na
uzemi CR. Aktivni zaloha byla jiz nasazena v ramci Narodniho ogkovaciho centra v Oz arené, ke
stfezeni mista pfespani (Rest Over Night — RON) Rancifov pfi pfesunu alincnich vojsk na cvi€eni
a naposledy v ramci operace ,Migrace“ k posileni Police CR pfi doasném znovuzavedeni ochrany
statni hranice CR se Slovenskem.

Pouziti Armady CR k zachrannym pracim a k likvidaci nasledkd pohromy je dogasné organizované
nasazenim vojenskych utvar(l a vojenskych zafizeni s potfebnym vojenskym materialem pod velenim
prislusného velitele nebo nacelnika. Koordinaci zachrannych a likvida¢nich praci v misté nasazeni
slozek integrovaného zachranného systému a v prostoru nasazeni provadi velitel zasahu. Vnitini Fizeni
vyc€lenénych sil a prostfedkd ozbrojenych sil je piné v kompetenci armadniho veleni. K nasazeni Armady
CR pfi krizovych situacich nevojenského charakteru dochazi, pokud pfislugné spravni ufady, organy
Uzemni samospravy nebo pozarni ochrana nemohou zajistit zachranné prace nebo likvidaci nasledku
pohromy vlastnimi silami (Zakon €. 239/2000 Sb.).

3. VYZADOVANI NASAZENIi VYCLENENYCH SIL A PROSTREDKU OZBROJENYCH SIL

Pouziti armady k zachrannym pracim mohou cestou krajskych operacnich a informacnich stfedisek
hasi¢ského zachranného sboru jednotlivych kraju vyzadovat hejtmani kraju a starostové obci, v jejichz
obvodu doslo k pohromé (obrazek 3), u naelnika Generalniho Stabu, ktery rozhoduje o jejim nasazeni
(Zakon €. 219/1999 Sb.).

O nasazeni vy&lenénych sil a prostfedki ozbrojenych sil CR k likvidaci nasledk pohromy — likvidagni
préace (Zakon &. 239/2000 Sb.) rozhoduje vliada CR na navrh ministra vnitra, vydanim nafizeni vliady na
konkrétni fe$eni mimoradné udalosti &i krizové situace. Vlada CR rozhoduje o nasazeni vyélenénych sil
a prostfedkl ozbrojenych sil CR pfi pohromach vétsiho rozsahu, které zasahly vice krajtl, cestou
Narodniho operaéniho a informaéniho stfediska Hasiéského zachranného sboru CR. Zejména pokud
je situace rozsahla a vyzaduje koordinovanou celostatni reakci. Napfiklad loriské povodné zpusobily
znaéné $kody na Uzemi dvou krajll, a proto viada CR rozhodla v pondéli 16. zafi 2024 o nasazeni
2000 vojaki k likvidaci nasledkd povodni (Armada CR, 2024). V ramci prevence pfi rozsahu téchto
povodni nepomohly ani varovné zpravy Ceského hydrometeorologického Ustavu a jednotného systému
varovani a vyrozuméni, které néktefi lidé v pozdéji zasazenych oblastech, nebrali na védomi.
O komparaci a uginnosti vyrovnych systému okolnich statu, véetné CR a jejich moznostech byl jiz v roce
2020 publikovan odborny &lanek (Lukas, Mrazkova, Saur, 2020), ze kterého vyplynulo, Ze systém je na
velmi dobré Urovni, ale vyzaduje modernizaci a pfizpusobeni aktualnim hrozbam.

Aby pii vyZzadovani nasazeni Armady CR nedochazelo ke ztraté drahocenného &asu pro zachranu lidi
a majetku rznymi schvalovacimi procesy, miZe se na jednotlivé Gtvary Armady CR obratit piimo ten,

-120 -



kdo je nejblize ohrozeni a potfebuje urgentné pomoc pfi feSeni mimofadné udalosti. Postup vyZzadovani
vyélenénych sil a prostfedk(i ozbrojenych sil CR je na obrazkuj 3. Napfiklad v pfipad& povodni to jsou:

Starosta obce — ktery maze v pfipadé bezprostiedniho ohroZeni pozadat o pomoc Armadu CR,
zejména pokud je situace lokalni a vyZaduje rychlou reakci. Napfiklad se tak stalo v patek
13.zafi 2024, kdy starosta mésta Strakonice pozadal velitele mistni posadky,
25. protiletadlového pluku, o pomoc 20 vojakl se stavbou protipovodniovych hrazi z pytll
pinénych piskem.

Hejtman kraje — mGze pozadat o pomoc armady v ramci svého kraje, pokud je situace kriticka
a vyzaduje okamzitou reakci. Napfiklad hejtman Olomouckého kraje pozadal 15. zafi 2024
0 12 vojaku se Sesti nakladnimi vozidly T-815 k odstranovani stromu, které branily pratoku vody.
Nasledné podal spolu s hejtmanem Moravskoslezského kraje celkem 30 pozadavki cestou
krajského operaéniho informacniho stfediska Generalniho Feditelstvi Hasi¢ského zachranného
sboru CR (Armada CR, 2024).

Nasazeni vyclenénych sil a prostfedk( ozbrojenych sil je vzdy koordinovano s integrovanym
zachrannym systémem, kde hlavni roli hraji pfisludnici HasiCského zachranného sboru, ktefi jsou
zpravidla v roli velitele zasahu, nejen pfi povodnich (Zakon €. 239/2000 Sb.).

NEOCEKAVANA
POHROMA

Mimoradna situace. POHROMA VETSIHO
ROZSAHU
Rozsah pohromy vétsi

i nez jeden kraj.
o MiSTNi POHROMA POHROMA V KRAJI

Lokalni pohroma, obec, e - 5 5
mésto, okoli. Pohroma v ramci kraje. USTREDNI KRIZOVY
STAB
Zada o vyélenéni sil a
STAROSTA HEJTMAN prostredkd ACR.
Zada o sily a prostredky

Z&d4 o pomoc nejbl NGS ACR.
velitele posadky ACR.

HOBIS i NARIZENi VLADY
Rozhodnuti
VELITEL POSADKY NACELNIK o vyélenéni sil _
° Velitel nejolizsi posadky GENERALNIHO STABU a prostredkd ACR.
vyda rozhodnuti o vyélenéni ACR
sil a prostredki ACR. Viyda rozhodnuti k vyclenéni
sil a prostredk ACR.

NACELNiK
GENERALNIHO STABU
ACR

Vyda rozhodnuti

k vy€lenéni sil

a prostfedki ACR.

Obrazek 3 Schéma postupu k vyé&lenéni jednotek Armady CR pro pomoc pfi fe$eni mimoradnych

udalosti nevojenského charakteru (Armada CR, 2024 — upraveno autorem)

4. HISTORICKE ZKUSENOSTI S POUZITIM OZBROJENYCH SIL NA UZEMi STATU

V historii naSi republiky sehrala armada pfi feSeni mimofadnych udalosti a krizovych situaci vyznamnou
Ulohu. Ukoldm plnénym v téchto oblastech byla vZdy v&novana vedenim statu a velenim arméady
patficna pozornost. Zde je pfipominka alespon téch nejvyznamnéjsich.

Po vzniku Ceskoslovenské republiky v Fijnu 1918, bylo hlavnim Ukolem utvarG obsazeni
a uzavieni statni hranice, nastoleni statni spravy a pofadku v pfihrani¢nim tGzemi.

V Unoru 1919 byla armada podle rozhodnuti viady Ceskoslovenské republiky pouZita znovu na
uzavieni statni hranice a k zabezpeceni kolkovani penéz. Armada plnila ukoly hlidkovani,
pozorovani a eskortovani transporti penéz a kolku.

V roce 1920, v obdobi viadni krize, armada asistovala ¢etnictvu po vyhlaseni stanného prava
k obnové poradku na Rosicku, Kladensku a v Praze.

V kvétnu 1938 pinila armada ukoly pfi zaji$téni statni hranice a vnitfniho pofadku v pfihraniénim
prostoru podle pozadavku ministerstva vnitra.
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Po skondeni Il. svétové valky se Ceskoslovenska armada podilela na obnové vefejného
poradku. Nepfitelem byly zbytky némecké armady a ozbrojené zaskodnické skupiny
a kriminalni zivly.

V povale¢ném obdobi (1948-1989) byla armada vyznamnou mérou orientovana politickym
vedenim statu. Presto Ize konstatovat, Ze Ukoly splnila podle platnych zakona.

Ugast Ceskoslovenské lidové armady na eliminaci povodni na Dunaji v roce 1966 pfispéla
k zachrané mnoha Zivot( ob&anl a hospodarskych statku.

Asistence pfi leteckych havariich, zdravotnického personalu pfi silni€nich a Zelezni¢nich
nehodach, pfi odstranovani epidemii zvifat i epidemie cholery na Slovensku v roce 1973
ukazala na schopnost armady urychlené poskytovat a&innou pomoc.

V novodobé historii, ktera je datovana vznikem CR:

Armada CR Uspé&$né zasahovala pfi povodnich na Moravé v roce 1997, kde v ramci
zachrannych, zabezpeéovacich a naslednych pracich bylo nasazeno celkem 19000 hasicl
a 5700 vojaku s technikou. K posileni Policie CR v oblasti plnéni pofadkové a ochranné sluzby
na zaplaveném Uzemi bylo nasazeno 2200 vojakl (Szaszo, 2010).

V dobé& rozsahlych zaplav v Cechach v roce 2002, v ramci asistenéni operace na podporu
Policie CR v zaplaveném Gzemi bylo nasazeno 1200 vojakul a v operaci v ramci integrovaného
zachranného systému bylo nasazovano denné kolem 4000 az 6000 vojaku a kolem 800 kusu
vojenské techniky k odstrafiovani nasledkd povodni (obrazek 4) (Armada CR, 2007).

Obrazek 4 Vojaci pfi vystavbé protipovodriové hraze v Praze v roce 2002 (Armada CR, 2024)

Bleskova povoden zasahla Liberecky kraj 7. srpna 2010 v rannich hodinach. Nejvic povoderni
postihla obce na Frydlantsku, Liberecku a Ceskolipsku. Protrhly se hraze rybnikd (napf.
Markvarticky, Mlynsky) i hraz pfehrady Kristyna. P¥iSlo o zivot 5 lidi. Zcela odtrzené od okoli
byly obce Visfiova a Hefmanice. Do zachrannych a likvida&nich praci se na izemi Libereckého
kraje zapojilo mimo hasiCl, policistl, zachranarl zdravotnické sluzby a dobrovolniku také
priblizné 1800 vojaku (Liberecky denik, 2012).

V roce 2013 zasahla vétsinu uzemi Cech povodiiova vina zplsobena vytrvalymi desti. V noci
z1. na 2. &ervna 2013 prekrogily feky na téméf padesati mistech CR na urovefi hladiny
3 povodriového stupené a 3 povodnovy stupefi — stav ohrozeni, byl vyhlasen. Viada jesté ve
stejny den vyhlasila nouzovy stav pro celé tzemi Cech kromé& Pardubického a Karlovarského
kraje. O den pozdéji zaCala platit povodriova bdélost — 1 povodriovy stupen i pro Jihlavsko,
Znojemsko a okresy na severu Olomouckého a Moravskoslezského kraje. V Cechach se
nouzovy stav rozsifil i na Karlovarsky kraj. Cervnové zaplavy zasahly 700 obci a vyzadaly si
celkem 15 lidskych Zivotd. Armada CR poskytla pfes 10500 vojakii a 2100 kust techniky. Vojaci
pracovali predevSim na vystavbé protipovodriovych zabran, zajiStovali pfepravu humanitarni
pomoci, vystavbu provizorniho ubytovani pro zasahujici slozky a evakuované osoby, ale také
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specialni zenijni prace, jako byly Upravy poni¢enych komunikaci, demolice objektl, asanaéni
prace a také provadéli monitoring a evakuaci vrtulniky (Natoaktual.cz, 2013).

e Dalsi nasazeni Armady CR bylo po fijnové a prosincové explozi v roce 2014, v muniénim skladu
v arealu Vojenského technického ustavu v katastru obce Vlachovice, ¢ast Vrbétice, ve Zlinském
kraji. Vojaci Armady CR se v ramci vypomoci Policii CR zapojili do ostrahy objektu a do
monitorovani situace po sérii explozi a do stfezeni vnéjsiho perimetru, nasledné i do budovani
oploceni pro zajisténi této bezpecné hranice. Ve Vrbéticich se vystfidalo témér 7000 prislusniki
armady, prakticky v8ech jejich slozek. Kromé stfezeni aredlu se vojaci vyznamnou mérou
zapojili téz do pfepravy munice, pyrotechnické asanace a také fady dal$i Zenijnich ukolud, z
nichz nejvyznamnéjsi byla pravé soucinnost pfi vystavbé nového do¢asného oploceni arealu.
Klicové bylo logistické zabezpe&eni ze strany Armady CR, které vyuZivaly i dal$i slozky
integrovaného zachranného systému. Armada CR ukongila &innost po 15 mésicich, 5. Gnora
2016 (Kramaf, 2020) a da se fici, Ze po celou dobu nasazeni byla témér zcela sobéstacna.

e V bfeznu roku 2016, po teroristickych utocich v Bruselu pfesla CR na navrh ministra vnitra
a potvrzeni vlady do prvniho stupné ohrozeni terorismem. Pro zajisténi bezpecnosti bylo mimo
jiné pfistoupeno na pozadavek ministra vnitra o posileni Policie CR k ustanoveni smienych
ozbrojenych hlidek Armady CR a Policie CR. Smigené ozbrojené hlidky se zapoijily do hlidkové
ginnosti Policie CR jak na letistich, tak v prazském metru, ale také u strategickych budov &i
pietnich a pamatnych mist citlivych pro ¢eskou historii. ZvySena opatfeni se rovnéz tykala mist
se zvySenou kumulaci lidi ve velkych méstech, sportovnich i kulturnich akci a v neposledni fadé
i zastupitelskych Ufad a konzulatd vybranych zemi v CR. SmiSené ozbrojené hlidky byly
slozeny z veliciho pfislugnika Policie CR a jednoho aZ dvou vojaki Armady CR. Denné bylo
nasazeno 550 vojakud a v hlidkach se stfidali ttméf dva mésice (Pravo a Novinky, 2016).

eV souvislosti s epidemii koronaviru Covid-19 v CR byli vojaci Armady CR nasazovani na pomoc
integrovanému zachrannému systému jak podle zakona o zajiStovani obrany (Zakon
€. 219/1999 Sb.), tak podle zakona o integrovaném zachranném systému (Zakon &. 239/2000
Sb.) atojiz od 10. bfezna 2020, kdy bylo tfeba kontrolovat na statnich hranicich zdravotni stav
osob, projizdgjicich pfes CR (obrazek 5). Vojaci i poté plnili sluzebni ukoly v souvislosti
s realizaci opatfeni pfijatych vliadou CR v rdmci nouzového stavu i mimo n&j k omezeni $ifeni
tohoto onemocnéni. K témto ukoldm bylo vyclenéno a plnilo je celkem 11853 vojakl prakticky
ze vsech vojenskych utvar( a zafizeni (Fajnor, 2021), v€etné studentd Univerzity obrany
a prislusnikd aktivni zalohy (obrazek 5), néktefi se podileli na vice Ukolech nebo se do jejich
plnéni zapojili opakované (Dvorakova, 2020), (Generalni 8tab, 2022).

iDNES.cz

Obrazek 5 Nasazeni Armady CR pfi pandemii Covid-19 v CR (Dvorakova, 2020), (Fajnor, 2021)

e 24, Cervna 2021 fadilo ni¢ivé tornado v obcich na Bfeclavsku a Hodoninsku, ponigilo
1200 domu, zranilo stovky lidi a 6 lidi pfi ném zahynulo (Natoaktual.cz, 2021). Vojaci Armady
CR byli nasazeni jak pfi zachrannych, tak i likvidaénich pracich, poskytovali i psychologickou
pomoc a lékarsky tym. P¥i likvidaénich a uklidovych pracich (obrazek 6) se na jizni Moravé
vystfidalo téméF 1194 vojakl a nasazeno bylo 104 kust techniky, vétSinou tézké Zenijni
techniky, v€etné bagrd a nakladacli ze 7. mechanizované brigady. (Generalni §tab, 2022).

-123 -



4 Vojéci odklizej trosky domd, kleré v obcich na jizni Moravé zpustosilo nicivé tomddo |
(@) foto: Améda CR

n
P,

Obrazek 6 Nasazeni vojaku pfi likvidacnich pracich po ni¢ivém tornadu. (Natoaktual.cz, 2021)

o V patek 13. zafi 2024 extrémni destivé poCasi mélo za nasledek niCivé povodné zejména
v oblastech severni Moravy a Slezska, kde pfes vikend napr3elo i 500 mm vody na jeden
CtvereCni metr. Situaci uz neslo zvladat béznymi silami a prostfedky a bylo tedy rozhodnuto
o nasazeni jednotek Armady CR. Vojaci byli nasazovani na pomoc od 16. zafi az do
30. listopadu 2024 a celkem se na nasazeni vystfidalo 5400 vojakd. Vypomahali nejen
s odstrafiovanim naplavenin, zasobovanim pitnou vodou a humanitarni pomoci, ale také pfi
evakuaci obyvatel z nepfistupnych mist vrtulniky a Zenisté vybudovali mnoho mostnich
provizorii, jak je vidét na obrazku 7 (Dvorakova, 2024).

Obréazek 7 Nasazeni Armady CR pfi povodnich na severu Moravy a Slezska (Dvorakova, 2024)

5. POROVNANI VYCLENENYCH SIL A PROSTREDKU OZBROJENYCH SIL PRI RESENI
NEVOJENSKYCH MIMORADNYCH UDALOSTI A KRIZOVYCH SITUACI

| kdyZ hlavnim Ukolem ozbrojenych sil CR je pfipravovat se k obrané statu a branit ho proti vn&j$imu
napadeni, podili se velkou mérou i na zaji$téni vnitini bezpeénosti CR, jak je vidét z dat tabulky 1. Jejich
pomoc pfi feSeni mimofadnych udalosti a krizovych situaci nevojenského charakteru v dobé, kdy
pfisluSsné spravni Gfady, organy Uzemni samospravy nebo jednotky integrovaného zachranného
systému nemohou zajistit zachranné nebo likvidaéni prace vilastnimi silami, je vyznamna
a nenahraditelna.
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Tabulka 1 Odhadované poéty nasazenych vojakt Armady CR pfi jednotlivych krizovych stavech
(Natoaktual.cz, 2013), (Kramaf, 2020), (Generalni §tab, 2022), (Dvorakova, 2024)

Krizovy stav Rok Duavod Uzemni rozsah Od!] adoYz?ny
pocet vojaku
Stav nebezpedi 1997 Povodné Moravskoslezsky, Olomoucky kraj 5700
Nouzovy stav 2002 Povodné Praha, Str'ed’ocesk)’/, JihoCesky, Plzensky, 5000
Karlovarsky, Ustecky
Nouzovy stav 2006 Povodné J!hocesky, St’redocesky, l.'Jstefzky, P ardubicky, 234
Jihomoravsky, Olomoucky, Zlinsky
Stav nebezpec&i | 2010 Povodné Liberecky kraj (Frydlantsko), Ustecky kraj 1800
, Y Praha, Stfedocesky, JihoCesky, Plzerisky,
Nouzovy stav 2013 Povodné Ustecky, Liberecky, Kralovéhradecky 10500
Stav nebezpeéi | 2014 Povodné Jiho&esky kraj 7000
, 2020 - Pandemie L X
Nouzovy stav 2022 COVID-19 Cela CR 15000
Stav nebezpec&i | 2021 Tornado Jihomoravsky kraj (Hodoninsko, Bfeclavsko) 1194
Nouzovy stav 2022 Migra¢ni vina Cela CR 74
Nouzovy stav 2024 Povodné Moravskoslezsky, Olomoucky kraj 5400

Armada CR se ve vét§i & mens$i mife podilela pfi véech krizovych stavech, které byly v poslednich
letech v CR vyhlaSeny. Jak je z tabulky 1 patrné, zpravidla &im vétsi Uzemi je zasazeno katastrofou, tim
vétsi pomoc ze strany Armady CR je potfeba nasadit. To zavisi na konkrétni situaci v terénu a na
rozsahu katastrofy.

Vyélenéné sily a prostfedky ozbrojenych sil CR se na své mozné budouci ukoly pfi fe§eni mimoradnych
udalosti a krizovych situaci nevojenského charakteru pfipravuji i na mezinarodnich cvi€enich v rdmci
Severoatlantické aliance (CMX) a Evropské unie (CME), a na narodnich soucinnostnich cvi€enich se
slozkami integrovaného zachranného systému.

ZAVER
Jednotlivé staty i koalice hledaji stéle nové pfistupy, metody a formy k zajisténi bezpelnosti obyvatelstva
a otazky bezpelnosti se stavaji ustfednim tématem vdech mezinarodnich jednani. S analyzou

bezpeclnostnich rizik je pfimo spojena problematika prevence a reakce vedouci k jejich minimalizaci,
popfipadé i k jejich eliminaci. K tomuto cili musi sméfovat bezpe&nostni strategie CR, NATO a EU.

S dynamickym vyvojem bezpelnostniho prostfedi, které je charakterizovano rostouci komplexnosti,
proménlivosti a obtiznou pFedvidatelnosti, je naSe spoleCnost konfrontovana mnozstvim novych
ohroZeni spoleenského i pfirodniho charakteru. Tato situace vyZaduje neustédlé vyhodnocovani
potencionalnich hrozeb a z nich plynoucich rizik pro CR, nepfetrzity monitoring zajisténi bezpe&nosti
klicovych oblasti pro chod statu, jeho kritické infrstruktury a ochrany obyvatelstva, na ¢emz maji
ozbrojené sily a zpravodajské sluzby Ceské republiky podstatny podil.

Institucionalni nastroj k realizaci bezpeé&nosti tvofi bezpeénostni systém CR, v némz pravé ozbrojené
sily pfedstavuji jeden ze zakladnich pilitd. Vystavba ozbrojenych sil musi vytvaret primarné takové
schopnosti, které budou efektivné vyuzitelné a pfinosné v podminkach pusobeni v mnohonarodnich
uskupeni a rovnéz zajisti plnéni Gkol( nevojenského charakteru na tzemi CR pfi feSeni mimoradnych
udalosti a krizovych situaci. Vyc¢lenéné sily a prostfedky ozbrojenych sil maji v souasnosti svou
nezastupitelnou roli v rdmci integrovaného zachranného systému v CR.

Je mozno konstatovat, ze kdyby bylo k dispozici vice nasaditelnych vojaku s efektivni technikou, krizova
situace by se mohla fesSit snadnéji i rychleji. V soucasnosti je takovych sil a prostfedk( celkem
nedostatek tim spiSe, kdyz je tfeba zintenzivnit vycvik vojakt vzhledem ke dlouhodobé nedobré situaci
na Ukrajiné a k hlavnimu Gkolu ozbrojenych sil Ceské republiky.
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Zakon &. 219/1999 Sb., o ozbrojenych silach Ceské republiky a 0 zmé&né nékterych zakond.
Zakon €. 239/2000 Sb. o integrovaném zachranném systému a o zméné nékterych zakon.
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Zakon €. 240/2000 Sb. o krizovém fizeni a o zméné nékterych zakonu (krizovy zakon).
Zakon €. 241/2000 Sb., o hospodarskych opatfenich pro krizové stavy a o zméné nékterych zakonda.
Zakon &. 273/2008 Sb. o Policii Ceské republiky.

Jifi Kalenda, Ing.

Univerzita obrany, Kounicova 65, 66210 Brno, Ceské republika
e-mail: jiri.kalenda@unob.cz

Jifi Barta, Ing., Ph.D.

Univerzita obrany, Kounicova 65, 66210 Brno, Ceska republika
e-mail: jiri.barta@unob.cz

-127 -



L% - KRIZOVY MANAZMENT
f.:gl | DOI 10.26552/krm.C.2025.2.128-134
e AC

- ISSN — 1336 — 0019 (tlag)

= S ISSN - 2730 - 0544 (online)

COST-BENEFIT ANALYSIS AS A TOOL TO STRENGTHEN
ORGANISATIONAL CYBER RESILIENCE

KATARINA KAMPOVA, MATUS MADLENAK, TIMOTEJ MACUHA, SAMUEL
HUBOCAN, MARTIN HROMADA

ABSTRACT: Organisations face a wide range of cyber threats with significant operational, financial and reputational impacts.
Strengthening resilience therefore requires not only technical and organisational measures, but also clear economic justification.
Cost-Benefit Analysis (CBA) is a well-established method that compares the costs of security measures with their benefits, such
as reducing the likelihood of incidents, limiting their impact or shortening recovery times. In line with NIS2 and ISO/IEC 27001:2022
and ISO/IEC 27005:2023, CBA supports proportionate, risk-based and cost-effective security. This paper outlines the
methodology, its role in decision-making, and a practical example of its application in enhancing cyber resilience and trust.

KEYWORDS: Risks. Resilience. Cybersecurity. Cost—Benefit Analysis. Measures.

INTRODUCTION

Strengthening the cyber resilience of organisations has become a key challenge as they face many
different types of threats. These threats can be intentional, such as cyberattacks or misuse of access
rights, unintentional, such as human errors or misconfigurations, or caused by technical and natural
factors, including infrastructure failures, power outages, or natural disasters. Such events may result in
incidents with serious operational, financial, and reputational impacts. For this reason, effective risk
management requires not only technical and organisational measures but also clear economic
justification. One of the proven approaches is Cost—Benefit Analysis (CBA), which helps organisations
evaluate whether investments in cybersecurity and resilience are adequate compared to the expected
benefits. CBA compares the overall costs of introducing, operating, and maintaining security measures
with the benefits they bring. These benefits include reducing the likelihood of a cyber incident, limiting
its impact on the confidentiality, integrity, and availability of information, or shortening recovery time
objectives (RTO, RPO). In practice, CBA can help organisations decide whether it is more efficient to
implement multi-factor authentication, network segmentation, endpoint detection and response
(EDR/XDR), or extended user training programs.

According to the NIS2 Directive and international standards ISO/IEC 27001:2022 and ISO/IEC
27005:2023, organisations are required to implement security measures that are proportionate to risks
and cost-effective. CBA is one of the recommended methods that can support this requirement. It helps
management make informed decisions, improves transparency in budget allocation, and provides
evidence to regulators that measures follow the principle of proportionality. This paper explains the
methodology of CBA and shows its use in evaluating organisational cyber resilience. It outlines how
CBA can compare alternative security measures, identify those with the best balance of benefits and
costs, and strengthen protection against cyber threats. A practical example demonstrates how CBA can
support strategic decision-making and improve trust in the organisation among partners, customers, and
regulators.

The main aim of this paper is to present a clear and structured application of CBA as a decision-support
tool in cybersecurity, and to demonstrate its practical value in strengthening organisational cyber
resilience. The contribution of the paper lies in linking risk management obligations under the NIS2
Directive and ISO/IEC standards with an economically justified methodology for selecting proportionate
and cost-effective security measures. A practical model example illustrates how CBA can support
transparent, evidence-based decision-making.
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1. RISK ASSESSMENT AND ITS LINK TO THE RISK MANAGEMENT PLAN

Cyber risk management is a logical and systematic process of identifying, analysing, evaluating, and
treating risks with the aim of minimising negative impacts or exploiting emerging opportunities. It is not
just about methods and tools; according to Simak, it also includes the culture, processes, and
organisational structures that support the management of uncertainty and the continuous improvement
of the quality of decision-making (Simak, 2006). In a well-managed organisation, the process is
embedded in strategic, operational, and project management and is supported by policies, procedures,
and practices for communication and consultation, context determination, risk assessment, risk
treatment, monitoring, documentation, and reporting (ISO/IEC 27001:2022).

The ISO/IEC 27005:2023 standard provides a specific framework for assessing information security
risks and complements the requirements of ISO/IEC 27001:2022 for an ISMS management system. In
accordance with the NIS2 Directive, essential and important entities have an obligation to implement
appropriate and cost-effective technical, organisational and procedural measures, including proper
incident management and top management accountability (European Union, 2022). Determining the
context is a preliminary step in risk assessment, the organisation systematically evaluates external
factors (legislation, technology, market, threats) and internal factors (structure, culture, resources, I1S/IT
architecture, existing controls), defines asset protection requirements and sets risk criteria (appetite,
tolerance, consequence and probability metrics, time aspects, risk combinations). It includes the choice
of analysis method (qualitative, quantitative or combined). Risk assessment consists of three steps (ISO
31000:2018), (ISO/IEC 27001:2022):

1. Risk identification: systematic search and description of risks (threats, vulnerabilities, causes,
scenarios, affected assets).

2. Risk analysis: estimation of probability and severity of impacts on confidentiality, integrity and
availability (CIA), taking into account the effectiveness of existing controls, working with
uncertainty and input sensitivity.

3. Risk evaluation: comparison with acceptance criteria and setting priorities for treatment.

The output is a risk list, which is a direct input to the Risk Treatment Plan. This plan documents:
e risks to be treated;
e the chosen strategy (avoidance, reduction of probability/impact, sharing/transfer, acceptance);
e specific technical, organisational and procedural measures;
¢ responsibilities, deadlines, resources;
e and effectiveness metrics (e.g. incident rate, MTTD/MTTR, RTO/RPO compliance).

As the NIS2 Directive emphasises the principle of proportionality and cost-effectiveness, when selecting
security measures, organisations are expected to be able to demonstrate their proportionality — that is,
that the costs of the measures are in reasonable proportion to the risk reduction they bring. It is therefore
not enough to have a technically effective solution, but also to have an economic justification for it. CBA
thus forms a decision gateway between the risk assessment and the final design of the risk treatment
plan. Since decision-making on measures often takes place in conditions of limited resources and
multiple alternatives, it is necessary to ensure not only the technical effectiveness, but also the economic
adequacy of the solutions. This is where CBA plays a key role, allowing to quantify and compare different
risk treatment scenarios, for example whether it is more profitable to invest in technical measures (e.g.
multi-factor authentication, EDR), organisational measures (user training, policy updates) or a
combination of them. The results of CBA provide the basis for management to be able to transparently
justify that the chosen measures are not only effective, but also cost-effective and in accordance with
the principle of proportionality according to the NIS2 Directive (Figure 1).
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Cost benefit analysis

CBA

Security decision making support

Output

Figure 1 Cost—Benefit Analysis process within the security framework (Kampova, 2020)

As illustrated in Figure 1, CBA follows the risk assessment and is an input to the risk treatment plan.
The process builds on the results of the threat identification, vulnerability assessment and impact
assessment that are part of the risk analysis according to ISO/IEC 27005. CBA works with two main
inputs:
¢ Incident probability — based on the combination of threats and vulnerabilities identified in the
risk analysis and determines how often an incident is likely to occur.
e Evaluation of measures — involves assessing the proposed security measures in terms of their
effectiveness in mitigating vulnerabilities and impacts, as well as the costs of their
implementation and operation.

The output of CBA is an economically justified selection of measures that reduce risks to an acceptable
level. At the same time, it meets the proportionality principle required by the NIS2 Directive — measures
must not only be effective, but also appropriate and cost-effective.

2. COST-BENEFIT ANALYSIS

Strengthening the cyber resilience of organisations requires not only the implementation of technical
and organisational security measures but also their clear economic justification. One of the proven
methods is CBA, which makes it possible to compare the costs of implementing, operating, and
maintaining security measures with the benefits they bring - from reducing the likelihood of cyber
incidents, through limiting their impact on the confidentiality, integrity, and availability of information, to
shortening recovery times (RTO, RPO). The CBA process typically includes the following steps:

¢ Definition of the problem and identification of alternatives.

¢ Identification and categorization of costs and benefits.

e Quantification and monetization of all impacts.

e Discounting future costs and benefits.

e Calculation of indicators such as NPV, BCR, ROI, and payback period.
e Conducting a sensitivity analysis.

e Selection of the most cost-effective and proportionate measure.

In accordance with the NIS2 Directive and the ISO/IEC 27001:2022 and ISO/IEC 27005:2023 standards,
organisations are required to implement measures that are proportionate to risks while also being cost-
effective. CBA provides a methodological framework that supports this principle of proportionality,
increases transparency in budget allocation, and offers evidence for regulatory authorities. The article
describes the CBA methodology and demonstrates its use in assessing the cyber resilience of
organisations. It focuses on comparing alternative security measures, identifying those with the best
cost-benefit ratio, and showing how CBA supports strategic decision-making and strengthens the trust
of partners, customers, and regulatory authorities in the organisation (Sieber, 2004).

The fundamental principles of CBA rest on several conditions that determine its application in the
evaluation of investment projects, policies, or security measures. One of the key principles is economic
efficiency (Messonnier & Meltzer, 2002), (Boardman, 2018). CBA examines whether the proposed
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project or measure represents an effective use of available resources, based on an estimate of social
costs and benefits. Another principle is the quantification of costs and benefits. CBA makes it possible
to translate even social effects - both positive and negative - into monetary units, thereby creating an
objective basis for comparing alternative options. However, this approach also brings philosophical and
ethical dilemmas, especially when it comes to valuing incomparable goods such as human life or the
environment. Therefore, it is advisable to complement CBA with broader deliberative approaches when
making decisions about public policies or security strategies. When applying CBA, it is necessary to
distinguish between financial and economic analysis (Gunes, 2020).

e Financial analysis focuses on the actual financial costs and revenues of a project or measure.
It assesses efficiency exclusively from the perspective of the organisation—that is, whether the
investment is worthwhile in terms of cash flows, return on investment, or profitability. This
approach does not take into account broader social consequences such as external costs or
benefits. Its goal is to evaluate the financial sustainability of the project.

e Economic analysis, on the other hand, considers the overall societal effects. It includes in its
calculations not only direct costs and benefits but also indirect and external impacts—for
example, effects on employment, quality of life, reputation, or environmental factors. The focus
is not on profit, but on the socio-economic benefits for the wider environment.

In the context of cybersecurity, an example can be given:
¢ Financial analysis will evaluate the costs of implementing multi-factor authentication (MFA)
against the expected savings from preventing incidents.
e Economic analysis, however, will add a broader dimension: increased customer trust, improved
organisational reputation in the market, greater stability of critical infrastructure, or savings in
the form of reduced state expenditures for addressing the consequences of cyberattacks.

The combination of both approaches enables decision-makers to choose measures that are not only
financially effective for the organisation but also bring broader societal benefits. CBA must take into
account that individual costs and benefits occur at different stages of the project life cycle (Table 1).
Their precise identification makes it possible to determine when the budget is most heavily burdened
and when the benefits begin to materialize.

Table 1 Project life cycle phases and their characteristics (European Commission, 2014)

Project Phase Characteristics
Pre-investment phase E(I)as?snlng preparatory analyses, decision-making; includes so-called “sunk
Investment phase Implementation of the measure or project; high capital expenditures.

Regular operation of the project; generation of benefits and partial

Operational phase operating costs.

Post-operational

phase Project closure, sale or disposal of assets, evaluation of results.

The allocation of individual items to a specific phase enables a realistic assessment of the return and
effectiveness of investments. For systematic and comparable processing of CBA, the categorization of
costs and benefits is essential. This categorization increases transparency and allows for effective
comparison of project or measure alternatives.

Table 2 Criteria for categorizing costs and benefits (Sieber, 2004)

Criterion Classification

By affected entity State, enterprises, households, non-profit organisations.

By project phase Pre-investment, investment, operational, post-operational.

By nature of impact Tangible (e.g., hardware), intangible (reputation), financial.

By measurability Quantifiable, non-quantifiable.

By causality %f:;t(se).g” technology purchase), indirect (secondary effects, reputational
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3. EXAMPLE OF CBA APPLICATION IN CYBERSECURITY

In the practical application of CBA in the field of information and cybersecurity, standard financial
analysis indicators are used to quantify the effectiveness of investments (European Commission, 2014):
e NPV (Net Present Value): the net present value, which expresses the difference between
discounted benefits and costs. A positive NPV indicates that the project is economically
beneficial.
e BCR (Benefit—Cost Ratio): the ratio of benefits to costs; a value greater than 1 confirms the
efficiency of the project.
¢ ROI (Return on Investment): the return on investment, expressed as a percentage of the ratio
of net benefit to total costs.
o Payback period: the time period within which the investment is recovered through the savings
achieved.

These indicators provide a basis for the comparability of alternative measures and support transparent
decision-making. The following model example illustrates how these CBA steps can be applied in
practice. It shows the transition from risk-based justification to financial evaluation and demonstrates
how CBA supports transparent and proportionate decision-making in line with the NIS2 Directive.

A model example can be given in the public administration environment, where accounting information
systems represent critical infrastructure. The organisation is considering an investment in a security

module that includes EDR (Endpoint Detection and Response) and automated data backup.

Table 3 Decision Parameters for the Implementation of a Security Module

Parameter Value Description/Calculation

Estimated annual loss before the €250 000 System outages, manual processing, reputational
measure ’ losses

Estimated annual loss after the €50 000 Impact reduction thanks to rapid detection and
measure ’ data recovery

Investment costs €90,000 | Licenses, implementation, training

Annual savings (Benefit) €200,000 | 250,000 - 50,000

NPV (Year 1) €110,000 | 200,000 - 90,000

BCR (Year 1) 2.22 200,000 / 90,000

ROI (Year 1) 122% 110,000 / 90,000 x 100

Payback period 0.45 year | 90,000 / 200,000

The results show that the investment is economically effective (Table 3), with a short payback period
and a significant reduction in operational risks. From the perspective of the NIS2 Directive, the
organisation thus demonstrates the proportionality and cost-effectiveness of the implemented
measures. To increase the robustness of the results, it is advisable to carry out a sensitivity analysis.
Even with a +20% change in investment costs or a —20% decrease in expected savings, the BCR values
remain greater than 1 in both cases, confirming that the measures continue to be economically
justifiable.

CONCLUSION

The results of applying the CBA method in the field of information and cybersecurity highlight its
significance in several dimensions:

e Financial transparency — Quantified indicators (NPV, BCR, ROI) enable management to
effectively justify security investments to founders, shareholders, or regulatory authorities. CBA
thus contributes to the rational allocation of limited financial resources.

e Compliance and regulatory requirements — In light of the NIS2 Directive, it is necessary to
demonstrate that the implemented measures are proportionate to risks and economically
justified. CBA provides an objective framework that supports the fulfilment of legislative
obligations while minimising the risk of sanctions.
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e Strategic management and priorities — With a limited budget, it is important to prioritize
measures with higher BCR values and shorter payback periods. CBA enables the prioritization
of investments and their alignment with the strategic goals of the organisation.

e Strengthening resilience and trust — Investments supported by CBA not only reduce the
likelihood of incidents but also strengthen the trust of partners, customers, and regulatory
authorities. Transparent economic justification contributes to building reputation and long-term
organisational stability.

e Support for continuous improvement — The implementation of security measures is not a one-
off process. CBA can be repeatedly used to monitor the effectiveness of measures and to guide
decisions on their adjustment or modernization.

A significant implication for practice is that CBA links the technical and economic aspects of security.
While technical measures are essential for risk reduction, economic rationality ensures that the
organisation can maintain its security framework in the long term. This synergy is key to effective risk
management in an environment of increasing digitalization and interconnected systems.

CBA is a useful and transparent method, but its results are influenced by several limitations. Estimates
of incident probabilities may be inaccurate due to limited or low-quality data. It is also difficult to precisely
quantify some intangible impacts, such as reputational damage or loss of trust. In addition, part of the
benefits of security measures may appear only over a longer period, which complicates their exact
evaluation.

Future research should focus on more accurate methods for estimating probabilities (e.g., using
Bayesian approaches), on developing economic benchmarks for different NIS2 sectors, and on
combining CBA with other decision-making methods. Another promising area is the application of CBA
across various sectors of critical infrastructure to better assess the proportionality and long-term benefits
of security measures.
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SPECIFIKA ZACHRANNYCH PRAC PRI ZDOLAVANI NEZIADUCEJ
UDALOSTI V ZELEZNICNEJ DOPRAVE

SPECIFICS OF RESCUE OPERATIONS IN MANAGING UNDESIRABLE
EVENTS IN RAILWAY TRANSPORT

JAROSLAV KAPUSNIAK

ABSTRACT: The article deals with the specifics of rescue operations in response to an undesirable event caused by a railway
accident. Coordination and cooperation between the basic components of the Integrated Rescue System (hereinafter “IRS”) during
such an event are essential for effectively resolving the situation and providing the necessary assistance. The rapid and effective
actions taken by IRS components in the first minutes after the occurrence of an undesirable event—especially one involving mass
casualties—can have a significant impact on the outcome of the intervention. Each basic and supporting component of the IRS
has its own specific tasks; however, it is crucial that they are well coordinated and maintain effective communication at the
intervention site. The conclusion of the article focuses on the evaluation of current practices and offers proposals for improving
cooperation and coordination among the components of the Integrated Rescue System when dealing with undesirable events.

KEYWORDS: Rescue operation, intervention, integrated rescue system, undesirable event, traffic accident.

uvoD

Komunikacia medzi zlozkami IZS poc¢as neZiaducej udalosti spdsobenej dopravnou nehodou je zasadne
dolezita pre efektivne rieSenie situacie a poskytnutie potrebnej pomoci. Integrovany zachranny systém
(dalej len ,IZS*) zjednocuje a koordinuje &innosti réznych zloziek zachrannych sluzieb s cielom
poskytnut’ efektivnu pomoc v pripade mimoriadnych udalosti, havarii, prirodnych katastrof a inych
situdcii ohrozujucich Zivoty, zdravie, majetok alebo Zivotné prostredie (Zakon 129, 2002). Zachranné
prace su Cinnosti na odvratenie bezprostredného pdsobenia ucinkov poziaru alebo inej neziaduce;j
udalosti (Zakon 314, 2001).

1. ZLOZKY INTEGROVANEHO ZACHRANNEHO SYSTEMU

Do I1ZS v SR zaradujeme zakladné zachranné zloZky, medzi ktoré patria: Hasi¢sky a zachranny zbor,
zachranna zdravotna sluzba, kontrolné chemickeé laboratéria civilnej ochrany, Horska zachranna sluzba,
Banska zachranna sluzba a od 1. aprila 2023 aj Policajny zbor. Taktiez v 1ZS pdsobia aj ostatné
zachranné zloZky ako su ozbrojené sily SR, dobrovolné hasi€ské zbory obci, zadvodné hasitské utvary,
iné pravnické osoby a fyzické osoby — podnikatelia, ktorym bola udelena akreditacia na uUseku IZS
(Zakon 129, 2002). Od 1.3.2025 bola legislativne rozSirena pbdsobnost dobrovolného hasi¢skeho zboru
o bansky Special, pricom vyjazd tohto Specialu od vyZiadania pomoci koordinaCnym strediskom alebo
operacnym strediskom je do 10 minut (Vyhlaska 37, 2025).

2. STATISTIKA UDALOSTI NA ZELEZNICI V ZILINSKOM KRAJI

Udalosti, ale najma dopravné nehody na Zelezniciach, nepatria medzi najcastejSie, ale v porovnani s
po&tom dopravnych nehdd v cestnej doprave, su ich nasledky ovela zavaznejsie. Hlavne v pocte tazko
zranenych a usmrtenych oséb. Preto je dblezité, aby sa pri zasahovej €innosti v pripade Zelezniénych
nehdd uskutocnila spolupraca medzi zlozkami IZS, operaénym strediskom a dalSimi zainteresovanymi
osobami, ako napriklad: Zzelezni¢na spolo¢nost, spravca ciest, vrtulnikova zachranna zdravotna sluzba.
V tabulke 1 mdézZeme vidiet, pri€iny pri ktorych zasahovali aj jednotky HaZZ za obdobie 2018 -
2024. Statistické Udaje sme ziskali od Zeleznic Slovenskej republiky (Miklovi¢, 2025).
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Tabulka 1 Neziaduce udalosti na Zeleznici za roky 2018 — 2024

Priciny
Zrazka vlaku Zavady pri
Neopravneny s predmetmi jazde a Ostatné
Rok Zrazka vlaku pohyb v Samovrazdy (drevo, manipulacii Fiin
kolajisku kamene a | posunu medzi P y
pod.) dopravami
cestsnymi s chodcom
vozidlami | (CYKlistom)
2018 12 1 3 18 3 0 1
2019 6 0 5 12 0 0 0
2020 9 1 6 12 1 0 1
2021 5 1 3 13 1 0 1
2022 13 1 3 18 3 1 4
2023 10 1 4 14 0 0 3
2024 9 0 5 16 1 0 2
Spolu 64 5 29 103 9 1 12

Na zaklade tabulky je mozno konstatovat, Ze na najcastejSia pric¢ina neziaducich udalosti na zeleznici
su samovrazdy. DalSou pomerne vyskytujucou pri¢inou je zrazka vlaku s cestnymi vozidlami a tretou
najCastejSou pri¢inou su neopravnené pohyby mimo priecestia, tym sa chape, kazda osoba, ktora sa
nachadza v Zelezni¢nych priestoroch, kde je jej pritomnost zakazana.

3. SPECIFIKA SPOLUPRACE ZAKLADNYCH ZLOZIEK IZS PRI ZDOLAVANI
NEZIADUCEJ UDALOSTI V DOPRAVE

Rychla a efektivna €innost zloziek 1ZS v prvych minatach po vzniku udalosti s hromadnym postihnutim
osbb mbze mat zasadny vplyv na pocet preZivSich a kvalitu ich dalSieho Zivota. Kazda zo z&kladnych
zloZiek 1ZS ma svoje Specifické ulohy, ale je dbleZité, aby boli dobre koordinované a komunikovali medzi
sebou na mieste zasahu. Policajny zbor ma najma za ulohu zabezpedit bezpecnost na mieste zasahu
a pomdct s organizaciou dopravy. HaZZ zasa zabezpecuje zachranu osdb a majetku z nebezpecnych
situdcii a poskytuje prvu pomoc. Zdravotnici poskytuju odbornu lekarsku starostlivost a zabezpecuju
prevoz pacientov do nemocnic.

Zdravotnici, ktori su pritomni na mieste udalosti, spolupracuju s prislusnikmi HaZZ a zabezpecuju
zakladné oSetrenie ranenych este pred transportom do zdravotnickeho zariadenia. Pri udalosti
s hromadnym postihnutim osbb sa velitel zasahu dohodne s velitefom zdravotnickeho zasahu (dalej len
,VZS*) na spGsobe vzajomnej spoluprace, prioritnych ulohach, organizacii miesta zasahu a na veducich
zodpovednych za jednotlivé organizaéné useky zriadené VZS (Pokyn PHaZZ 20, 2007). Zdravotnici
poskytuju informacie o stave a zraneniach pacientov prisluSnikom HaZZ, pomahaju pri ur€ovani priorit
prenosu pacientov. PrisluSnici HaZZ minimalizuju riziko vzniku poziaru, pri zhorSenej viditelnosti
zabezpeluju osvetlenie na mieste zasahu, pomahaju pri transporte pacientov do odsunovych
prostriedkov a zabezpeduju ich prepravu na miesto dalSieho oSetrenia.

Prisludnici PZ zabezpecuju priestor pre pracu zachrannych zloZiek na mieste zasahu, najma pred
pritomnostou cudzich osbdb, ktoré by mohli ohrozit ich bezpefnost. Vykonavaju bezpeénostné
opatrenia, ktoré su nevyhnutné pre prevenciu hrozby dalSieho nebezpecenstva na mieste zasahu.
V spolupraci s HaZZ pomahaju pri evakuacii obyvatelov z blizkych oblasti v pripade potreby.
Zabezpec&uju odsunové trasy, podla ciefovych zdravotnickych zariadeni. V pripade, Ze sa planuje
pouzitie vrtulnika na odsun zranenych oséb, prislusnici PZ v spolupraci s HaZZ urcia a vyznacia vhodnu
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pristavaciu plochu. Taktiez zabezpecuju vSetky relevantné informacie a dokazy, ktoré by mohli poméoct
pri vySetrovani pricin.

4. KOORDINACIA ZLOZIEK I1ZS PRI UDALOSTI NASLEDKOM ZRAZKY DVOCH VLAKOV

Analyza spoluprace zloziek 1ZS sa tyka konkrétnej dopravnej nehody dvoch viakov, a to osobného viaku
a rudfia na Zelezniénej trati medzi Zilinou a Vratkami, ktora sa stala 3.6.2022 (piatok), kratko pred 19
hodinou. V ¢ase nehody sa v osobnom vlaku nachadzalo 72 osb6b a jedno dieta. V druhej (nahradnej)
lokomotive sa nachadzal rusfiovodi¢. Nasledkom narazu doslo k zraneniu 32 oséb, ktoré boli prevezené
do zdravotnickych zariadeni. Ostatné osoby v pocte 42 bolo vytriedenych a prevezenych na najblizSiu
Zelezniénu stanicu Vrutky. Kriticky boli zranené 4 osoby, ktoré boli transoprtované ako prvé, stredne
tazké poranenia malo 11 os6b a ostatni mali fahké poranenia. Zasah vykonavalo 50 hasicov z 8-ich
hasiéskych stanic (vratane 18 &lenov DHZO), 11 ambulancii z okresov Martin a Zilina vratane
Vrtulnikovej zachrannej sluzby a zlozky PZ SR. Zasah zachrannych zloziek na mieste udalosti trval
takmer 7 hodin. Pri¢ina nehody - v désledku nedorozumenia ohfadom suradnic pokazeného vlaku iSiel
rusefi za danym vlakom prirychlo a kedZze pokazeny vlak bol odstaveny tesne za neprehlfadnou
zakrutou, zrazke uz rudnovodié nedokazal zabranit a doslo k ich stretu (Senselova M., 2023). Velmi
dobra bola spolupraca medzi jednotlivymi zlozkami IZS. Kazda zo zloziek I1ZS sa snazila vykonat
maximum pre pacientov a pomahali si navzajom. Na danom mieste sa nachadzalo dostatok posadok,
takze oSetrovanie a transport ranenych bol velmi rychly a efektivny. Takisto nemocnice boli velmi dobre
pripraveng, stiahli do sluzby lekarov, ktori boli v ase osobného volna a podarilo sa im otvorit mnozstvo
prijmovych ambulancii, takze pacienti nemuseli akat hodiny na oSetrenie.

Obréazok 1 Zrazka dvoch vlakov vo Vratkach (Senselova M., 2023)

Problémy a nedostatky suvisiace so zasahovou €innostou zloziek IZS a Zelezni¢nej spolo¢nosti pri
uvedenej mimoriadnej udalosti:
e Zlé upresnenie polohy miesta mimoriadnej udalosti (prvé posadky ZZS a HaZZ isli na opacny
smer),

e staZena radiovd komunikacia medzi zlozkami 1ZS (ZZS a HaZZ) na mieste mimoriadnej
udalosti,

e okamzité neuzavretie zelezniCnej trati poCas prichodu prvych posadok ZZS v okoli miesta
mimoriadnej udalosti presiel po vedlajSej kolaji vlak;

Nedostatok v ¢ase mimoriadnej udalosti, ktory sa tykal Zeleznic je, Ze na danom Useku nie je zriadené
tratové radiové spojenie medzi rusfhovodi¢om, vypravcom a medzi jednotlivymi viakmi.

5. NAVRHY OPATRENI NA ZLEPSENIE SPOLUPRACE ZLOZIEK IZS PRI MIMIORIADNEJ
UDALOSTI V DOPRAVE

Kapitola je zamerana na vyhodnotenie a nvrhy opatreni na zlepSenie spoluprace a koordinacie ¢innosti
pri zasahu medzi zlozkami IZS. Technolégie a systémy, ktoré su sucastou I1ZS, maju za ciel zabezpedit
rychlu odozvu zachrannych zloziek a maximalizovat ich efektivitu.
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Na zaklade zhrnutia poznatkov ziskanych z analyzy vybranej udalosti na Zeleznici, navrhujeme rieSenia
tychto v8eobecnych oblasti v ramci IZS v SR:

e kompatibilita komunikaCnej a informacnej infradtruktiry medzi zloZzkami IZS, s dérazom na
prenos ziskanych informacii datovou vetou, ¢o spdsobuje ¢asové oneskorenie pri poskytovani
potrebnej pomoci,

e je potrebné pravidine aktualizovat’ geograficky systém podpory operatora 1ZS, kedze v Case
nehody bol neaktualny (v systéme bola oznacena dialnica D1 Turany — Martin eSte vo
vystavbe),

e obmedzena lokalizacia volajuceho z mobilnej siete, spbésobené fyzickymi pfekazkami, ktoré
mézu oslabovat’ signal mobilnej siete (vzdialenost od mobilnich vezi, terén a podobne), preto
je potrebné sa zamerat na investicie do modernizacie a rozSirenia infrastruktiry,

e takisto je potrebna aktualizacia aplikacii GINALITE tablet (komunikaény a informacny systém
vo vozidlach HaZZ2),

e tak, jako ukazala tato udalost je potrebné zaviest u operatorov LTV 112 kontrolné zoznamy,
nakolko operacni dlstojnici su v ¢ase udalosti vytazeni, systematické a komplexné ziskavanie
informacii od volajuceho by minimalizovalo riziko vynechania délezitych otazok a informacii;

Jedno z opatreni, ktoré prijala zelezni€na spolocnost po nehode bolo preskusanie vSetkych dispeCerov
a vlakveducich zinternych predpisov, sprisnenie vyberovych konani anajma lepSie pokrytie
zelezninych trati, zo zacCiatku aspori na najfrekventovanejSich Usekoch, aby vlakvedici medzi sebou
komunikovali.

ZAVER

Vlakovych nestasti je vo svete a na Slovensku v porovnani s inym typom nehdd relativne malo. AvSak
nie raz koncia s velmi tragickym koncom. Nastastie si tato udalost nevyziadala obete na zivotoch iba
zranenia rézneho rozsahu. V kone€¢nom désledku vSetky zainteresované zachranné zlozky odviedli
velmi dobru pracu, sucinnost’ medzi jednotlivymi zloZkami bola tiez vyborna. Preto je velmi dbleZité sa
aspon raz do roka zucasthovat réznych typov cvieni, napriklad s témou udalosti s hromadnym
postihnutim osob. TaktieZ je velmi dblezita efektivnost informaénych systémov v zachrannych zloZzkach
IZS. Operatori linky tiesfiového volania zohravaju v tomot procese klu¢ovu ulohu, pretoZe su prvou
liniou informacného systému a su zodpovedni za prijimanie a spracovanie dilezitych informacii.
Rychlost a najma presnost vymeny informacii su nevyhnutné pre spravne vyhodnotenie a nasadenie
zloZiek 1ZS.
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ABSTRACT: The NIS2 Directive is an updated version of the original 2016 NIS Directive and aims to strengthen the protection
and security of the EU’s cyberspace. Unlike the first directive, NIS2 focuses on the cybersecurity and resilience of key entities
and entire sectors in the face of modern threats. EU Member States are required to transpose it into their national legal systems.
In Slovakia, the requirements of NIS2 were implemented through an amendment to the Act on Cybersecurity. The amendment,
prepared by the National Security Authority, entered into force on January 1, 2025. It modifies and supplements the original Act
No. 69/2018 Coll. and introduces several fundamental changes. One of the key elements is the enhancement of supply chain
security. This protection is ensured primarily through contractual mechanisms based on the Act and on Decree No. 227/2025 of
the National Security Authority. Contractual obligations must also reflect the requirements of the GDPR.

The article focuses mainly on contractual protection within supply chains and its alignment with GDPR requirements.
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uvoD

Smernica NIS2 predstavuje revidovanu a aktualizovanu verziu pdvodnej smernice NIS z roku 2016,
pri€om jej primarnym cielom je posilnenie ochrany a zabezpec€enia kybernetického priestoru Eurdpske;
unie. Na rozdiel od predchadzajucej Upravy, ktora sa suUstredovala primarne na zabezpecenie
zakladnych sluzieb, NIS2 rozSiruje rozsah pésobnosti smernice na SirSie spektrum klu¢ovych subjektov
a sektorov, pricom reflektuje dynamicky sa vyvijajice a komplexnej$ie kybernetické hrozby. Clenské
$taty EU maju legislativnu povinnost transponovat ustanovenia smernice do svojich vnutrostatnych
pravnych poriadkov. V slovenskom pravnom systéme bola smernica NIS2 implementovana
prostrednictvom novely zédkona o kybernetickej bezpecénosti, ktoru vypracoval Narodny bezpecnostny
urad. Novela bola schvalena Narodnou radou Slovenskej republiky a nadobudla G&innost’ 1. januara
2025. Predmetna novela modifikuje a dopifia Zakon &. 69/2018 Z. z. o kybernetickej bezpe&nosti a
prindSa viacero koncepénych zmien. Jednou z vyznamnych inovacii je posilnenie ochrany bezpeénosti
v ramci dodavatelskych retazcov, ktoré su povaZované za kriticky prvok v komplexnom systéme
kybernetickej odolnosti.

1. DODAVATELSKY RETAZEC

Dodavatelsky retazec predstavuje proces, ktory zahftia uréité kroky a aktivity potrebné na vytvorenie a
dodanie tovaru resp. urcitych sluzieb kone¢nému odberatelovi.

V sucCasnosti sa v komerénom sektore Coraz CastejSie uplathuje model, v ktorom podniky deleguju
Cinnosti, ktoré nepovazuju za sucast’ svojho hlavného predmetu podnikania (tzv. core business) na
externé subjekty. Tento pristup je vSeobecne znamy ako outsourcing. Organizacie tymto spésobom
separuju podporné a vedlajsie procesy, ¢im ziskavaju moznost koncentrovat svoje kapacity a expertizu
na strategicky klu€ové oblasti (Kampova, 2024).

Zatial ¢o z pohladu ekonomickej efektivnosti a optimalizacie procesov patri hodnotenie takéhoto
procesu do pdsobnosti odbornikov na ekonomiku a procesny manazment, z hfadiska informacénej
bezpelnosti je potrebné poukazat na klu€ovy aspekt. Kazdé obstaravanie tovarov alebo sluzieb, ktoré
zasahuje do spravy informaénych aktiv organizacie, predstavuje Specificky typ rizika. Tento rizikovy
faktor musi byt systematicky identifikovany, analyzovany a primerane riadeny v sulade s principmi
riadenia kybernetickej a informacnej bezpecénosti.

Rozhodovanie o outsourcingu by nemalo byt zalozené vyluéne na ekonomickych aspektoch, ale musi
reflektovat aj hfadiska informacénej a kybernetickej bezpecnosti.
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Organizacia by mala vykonat’ dékladnu analyzu, na zaklade ktorej urci:

e ktoré Cinnosti ponecha vo vlastnej rézii (insourcing),

e ktoré aktivity je mozné outsourcovat' CiastoCne — najma v pripade menej kritickych podpornych
procesov,

e adije vbbec vhodné presunut vSetky hlavné aktivity mimo organizacie.

Pri tomto rozhodovani je nevyhnutné zohfadnit dopad na informacné aktiva organizacie a uUroven ich
ochrany, kedZe kazdé presunutie €innosti na externy subjekt-dodavatela, so sebou prinaSa potencialne
bezpecnostné rizika.

Outsourcing zahffia aj cloudové sluzby. V praktickom kontexte mozno vacésinu cloudovych modelov
povazovat za formu outsourcingu (Kampova, 2024).

Z tohto dovodu je potrebné pristupovat k ich hodnoteniu a riadeniu s rovnakou mierou déslednosti a
prisnosti, ako pri inych typoch externych sluzieb, najma z hladiska bezpeénosti a ochrany informacénych
aktiv. Velké mnoZstvo subjektov zapojenych do dodavatelského retazca a jeho priestorové
usporiadanie si nevyhnutne vyzaduju, aby boli tieto integrované retazce riadené.

Ak sa bezpecnostné rizikd hodnotia az po vybere dodavatela, mdze to byt pre organizaciu vefmi
nebezpecné. Zrudenie zmluvy byva Casto ndkladné a komplikované. Podrobna analyza dokaze odhalit
slabé zabezpecenie, chybajuce bezpelnostné opatrenia €i vazby na rizikové subjekty eSte pred
podpisom zmluvy. V&asna identifikacia problémov umoznuje vybrat bezpecnejsieho dodavatela alebo
prijat ochranné opatrenia. Neseri6zni dodavatelia predstavuju osobitni hrozbu — m6ézu mat za sebou
porusenia zmlav, uniky dat ¢i zneuzitie osobnych udajov, ¢o vedie k pravnym nasledkom aj strate dévery
klientov (Hotwagner, 2008).

2. POZIADAVKY PRAVNYCH PREDPISOV

Povinnost’ zabezpecit informaéné aktiva prostrednictvom zmluvnych mechanizmov v dodavatelskych
retazcoch je zakotvena vo viacerych pravnych a normativnych ramcoch.

Medzi najvyznamnejSie patria.

e Smernica Eurépskeho parlamentu a Rady (EU) 2022/2555 zo 14. decembra 2022 o
opatreniach na zabezpecenie vysokej spoloénej urovne kybernetickej bezpeénosti - NIS 2,

e Zakon €. 69/2018 Z. z. o kybernetickej bezpeénosti, ako aj zakon €. 95/2018 Z. z. o
informaénych technolégiach verejnej spravy,

e Nariadenie Eurépskeho parlamentu a Rady (EU) 2016/679 z 27. aprila 2016 o ochrane
fyzickych osob pri spracuvani osobnych tudajov a o volnom pohybe takychto udajov(dalej
len ,,GDPR") (€l. 28, €l. 32) — ktoré upravuje povinnosti prevadzkovatela pri zvereni spracuvania
osobnych udajov sprostredkovatelovi(dodavatelovi),

e Medzinarodné technické normy, ako napriklad STN ISO/IEC 27001 a 27002, ktoré definuju
osved&ené postupy pre riadenie informacénej bezpe&nosti.

e Sektorovo Specifické pravne predpisy, ktoré stanovuju dodatoéné poziadavky v regulovanych
odvetviach.

Tieto predpisy spolu vytvaraju zavazny ramec, v ktorom je zmluvna Uprava vztahov s dodavatelmi
kl'a€ovym nastrojom na ochranu informacénych aktiv (Kampova, 2025).

Smernica NIS2 vytvorila nielen potrebu aktualizacie Zakona ¢. 69/2018 Z. z. o kybernetickej
bezpelnosti. Po novele zakona bola vytvorena i Vyhlaska NBU &. 227/2025 o bezpelnostnych
opatreniach, ktora stanovuje obsah riadenia rizik v dodavatel'skom retazci.

Riadeniu rizik sa venuje § 5 vyhlasky NBU &.227/2025. Jej obsahom je:

o identifikacia aktiv — systematické urCenie vSetkych relevantnych informaénych a technologickych
prostriedkov, ktoré podliehaju ochrane,

o identifikacia rizik — vratane popisu existujucich a realizovanych bezpeénostnych opatreni, ktoré
maju za ciel eliminovat’ alebo zmiernit’ zistené hrozby,
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e analyza rizik — v pripade, Zze prevadzkovatel zakladnej sluzby vyuziva vlastni bezpecnostnu
metodiku, je potrebné zabezpecit mapovanie rizik v stlade so Struktdrou uvedenou v referenénej
metodike dostupnej na oficialnej webovej stranke prislusného uradu,

e hodnotenie rizik — kvantitativne alebo kvalitativne vyhodnotenie urovne jednotlivych rizik na
zaklade pravdepodobnosti vyskytu a mozného dopadu,

e implementacia bezpeénostnych opatreni — na zaklade vysledkov hodnotenia rizik, vratane
zdokumentovania, ktoré opatrenia boli prijaté a ktoré nie, spolu s prisluSnym odévodnenim.

e Pravidelné prehodnocovanie rizik — minimalne raz ro¢ne, s cielom zabezpedit aktualizaciu
identifikovanych rizik a reviziu prijatych bezpe€nostnych opatreni v zavislosti od zistenych zmien a
novych poznatkov (Vyhlaska ¢€.227/2025).

Sucastou procesu riadenia rizik je aj analyza funkéného dopadu (Business Impact Analysis — BIA), ktora
zahffhia hodnotenie potencialneho vplyvu krizovych scenarov na &innost prevadzkovatela zakladnej
sluzby. Tieto scenare mézu zasiahnut kritické zdroje a aktiva, ktoré podporuju klu¢ové procesy, a tym
spbsobit ohrozenie alebo preruSenie kontinuity poskytovania sluzieb. Neoddelitelnou su¢astou analyzy
funkéného dopadu je aj stanovenie cielovych udrovni obnovy a identifikacia prevadzkovych a
bezpelnostnych poziadaviek, ktoré su potrebné na zabezpec€enie odolnosti organizacie.

e Bezpecnostné opatrenia si navrhované, implementované a realizované spésobom, ktory
zabezpecduje eliminaciu alebo zmiernenie vSetkych rizik identifikovanych v ramci analyzy
rizik. Tieto opatrenia musia zaroven reflektovat' strategické ciele kybernetickej bezpecnosti, byt v
sulade s internou bezpe&nostnou politikou a napinat legislativne a normativne poziadavky na
informacnu a kybernetickd bezpe¢nost (Vyhlaska ¢.227/2025).

Bezpecnost dodavatelského retazca je zadefinovana v zmysle povinnosti prevadzkovatela zakladnej
sluzby i priamo v zakone o kybernetickej bezpe&nosti. Prevadzkovatel zakladnej sluzby je povinny, ak
vykonava &innost prostrednictvom tretej strany, ktoré priamo suvisi s dostupnostou, dévernostou alebo
integritou prevadzky jeho sieti a informacnych systémov, uzatvorit zmluvu o zabezpeceni plnenia
bezpelnostnych opatreni. Pri uzatvoreni zmluvy sa vykonava analyza rizik. Po¢as trvania zmluvného
vztahu je tretia strana povinna vykonavat a uplatfiovat’ bezpe&nostné opatrenia v sulade s uzatvorenou
pisomnou zmluvou. V zmysle § 19 Zakona o kybernetickej bezpecnosti je prevadzkovatel zakladnej
sluzby povinny realizovat systematickd analyzu vzajomnych zavislosti svojich aktiv, informacénych
systémov, vyuZivanych produktov informacno-komunikaénych technoldgii a sluzieb poskytovanych
tretimi stranami v ramci dodavatelského retazca. Cielom tejto analyzy je identifikacia a vyhodnotenie
potencialnych dopadov kybernetickych bezpecnostnych incidentov na prevadzku a poskytovanie
sluzieb.

Analyzarizik sluzi na ur€enie pravdepodobnosti vyskytu Skodlivej udalosti, ktora mbéze nastat v désledku
zneuzitia existujucej zranitelnosti aktiva potencialnou hrozbou, a to v kontexte aktualne
implementovanych bezpelnostnych opatreni. Sudastou tejto analyzy je aj identifikdcia mozZnych
nasledkov naruSenia zakladnych bezpe&nostnych principov — dévernosti, integrity a dostupnosti daného
aktiva. Vysledkom analyzy je kvalitativne alebo kvantitativne vyhodnotenie rizika, ktoré sluzi ako
podklad pre navrh a implementaciu adekvatnych opatreni na jeho eliminaciu alebo zmiernenie. Analyza
rizik podla Filipa zahffia identifikaciu hrozieb, posudenie pravdepodobnosti ich uskutoCnenia a
vyhodnotenie ich potencialnych nasledkov. Je to komplexny nastroj manazmentu rizik, ktory pomaha
odpovedat na otazky, aké bezpecnostné rizika sa moézu vyskytnut, aka je ich pravdepodobnost a aké
budu néasledky bezpeénostného konfliktu (Filip, 2011). Narodny bezpeénostny urad SR vypracoval
metodiku analyzy rizik, ktora je k dispozicii na ich webovej stranke (NBU, 2025).

Na zaklade vysledkov vykonanej analyzy rizik je prevadzkovatel zakladnej sluzby povinny najneskér do
12 mesiacov odo dna zapisu do registra prevadzkovatelov zakladnej sluzby prijat, implementovat’ a
udrziavat vSeobecné bezpe&nostné opatrenia minimalne v rozsahu stanovenom v § 20. Tieto opatrenia
musia byt vykonavané s cielom zabezpe it primeranu uroven kybernetickej bezpelnosti, odolnosti a
kontinuity poskytovanych sluzieb (Zakon o kybernetickej bezpeénosti, 2025).
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Zakon o kybernetickej bezpecCnosti jasne stanovuje idalSie povinnosti, ktoré je potrebné
v dodavatefskom retazci dodrziavat. Prevadzkovatel zakladnej sluzby je povinny realizovat
systematickl analyzu vzajomnych zavislosti medzi vlastnymi aktivami, informaénymi systémami,
vyuzivanymi produktmi a sluzbami informac¢no-komunikaénych technolégii (IKT) tretich stran v ramci
dodavatelského retazca a poskytovanych sluzieb. Ciefom je identifikacia a hodnotenie potencialnych
dopadov kybernetickych bezpe&nostnych incidentov na kontinuitu a integritu prevadzkovanych
procesov.

Na zaklade vysledkov analyzy je prevadzkovatel povinny prijat, implementovat a priebezne udrziavat
bezpelnostné opatrenia v sulade s aktualnymi bezpe&nostnymi metodikami a politikami prislusného
uradu, pri€om zohladiuje najnovSie bezpecnostné trendy, priklady dobrej praxe a relevantné
medzinarodné normy.

Tretia strana, ktora ma vyznamny vplyv na zabezpecovanie kybernetickej bezpecnosti a je v zmluvnom
vztahu s prevadzkovatelom zakladnej sluzby vykonavajucim kritickli zakladnu sluzbu, nadobuda
postavenie prevadzkovatela zakladnej sluzby. Prevadzkovatel kritickej zakladnej sluzby je povinny
bezodkladne oznamit prislusnému uradu uzatvorenie aj ukon&enie zmluvného vztahu s takouto tretou
stranou. Tato tretia strana sa nasledne zapisuje do registra prevadzkovatelov zakladnych sluzieb.
Zaroven je povinna uplatfiovat a dodrziavat bezpecnostné opatrenia v sulade s platnou legislativou a
podlieha dohladu a kontrole zo strany Narodného bezpecénostného uUradu (Zakon o kybernetickej
bezpecnosti, 2025).

Vyhlaska NBU ¢&. 227/2025 o bezpeénostnych opatreniach v § 7 stanovuje obsah zmluvy
v dodavatel'skom retazci nasledovne:

a) zavazok dodavatefa vykonavat cinnosti, ktoré priamo suvisia s dostupnostou, ddvernostou a
integritou prevadzky sieti a informacnych systémov prevadzkovatela zakladnej sluzby (dalej len ,tretia
strana®), a zaroven dodrziavat bezpecénostné politiky prevadzkovatela zakladnej sluzby,

b) potvrdenie suhlasu tretej strany s uvedenymi bezpe€nostnymi politikami,

¢) ustanovenie urujuce rozsah, spbdsob a moznosti vykonu kontrolnych &innosti a auditu, ktoré mbze
prevadzkovatel zakladnej sluzby uskutoCnit' u tretej strany,

d) ustanovenie o povinnosti tretej strany informovat prevadzkovatela zakladnej sluzby o kybernetickom
bezpe&nostnom incidente a o vSetkych skuto€nostiach, ktoré mdézu mat’ vplyv na uroven kybernetickej
bezpeclnosti, ako aj o povinnosti poskytnut sucinnost pri rieSeni takychto incidentov.

Rozsah bezpeénostnych opatreni pre oblast kybernetickej bezpecnosti podla § 20 ods. 2 zdkona su
upravené v Prilohe €.1 k vyhlaske €. 227/2025 Z. z.

Tieto opatrenia su stanovené pre:
e organizaciu a riadenie informacnej bezpecnosti a kybernetickej bezpecnosti,
spravu zranitelnosti a kybernetickych hrozieb,
spravu aktiv a riadenie kybernetickych hrozieb a rizik,
riadenie udalosti a kybernetickych bezpenostnych incidentov,
riadenie kontinuity Cinnosti, zalohovanie, obnovu systémov po havarii a krizové riadenie,
bezpelnost pri nadobudani, vyvoji a udrzbe siete, informacnych systémov, aplikacii
a konfiguracii,
postupy posudzovania uc€innosti opatreni, riadenie suladu a kontrolné ¢innosti,
kryptografické opatrenia a zasady pouzivania kryptografie,
bezpelnost’ a spbsobilosti ludskych zdrojov,
spravu identit a pristupov,
bezpelnost pri prevadzke sieti a informacnych systémov,
ochranu proti Skodlivému kédu a neziaducemu obsahu,
systémovu bezpelnost, sietovu bezpenost’ a komunikaénu bezpeénost,
monitorovanie, zaznamenavanie a hlasenie udalosti,
fyzickl bezpecnost, bezpecénost prostredia a spravu koncovych zariadeni,
ochranu zaznamov, sukromia a oznaovanie informacii,
dodavatel'sky retazec.
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3. GDPR A DODAVATELSKY RETAZEC V KYBERBEZPECNOSTI

Do zmluvnej ochrany dodavatelského retazca zasahuju nie len podmienky zakona o kybernetickej
bezpeclnosti a prislichajucej vyhlasky. Smernica NIS 2 upozorfuje i na poziadavky na bezpe&nost
dodavatelského retazca, ktoré kladie Nariadenie Eurépskeho parlamentu a Rady (EU) 2016/679 z 27.
aprila 2016 o ochrane fyzickych oséb pri spracuvani osobnych udajov a o vofnom pohybe takychto
udajov (GDPR).

)
Spolocnost

i

A ———
-
Dodavatel

GDPR g Kyberbezpecnost

S —

~

)
Subdodavatel
s

Obrazok 1 GDPR a dodavatelsky retazec

GDPR déava dbraz na zodpovednost prevadzkovatela aj sprostredkovatela(dodavatela) pri spracuvani
osobnych udajov. To znamena, Ze ak si firma najme externého dodavatela (napr. cloudové sluzby, IT
podporu, hosting), nesie zodpovednost za to, Ze tento dodavatel dodrZiava primerané bezpeénostné
opatrenia na ochranu dat.

Prepojenia medzi dodavatelskym retazcom a GDPR:

Zodpovednost za dodavatelov — Organizacia musi preverit, €i jej partneri a dodavatelia
dodrziavaju GDPR (tzv. due diligence).

Zmluvné vztahy — GDPR vyZaduje uzatvorit so sprostredkovatelmi (dodavatelmi) zmluvy o
spracuvani osobnych udajov (DPA), kde sa definuju bezpe€nostné opatrenia (Clanok 28
GDPR).

Kyberneticka bezpe&nost — Clanok 32 GDPR prikazuje zaviest primerané technické a
organizacné opatrenia. To sa vztahuje aj na dodavatelsky retazec (napr. Sifrovanie dat,
bezpelny prenos, pristupové prava).

Rizika dodavatelského retazca — Ak déjde k uniku udajov cez dodavatela, zodpovednost pada
aj na firmu, ktora ho vyuziva. V praxi sa ¢asto rieSi cez bezpe€nostné audity, certifikacie (ISO
27001) alebo hodnotenie dodavatelov.

Incidenty a oznamovanie poruseni — GDPR uklada povinnost nahlasit unik dat do 72 hodin. Ak
unik spésobi dodavatel, musi o tom okamzite informovat objednavatela (GDPR, 2016).
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Tabulka 1 GDPR poziadavky a dodavatelsky retazec (Zdroj: GDPR, 2016)

.. iAko sa pre v s [o] .
GDPR poziadavka dodivatelského retazca Priklad z praxe

Zodpovednost’ prevadzkovatela Firma je zodpovedna aj za svojich dodévatelov, E-shop pouZiva externy cloud — musi preverit,
(€l. 24, 28) ktori spractvaju data. ¢i cloudovy poskytovatel dodrziava GDPR.

Povinnost uzatvorit' so sprostredkovatelom Firma outsourcuje Uuctovnictvo — v zmluve sa

Zmluvy o spracuvani idajov (DPA) zmluvu s jasne definovanymi bezpe€nostnymi  Specifikuje, ako budt chranené osobné Udaje
opatreniami. klientov.

Dodavatel musi zaviest technicke a

organizacnée opatrenia (Sifrovanie, pristupove

prava, monitoring).

Primerané bezpecnostné opatrenia
(¢l. 32)

Hostingova firma musi mat zabezpecené
servery proti neopravnenému pristupu.

A\ o Prevadzkovatel musf vyhodnotit' rizika Banka preveruje IT dodavatelov cez

Hodnotenie rizik . L - . . .
dodavatelského retazca. bezpegnostny audit pred podpisom zmluvy.

Ak IT firma zisti nik hesiel, musi ockamzZite

kontaktovat svojho klienta, aby ten stihol

nahlasit poruenie Uradu na ochranu osobnych

Gdajov.

Dodavatel je povinny informovat’
Oznamovanie incidentov (c¢l. 33) prevadzkovatela o Uniku dat bez zbytoéného
odkladu.

Dodavatelia mimo EU musia dodrZiavat

Medzinarodné prenosy dat Specidlne pravidla (napr. Standardné zmluvné , . X
dolozky). pravne ogetreny prenos dat.

Clanok 28 GDPR stanovuje podmienky zmluvy. Ak sa spractvanie osobnych udajov vykonava v mene
prevadzkovatela, ten je povinny vyuzivat vyluéne sprostredkovatelov(dalSich dodavatelov) , ktori
poskytuju dostatoCné =zaruky o prijati primeranych technickych a organizaénych opatreni
zabezpedujucich, Ze spracuvanie bude v sulade s poZiadavkami tohto nariadenia a zaroven bude
chranit’ prava dotknutych oséb. Sprostredkovatel (dodavatel) nesmie poverit spracivanim dalSieho
sprostredkovatela(dodavatela) bez predchadzajuceho osobitného alebo vSeobecného pisomného
suhlasu prevadzkovatela. V pripade vSeobecného pisomného suhlasu je sprostredkovatel povinny
informovat prevadzkovatela o vSetkych planovanych zmendach tykajucich sa pridania alebo nahradenia
dalSich sprostredkovatelov, aby prevadzkovatel mal moznost uplatnit namietky vocli tymto zmenam
(GDPR, 2016).

Sprostredkovatel(dodavatel):

= dodrziava podmienky zapojenia dalSieho sprostredkovatela (dodavatela),

= po zohladneni povahy spracuvania v ¢o najvacSej miere pomaha prevadzkovatelovi vhodnymi
technickymi a organizaCnymi opatreniami pri plneni jeho povinnosti reagovat na ziadosti o
vykon prav dotknutej osoby,

= po ukonCeni poskytovania sluzieb tykajucich sa spracuvania na zaklade rozhodnutia
prevadzkovatela vSetky osobné udaje vymaZe alebo vrati prevadzkovatefovi a vymaze
existujuce kopie, ak pravo Unie alebo pravo &lenského $tatu nepozaduje uchovavanie tychto
osobnych udajov,

= dodrziava podmienky zapojenia dalSieho sprostredkovatefa(dodavatela),

= po zohladneni povahy spracuvania v ¢o najva¢Sej miere pomaha prevadzkovatefovi vhodnymi
technickymi a organizaCnymi opatreniami pri plneni jeho povinnosti reagovat na Ziadosti o
vykon prav dotknutej osoby,

= po ukonCeni poskytovania sluzieb tykajucich sa spracuvania na zaklade rozhodnutia
prevadzkovatela vSetky osobné udaje vymaze alebo vrati prevadzkovatelovi a vymaze
existujuce kopie, ak pravo Unie alebo pravo &lenského $tatu nepozaduje uchovavanie tychto
osobnych udajov (GDPR, 2016).

BezpeCnost spracuvania GDPR upravuje iprostrednictvom ¢&lanku 32. Zavazuje v nom
prevadzkovatela a sprostredkovatela (dodavatela) prijat primerané technické a organizaéné opatrenia:
e pseudonymizacia a Sifrovanie;

e zabezpecenie trvalej dovernosti, integrity, dostupnosti a odolnosti systémov spracuvania a sluZieb,
e schopnost v€as obnovit dostupnost v pripade fyzického alebo technického incidentu,
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e zabezpeCit pravidelné testovanie, posudzovanie a hodnotenie Uucinnosti technickych a
organizacnych opatreni (GDPR, 2016).

ZAVER

Zakon o kybernetickej bezpe€nosti stanovuje opatrenia pre oblast riadenia dodavatelskych sluzieb,
akvizicie, vyvoja a udrzby informacénych systémov, pricom je potrebné s dodavatelom uzatvorit zmluvu
o zabezpeceni plnenia bezpeénostnych opatreni a notifikacnych povinnosti podla tohto zakona pocas
celej doby platnosti zmluvy. Obsah zmluvy je stanoveny vyhldSkou, priCom vzor bezpecnostnej
dokumentacie a vzor zmluvy podla § 19 ods. 2 zakona o kybernetickej bezpecnosti sa zverejnia na
webovom sidle tradu. Nariadenie Eurépskeho parlamentu a Rady (EU) 2016/679 (GDPR) vyznamne
ovplyviiuje riadenie dodavatelského retazca. Organizacie nesu zodpovednost za preverovanie svojich
dodavatelov a musia mat' s nimi uzatvorené zmluvy o spracuvani osobnych udajov. Cely retazec musi
dodrziavat primerané technické a organiza¢né bezpecénostné opatrenia podla ¢lanku 32 GDPR, pric¢om
konkrétne podmienky zmluvy, ktoré musia byt spinené, uréuje ¢lanok 28 GDPR.

Predmetom tohto ¢lanku je sumarizacia zmluvnych mechanizmov v ramci dodavatelskych retazcov
v kybernetickej bezpelnosti, a to so zameranim na ich sulad s poziadavkami a zasadami stanovenymi
nielen zakonom o kybernetickej bezpecnosti ale i GDPR. Cielom bolo identifikovat a zhodnotit kli¢ové
prvky zmluvnych vztahov medzi prevadzkovatelmi a dodavatefmi, tzv. sprostredkovatelmi, ktoré
zabezpecuju efektivne uplatiovanie zasad zakonnosti, minimalizacie udajov, transparentnosti a
zodpovednosti v prostredi komplexnych a viacuroviiovych dodavatelskych Struktur.
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ZACHRANA NA ZAMRZNUTYCH VODNYCH PLOCHACH: STANDARDY,
PRAX A MOZNOSTI ZLEPSENIA VYCVIKU

RESCUE ON FROZEN WATERS: STANDARDS, PRACTICES AND
OPPORTUNITIES FOR IMPROVING TRAINING

MAREK MIHALIC, MAREK JASKO, PETER RUSNAK

ABSTRACT: This article examines rescue operations on frozen freshwater surfaces, with particular emphasis on the procedures
of the Fire and Rescue Corps in the Slovak Republic. It outlines the physical characteristics of ice formation, the factors influencing
ice stability, and the risks associated with insufficient load-bearing capacity. Attention is given to personal protective equipment
(PPE), rescue tools, and safety measures essential for both rescuers and casualties. The author describes specific intervention
methods, including approach strategies, techniques for extricating a person from icy water, and the subsequent provision of first
aid. The article also discusses the role of training, preparedness, and situational awareness in minimising operational risks. The
aim of the paper is to provide a practical overview of rescue tactics and to highlight the importance of prevention, education, and
the systematic development of rescue capabilities. The conclusions emphasise that effective rescue operations depend not only
on technical equipment and procedures but also on the physical fitness, readiness, and coordination of the rescuers.

KEYWORDS: Ice Rescue. Frozen Water Surfaces. Fire And Rescue Corps. Safety Procedures. Personal Protective Equipment.

uvoD

Zasahy na zamrznutych vodnych plochach patria medzi Specifické a mimoriadne rizikové ¢innosti
prislusnikov Hasi¢ského a zachranného zboru. V zimnom obdobi dochadza kazdoroéne k situaciam,
ked sa osoby alebo zvierata preboria cez fad a ocitnu sa v ladovej vode. Takéto udalosti si vyzaduju
okamzZitu a profesionalnu reakciu, pretoZze pobyt v studenej vode vedie velmi rychlo k podchladeniu
a ohrozeniu Zivota.

Problematika zachrany z fadu je komplexnd, zahffia poznanie fyzikalnych vlastnosti zamrznutej sladkej
vody, posudenie stability ladovej plochy, ako aj spravne pouzitie osobnych ochrannych pracovnych
prostriedkov a $pecidlnych zachrannych pomécok. Uspednost zasahu zavisi nielen od dostupného
technického vybavenia, ale aj od pripravenosti, zru€nosti a fyzickej kondicie zasahujucich jednotiek
(Ashton, 2011; Gorman, 2019).

Cielom ¢&lanku je analyzovat Specifika zachrannych prac na zamrznutych vodnych plochach, poukazat
na zakladné faktory ovplyviiujuce bezpetnost zdsahu a predstavit odporu€ania pre efektivne
a bezpecné vykonavanie tychto €innosti v podmienkach Slovenskej republiky. Prispevok vychadza aj z
praktickych skusenosti jednotiek HaZZ a prinaSa odporucania pre zlepSenie vycviku a vybavenia.

1. FYZIKALNE A BEZPECNOSTNE ASPEKTY ZAMRZNUTYCH VODNYCH PLOCH

Zamrznuté vodné plochy predstavuju pre zasahujucich hasi€ov a zachranarov dynamické a nestabilné
prostredie. Hrdbka a pevnost ladu su ovplyviiované viacerymi faktormi, medzi ktoré patria
predovsetkym teplota vzduchu a vody, pridenie pod hladinou, zrazky a dizka obdobia mrazu. Stabilita
ladovej plochy mézZe byt lokalne narudena aj v pripade, Ze na prvy pohlad pbsobi dostatoéne pevne
(Peterson, 2019).

Za bezpenu sa vo vSeobecnosti povazuje hrubka fadu minimalne 10 cm pre jednotlivca, 15 — 20 cm
pre mensiu skupinu osbéb a viac ako 25 cm pre motoroveé vozidla (Tabulka 1). V praxi je v8ak hrdbka
ladu &asto nerovnomerna, ¢o spdsobuje, Ze tieto hodnoty nemozno aplikovat univerzalne. ObzvIast
nebezpecéné su miesta v blizkosti brehov, mostov, odtokov, pritokov a tam, kde je pod l[adom prud alebo
sa do jazera vlieva teplejSia voda (Chaplin, 2020).
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Tabulka 1 Odporuc¢ana hrubka ladu a jej unosnost (vlastné spracovanie)

Hrubka l'adu (cm) Odporucéané zat'azenie
<5 Velmi nebezpecéné, Ziadna nosnost
5-10 Jednotlivec v ohrozeni
10-15 Jednotlivec relativne bezpecne
15-20 MensSia skupina oséb
25+ Motorové vozidla (osobné auto)
30 + Tazsie vozidla (napr. dodavka)

Prepadnutie cez lad nastava naj¢astejSie pri jeho nedostato¢nej Unosnosti. Osoba vo vode celi
rychlemu ochladzovaniu organizmu a hrozi u nej vznik hypotermie, ktora v kratkom ¢ase vedie k strate
pohyblivosti a naslednému utopeniu. Podla lekarskych studii méze Elovek v studenej vode pri teplote
0-5 °C prezit bez vaznej ujmy priblizne 15 az 30 minut, pri¢om rozhodujicu ulohu zohrava oblecenie,
fyzicka kondicia a psychicka odolnost (Tipton & Golden 2011).

Tieto poznatky maju zasadny vyznam pre planovanie a realizaciu zdsahov Hasi¢ského a zachranného
zboru. Posudenie rizik, spravna volba taktického postupu a vyuzitie vhodnych osobnych ochrannych
pracovnych prostriedkov su kluéové faktory na znizenie rizika ohrozenia Zzivota zasahujucich aj
zachranovanych osob.

Obrazok 1 Schéma unosnosti ladu (vlastné spracovanie)

2. OSOBNE OCHRANNE PRACOVNE PROSTRIEDKY A ZACHRANNE POMOCKY

Bezpetné vykonavanie zasahov na zamrznutych vodnych plochach je neoddelitelne spojené
s pouzivanim osobnych ochrannych pracovnych prostriedkov (OOPP). Ich hlavnhou ulohou je
minimalizovat riziko podchladenia, Urazu a ohrozenia Zivota zasahujucich hasi€ov (Holmer & Kuklane.
2010; NFPA 1971, 2018; Holmer & Kuklane, 2010; NFPA, 2018).

Medzi zakladné OOPP pri zasahoch na lade patria:
e ochranny zasahovy odev a termalne vrstvy, ktoré zabezpecuju tepelny komfort,
e neoprénové alebo suché zachranarske obleky s integrovanou tepelnou izolaciou
a vodeodolnostou,
e ochranna prilba s integrovanym §titom, ktora chrani pred urazom pri pohybe po lade alebo pri
kontakte s vystrojom,
e plavacia zachranna vesta, ktora udrzuje zachranara nad hladinou aj v pripade vyc€erpania,
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e ochranné rukavice a obuv s protiSmykovou upravou, ktoré umozhuju bezpecny pohyb
po klzkom povrchu (NFPA 1952, 2019).

Okrem osobnej vystroje sa pri zasahoch vyuzivaju aj Specialne zachranné pomécky:
e zachranné hadzacie lana a kruhy,
e [ladové hroty a kliny, ktoré ulahcuju pohyb po lfade a umozfuju rychly unik z otvoru,
¢ nafukovacie €Iny a plavajuce nosidla na bezpec&ny transport zachrafiovanej osoby,
e Specialne sanie alebo plavajuce dosky, ktoré rozkladaju hmotnost zachranara na vacsiu plochu
(Novak, 2019).

Spravne pouzivanie uvedenych prostriedkov zvySuje bezpecnost zasahu a zaroven umozriuje
efektivnejSie vykonanie zachrannych ukonov. Délezitym predpokladom je pravidelny vycvik, ktory
pripravuje zasahujucich hasiCov na realne podmienky a uci ich rychlo a spolahlivo ovladat vystroj
a techniku.

3. TAKTICKE POSTUPY PRI ZACHRANE O0SOB Z LADOVEJ VODY

Taktika zasahov na zamrznutych vodnych plochach sa riadi predovSetkym zasadou minimalizacie rizika
pre zachranara a zrychlenia zasahu. V praxi sa vyuzivaju nasledovné postupy:
e prieskum a zabezpeclenie miesta zasahu — urCenie pristupovej cesty, posudenie hrubky ladu,
vytyCovanie bezpecnej zény,
e priblizenie k zachrafiovanému — odporuc¢a sa plazit alebo pouzit plavajuce pomdcky, ktoré
rozlozia hmotnost,
e kontakt so zachrafiovanou osobou — upokojenie, inStrukcie na spolupracu, podanie zachranne;j
pomdcky (lano, ty€, sanie),
e vytiahnutie z vody a transport — vZdy v polohe lezmo, aby sa predislo prelomeniu ladu,
e prva pomoc a odovzdanie ZZS — oSetrenie podchladenia, odstranenie mokrého odevu, tepelny
komfort (IFSTA, 2017).

Po zvoleni vhodného spbsobu zachrany osoby/oséb su délezité faktory ako hrubka a celistvost fadu,
vzdialenost miesta preborenia od brehu, materidlne a technické vybavenie zloZiek IZS a v neposlednom
rade je, & sa na zamrznutej hladine nachadza vrstva snehu alebo v akom vizualnom stave je ladova
plocha.

1. Plazenie sa zachranara: Jedna sa o zakladny spdsob pohybu po lade, nakolko je zachranca
vybaveny len zdsahovym odevom hrozi pri ceste k preborenej osobe, ze bude dochadzat
z zvy8enému pocitu chladu zachranara. Pri vytahovani osoby spat na breh je velmi
pravdepodobné, Ze suctom hmotnosti os6b bude dochadzat k prepadavaniu sa ladu. Z tohto
doévodu je vhodné k rozlozeniu hmotnosti pouzit rézne druhy materialneho a technického
vybavenia ako napriklad niektoré druhy nastavovacich rebrikov, nosidla, dlahy a pod. V pripade
vyuzitia rebrikov, ak zachranu vykonavaju prisludnici HaZZ je preferovany spésob pohybu po
lade s vyuzitim dvoch nastavovacich rebrikov, kedy prislusnik rebriky posuva a prelieza medzi
nimi. Jedna sa o velmi fyzicky narocny spdsob pohybu, kde pri praktickych meraniach sa
rychlost pohybovala maximalne 20 metrov za mindtu na hladkom povrchu a kazdé
nezrovnalosti rychlost zachrany spomaluju (Kovag, 2020; MV SR, 2017).
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Obrazok 2 Schéma unosnosti ladu (vlastné spracovanie)

Ako dalsi vyhovujuci spésob pohybu po zamrznutej hladine s vyuzitim rebrika je spdsob, kedy
zachranca pouziva k posunu sekerku alebo bodce, kde pri tomto spbésobu sa rychlost pohybu
pohybovala v rozmedzi 30 — 35 metrov za minutu. Obdobnu rychlost pohybu je mozné podla
praktického vycviku dosiahnut' s nosidlami Spencer a nafukovacim ¢lnom.

Obrazok 4 VyuZitie rebrika pri zachrane (vlastné spracovanie)

2. Alternativne vyuzitie plavajucich technickych prostriedkov: Cas, kedy je postihnuta osoba
pri vedomi a schopna sa zachytit o akykolvek predmet pomocou, ktorého méze byt vytiahnuta
je velmiindividuélna a zavisi na klimatickych podmienkach, oble€eni, veku, zdravotnému stavu,
psychickému stavu a dalSich okolitych podmienok. Ak je osoba pri vedomi, je vhodné ju
vytiahnut pomocou akéhokolvek plavajuceho predmetu priviazaného k lanu, aby zachranca
nemusel zbyto€ne vstupovat na fadovu plochu, &im by do8lo k Casovym stratdm a taktiez
k riziku preborenia. Ako alternativne predmety mozno vyuzit tazné lano, bandasky na pohonné
hmoty priviazané k taznému lanu a rdézne predmety vo technickom vybaveni, ktoré maju
zasahujuce zlozky IZS na mieste zasahu (Canadian Red Cross, 2015).

- 150 -



A ] "'r‘“'“' wa 4

Obrazok 6 Vyuzitie hadice C 52 k zachrane osoby (vlastné spracovanie)

3. Zachrana osoby osobnym zasahom zachranara: Zachrana osoby osobnym zasahom je
metdda, ktora sa vyuziva najcastejSie pri bezvedomi alebo v désledku U€inku chladu na fudsky
organizmus, kedy osoby nie su schopné spoluprace a vyuZivaju ju najCastejSie jednotky
poziarnej ochrany, ktoré su vybavené zakladnymi technickymi prostriedkami. Zachranca sa
priblizi k otvoru, kde doslo k preboreniu osoby, sadne si na okraj, nohami chyti telo osoby
a s pouzitim Rautekovho hmatu osobu zaisti. V pripade, Ze je okolo preborenej osoby velky
otvor, je potrebné sa k osobe doplavit (Smith, 2016).

Obrazok 7 Zachrana osoby zachranarom (vlastné spracovanie)
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4. Zachrana Specialnymi prostriedkami vo vybave HaZZ: Vo vybave HaZZ na Slovensku
a HZS v Ceskej republike sa na zachranu os6b vyuzivaju $pecialne technické prostriedky:

nafukovacia zachranna lavka — ur€ena na zachranu os6b na nestabilnych plochach,
ako napriklad ladova triest, bazinaté povrchy, ladové povrchy na tecucich tokoch
a pod.,

nafukovacie zachranné nosidla — ur€ena na akékolvek podmienky na vode, snehu
a ladu,

ladové sane — plavajuci zachranna prostriedok, ktory bol navrhnuty na zaklade
skusenosti jednotiek poZiarnej ochrany v Skandinavii,

plastové plavidlo Relax Zachranar — plavidlo s vysokou stabilitou a odolnostou voci
prerazeniu. Jeho konstrukcia umozZfiuje kizanie po l'ade pomocou vodiacich list,
Ponton Rescue Alive — pouzivany zachrannymi zlozkami v USA a Kanade,

plavak Marsars Ice Rescue — plastovy plavak, na ktorom su umiestnené Uchyty,
zachranny raft RDC — zachranny raft, ur€eny na celoro¢né pouzivanie pri zachrannych
pracach na vode (Betus, 2022).

Obrazok 8 Zachrana Specialnymi prostriedkami vo vybave HaZZ (vlastné spracovanie)

Na zaklade analyzy zasahov HaZZ mozZno konStatovat, Ze najefektivnejSie postupy kombinuju vyuZitie
plavajucich sani alebo nafukovacich €lnov s adekvatnym OOPP. Pravidelné cvienia ukazali, Ze
zasahovy Cas mozno skratit az o 30—40 % v porovnani s improvizovanymi technikami. Takticka
pripravenost preto vyrazne ovplyviuje uspesnost a bezpe€nost zasahu.

4. VYCVIK A PRIPRAVENOST PRISLUSNIKOV HAZZ

Vycvik v oblasti z&dchrany z ladu sa realizuje v ramci planovanych cvi€eni a odbornej pripravy. Jeho
ciefom je:
osvojenie si spravnych technik pohybu po lade,

bezpelné pouzivanie OOPP a $pecialnych pomdcok,
nacvik komunikacie a koordinacie v time,

poskytovanie prvej pomoci pri podchladeni (IFSTA, 2017).

Empirické poznatky potvrdzuju, Ze prislusnici, ktori absolvovali pravidelny zimny vycvik, su schopni
vykonat' zasah rychlejSie, s menSim rizikom vlastného ohrozenia a s vy$Sou mierou uspesnosti pri
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zachrane osoby. Zavedenie povinného cyklického vycviku prispieva k Standardizacii zasahovych
postupov v podmienkach SR (Holmer & Kuklane, 2010).

Zachrana os6b z ladovej vody predstavuje vzdy vysoké riziko nielen pre zachrafiovanych, ale aj pre
zasahujucich. Preto je nevyhnutné venovat pozornost aj preventivnym opatreniam a osvete
obyvateflstva.

Klacové preventivne opatrenia zahffaju:
e informovanie verejnosti prostrednictvom médii a Skolskych programov o rizikach pohybu
na zamrznutych vodnych plochach,
e umiestiiovanie vystraznych tabul pri jazerach a vodnych nadrziach po€as zimného obdobia,
e zvySeny dohlad samosprav na frekventovanych miestach, kde hrozi vstup oséb na tenky lad,
e spolupracu so Skolami a mladeznickymi organizaciami, ktoré mézu vyznamne prispiet k Sireniu
osvetovych aktivit.

Prevencia dokaze vyrazne znizit po€et zasahov HaZZ na zamrznutych plochach. Skusenosti ukazuju,
Ze v lokalitach, kde boli realizované cielené kampane (napr. letaky, informacné tabule, Skolenia), klesol
pocet incidentov az 0 20 — 30 %. Z pohladu HaZZ to znamena nielen zniZzenie operacnej zataze, ale aj
nizSie riziko pre samotnych hasi¢ov (Canadian Red Cross, 2015).

5. STATISTICKY KONTEXT ZASAHOV HAZZ

Podla spravy o zasahovej €innosti Hasi¢ského a zachranného zboru za rok 2024 zasahovali prislusnici
HaZZ pri 31 602 udalostiach (narast o 5,9 % oproti roku 2023). Z toho vyznamny podiel predstavovala
technicka pomoc, ktora zahffia aj zasahy na vodnych plochach. V roku 2024 bolo potas zasahov
zachranenych 12 735 0sdb, z toho 6 376 oséb utrpelo zranenia a 957 osbb zahynulo.

Specifické udaje o zasahoch na zamrznutych vodnych plochach nie si samostatne vykazované, no
HaZZ pravidelne rieSi situacie spojené s preborenim osdb alebo zvierat cez lad. V priemere ide kazdu
zimu o desiatky pripadov, pri ktorych hra vyznamnu ulohu rychlost zasahu a pripravenost zasahujucich
jednotiek.

Tieto Cisla potvrdzuju, ze problematika zachrany z ladovej vody ma v praxi trvaly vyznam

a opodstatnenie. Zaroven ukazuju potrebu systematickej prevencie a dalSieho zlepSovania technického
aj odborného zdzemia HaZZ.

Vyvoj zasahovej ¢innosti HaZZ (2020-2024)
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10000k
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Obrazok 9 Vyvoj zasahovej ¢innosti (2020-2024) (vlastné spracovanie)
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ZAVER

Zasahy na zamrznutych vodnych plochach patria medzi najrizikovejSie ¢&innosti HasiCského
a zachranného zboru. Uspe$nost zachrannych operacii zavisi od kombinacie viacerych faktorov:

e znalosti fyzikalnych vlastnosti ladu,

e spravneho pouzivania osobnych ochrannych pracovnych prostriedkov,

e efektivnych taktickych postupov a vysokej urovne odbornej pripravenosti prislusnikov.

Analyza ukazala, ze:
e bezpeCnost zasahu je Uzko spata s vyuZzitim Specidlneho vybavenia a s dbéslednym
dodrziavanim stanovenych postupov,
e pravidelny vycvik vyznamne skracuje zasahovy ¢as a zvySuje Sance na zachranu postihnutych,
e preventivhe opatrenia a edukacia obyvatelstva maju priamy dopad na znizenie poctu
incidentov,
¢ najlepSie vysledky sa dosahuju kombinaciou technickej pripravenosti a osvety verejnosti.

Prinosom ¢lanku je poskytnutie uceleného pohfadu na problematiku zachrany z ladovej vody
v podmienkach Slovenskej republiky, s dérazom na praktické skusenosti HaZZ. Vysledky potvrdzuju
potrebu systematického pristupu — od technického zabezpec€enia a vycviku az po preventivne aktivity v
komunite.

Zaverom mozno konstatovat, Ze efektivna zachrana na zamrznutych vodnych plochach je mozna len
pri su€innosti techniky, taktiky a prevencie. Z dlhodobého hladiska je preto kfu€ové investovat do
modernizacie vystroja, pravidelného vzdelavania hasiCov a posilfiovania preventivnych aktivit smerom
k verejnosti.
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BEZPECNOSTNI KULTURA ORGANIZACE
JAKO NASTROJ FYZICKE BEZPECNOSTI

SAFETY CULTURE IN AN ORGANISATION AS A PHYSICAL SECURITY
TOOL

LUKAS KOTEK, TEREZA MICULKOVA, PAVEL KRAL

ABSTRACT: This article examines the development of a safety culture within an organization, with the aim of applying it to more
effective safety education, which subsequently serves as a key safety measure. The article introduces the authors’ new concept
of the pillars of physical security and the philosophy of the security system as an interconnected security ecosystem. It also
outlines important areas of safety education that play a crucial role in managing security incidents and explains the core principles
of a safety culture. Finally, using an example of implementation in a selected organization, it illustrates possible approaches to
building such a culture and presents specific steps and elements that we used to cultivate it.

KEYWORDS: Physical Security. Safety Culture. Security Education.

uvoD

Fyzicka bezpecnost je stale spole¢ensky vyznamnym tématem, kterému se vénuje fada odbornikl jak
v praxi, tak v akademické sféfe. Ochrana osob a majetku je jednim ze zakladnich segmentu
bezped&nosti, ktery v8ak musi reflektovat dynamicky se ménici dobu a nejnovéjsi trendy. Cim dal vétsi
vahu ziskava role vzdélavani, ktera se ukazuje jako zdsadnim bezpe&nostnim opatfenim. V naSem
vyzkumu se zabyvame zp(soby, jak toto bezpecnostni vzdélavani zefektivnit tak, aby prfedavané
informace byly zuro€eny v maximalni mozné mife. Vzhledem k charakteru témat spadajici do této
oblasti nepovazujeme za vhodné jit cestou povinnych Skoleni, kde je ochota Skolenych pfijimat
informace minimalni, nehledé na vy3si u€ast. Mnohem efektivnéjSi se nam jevi motivovat lidi k tomu,
aby se Skoleni ucastnili dobrovolné a sami informace vyzadovali a aktivné je vyhledavali. Nastrojem,
kterym lIze takové motivace dosahnout, je nastaveni a peclivé budovani bezpecnostni kultury
v organizaci, kterd je béZznou soucasti nékterych spole€nosti. Pro fyzickou bezpe&nost vSak dosud
nebyla vyznamnéiji vyuzivana. Clanek predstavuje vhled do této problematiky a nahled na pFistup,
kterym se pokousime bezpecnostni kulturu vybudovat v prostfedi nasi instituce.

1. FYZICKA BEZPECNOST

Fyzicka bezpecénost je jednou ze zakladnich oblasti bezpecnostniho systému subjektl, ktera se nachazi
na fyzické arovni a zahrnuje celou Fadu dil€ich oblasti, které chrani aktiva jako majetek nebo lidé proti
hrozbam fyzického charakteru — kradezi, poSkozeni, Ujmé na zdravi €i ztraté na zivoté. Jedna se o
tradi¢ni segment bezpe&nostni praxe &asto oznaCovany jako ochrana osob a majetku.

Zaklad praxe tohoto sektoru bezpecnostniho managementu vychazi ztradic pocatku primyslu
komeré&ni bezpeénosti v porevoluéni Ceské republice, ktera navazala na dostupné znalosti z pfedchozi
historické etapy, kdy byla bezpe€nost feSena vyhradné statem a jeho bezpelnostnimi slozkami. | kdyz
se tento obor neustale vyviji, zistava v ném zakofenéna tendence k Uzkému nahledu na problematiku
a orientace zejména na objektovou bezpec€nost a technicka opatfeni. Aktualizace znalostni baze a
modernizace pfistupd mnohdy spociva pouze v rozs$ifeni bezpecnostnich opatfeni o ta netechnicka,
zejména rezimova.

Domnivame se, ze je nutné koncept fyzické bezpeénosti zasadné zménit, reflektovat sou¢asné potieby

organizaci a pfinést nové perspektivy a paradigmata. Za timto u€elem jsme rozsifili kliCové prvky
struktury fyzické bezpecnosti, které interpretujeme jako ,pilife fyzické bezpecnosti“.
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1.1. PILIRE FYZICKE BEZPECNOSTI

V pojeti nasich védecko-vyzkumnych i praktickych aktivit prezentujeme pilife fyzické bezpecnosti jako
Ctyfi segmenty, které spolu vzajemné souvisi, doplfiuji se a zohlednuji vSechny aspekty, které se
projevuji v kvalitativni rovni fyzické bezpecénosti.

Bezpecnostni management,

SRt bezpetnosti Bezpecénostni opatfeni

Vzdélavani Bezpecnostni kultura

Obrazek 1 Pilife fyzické bezpecnosti (Kotek, 2024)

Prvni z pilifd je bezpecnostni management, ktery zodpovida za zajisténi strategické, operativni i taktické
urovné fizeni bezpec¢nosti. Jeho ukolem je kontinualné vyhodnocovat bezpelnostni rizika, tvofit
dlouhodobé plany bezpeénostniho rozvoje, vytvaret a udrzovat vhodnou bezpeénostni dokumentaci,
planovat bezpecnostni opatfeni a zajiStovat jejich realizaci a udrzbu, provadét kontrolni ¢innost prvki
bezpelnostniho systému a jejich efektivity a v neposledni Fadé plnit roli reakéniho a operativniho fizeni.

Druhym pilifem jsou bezpeénostni opatfeni, ktera jsou zpravidla nejviditeln&jSim pilifem, a proto se jim
chybné pfiklada nejvy$si vaha. Spada sem celd fada prvkl jak technickych (systém elektronické
kontroly vstupu, kamerovy systém, poplachovy zabezpe€ovaci a tisfiovy systém, mechanické zabranné
systémy, krizové komunikaéni systémy aj.), tak netechnickych (rezimova opatfeni, fyzicka ostraha,
organizacni opatfeni — dokumenty, samotna struktura bezpecnostniho systému a nastavené procesy).
U bezpeCnostnich opatfeni je nutné vyhodnocovat jejich vhodnost, kterou nelze pIné prejimat
z referenénich implementaci, ale je nutné posuzovat je individualné, zejména jejich efektivitu a vyresit
jejich vzajemnou provazanost a architekturu ndvaznosti.

Tretim pilifem je bezpecnostni vzdélavani, které je dle naSeho vyzkumu stale upozadénou a
nedostateéné rozpracovanou oblasti, kterd je vSak podle nas naprosto klicova. Tento pilif poskytuje
osobam nachazejicim se v naSem zajmovém referencnim objektu bezpecnostni povédomi a relevantni
sadu znalosti a dovednosti, které pozitivné plsobi na bezpeénost systému, napf. znalost krizovych
procedur, ale také té&ch rutinnich, které jsou nutné k b&Znému provozu bezpe&nostniho systému. Na
zakladé celosvétovych zkusenosti vyplyva, Ze dobfe informovany ob&an, ktery vi, co ma délat, je
odhodlany proaktivné reagovat a plsobi preventivné svym situaénim povédomim, obezietnosti a
vSimavosti, dokaze pozitivné puUsobit na hrozby v oblasti fyzické bezpe&nosti — jak t&€m interagujicim
s materialnimi aktivy (krddeze, poSkozovani), tak t&¢mi lidskymi (nésilné napadeni) (Kotek, 2018).

Ctvrty, posledni, pilif je bezpeénostni kultura v referenénim objektu. Tato oblast je ve fyzické
bezpelnosti dosud nefeSenou problematikou. Filozofie bezpeénostni kultury (nebo také ,kultura
bezpelnosti“) pochazi z oblasti bezpeénosti a ochrany zdravi pfi praci (dale jen ,BOZP“) a zacala se
rozvijet zejména v segmentu energetiky po havarii jaderné elektrarny Cernobyl v roce 1986. V Ceské
republice je definovana Atomovym zakonem a povinna pro spolecnosti v nuklearni oblasti. (Kultura
bezpecnosti. Definice, pilife, vytvareni a rozvoj v organizaci, 2021) Pro jiné spoleénosti a organizace
neni povinnou, byt u velkych firem obvyklou. Vyhradné vsak v oblasti BOZP. V nasem pojeti je vSak
dllezitou soucasti i oblasti fyzické bezpecnosti a zkoumame zpusoby, jak tento pFistup implementovat
k jejimu posileni, zefektivnéni a zkvalitnéni.

Nas koncept ¢tyf zminénych pilifa fyzické bezpecnosti interpretujeme a vizualizujeme na ilustraénim
modelu ¢tyfnohého stolu, kde deska stolu reprezentuje urover bezpecénosti a kazda z noh stolu jeden
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z pilita fyzické bezpec€nosti. Dokud jsou nohy stolu pfiblizné stejné dlouhé, tedy vSem piliftim je
vénovana stejna pozornost, je stabilni i deska stolu reprezentujici uroven fyzické bezpec€nosti. Tu Ize
zvysSit pfi zachovani efektivnosti a stability bezpe¢nostniho systému soub&znym zvysovanim vSech &tyf
noh, tedy rozvoji vdech pilifd rovnomérné a soucasné (Obrazek 2).

Bezpecnost

Bezpecnostni
management

Bezpecnostni
opatreni

Bezpecnostni
kultura

Vzdélavani

Obrazek 2 Vizualizace stability pilifd fyzické bezpecnosti (Kotek, 2024)

Dojde-li v8ak k nerovnomérné investici do téchto pilifl, zpusobi to nerovnovaznost systému a
destabilizaci bezpec&nosti uvnitf organizace. Pfi extrémni nerovnovaznosti se pak stava systém
nefunkénim a zcela zavislym jen na nékterych z téchto pilifd. Toto vSak poskytuje jen imaginarni
bezpecnost a pfi prevenci, reakci a zmirfiovani dopadd bezpeénostniho incidentu naprosto selhava.
Tohoto stavu Ize docilit bud pfiliSnou investici do jedné nebo vice oblasti, opomenutim nékterych oblasti
nebo kombinaci téchto faktorti (Obrazek 3).

Bezpecnostni
opatreni

Vzdélavani Bezpeénostni

kultura

Obrazek 3 Vizualizace nestability pilifi fyzické bezpeénosti (Kotek, 2024)

Jako pfiklad uvedme situaci, kdy dochazi k velké finan¢ni investici do technického zabezpeceni (pilif
bezpelnostnich opatfeni), ale neni efektivné nastaven systém fizeni, chybi postupy a reakce pro
bezpelnostni i nebezpelnostni personal, nejsou nastaveny role a odpovédnosti, nejsou dofeSeny
navaznosti a propojeni jednotlivych technickych prvkd (uloha pilife bezpe¢nostniho managementu), lidé
nejsou dostateéné edukovani, co maji v pfipadé konkrétnich situaci délat. V takovém pfipadé mize
dochéazet k tomu, Ze je v objektu instalovan moderni a sofistikovany kamerovy systém, ktery nikdo
nemonitoruje, nikdo nereaguje na zaznamenané nezadouci chovani nebo bezpe&nostni incidenty, lidé
nevi, co maji v pfipadé nebezpedi nebo svédectvi zavadového jednani délat, tudiz kazdy jedna podle
svého nejlepsiho uvazeni, coz mize vést k nezadouci nebo neefektivni reakci a samotna bezpecnostni
opatfeni jsou chapana jako nechténa omezeni bez pochopeni jejich vyznamu.

1.2. FYZICKA BEZPECNOST JAKO EKOSYSTEM

Pro dosazeni maximalniho potencialu bezpecnostniho systému je nutné, aby bylo portfolio obsazenych
prvkl co nejriznorodéjsi a fungovaly ve vzajemné symbidéze. Se zamérenim na tento aspekt rozvoje
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bezpecnostniho systému se da dosahnout synergického efektu, kdy celek benefituje ze vzajemného
precizniho propojeni a poskytuje vétsi efektivitu proti nezadoucimu chovani, nez je pouhy soucet i
efektivity individualnich prvkd.

Tento princip, nazyvany ,ekosystémova teorie*, pochazi z pfirodnich véd a popisuje fungovani
vybraného biotopu a jeho odolnost proti zmé&nam a pfirodnim katastrofam. Sledovanou vlastnosti
systému je fakt, Ze ¢im rlznorodéjsi a pestrejsi je zastoupeni biotickych a abiotickych prvk(, tim lépe
odolava negativnim vlivim, jako je pozar, vichfice aj. Vysoce heterogenni prostfedi vyuziva zminéné
synergie k tomu, aby efektivné ustaly jako celek externi vlivy, nehledé na dil¢i 8kody, které udalost
zpusobila. Prostfedi pak dokonce ze situace vychazi silnéjSi a odolnéjsi nez pfed negativnim zasahem.
Pfikladem muze byt tropicky prales, ktery dokaze odolavat vnéjSim vliviim s vysokou efektivitou. Diky
rdzné vysokym a hustym porostlim je odolny proti vétrnym pohromam. Pozar mlze zasahnout zna¢nou
¢ast, ale nevyhubi vesSkerou vegetaci, a dokonce nékteré druhy zac¢nou tézit z chemickych prvki
vzniklych pfi pozaru. Pokryji misto pozaru a podporuji rist dalSich vin rostlin, popadané stromy vyzivuji
procesem trouchnivéni okolni rostlinny pokryv atd. (Kotek, 2018)

Stanovena vyzkumna hypotéza (Kotek, 2018) vychazi z pfedpokladu zalozeném na praktickych
zkuSenostech na riznych bezpecnostnich pozicich a deklaruje, ze obdobny princip funguje i v oblasti
fyzické bezpecnosti, kde rlznorodost bezpecénostnich prvk( zefektiviiuje bezpecénostni standard a
poskytuje mnohem vétsi variabilitu reakce na bezpe€nostni hrozbu nebo nezadouci udalost. Diky této
variabilité se zvySuje Sance, Ze nékterym z prvkd bude bezpecnostni hrozba eliminovana v preventivni
fazi (odrazeni od provedeni), bude dosazeno pohotové a ucinné reakce (reakéni faze) anebo bude
vytvoreno prostfedi pro rychlé zastaveni dopadUl po ukonéeni plsobeni zdroje hrozby (faze zmirnéni
dopadu).

Nezbytnym pfedpokladem je ale ucinné provazani jednotlivych prvkd, které spolu dokazou
spolupracovat, podporovat své silné stranky a doplfiovat ty slabé. Ve vhodné designovaném
bezpelnostnim ekosystému dokonce dochazi k znasobeni prevence, reakce a mitigace, kdy na hrozbu
v rtznych fazich pudsobi hned nékolik bezpeénostnich prvka.

Takovy ekosystém je velmi slozita architektura, ktera zabere znacné mnozstvi prace a financnich
prostfedkl, nicméné miize byt zdrojem inspirace pro nové budované nebo remodelované bezpecénostni
systémy. Predpokladem je dostatecna odbornost zainteresovanych osob a dokonalé poznani procesu
a struktury zkoumané organizace. Zjednodusena ilustrace provazani prvkl bezpe¢nostniho ekosystému
je na obrazku nize.

Bezpecnostni

vyhodnocuje
y management w‘

reaguje

Skoleni,
vzdélavani

nastavuje kontroluje

/ja jak

pravidla

Bezpecnostni

reaguje i ; kultura
Rezimova

opatreni

Fyzicka Technicka

ostraha obsluhuje opatfeni

podporuje

Obrazek 4 Provazanost prvkd ekosystému fyzické bezpec€nosti (Kotek, 2024)
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Cilem takového zaméru je vytvofit provazany synergicky systém, ktery dokaze spole¢nym pusobenim
reagovat na Sirokou paletu hrozeb, efektivné je zvladat a napomahat vyrovnat se s negativnim
pusobenim. Hlavni motivaci je fakt, Ze i pfes dlikladnou analyzu rizik m{ze pfijit ne€ekana udalost nebo
nezohlednéna varianta nebezpeci. Takovy systém dokazZe reagovat autonomné bez nutnosti akutni
reakce pro Upravu aktualnim podminkam dynamicky se meénici situace. Tento systém pak jako
samostatny mechanismus reaguje na vyskyt hrozby. Vizualizace nize prezentuje silu spojeni
jednotlivych prvkd do jednoho systému (Obrazek 5) prestoze pro samostatné prvky by zvladnuti hrozby

bylo mnohem obtiznéjSim problémem.

Bezpecnostni
management

Skoleni,
vzdélavani

ReZimova
opatreni

Bezpecnostni
kultura

Fyzicka Technicka
ostraha opatreni

Obrazek 5 Resilience prvku fyzické bezpecnosti (Kotek, 2024)

2. BEZPECNOSTNIi KULTURA

Bezpecnostni kultura (mlze byt oznacovana také jako kultura fyzické bezpecnosti) v organizaci je
kolektivnim pfistupem k feSeni bezpecCnostnich otazek, kdy je plosné Sifeno a zajistovano vysoké
povédomi o relevantnich bezpecnostnich tématech, postupech, znalostech a dovednostech a zaroven
dochazi k osobni angaZovanosti kazdé osoby. K tomu je nutné peclivé a dlouhodobé& podporovat a
kultivovat pozitivni vnimani bezpec€nosti internim personalem a udrzovat otevienou komunikaci
zaloZenou na vzajemné duvérfe.

Predpokladem je pfijeti osobni odpovédnosti za osobni bezpedi, bezpeli svého okoli a celého systému
kazdym jednotlivym &lovékem. Organizace v takovém pfipadé pini roli organizatora a mediatora tvorby
bezpecnostniho systému, kdy zejména:

¢ Vyhodnocuje rizika

e Realizuje bezpeé&nostni opatfeni

e Poskytuje vzdélavaci servis

Je v8ak nutné zménit vnimani osobniho bezpeti jako odpovédnosti provozovatele mista, kde se pravé
nachazim (zaméstnavatele, Skoly, Ufadu, nemocnice...), a pfijmout fakt, Ze v pfipadé nebezpedi bude
ohroZena osoba ta, ktera je prvni v misté a €ase incidentu a ma tak jako jedina na incident reagovat.
Sebelepsi bezpecénostni opatieni potiebuje urc€itou reakéni dobu k tomu, aby se projevila. Tuto dobu je
nutné preklenout vhodnym pusobenim pravé dotéeného jedince. Spoléhat v prvnich chvilich nelze ani
na statni bezpec€nostni slozky (policie), které se o incidentu musi nejprve dozvédét, dopravit své sily na
misto incidentu, zkoordinovat postup a teprve poté provést nutny zakrok. Takové uvédoméni je pro
béZného Clovéka nepfijemnym zjisténim, mnohdy az zastraSujicim, je vSak nutné, aby probéhlo. Teprve
po této zméné pristupu mohou zacit fungovat oblasti jako edukacni pfiprava, praktické nacviky a jiné
kvalifikaéni aktivity, které pomahaji lidem zvladat nebezpecné situace. Jak bylo zminéno vyse, pravée
adekvatni a pohotova reakce lidi v misté incidentu je naprosto klicova.
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K tomu, aby lidé zménili svilj zplsob uvazovani na proaktivni, slouzi pravé bezpecnostni kultura, ktera
vhodnou, nenasilnou formou otevira dulezita témata, zvySuje povédomi o bezpecénosti a transformuje
uvazovani lidi o bezpec¢nosti na néco, co je béznym a spoleCensky dulezitym tématem, kterému by se
méli vénovat i mimo své profesni zaméfeni, a chapali ho jako soubor béznych lidskych znalosti, jako je
tfeba znat dopravni pfedpisy nebo zakony své zemé. (Kotek, 2024)

3. DULEZITE OBLASTI VZDELAVANI

Béhem predchoziho vyzkumu (Kotek, 2018) byly identifikovany klicové oblasti, které hraji dulezitou roli
pfi zvladani bezpecénostnich incidentld. Tyto oblasti jsou v sou¢asné probihajici védecko-vyzkumné
Cinnosti dale zkoumany, prohlubovany a kategorizovany na konkrétni znalosti, dovednosti a schopnosti.

V obecné roviné se v3ak jedna o tyto tematické celky:

Zaklady fyzické bezpeénosti — soubor Skolicich materiall, které u¢astnikim poskytuji uceleny
vzhled do této problematiky a seznamuji se souc¢asnym stavem fyzické bezpecnosti v zajmové
organizaci tak, aby lidé vnimali prvky, ze kterych je bezpe€nostni systém slozen, a pozitivné je
prijali jako soucast bezpecného a komfortniho prostfedi. Sou€asné obsahuji zakladni postupy,
které tvofi elementarni znalost problematiky fyzického bezpeci. Obsazeny jsou témata, jako je
aktivni uto€nik, komunikaéni postupy pro hlaseni relevantnich informaci, rozvoj bezpe¢nostni
vSimavosti a mysSlenky, které navadi ucastnika Skoleni k pfijeti osobni odpovédnosti za svou
bezpecnost a k proaktivni angazovanosti v jejim posilovani.

Prvni pomoc - oblast, ve které by mélo byt stupfiovitym zplisobem realizovano teoretické, ale
i praktické vzdélavani v ukonech zachrarujicich lidsky zivot, jako je oSetfeni traumatickych
zranéni, popalenin, vaznych drazu, zastavé krevni nebo dechové soustavy a stavy bezvédomi.
Krizova komunikace — dulezita oblast, ktera se projevuje v preventivni fazi pfi deeskalaci
konfliktu, ale i v reakeni fazi pfi koordinaci €innosti vedoucich k zastaveni hrozby, informovani
bezpecnostnich slozek a rychlému zastaveni stale pasobcich dopadi incidentu.

Postupy a povédomi — rozpracovavaiji se typové situace a postupy, jak se maji rizné kategorie
lidi zachovat v pfipadé, Zze se v ni vyskytnou. Zohlednény jsou jak krizové situace, tak
mimoradné incidenty, méné zavazné bezpec&nostni incidenty, ale i béZné rutinni bezpe€nostné-
relevantni €innosti.

Bezpecnost a ochrana zdravi pfi praci, pozarni ochrana — oblast Skoleni, ktera je ulozena
zakonem v pfedepsaném rozsahu.

Prvni pomoc

Krizova komunikace

Zaklady fyzicke

2 2 Sebeobrana
bezpecnosti

Postupy a povédomi

BOZP a PO

Obrazek 6 Relevantni témata vzdélavani v oblasti fyzické bezpecnosti (Kotek, 2024)
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Vzdélani v téchto oblastech je uUzce propojeno pravé s bezpecnostni kulturou. Vychazime
z predpokladu, Ze vhodné& vytvofenou poptavkou (budovanim a kultivaci bezpe€nostni kultury)
dosahneme realného zajmu o bezpeénostni vzdélavani, které organizace nabizi. Ugastnici $koleni,
kurzd, webinaf, nacviki a seminaf( tak budou pozitivné motivovani (vnitini podnét) k ziskavani
znalosti a dovednosti ve vySe uvedenych oblastech, coz se projevi na efektivité procesu uceni se u
jednotlivych Ucastnika. Povinna Skoleni  vychazi  zvnégjSiho podnétu (stimulace
zaméstnavatelem/instituci), kdy sice dochazi k mnohem vétSi u€asti na vzdélavacich akcich, ale
s nizkou mirou uceni se — uc€ast u vétsiny osob bude pasivni bez vnitini motivace ziskat pfedavané
znalosti a dovednosti. (MiCulkova, 2025)

Pfedpokladem vSak je nastaveni synergie vzdélavacich moZzZnosti, které realizuje organizace
(poptavka), a vytvoreni adekvatni nabidky skoleni, nacvikl a jinych vzdélavacich akci. Vhodné je zajistit
vétsi nabidku rlznych formatd a zpusob(l vzdélavani, aby si zajemce mohl zvolit zpUsob, ktery je jeho
potfebam odpovidajici — fyzicky/online, s lektorem/bez lektora, teorie/praxe, rizné dny a denni doby.
(Mic¢ulkova, 2025)

4. ROZVOJ BEZPECNOSTNI KULTURY

Nastaveni bezpecnostni kultury v oblasti fyzické bezpec€nosti je naroénou vyzvou. V tomto tématu
neexistuje dostatené komplexni védecky vyzkum, ktery by byl aplikovan v praxi a dlouhodobéji
prezentovan. Z tohoto divodu vidime védecko-vyzkumny potencial tohoto tématu.

Referenci mozného pfistupu k rozvoji bezpe€nostni kultury fyzické bezpecnosti mize byt pFistup
Univerzity TomaSe Bati ve Zliné, ktera od ledna 2025 pfijala novou vzdélavaci a propagacni strategii
fyzické bezpecnosti zahrnujici systematickou realizaci vzdélavacich aktivit ve vySe zminénych
oblastech, dopInénou o propagacni kampan slouzici k Sifeni povédomi o vzdélavacich aktivitach,
bezpelnostné vyznamnych tématech a vytvofeni bezpe&nostni kultury.

Ve svych aktivitach vyuziva principll a nastroji marketingu, budovani pozitivni image fyzické
bezpeclnosti a zlepSovani vefejného i interniho vnimani této oblasti. V tomto tématu bylo realizovano
nékolik kroku:

e Vlastni zna¢ka zahrnujici barevny design, logo a motto fyzické bezpeénosti — cilem bylo
vytvofit fyzické bezpecénosti viastni znacku, ktera by byla jasné identifikovatelna, rozpoznatelna,
designové sladéna s univerzitnim designem. Pro motto byla vyuZzita zkratka univerzity (UTB) a
upraveno naborové motto do finalniho: Bezpecnost zaina UTeBe. Logo fyzické bezpecénosti
vychazi z oficidlniho loga univerzity, které je transformovano do stylizovaného Stitu jako
symbolu bezpeéi.

-

Bezpecnost
zacina UTeBe!

Bezpecnost za¢ina UTeBe

Obrazek 7 Ukazka loga a motta fyzické bezpecnosti UTB (Miculkova, 2025)

e Bezpeénostni newsletter — pro rozsifeni povédomi o Cinnosti univerzity v oblasti fyzické
bezpeclnosti byla zfizena specialni e-mailova adresa, ktera slouzi vyhradné pro komunikaci se
zameéstnanci a studenty o bezpecénostnich tématech. Pfes ni je v nepravidelnych intervalech
rozesildn informaéni newsletter, ktery &tenéfe stru€nou formou seznamuje s prob&hlymi
akcemi, novinkami v bezpecnosti na UTB a odkazy k dalSimu rozvoji.
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Bezpecnostni newsletter
Leden 2025

i utb.cz
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Tyto kroky o vhodné zndt a Upind nejlépe s je
vyzkouset na viastni k2. 1 10 bude pro zéjemce
bezy mazné,

Ne ve viech prostorech jo viak snadné se
nouzové ukiyl @ zabadkidovad. Jednd se
26jména o volké plednbikoré mistnosti bez
voiného nabytku. § timio omezenim jsme se
nespokop, a potidili prolo bariéry Nightiock.

Stall jsme 5o tak prvni univerzitou v ER, Merd
polidia tylo specidini bariéry. Jejich pouzil je
snadné, rychké a spolehiivé.

Jak plesné fungui? Mrknéte na nase video!

N\,
9

Bezpetné prostiedi je natim spolednym cilem.
UTB udéid vée pro 10, aby pro jeho napinén
udélala maximum.

Kaidy z nds véak musi pfijmoul svij dil
odpovédnosti @ na tomio dkolu se akivné
podiet

Torto spolecny zévazek shmuje nase motto,
Kleré jsme doplali 0 novy symbol bezpeénosini
kampand, aby nam noustdlo pfipominal, 2o
bezpeénost zating u ka2dého z nas.

Strinka fyzické bezpecnosti

00000

Obrazek 8 Bezpecnostni newsletter UTB (Bezpecnostni newsletter UTB, 2024)

Socialni sité — platformy jako Facebook, Instagram a YouTube jsou efektivnimi nastroji pro
sdélovani informaci. Zejména diky tomu, ze zhruba 90 % lidského faktoru na univerzité tvori
studenti, z nichz vétSinu tvofi prezencni studenti ve vékovém rozmezi cca 20-25 let. Generace
téchto lidi bere zminéné platformy jako béznou soucast zivota a komunikace pres né je efektivni
cestou, jak zajistit dosah sdélovanych informaci. Pro tento typ komunikace je nutné upravit i
format informaci, kdy se jedna zpravidla o kratké videopfispévky nebo fotky (s pfipadnym

odkazem na delSi stopaz).

Obrazek 9 Bezpecénostni témata na sociélnich sitich UTB (Instagram UTB ve Zliné&, 2024)

Bezpeénost |
& <ouknout na celou uunn:l

™ NaUTBje
™ pezpecnost
- -
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e Webové stranky — zakladni platformou pro dostupnost informaci o fyzické bezpecénosti jsou
dedikované webové stranky. Ty slouzi zejména jako vzdélavaci nastroj, ale svou strukturou se
snazi podporovat také rozvoj bezpeénostni kultury, proto je mozné je zaradit i do tohoto pilife
fyzické bezpecnosti.

il Univerzita Tomage Bati ve Zliné  Faxuwrvasoucas UNIVERZITA  UCHAZEC ~ SPOLUPRACE  VEDAAVYZKUM  ABSOLVENT

Fyzickabezpecnost

Kontakt

Hlaseni bezpecnostnich Ing. Luké$ Kotek

frcdontild podnitd R FYZICKE BEZPECNOSTI
VZDELAVACI MATERIALY v EZPECNO
Yo 1420739 524 TEL: +420 739 624 808

POSTUPY PRO TYPOVE SITUACE e-MAIL: bezpecniost@uth.cz EMAIL:

NEWSLETTERY

NADCHAZEJICI DOLEZITADATA

Obrazek 10 Webova stranka fyzické bezpecnosti UTB (Univerzita Tomase Bati, 2025)

ZAVER

Tento ¢lanek mél za cil pfedstavit ¢tenafim problematiku bezpeénostni kultury a prezentovat myslenku
moznosti jejiho vyuziti ke zvySeni efektivity bezpe€nostniho vzdélavani. Predstavil novy, rozSifeny
koncept pilifG, z néhoz je slozena struktura fyzické bezpecnosti a také konceptualni model fyzické
bezpecnosti jako vzajemné provazaného, variabilniho a riiznorodého ekosystému, ktery diky své
vzajemneé synergii dokaze mnohem Iépe reagovat na velkou $kalu bezpecnostnich hrozeb. Oproti bézné
praxi je akcentovana role vzdélavani a proaktivniho pfistupu osob v daném prostfedi. Tato proaktivita
je vSak zavisla na pfijeti osobni odpovédnosti za podileni se na tvorbé bezpe&ného prostfedi a ochoté
se v této oblasti vzdélavat a své dovednosti prohlubovat. Jako efektivni cestu, jak toto pozitivni smySleni
0 bezpecnostnich tématech Sifit, se nam jevi cilené a systematické budovani bezpe€nostni kultury a jeji
neustala kultivace. Koncept bezpelnostni kultury neni zcela novym tématem, v oblasti fyzické
bezpelnosti vSak dosud nebyla v SirSi mife vyuZita a jedna se o nedostate¢né pokryté téma védecko-
vyzkumnych aktiv i praktickych, bezpe&nostné manazerskych &innosti. Clanek svym textem predstavil
princip bezpec¢nostni kultury a autorsky koncept moznosti jejiho vyuziti pro oblast fyzické bezpecnosti.
Zavér prace prezentoval nékteré konkrétni kroky, kterymi byla bezpe&nostni kultura cilené podporovana
a na kterou je navazano dalSimi strategickymi ¢innostmi k rozvoji bezpecnostniho povédomi a budovani
kultury bezpec€nosti na Univerzité Tomase Bati ve Zliné. Jedna se o novy, nevyzkouseny pfistup, ktery
je nutné dlouhodobéji zkoumat, vyhodnocovat a dostateéné akademicky i prakticky prozkoumat. Pfesto
se uz nyni jevi jako inovativni pfistup, ktery ma potencial posunout bazi védeckého poznani o nové
poznatky a rozsifit ,dobrou praxi“ bezpe€nostniho managementu dal§im smérem.
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VYUZITi UKOLOVYCH KARET V KOORDINACNICH PLANECH
THE USE OF TASK CARDS IN COORDINATION PLANS

PAVEL KRAL, DORA KOTKOVA

ABSTRACT: The article examines the use of task cards in the development of a coordination plan as an effective tool for
accelerating and simplifying procedures in the event of security incidents. It is based on the premise that converting scenarios
into a concise and graphical form significantly improves orientation within the plan and increases the overall clarity and efficiency
of the established procedures. The aim is to present the essence of using task cards and to propose principles for their design,
structure, and accessibility, including recommendations for regular training and exercises that continuously contribute to the
gradual improvement of organisational preparedness and process efficiency.

KEYWORDS: Task cards. Coordination plan. Security. Security incidents.

uvoD

Problematice bezpeénosti je v dnesni dobé vénovana stale vétsi pozornost. Organizace se v fadé
pfipadl zacinaji aktivnéji zajimat o vlastni bezpeénost. S timto trendem souvisi rostouci poptavka
po rtznych bezpecénostnich dokumentech, jako je napfiklad koordinaéni plan, od kterého si organizace
slibuji zvy$eni reakceschopnosti na neéekané bezpeénostni incidenty. Clanek se bude zabyvat vyuzitim
ukolovych karet v ramci koordinaéniho planu, aby byl zajistén pozadovany pfinos na rychlost,
efektivnost a spravnost feSeni vzniklé nezadouci situace a byly odstranény pfipadné nedostatky, s nimiz
se mohou organizace setkavat pfi snaze vyuzit zpracovany koordinacni plan.

Clanek nejprve popi$e koordinaéni plan a jeho nezbytné soudasti pro uvedeni adekvatniho kontextu
problematiky, a nasledné se bude vénovat samotnym bezpec¢nostnim incidentim, jejichz postupy feseni
ma koordinacéni plan obsahnout v ramci jednotlivych scénafii. Dale bude popsano, jakym zplsobem
jsou ukolové karty tvofeny, aby byly pfehledné, umozhovaly snadnou orientaci a obsahovaly logicky
Clenéné kroky podle priority a fazi incidentu. Budou rovnéz zminény kliCové kroky pro zajisténi
efektivniho vyuzZivani vytvofenych karet, v€etné jejich dostupnosti pro jednotlivé osoby. Soucasné
je nutné zduraznit proskoleni a nacvi€ovani postupl podle vytvofenych scénafll s vyuzitim ukolovych
karet.

1. KOORDINACNI PLAN

Koordinac¢ni plan je jednim z Fady bezpecnostnich dokumentl, které organizace mize zpracovat
za UuCelem zvySeni své pfipravenosti na neekané a nezadouci udalosti. Stavi na principu,
ze systematicka pfiprava vedeni organizace na mozny vznik takovych udalosti a stanoveni jasnych
postupll, jak v takovych situacich postupovat, vede k vyrazné efektivnéjSimu feSeni incidentd
a k rychlejSimu obnoveni standardniho provozu organizace. Aby byl takovy dokument efektivni
a vyuzitelny v praxi, je nutné jej zpracovat na miru konkrétniho objektu tak, aby obsahl veSkeré
specifické potfeby, jako je napfiklad organizacni struktura, oblast plisobeni nebo prostfedi, ve kterém
se organizace nachazi (Ben David, 2025a).

Mezi dali typy bezpeénostnich pland se v ramci Ceské republiky fadi napfiklad také ,Plan krizové
pfipravenosti“, jehoz nalezitosti a sou€asti jsou pevné legislativné vymezeny nafizenim vlady (Nafizeni
vlady &. 462/2000 Sb., 2000) a jeho zpracovani je popsano také v metodickém dokumentu ,Metodika
zpracovani planu krizové pfipravenosti podle § 17 az 18 nafizeni vliady €. 462/2000 Sb., k provedeni
§27 odst. 8 a § 28 odst. 5 zakona ¢. 240/2000 Sb., o krizovém Fizeni a o zméné nékterych zakon
(krizovy zakon), ve znéni pozdéjsich predpisd“ (Ryba, 2011). Tento dokument je zpracovavan pfevazné
subjekty kritické infrastruktury nebo dalSimi subjekty, jimz tuto povinnost ukladaji pravni pfedpisy (Zakon
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€. 240/2000 Sb., 2000). Vyznamnym rozdilem je také to, Ze tento dokument se zabyva feSenim
krizovych situaci a mimofadnych udalosti, ale nefesi jiné potencialné Skodlivé udalosti. DalSi vyznamny
rozdil spociva v tom, Ze plan krizové pfipravenosti kon¢i pfijezdem slozek Integrovaného zachranného
systému (IZS) na misto (Ben David, 2025a, 2025b; Hromada, 2024). Za zminku stoji také ,Havarijni
plan®, jehoz obsah je opét legislativné upraven a ktery je zpracovavan povinné subjekty, jimz tuto
povinnost uklada relevantni pravni pfedpis (Zakon €. 224/2015 Sb., 2015). Tyka se vyhradné otazky
zavadnych latek a zavaznych havarii ¢i mimoradnych udalosti, které jsou s nimi spojeny. NefeSi vSak
jiné potencialné skodlivé udalosti (Ben David, 2025a, 2025b).

Zpracovani koordina¢niho planu neni legislativné upraveno, ale je popsano napfiklad v metodickém
dokumentu ,Metodika koordinace mékkého cile pro faze po zavazném incidentu aneb jak se vyrovnat
s nastalou zavaznou situaci“ (Ben David, 2025a) nebo v navazujicim metodickém dokumentu ,Jak se
pfipravit na zavaznou situaci? Koordina¢ni plany pro mékkeé cile“ (Ben David, 2025b). Tyto metodiky se
konkrétné vénuji tvorbé a vyuziti koordinaéniho planu a jeho aplikaci u mékkych cill. Koordina¢ni plan
je vSak dokument, ktery mize byt zna¢né uziteény pro vSechny typy objektl, ale vypracovava se
organizacemi Gisté z jejich vlastni iniciativy, a proto se maze pfistup k jeho tvorbé vyrazné lisit. Timto
se znac¢né odliSuje od jinych jiz zminénych pland. Dal$im vyznamnym rozdilem je, Ze i kdyZ se tato
metodika znaéné vénuje spolupraci a komunikaci organizace se slozkami I1ZS, postupy uréené v planu
kon&i az navratem do bézného provozu, nikoliv pfijezdem slozek IZS na misto (Ben David, 2025a,
2025b).

Aby dokument splnil sv(j Uéel, musi byt zpracovan ve struéné a pfehledné formé tak, aby umoznil
predani vSech nutnych informaci relevantnim osobam i bez hlubsich znalosti v oblasti bezpe¢nosti. Plan
musi byt zaroven dostate¢né konkrétni a pokryvat celou fadu moznych incident(, pfi€¢emz by jeho forma
méla umoznovat rychly pfistup k potfebnym informacim bez nutnosti procitani rozsahlého textu. Mél
by obsahovat pouze stru¢né definice klicovych pojml a kratky Uvod objasniujici vyznam dokumentu.
Dilezité je také na zaCatku koordinacniho planu zavést klicové zkratky, které umozni rychlejsi orientaci
v textu (Kral, 2025).

Dale je nutné zahrnout seznam incidentd, pro které bude plan zpracovavat konkrétni scénare a které
tak povedou k jeho aktivaci. Tyto incidenty by mély zahrnovat nejen nasilné utoky, ale také jiné, pro
organizaci relevantni udalosti (Ben David, 2025a; Kral, 2025). Pro ucely zjisténi moznych incidentd je
vhodné vyuzit napfiklad vyhodnoceni ohroZenosti na zakladé metodického dokumentu ,Vyhodnoceni
ohroZenosti mékkého cile aneb co, kdy, kde a od koho vam hrozi“ (Kavlach, 2025). Metodika
se konkrétné vénuje dané problematice z pohledu mékkych cild, je vS8ak mozné ji vyuzit i pro jiné typy
objektl.

Dilezitou soucasti je také urCeni osob, typicky ¢lend vedeni organizace, ktefi budou zodpovédni
za provadéni jednotlivych kroku stanovenych koordinaénim planem. Takto uréenou skupinu lze
napfiklad nazyvat jako ,koordinac¢ni §tab“ (Ben David, 2025a; Kral, 2025).

V ramci planu je jasné stanoveno, kdo jsou ¢lenové tohoto Stabu, jaké jsou jejich pozice a odpovédnosti
v pfipadé aktivace koordinacniho planu, véetné podrobného popisu Ukold specifickych pro uréené
incidenty. Koordinacni $tab je Casto inspirovan organizacni strukturou dané organizace a z tohoto
dbvodu se miize mezi subjekty vyrazné lisit. Pfi jeho sestavovani je také nutné individualné posoudit
osobnost kazdého potencialniho ¢lena z hlediska schopnosti zvladat rozhodovani a jednani
ve stresovych situacich, a na zakladé tohoto posouzeni zvazit obsazeni jednotlivych roli ve Stabu. Mezi
pozice, ze kterych se muze koordinacni Stab skladat, patfi napfiklad:

e pFedseda koordina¢niho Stabu,
koordina¢ni manazer,
zapisovatel,
koordinator komunikace,
tiskovy mluvéi,
koordinator informacni a technické podpory (Kral, 2025).

Soucasti planu musi byt také popis procesu aktivace koordinaéniho Stabu. Pfedevsim je nutné stanovit,
kdo a jakym zpusobem toto rozhodnuti provadi. Je zde kladen dlraz na skute¢nost, Ze je vzdy lepSi
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provést i potencialné chybné rozhodnuti, které Ize pozdéji pozménit i zrusit, nez zlstat u necinnosti,
ktera miize mit zavazné nenapravitelné nasledky. Sou¢asné je nutné vhodné nastaveni komunikace jak
uvnitf koordinaéniho Stabu (informovani o aktivaci a nasledna komunikace pfi feSeni incidentu), tak
i s ostatnimi ¢leny organizace a s vnéjSim prostfedim (s médii, vefejnosti a statnim aparatem) (Ben
David, 2025a).

Samozfejmosti jsou také pfilohy, které museji poskytovat vSechny podstatné informace uréenym
osobam v pfehledné a snadno vyuzitelné formé. Jedna se nejcastéji o mapy a plany budov, seznam
vSech ¢lenu koordina¢niho Stabu a kontaktni informace na v§echny zainteresované osoby (napfiklad
¢leny koordinaéniho $tabu nebo rlizné dodavatele). Pravdépodobné nejdulezitéjsSi jsou zde vSak uplné
postupy (scénare) pro vybrané incidenty, uréené jednotlivym &leniim (Ben David, 2025a).

2. ZAVAZNE BEZPECNOSTNI INCIDENTY

V ramci koordinaéniho planu je nutné definovat, na jaké situace se dokument vztahuje a pro jaké
udalosti budou zpracovavany detailni scénafe. Lze je vymezit napfiklad jako ,zavazné bezpecnostni
incidenty”, u nichz se pfedpoklada, ze pfi jejich vzniku dochazi k bezprostfednimu ohrozeni Zivot(
a zdravi osob, popfipadé k zavaznému naruseni standardniho provozu organizace. Spoleénym rysem
vSech takovych situaci je, Ze je nelze efektivné zvladnout bez vyuziti koordinovaného postupu ¢lent
organizace s vyuzitim koordinacniho planu. DalSim typickym spoleCnym rysem je také
nepfedvidatelnost jejich vzniku (Kral, 2025).

Z takto definovanych incidentd je nutné vytvofit seznam udalosti, pro které organizace zpracuje
jednotlivé postupy. Seznam zavaznych bezpecénostnich incidentd muze napfiklad obsahovat tyto
situace:

e ozbrojeny utok v objektu,

e zAvazny pozar v objektu,

e vyhruzka utoku nebo nastraznym vybuSnym zafizenim v objektu,

e agrese beze zbrané v objektu,

e zavazna havarie v objektu (rizné typy),

e kyberneticky utok nebo jeho zvy3ené riziko (Kral, 2025).

Seznam i samotna definice musi vzdy odrazet prfedevsim potfeby, specifika a moznosti konkrétni
organizace. Je rovnéz doporu€eno vytvofeny seznam konzultovat s relevantnimi slozkami IZS (Ben
David, 2025a).

Pro incidenty v takto vytvofeném seznamu jsou nasledné zpracovavany konkrétni scénare. Ty jsou vzdy
rozdéleny podle jednotlivych €lend koordina¢niho Stabu a obsahuji vS8echny vyznamné kroky, které
ma dana osoba provadét, aby bylo mozné efektivné zvladnout feSeny incident a minimalizovat jeho
dopady (Kral, 2025). Je zaroven dilezité obsahnout i na prvni pohled samoziejmé kroky, protoze pravé
ty mohou byt pod vlivem stresu snadno opomenuty (Ben David, 2025a).

V pfipadé vzniku zavazného incidentu jsou Casto nejkriti¢téjSi prvni desitky minut od jeho vypuknuti,
kdy kazda reakce mize vyznamné ovlivnit dal§i vyvoj situace. Spravné pfipraveny scénar tak
predstavuje zéklad rychlé a efektivni reakce, pfi¢emz by mél pfedchazet tédpani, nerozhodnosti
¢i chybam pfi feSeni vzniklého incidentu. Tim Ize minimalizovat potenciaini nasledky nezadoucich
udalosti a sou€asné urychlit navrat organizace do bé&Zzného provozu (Ben David, 2025a).
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Obrazek 1 Rozdil mezi pfipravenym a nepfipravenym mékkym cilem (Ben David, 2025a)

Je dulezité také podotknout, Ze efektivitu i u dobfe vytvofeného scénafe miize snizovat jeho forma
zpracovani. Z divodu nutnosti zahrnout velké mnozstvi informaci a obsahlych postupu pro fadu scénar
a ¢lend $tabu muze velmi snadno dochazet k obtizné orientaci v dokumentu. V textové podobé jsou
jednotlivé scénafe pro jednotlivé ¢leny Casto nepfehledné, zmate€né a neumozfiuji rychlou orientaci.
Zaroven je také velmi nepraktické, aby dany €len Stabu musel ve stresové situaci pfi vzniku zavazného
bezpecnostniho incidentu listovat celym dokumentem, hledat pfisluSny scénaf pro vzniklou situaci
a teprve poté vyhledavat konkrétni postup relevantni pro jeho pozici. Takto mize dojit ke ztraté
drahocennych minut, které by mohly byt vyuzity k provadéni zasadnich krokd nezbytnych pro zvladnuti
daného incidentu.

3. VYUZITi UKOLOVYCH KARET JAKO NASTROJE V KOORDINACNICH PLANECH

Problém s pfehlednosti, pfistupnosti a orientaci ve zpracovanych scénafich Ize vyznamné zlepsit
prevedenim informaci do grafické podoby, napfiklad ve formé& ukolovych karet. V této podobé vznika
kompaktni celek informaci, ve kierém ma dana osoba po ruce veskeré potfebné informace pro efektivni
zvladnuti situace.

ZAKLADNI PRINCIPY VYUZITi UKOLOVYCH KARET

Samotné ukolové karty museji byt vzdy vytvofeny tak, aby splhovaly nékolik dllezitych princip(, které
zajisti jejich efektivni vyuziti v pfipadé potfeby. Kazda ukolova karta by méla byt ve formatu, ktery
obsahne vsechny kroky pro konkrétniho ¢lena koordinaéniho $tabu a pro dany scénar. Timto zplsobem
jsou pro daného ¢&lena dostupné v3echny relevantni informace na jednom misté&, coz zajistuje rychlou
orientaci, pfehlednost a efektivni provadéni jednotlivych kroku pfi FeSeni incidentu.

Zadouci je také vytvoreni sady Ukolovych karet pro vdechny scénare pro kazdého &lena koordinaéniho
Stabu. PFi vzniku zavazného bezpecénostniho incidentu a aktivaci koordinaéniho planu tato osoba pouze
vybere konkrétni ukolovou kartu ze sady, ktera odpovida danému incidentu. Neni zde duvod, aby
jednotlivi Clenové meéli pohromadé ukolové karty vSech ¢lend, avsak v pfipadé potfeby by mély byt tyto
karty k dispozici v pfiloze samotného koordinacniho planu.
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Na jednotlivych Ukolovych kartach je nutné uvadét vSechny dulezité kroky, véetné téch, které mohou
pusobit samoziejmé. Cilem je zabranit moznosti opomenuti jakéhokoli kroku, ke kterému by mohlo dojit
vlivem stresového pusobeni. Jednotlivé kroky by mély byt uspofadany podle priority jejich provedeni
a logické posloupnosti tak, aby umozfovaly systematicky postup. Nékteré kroky je mozné provadét
soucasné s jinymi, je vSak nutné zachovat jejich logické sefazeni pro udrzeni pfehlednosti.

Soucasné je nutné logické rozdéleni jednotlivych krokd do fazi incidentu, a to na zakladé toho, kdy
je dany krok nutné provést. Takto Ize efektivné oddélit kroky rizné priority. Jednou z moznosti je rozdélit
kroky do dvou fazi podle aktualniho stavu zavazného bezpeénostniho incidentu. A to napfiklad na faze:
e Bezprostfedné po incidentu — tato faze zahrnuje kroky, které je nutné provadét v fadech minut
¢i hodin od vzniku incidentu a které primarné smérfuji k zastaveni plisobeni nezadouciho
incidentu.
e Po pfedani mista slozkami 1ZS — v této fazi se predpoklada, ze hlavni nebezpedi je jiz
zazehnano, a tyto kroky Ize provadét v delSich ¢asovych intervalech (v nékterych pfipadech
i tydnech), s cilem sméfovat k obnové bézného provozu v organizaci (Kral, 2025).

ROZLOZENi UKOLOVYCH KARET

Jednotlivé ukolové karty museji obsahovat fadu informaci, které umozni snadnou orientaci v celé sadé
karet a prehlednost obsahu na jednotlivé karté. Jedna se napfiklad o jasné ur€eni funkce v ramci
koordina¢niho Stabu, pro kterou je dana karta urCena, a zfetelny nazev scénare, na ktery se karta
vztahuje. Souc¢asné je nutné uvést strankovani ukolové karty, aby bylo naprosto zfejmé, zda se sklada
z vice stran ¢&i nikoliv. Jednotlivé faze, do kterych jsou kroky v ramci daného scénare rozdéleny, je také
nutné jasné oznacit, pfi€emz je vhodné pouzivat jednotné oznaceni téchto fazi, aby byla zajisténa
konzistence mezi riznymi scénafi.

Samostatné kroky je vhodné na karté umistit v oddélenych burnkach, kde by mély byt uspofadany
v logické posloupnosti. | v pfipadech, kdy je nutné nékteré kroky provadét soucasné, je vhodné
je na karté uvadét samostatné pod sebe, aby byla zachovana pfehlednost. Tyto kroky museji byt také
jasné formulované, struéné a bez zbytecnych detailt. Pro zlepSeni pfehlednosti mezi jiz spinénymi
a zbyvajicimi Ukoly je zadouci vedle jednotlivych krokl umistit pole pro odSkrtavani provedenych ukold.
Na ukolové karté je také vhodné vyhradit dostateény prostor pro poznamky &lena Stabu, ktery umozni
zaznamenavat vSechny potiebné dopliujici informace &i pfipominky.

Dal$im vyznamnym prvkem, ktery muze usnadnit orientaci v Ukolovych kartach, je vyuziti vizualnich
prvkd a jednotného designu. Vhodné zvolené barvy i symboly mohou urychlit identifikaci ukolovych
karet oproti jinym dokumentim a zaroven pfispét k rychlejSi orientaci v ramci samotné karty. Napfiklad
je v8ak zachovat jednotny vizualni styl napfi¢ celou sadou karet, aby nedochazelo ke zbyte€nému
mateni ¢lenu koordina¢niho $tabu. Je také dllezité dbat na to, aby vizualni prvky byly vyuzivany cilené
tak, aby rozdilné barvy, podtrzeni ¢i symbol mély mit jasny ucel. Nadmeérné vyuzivani téchto prostfedki
by naopak mohlo vést k nechténému zmatku a komplikovat pochopeni ukolové karty.
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UKOLOVA KARTA: UKOLOVA KARTA:

KOORDINACNi MANAZER 0ZBROJENY UTOK V OBJEKTU TISKOVY MLUVE 0ZBROJENY UTOK V OBJEKTU

FAZE:

FAZE:

Pfijezd do KC C] Pfijezd do KC C]
BEZPROSTREDNE PO INCIDENTU [ ] BEZPROSTREDNE PO INCIDENTU { ]
'd Poznimiy. \ 'd Poznimiy \ o ) reinéh
oznamky: N ‘oznamky: rganizace vefrejného
[ Kemunikace s 1Z$ ] D [ prohldseni do médii ]
Predavani informaci D Provedeni vefejného D
vedeni K$ prohlaseni do médii
[ ::f:g:::z:r::::;::?;; ] D [ Zodpovidani dotazdi novinafi ] O
Pfimé spoluprice D Pfiprava jinych osob D
s IZS na misté na medidlni vistup
Shremazdovani informaci
oranénych a jejich D
\ J hospitalizaci . /
—_— A— A— A— A— A— A—
Kontrolovéni plnéni (kold D FAZE:
Jednotlivjch glenti KS . ... . Provedeni vefejného vystupu C]
PO PREDANI MISTA SLOZKAMI IZS do médifc stavu incidentu
—_— — — a— — — —
FAZE: — N [ Organizace prohléSeni ] C]
Vyhodnocovani dopadii D vedeni K& médiim
PO PREDANI MISTA SLOZKAMI 1S [ a cetkouého stavu ]

11 1/1

Obrazek 2 Ukazka ukolovych karet pro scénar ,Ozbrojeny utok v objektu® (Kral, 2025)

V pripadé fyzické verze ukolové karty je rovnéz dulezité zvolit vhodnou velikost karty. Je nutné, aby
vSechny informace na karté byly dobfe €itelné, pfi€emz mensi rozméry umoznuji vétsi flexibilitu umisténi
a umozni ¢lenovi tabu mit kartu vZdy u sebe. V pfipadech, kdy scénar vyZaduje pro obsaZeni informaci
vyuziti dvou stran, je vhodné ukolové karty tisknout oboustranné, aby byla zachovana prehlednost
a ucelenost postupu. Pozornost by méla byt vénovana také odolnosti fyzickych kopii Ukolovych karet.
Aby nedochazelo k jejich poSkozeni vlivem nepfiznivych podminek, je vhodné karty napfiklad
zalaminovat nebo vytisknout na kvalitnéjél' a odolnéjél’ papl'r Takto Ize docilit lepsi Zivotnosti karet pfi
laminace je nutné pocitat s omezenou moznosti zapisovani poznamek nebo odskrtavam splnénych
kroku.

PRACE S UKOLOVYMI KARTAMI

Obecné je jednim z nejpodstatnéjSich krokd celého koordinaéniho planu pribézné Skoleni
a nacvicovani vSech postupl se vSemi zainteresovanymi osobami. Toto samoziejmé plati i pro
vytvofené scénare ve formé ukolovych karet. Je proto nutné zajistit seznameni ¢lent koordinaéniho
Stabu s kartami samotnymi, ale také s postupy na nich uvedenymi. Dale je nutné pravidelné provadét
nacviky zavaznych bezpec€nostnich incidentd a simulovat postupy dle scénafl s vyuzitim ukolovych
karet. Tento bod je zasadni, protoZe nastroje, které nejsou vyuzivany pfi nacvicich, pravdépodobné
budou opomenuty i pfi realném spusténi danych procesu. Dilezitou soucasti je rovnéz vyuziti
testovacich nacvikl pro ovéreni efektivity, identifikaci chyb ¢i nedokonalosti v pfipravenych ukolovych
kartach a jejich nasledné vylepSovani. Konkrétni zplsoby testovani se v soucasnosti dale
rozpracovavaji, pficemz probihajici vyzkum se zaméfuje na vybér hodnoticich parametrd a stanoveni
rozsahu testovani. Obecné plati, Ze Skoleni, nacviky i doplfiovani nedostatki by mély tvofit pravidelné
se opakujici cyklus, ktery sméfuje k postupnému zdokonalovani pfipravenosti organizace na mozné
vyskyty zavaznych bezpeénostnich incidentl (Ben David, 2025b; Kral, 2025).
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Zaroven je nezbytné zajistit dostupnost ukolovych karet pro vSechny &leny koordinaéniho $tabu.
Je nutné pocitat s tim, ze vzhledem k nepfedvidatelnosti vzniku zavazného bezpe€nostniho incidentu
se muZze stat, Ze k nim dojde i mimo standardni pracovni dobu, nebo v pfipadé kdy je néktery z ¢lent
Stabu napfiklad na pracovni cesté, ¢i jiném misté mimo své obvyklé pracovisté. S ohledem na charakter,
moznosti a potfeby organizace je proto dllezité vybrat vhodnou formu a rozmisténi ukolovych karet
zajistujici jejich dostupnost.

Ukolové karty ve fyzické podobé& je vhodné rozmistovat v nékolika kopiich na r(izna mista, kde Ize
e pracovisté i kancelar osoby,
e osobni nebo firemni automobil,

recepci objektu,

domov daného ¢lena koordina¢niho Stabu.

V pfipadé prfevedeni ukolové karty do digitalni podoby |ze vyznamné zvysSit pravdépodobnost, ze €len
Stabu bude mit pfistup ke kartam ve vSech moznych situacich. Jednou z nejjednodusSich moznosti
je ulozeni elektronické podoby karet (napfiklad ve formé PDF dokumentu) na mobilnich zafizenich
a pocitacich ¢lenu koordina¢niho Stabu. DalSi moznosti je vytvofeni mobilni nebo webové aplikace,
pfipadné implementace této funkce do jiz existujici aplikace vyuzivané v ramci organizace. Pokud
organizace pouziva specificky krizovy systém, napfiklad Krizovy informacni a svolavaci systém (KISS),
pro aktivaci koordinaéniho planu nebo jinych zavedenych procesu, Ize rozesilani konkrétnich ukolovych
karet propojit se samotnym informovanim ¢lenl o vzniku zavazného bezpecénostniho incidentu.

Dillezité je rovnéz zdaraznit, Ze pfi vyuzZiti elektronické podoby Ukolovych karet je vhodné
upfednostriovat nastroje, se kterymi jsou €lenové koordinaéniho $tabu jiz obeznameni a které bézné
vyuzivaji. Plati totiz, Ze pokud napfiklad danou aplikaci téméf nepouzivaji, mize se objevit odpor k jeji
instalaci nebo tendence ignorovat upozornéni, které aplikace zasila. Je proto nezbytné brat v uvahu
konkrétni specifika organizace a jednotlivych €lenli $tabu, protoze feSeni, kieré se osvédci v jedné
organizaci, nemusi byt efektivni v jiné (Ben David, 2025a).

ZAVER

Zavérem lze shrnout, Ze cilem ¢lanku bylo pfedstavit moznosti vyuziti Ukolovych karet jako praktického
nastroje, ktery vyznamné pfispiva k rychlosti, prehlednosti a spravnosti provadéni postupt stanovenych
v koordinaénim planu. Jejich hlavni pfinos spociva v tom, Ze vyrazné zkracuji ¢as potfebny k orientaci
v komplexnich scénarich a umoziuji ¢leniim koordinaéniho Stabu provadét jednotlivé kroky v potfebné
posloupnosti, ¢imz pfedchazeji opomijeni dil€ich Ukolu i ve vysoce stresovych situacich. Graficka forma

rovnéz eliminuje riziko vzniku chyb zplsobenych nepfehlednosti textu nebo rozsahlosti samotného
bezpelnostniho dokumentu.

Uspé&sné vyuziti tohoto nastroje je véak podminéno jeho spravnym navrhem, pravidelnymi aktualizacemi
a systematickym zasazenim do Sir§iho systému bezpelnosti organizace, v€etné zaclenéni do
pravidelnych nacvikd a Skoleni. V ramci organizace je také nutné zajistit, aby byly karty pro vSechny
relevantni ¢leny Stabu snadno dostupné bez ohledu na denni &i pracovni dobu nebo misto, kde se
aktualné nachazeji. Stejné dulezité je dlouhodobé provéfovani jejich funkénosti v praxi a nasledné
odstranovani zjisténych nedostatku. Pfi dodrzeni vSech dulezitych zasad Ize zajistit, Ze Ukolové karty
nebudou pouze formalni pfilohou koordinacniho planu, ale uzite€nym nastrojem, ktery pfispéje k vyssi
urovni bezpecfnostni pfipravenosti organizace a k efektivnimu zvladani zavaznych bezpecénostnich
incidenta.
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SYSTEM BEZPECNOSTNIHO VZDELAVANI
S VYUZITIM MODERNICH TRENDU

SECURITY AND SAFETY EDUCATION SYSTEM
USING MODERN TRENDS

TEREZA MICULKOVA, LUKAS KOTEK

ABSTRACT: The article highlights the importance of education in physical security, based on the premise that security begins
with each individual. In the event of a security incident, professional assistance is not immediately available, leaving individuals
to rely solely on themselves. They must depend on their own preparedness, which includes specific knowledge and skills. In this
way, their personal readiness is strengthened while also contributing to a safer overall environment.

The aim is to design an effective educational system that, through a well-structured approach, can motivate individuals to actively
engage with this issue. However, education itself may present a number of challenges, which can be addressed by drawing on
modern trends. The article also discusses the advantages of applying artificial intelligence in the development of educational
materials.

KEYWORDS: Safety. Education. Educational materials. Modern trends. Artificial intelligence.

uvoD

Fyzicka bezpecnost je nedilnou soucasti ochrany organizaci i jednotlivet. Tradiéné byva spojovana
predevsim s technickymi opatfenimi, jako jsou napt. pfistupové, zabezpecCovaci ¢i kamerové systémy.
PfestoZe tato sloZka hraje zasadni roli, skute€¢na urover bezpecénosti je vZdy podminéna také lidskym
faktorem. Zadna infrastruktura ani technologie nedokazou piné eliminovat rizika, pokud jedinci
nedisponuji potfebnymi znalostmi, dovednostmi a schopnosti adekvatné reagovat na vzniklé situace.
Navic pravé lidsky faktor stoji Casto za tim, Ze jsou technické systémy obchazeny napfiklad z diivodu
umisténi nabytku pied detektory pohybu apod. Clanek se tedy bude zabyvat problematikou vzdélavani,
pfi¢emz pozornost bude vénovana také modernim trenddm, které Ize v tomto kontextu vyuzivat.

Clanek se nejprve zaméfi na zd(vodnéni, pro¢ by se kazdy jedinec mél aktivng zabyvat tématem fyzické
bezpe&nosti, a jak je toto téma obecné vnimano v Ceské republice. Nasledné predstavi b&zné formy
vzdélavani a upozorni na uskali, ktera jsou s nimi spojena, v€etné pozadavkl kladenych na samotny
proces vzdélavani. Clanek nasledné nabidne mozna fedeni téchto Uskali a doporudi vyuZiti sougasnych
modernich trendd.

1. PROC JE POTREBA VZDELAVAT

Bezpecnost je soucasti kazdodenniho zivota kazdého Clovéka. | kdyz se o ni stara cela fada subjektd,
jako je organizace, ve které je jednotlivec zaméstnavan, jeho bezprostfedni okoli a stat, je dllezité, aby
hlavni iniciativu za sebe pfevzal pfedevsim samotny jedinec. V pfipadé bezpe&nostniho incidentu neni
odborna pomoc k dispozici okamzité a jedinec je tak pravé €asto odkazan pouze sam na sebe. Musi
proto spoléhat na svou vlastni pfipravenost, coz zahrnuje urcité znalosti a dovednosti. Z toho divodu je
tak nezbytné navrhnout efektivni systém vzdélavani v oblasti fyzické bezpelnosti, jenz prostfednictvim
vhodné sestavené struktury dokéze v jednotlivcich vzbudit zdjem o aktivni zapojeni do této
problematiky. Timto zplsobem se zvySuje jejich osobni pfipravenost a zaroven se podporuje i
fyzické napadeni. Proto ackoli je technické zabezpec€eni dllezité, pouze samotné nestadi a je zasadni,
aby byl v ramci fyzické bezpecénosti kladen dliraz také i na vzdélavani osob.

Odborna vefejnost se v Ceské republice zagala vyznamu vzdélavani v oblasti ochrany mékkych cil
vénovat jiz v roce 2017 v ramci vydani metodiky Koncepce ochrany mékkych cilt pro roky 2017-2020,
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ve které se zminuje, ze ,Dobré vyskoleni pak pini svoji tlohu pri utoku samotném, kdy mizZe spravna
reakce zachranit mnoho lidskych Zivotd.“ (Ministerstvo vnitra Ceské republiky, 2017). A¢koli se tato
metodika zabyva pouze ochranou mékkych cild, jeji hlavni mySlenka ma pfesah do vSech oblasti
bezpecnosti. Kromé toho metodika popisovala také plan o vytvoreni série vzdélavacich kurzu
zajistovanych Ministerstvem vnitra CR, jejichz smyslem by bylo rozsifeni zékladnich znalosti v této
problematice nejen predstavitelim mékkych cilli, ale také Siroké vefejnosti. AvSak dulezitost tohoto
tématu do povédomi Siroké verejnosti pfislo pfedevsim az po incidentu na Filozofické fakulté Univerzity
Karlovy z 21. 12. 2023 (Deml, 2023).

Pfitom pravé osobni angazovanost kazdého jedince (at uz rozvojem znalosti, vS§imavosti &i reakci
na podezrelé jevy) pfispiva nejen k prevenci a v€asné reakci, ktera mize pomoci predejit eskalaci
problému, ale také k rozvoji a podpore bezpeénostni kultury.

2. STANDARDNI MODEL A ZPUSOBY VZDELAVANI

Bézné vzdélavani probihd obvykle pfi nastupu na pracovisté v ramci zakonem stanovenych
pravidelnych Skoleni, jako je tomu napfiklad u bezpe€nosti a ochrané zdravi pfi praci, anebo dodate¢né
po tom, co dojde k urcité udalosti (napf. pracovni Uraz, utok aktivnim Gto¢nikem aj.) s cilem predejit
opakovani podobné situace v budoucnosti.

Skoleni vSak &asto probiha pouze jednorazové formou teoretického vykladu vedeného odbornym
lektorem na stanoveném misté a v pfedem stanoveny ¢as, pfi€emz po uplynuti stanovené doby Skoleni
kon¢i a k dal$imu vzdélavani jiz nedochazi. V mnoha pfipadech se tak jedna pouze o teoretickou formu
bez aktivniho zapojeni u¢astnikl. V lepSich pfipadech jsou U&astnici alespori na zavér Skoleni povinni
absolvovat test slouzici k ovéfeni jejich pravé ziskanych znalosti. Takovy format Skoleni byva typicky
napfiklad pro bezpecnost a ochranu zdravi pfi praci nebo pro pozarni ochranu.

Ovsem existuji i aktivngjSi zplsoby vzdélavani, pfi kterych je vyzadovana uz i urcitd mira aktivity
samotné Skolené osoby. Mezi bézné vyuzivané patfi napfiklad:
e stinovani, pfi kterém Skolena osoba pedlivé sleduje svého lektora a nasledné napodobuje jeho
jednotlivé kroky,
e counching predavajici znalosti a dovednosti v dlouhodobéjsim méfitku,
e mentoring v podobé lektora, jenZ je Skolené osobé neustale na blizku a v pfipadé potieby
podava pomocnou ruku,
e counselling kombinujici pozici lektora a Skolené osoby, pfi niz se ob& osoby pomoci
vzajemného konzultovani ovliviuji,
e rotace prace, pfi které dochazi ke Skoleni pomoci rdznych €innosti napfi¢ rdznymi oddélenimi
z divodu rozsifeni obzoru i v jinych oblastech (Dobaka, 2022).

3. POTREBY A POZADAVKY NA VZDELAVANI

Kvalitni a uspésné vzdélavani zavisi na celé fadé faktor(. Kliovou roli v tomto procesu hraje pfedevSim
lektor, ktery by mél byt nejen odbornikem na danou problematiku, ale zaroveh by mél disponovat i
schopnosti pfedat své znalosti a zkuSenosti U€astnikliim Skoleni v kvalitni podobé. Zarovern je Zzadouci,
aby takovymto vzdélavanim proSel co nejvétsi pocet osob — v idealnim pfipadé vSechny osoby, které
se pohybuji v daném prostfedi &i organizaci. To ovdem v praxi asto znamena nutnost proskolit velmi
vysoky pocet U€astnikl, coz sebou pfinasi fadu komplikaci. Hlavnim problémem byva nejen omezena
kapacita prostor, ve kterych se ma skoleni konat, ale také Casové moznosti jednotlivych ucastniki.
Neméné vyznamnym faktorem je vSak i ¢asova dostupnost samotného lektora, ktery nemusi mit
moznost opakovat Skoleni tak €asto, aby se jej zu€astnily opravdu vSechny osoby. Navic ne kazdé
Skoleni je pfimo vyZadovano zakonem. V takovych pfipadech je pak u&ast zavislda pouze
na dobrovolnosti osob, coz mlze vést k vyrazné niz§imu poctu proskolenych osob a nasledné i k nizsi
efektivité celého vzdélavaciho systému.

Ackoli se samoziejmé nabizi varianta online webinafe nebo aby lektor cely obsah svého Skoleni preved|
do videonahravky a vytvofil tak vzdélavaci material, ktery by si nasledné osoby uréené k proskoleni
mohly projit formou samostudia, je ovSem i tato moznost spojena s fadou problémd. Nejenze je velice
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Casové narocCné pripravit, natoCit a nasledné zpracovat kvalitni vyukovy material, ale téméf nemozné je
zajistit kvalitu Fe€i béhem celého zaznamu stale na stejné Urovni, a to dokonce i v pfipadé vyuziti
profesionalniho dabéra. Kvalita lidského hlasového projevu neni konzistentni z diivodu neustalého
pUsobeni nejriznéjSich fyziologickych a psychologickych vliv(l na lektora (napf. zadrhavani, vyuzivani
slovni vaty apod.). Stejné obtiZe nastavaji i v okamZziku, kdy je potfeba material aktualizovat. To byva
také velmi Casové narolné, a to nejen v rdmci postprodukce, ktera musi zajistit stejnou kvalitu nové
¢asti nahravky oproti pivodnimu zaznamu, ale je zavisla také na dostupnosti samotného lektora.
ProtoZze v pfipadé, Ze dany lektor nebude mit €asovy prostor na to vytvofit novou ¢ast nahravky,
prestoze by byla aktualizace obsahu opravdu nezbytna, nezbyvalo by nic jiného nez pfipravit zcela novy
vzdélavaci material. Problémem v8ak muzZe byt i samotné pfiméni u¢astnikll, aby si nahravku Skoleni
prehrali.

Mimo jiné neni vhodné v ramci vzdélavani spoléhat na pfili§ obecné vzdélavaci materialy, protoze je
potfeba dany obsah pfizplsobit nejen konkrétnim podminkam ¢&i situacim, které mohou byt pro dané
prostfedi typické (napfiklad prosklené stény, vefejny pfistup do objektu, otevirani dvefi smérem ven z
mistnosti aj.), ale také i pfipadnym zménam. To mize postupem ¢asu nevyhnutelné vést pravé k
potfebé tyto materialy pravidelné obménovat, aby zlstaly stale aktualni a pouzitelné.

4. RESENI

Regenim problémd zminénych v predchozi kapitole je vytvofeni promyslené vzdélavaci strategie.
Je dulezité klast duraz na vytvofeni takové struktury vzdélavani, ktera by zahrnovala co nejvic
rdznorodych moznosti, ale zaroven nebyla pFili§ rozsahla. Jen tak si totiz dokaze zachovat prehlednost,
funkénost a v konec¢ném dulsledku predevsim také i efektivitu.

Takova struktura maze obsahovat mnohem vice prvkd nez jen pouhé klasické fyzické Skoleni. Klicovym
prvkem celkové struktury jsou zejména vlastni vzdélavaci materialy v podobé riiznych typl prezentaci,
které Ize nasledné vyuzivat mnoha zplsoby (Miculkova, 2025). Tyto prezentace Ize zpravidla rozdélit
na dva hlavni typy — na plnou verzi a na zkracenou verzi.

Plna verze prezentace predstavuje kompletni soubor informaci a mlze tak poslouzit k samostudiu,
protoze diky plnohodnotné formulaci textu, tedy informacim formulovanych v celych srozumitelnych
a snadno pochopitelnych vétach, neni zapotfebi zadny dodatecny vyklad lektora. Pfiklad takto
koncipované prezentace je mozné vidét na obrazku €. 1.

Pilife fyzické bezpecnosti #l Univeraita Tomése Bati ve Zliné Bezpecnost jako ekosystém 8 Univeraita Tomase Bati ve Zliné

Fyzicka bezpecnost stoji na étyrech zakladnich pilifich, kterymi jsou: * Piedstavme si bezpecnostni ekosystém jako les. Bude-li
jednodruhovy, v piipadé boure se budou stromy lamat jeden za
* Rizeni i neboli

druhym.

patreni - technicka |

+ Smiseny les, kde je zastoupeni celé fady jehliénatych i listnatych

Vzdélavani v oblasti bezpeénosti a zajisténi bezpeénostniho povédomi stromd, doplnéngch daléimi rostlinami a kefi, je viak mnchem

véech osob odolnéjéi diky jeho variabilité a biodiverzité, Vzsjemné se béhem
boufe podpofi, poskytnou i ochranu a pokud k néjaké Sodé
dojde, pouze to posili ekosystém do budoucna.

[

- Bezpenostni kultura - stav, kdy se o svou bezpeénost proaktivné
stardme a rozhodneme se prijmout svij dil osobni odpovédnosti za
nasi viastni bezpeénost

+ Bezpeénostni systém by mél byt prévé takovy - riiznorody,
* Tyto étyii oblasti je nutné vnimat jako celek. Jedna bez druhé déva jen fale3ny pocit bezpeéi a nemiize vzijemné propojeny a nespoléhajici pouze na jedinou kartu
efektivné fungovat.

Moje bezpeci, moje odpovédnost # Univerzita Tomase Bati ve Zlin Utec - Schovej se - Bojuj 1 Universita Tomase Bati ve Ziné
¢ 0j
* Tyka-li se nas nebezpedi, znamena to, Ze jsme na stejném misté a ve stejny ¢as. Mnohem dfive, nei * Pokud nelze z mista, kde se nachazim utéct, musim se efektivné schovat. Vyhledim vhodnou mistnost
nam dokaze pomoci nékdo jiny. Do té doby si musime vystacit sami a uplatnit veikeré nade znalosti a pobliz a v této mistnosti se zabarikaduji tak, aby se utoénik nemohl jednoduse dostat dovnitf.
dovednosti. Barikéda dvefi nemusi byt nedobytnd, postai, kyz e nepljde snadno oteviit. Utoénik nebude ztracet éas
do takto a piijde hledat obéti nékde jinde.

« Teprve za néjaky cas dokadi
zareagovat ostatni, ktefi by nam * Vmistnosti se drite dal od dvefi a oken a eliminujte veskeré zdroje
mohli pomoci. Ti ale potiebuji svétla, které by Gtoénikovi mohly naznait, ze se v mistnosti nékdo
pomoci prvné sami sobé a nachazi
bezpeénostni  slozky se o
nebezpeéi musi nejprve dozvédét + Zavolejte policii na ¢isle 158. Pokud nemizete mluvit, staci vytoéit
2namisto pomodi piijet hovor a nechat jej bézet. Stejné tak Ize na ¢islo 158 poslat i SMS.

Policie na ni bude reagovat stejné jako na audiohovor.

Obrazek 1 Priklad pIné verze vzdélavaci prezentace (MiCulkova, 2025)
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Obsahuije totiz pouze kli¢ové informace, které jsou zpracovany do podoby zachytnych bodd, které jsou
dale rozvedeny mluvenym projevem. Takovyto projev vSak nemusi mit nutné pouze podobu klasického
prezenCniho Skoleni. Lze jej snadno nahradit digitalni hlasovou nahravkou, a to nejen namluvenim
samotného lektora, ale nabizi se zde také i moznost vyuziti syntetického hlasu generovaného umélou
inteligenci (vice viz nasledujici kapitola). Propojenim prezentace s audio nahravkou hlasového
doprovodu pak vznika vzdélavaci video prezentace.

Na obrazku &. 2 je ukazka této zkracené prezentace se zachytnymi body misto pIného textu. Kli¢ové je
dbat na vizualni podobu celé prezentace, aby dokazala udrzet pozornost Skolenych osob. Je tak
Zadouci, aby prezentace byla nejen obsahové atraktivni, ale i vizualné poutava. Je tak vhodné ji doplnit

o nejriiznéjsi grafické prvky v podobé obrazkd, ilustraci, animaci, efektd ¢i pfechodl mezi jednotlivymi
snimky.

Pilite fyzické bezpecnosti # Univerita Tomate Bative Ziné Bezpecnost jako ekosystém # Universita Tomate Bative Ziné

Bezpecnostni management Bezpecnostni opatreni
Vzdélavani Bezpecnostni kultura

Moje bezpefi, moje odpovédnost 8 Univerzita Tomase Bati ve Zliné Ute€ - Schovej se - BOjLI] §# Univerzita Tomase Bati ve Zliné

SCHOVEJTE SE, pokud nemate/nevite kam utéct nebo to nelze

* Najdéte tkryt

+ Zamknéte/zablokujte dvefe

; @ |
\ * Schovejte se, drite se dél od dvefi, oken a skla
+ Zlstante tise, zhasnéte svétla
m

« Zavolejte policii

Obrazek 2 PFiklad zkracena verze vzdélavaci prezentace (Mi¢ulkova, 2025)

Zaroven je vhodné vytvofit vice prezentaci rozdélenych podle jednotlivych témat vzdélavani, protoze je
potfeba myslet také na to, aby tyto vzdélavaci materialy nebyly pfili§ dlouhé a dokazaly tak nejen udrzet
pozornost Skolenych osob, ale sou€asné v nich i vzbuzovat zajem o dalSi dobrovolné rozvijeni znalosti.
Prespfilis obsahlé materialy by naopak mohly od vzdélani odrazovat. Délku prezentace je tak vhodné
orientovat spiSe podle Casu potfebného k jejich kompletnimu projiti. Jako optimalni se doporuduje
Casovy rozsah okolo 15 az 30 minut pravé z duvodu, Ze delsi trvani vede k neschopnosti ¢lovéka udrzet
plnou pozornost a soustfedéni.

Tyto prezentace je poté idealni umistit na vhodné online uloZisté, odkud si ji potencialni zajemci
o vzdélani mohou kdykoli otevfit, pfipadné stahnout, a nasledné pomoci ni rozvijet své znalosti
odkudkoli a v jakykoli ¢as. Tyto dvé popsané verze prezentaci tak Ize povazovat za samonosny typ
vzdélavaciho materidlu, protoZze nevyZaduji pfitomnost odborného lektora, jelikoZz obsahuji vSechny
nezbytné informace.

Ovsem i v opacném pfipadé, kdy je zapojeni lektora Zadouci, Ize tyto prezentace efektivné vyuzit. A to
vyuzitim zkracené varianty, ktera poslouzi jako doprovodna prezentace k mluvenému vykladu Zivého
lektora (samozfejmé bez pouziti digitalni nahravky). Tuto prezentaci je tak mozné vyuzit jak pfi fyzickém
Skoleni, tak i pfi jeji alternativni varianté — béhem online webinafe. PfiCemz pravé online webinare
mohou oproti klasickému prezenénimu Skoleni pfedstavovat vyznamnou vyhodu zejména z hlediska
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kapacitni flexibility. Odpada zde nutnost zabyvat se organizacnimi zalezitostmi, jako je zajisténi prostor
pro konani Skoleni a jeho kapacitni omezenosti, diky ¢emuz Ize jednordzové proskolit vyrazné vice
osob. Na druhou stranu nevyhodou maze byt omezeny nebo zcela chybéjici osobni kontakt lektora
s UCastniky, ktery v prezenénim Skoleni pfirozené posiluje interakci a zapojeni.

Vzdélavaci struktura vS8ak nemusi byt omezena pouze na prezentace. V ramci nékterych témat se nabizi
moznost doplnit S$koleni také o poradani praktickych nacviku a kurzd, béhem kterych si i¢astnici mohou
sami vyzkous$et aplikaci ziskanych znalosti z pfedchozich absolvovanych Skoleni. To mlze vést
k lepSimu zapamatovani informaci a zaroven k rozvoji schopnosti nezbytnych pro jejich smysluplné
uplatnéni. Pfi¢emz u nékterych témat, napfiklad prvni pomoci nebo barikadovani v ramci procedury
LUteC, schovej se, bojuj* (USB) apod., je to dokonce pfimo zadouci. Dale Ize vzdélavaci strukturu
obohatit o dal$i podplrné prvky, jako je napfiklad vytvofeni samostatnych webovych stranek uréenych
vyhradné k ukladani a sdileni vzdélavacich material(.

Ty mohou zahrnovat:
e strucné prehledové materialy obsahujici souhrn pouze kliC¢ovych informaci, které umozni
rychlou orientaci a okamzitou reakci bez nutnosti procitat kompletni prezentaci,
e vlastni nazorna videa nato€ena za ucelem lepsiho pochopeni a doplnéni urcité problematiky,
o odkazy na materialy tfetich stran, které mohou slouzit jako vhodné rozSifujici zdroje,
e a mnoho dalSich prvki, které mohou podporovat riznorodé styly uceni.

Kromé vSech zminénych prvkul je vSak nutné zohlednit také samotny zajem o toto vzdélavani. Nestaci
vytvofit pouze promySlenou a pestrou strukturu vzdélavani. KliCova je rovnéz i jeji samotna propagace.
Proto je potfeba vytvofit takovou propagaci, ktera dokaze u potencialnich uc¢astnik( vzbudit zajem se
v dané problematice dobrovolné a aktivné angazovat. Pro dosazeni maximalni efektivnosti je vhodné
v8echny jednotlivé prvky struktury a propagace zasadit do uceleného harmonogramu. Tim vznikne
komplexni systém vzdélavani, ktery nejen udrzuje kontinuitu, ale zaroven zajistuje, ze se vzdélavaci
proces stava systematickym a dlouhodobé funkénim. Odpada tak i riziko zahlceni u€astnik(, ke kterému
by mohlo dojit napfiklad pfi pFilis astém Skoleni s neustale se ménicimi tématy prezentaci.

5. VYUZITELNOST MODERNICH TRENDU

Soucasné vzdélavaci prostfedi prochazi dynamickymi zménami, které jsou Uzce spjaty s rozvojem
modernich technologii a spoleGenskych trendli, mezi nez patfi napfiklad to, Ze si lidé zvykli na online
formu v dusledku pandemie COVID-19, mnoho firem stale vyuziva home office a nékteré zaméstnance
tak ani nema na pracovisti atd. At uz jde o digitalizaci, umeélou inteligenci, personalizované vzdélavani
Ci vyuziti atraktivnich interaktivnich prvkd, vSechny tyto nastroje zasadné méni zpusob, jakym jsou
znalosti pfedavany, osvojovany a prakticky aplikovany. V dnesSni dobé& se tak otevira stale vice
moznosti, jak efektivné vyuzivat moderni trendy, jez by mohly byt pfinosné pro uc¢el vzdélavani.

Mezi takové patfi napfiklad nasledujici:

e rozSifena a virtualni realita otevirajici moZnosti vzdélavani v situacich, které by byly v bé&Zném
prostfedi obtizné realizovatlené nebo zcela neproveditelné,

e uméla inteligence umoZiujici personalizované vzdélavani,

e gamifikace doplfiujici u€eni o zajimavé herni prvky,

e microlearning a nanolearning pfedstavujici rychlou formu pfedani vzdélavaciho obsahu
v ¢asovém rozsahu do péti a do dvou minut,

¢ blended learning propojujici prvky klasického vzdélavani s distanénimi nastroji,

e ucdeni zalozené na scénarich, platformy pro socialni uéeni, reverzni mentorstvi aj
(MiCulkova, 2025).

Vyuziti umélé inteligence (Al) pro tvorbu vzdélavacich materiala
Za jeden z nejefektivnéjSich modernich trendd dnesni doby, vyuzivanych pro potfeby vzdélavani, Ize
povazovat umélou inteligenci. Pfestoze existuje cela fada nastroju vyuzivajicich Al, je vhodné zminit

technologii Text to speech (TTS) (Text-to-speech, c2025), ktera umozrfiuje pfevadét psany text do
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syntetické fe€i pomoci umélé inteligence. Ackoli se jedna o uméle generovany hlas, diky modernim
systémum, které vyuzivaji neuronové sité a strojové uceni, je mozné vytvaret kvalitni vystupy, které
znéji velice plynule, pfirozené a jsou mnohdy k nerozeznani od lidského projevu. Aby v8ak vysledna
nahravka dosahovala takové vysoké kvality, je zapotfebi zohlednit nékolik dllezitych faktoru, jez mohou
kone&ny efekt znaéné ovlivnit.

Prvni z téchto faktor(l nastava pfi zohlednéni vyslovnosti (Mi€ulkova, 2025). Kazdy scénar uréeny pro
generovani hlasu je nutné psat foneticky, jelikoz Al prevadi text pfesné tak, jak je uveden ve scénafri.
V praxi to znamena, Ze aby se dosahlo pozadovaného zvukového vysledku, je potfeba v uritych
pfipadech text zamérné zapisovat s chybnym pravopisem, gramatikou, interpunkci nebo diakritikou.
Jako ilustrativni pfiklad Ize uvést zkratku nazvu Univerzita Tomase Bati, ktera se spravné zapisuje jako
,UTB*. Aby v8ak byla vygenerovana spravna vyslovnost, je nutné ji ve scénafi zapsat foneticky, tedy
jako ,utébé”. Neméné dulezitym aspektem je také spravné znaceni pauz, pomoci kterého jsou poté
v mluveném projevu zachovany pfirozené rytmy a intonace. V nékterych pfipadech Ize tohoto efektu
docilit pouze prostifednictvim Spatného pouziti interpunkénich znamének, tedy vlozit je i v mistech, kde
spravné nepatfi.

Dale je nutné vénovat pozornost spravnému vybéru hlasu, pfi kterém je mozné ovlivnit také hloubku
hlasu, rychlost projevu, zvolit muzsky/zensky hlas apod., tak, aby odpovidal zamyslenému ucelu
a pusobil pfirozené v kontextu daného vzdélavaciho materialu. Rlzné zabarveni hlasu se hodi pro rlizné
situace — napfiklad jiny typ hlasu je vhodny pro odborny vyklad, jiny zase pro motivacni obsah. V ramci
tvorby vzdélavacich materialt je tak kliCové vybirat takové hlasy, které dokazou udrzet pozornost
posluchace po celou dobu vykladu. Z toho divodu je lepsi se vyhnout hlaslim, které znéji pfilis tiSe,
pomalu anebo monotdénné, protoze mohou u posluchace vyvolat unavu a vést k tomu, Ze postupné
prestane vénovat vykladu plnou pozornost.

Ackoli je nezbytné brat v Gvahu urcité faktory, vyuziti této technologie pfi tvorbé vzdélavacich material
ma spoustu vyhod. Mnohé problémy spojené s poZadavky a naroky na vzdélavani, jez byly zminény
v 3. kapitole, Ize vyfeSit pravé prostfednictvim umélé inteligence, ktera v urCitych pfipadech muze
dokonce zcela nahradit zZivého lektora, coz v kone¢ném disledku muze byt i finanéné vyhodné;jsi,
prestoze jde o placenou technologii. Zejména pfi vytvafeni materialt obsahujici mluveny projev. Nejen,
Ze je tvorba audio nahravky pomoci syntetické fe¢i mnohem rychlejSi a flexibilngjSi nez nahravani
skute€nym Clovékem, ale zaroven je také i mnohem kvalitn&jsi, protoze na rozdil od lidského hlasu
nepodléha zadnym fyziologickym ani psychologickym faktorim. Kazdy generovany vystup si tak udrzuje
stejné hlasové charakteristiky (barvu hlasu, hlasitost, tempo, intonaci), pokud nedojde k cilené upravé
jednotlivych parametrd. V pfipadé nutnosti jakékoli aktualizace vzdélavacich materiald pak staci
nahradit konkrétni ¢ast novou verzi, aniz by byl patrny jakykoli rozdil. Tim odpada nutnost vytvaret
vzdélavaci material zcela znovu, pfiéemz veskeré Upravy Ize provadét kdykoli a odkudkoli.

Celkove tak Ize fici, ze vyuziti této technologie vede k vyznamné uUspore financnich prostfedkul i ¢asu,
a také k zajisténi konstantni kvality. Zaroveh vyrazné zjednoduSuje pfipadné upravy a aktualizace.
Na rozdil od zapojeni skute€ného lidského lektora je tak vzdélavaci prezentace zavisla vyhradné
na obsahu, nikoli na osobnich faktorech i momentalnim rozpolozeni lektora, které by jinak mohli pribéh
a efektivitu Skoleni jakymkoli zplisobem negativné ovlivnit. Lze tak snadno pfipravit vzdélavaci materialy
uréené k samostudiu, které mohou plnohodnotné nahradit omezeni spojena s tradinim prezen&nim
Skolenim. Nyni uz zbyva pouze pfesvédcit uastniky, aby si tyto materialy skute¢né prostudovali.

ZAVER

Cilem ¢&lanku je zddraznit SirSi verejnosti dllezitost vzdélavani v oblasti fyzické bezpecnosti. Zvlastni
ddraz je pfitom kladen na potfebu vytvaret systematické vzdélavani zalozené na pestré a vyvazené
vzdélavaci struktufe a nebat se pro tyto ucely vyuzivat i modernich trendd. Tyto nastroje totiz mohou
vyrazné zvysit efektivitu vzdélavani a stat se uzitenou oporou jak pfi tvorbé, tak i pfi samotném
vyuzivani vzdélavacich materiald.
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PREDSTAVENIE PROJEKTU APVV-24-0153: VYTVORENIE DATOVEHO
MODELU A JEHO IMPLEMENTACIA DO GEOGRAFICKYCH
INFORMACNYCH SYSTEMOV NA ZVYSENIE PRIPRAVENOSTI
VEREJNEJ SPRAVY ZVLADAT MIMORIADNE UDALOSTI

INTRODUCTION OF THE APVV PROJECT APVV-24-0153:
DEVELOPMENT OF A DATA MODEL AND ITS IMPLEMENTATION INTO
GEOGRAPHIC INFORMATION SYSTEMS TO ENHANCE THE
PREPAREDNESS OF PUBLIC ADMINISTRATION FOR MANAGING
EMERGENCY EVENTS

JOZEF KUBAS

ABSTRACT: A crisis management system is employed to ensure the protection of property, health, and lives. The required level
of safety can be achieved through measures that prevent emergency events. If an emergency event occurs, the system should
be prepared and apply appropriate procedures to address it. Subsequently, it must be capable of mitigating its negative impacts.
To ensure the protection of the population, the first step is to assess the risks affecting individual elements and the monitored
area. Therefore, it is essential to have relevant data and information about the area and to use them effectively. The project
focuses on analysing the information needs of crisis management in the field of territorial risk assessment and their further usability
within the data model. It enables the implementation of data management, which focuses on creating a data model and integrating
it into geographic information systems to enhance the preparedness of public administration authorities. Such a data model within
geographic information systems allows for the proper assessment of the negative impact of an emergency event on the affected
area and the options for effective resolution.

KEYWORDS: Security, Civil protection, Crisis management, GIS, Data model, Emergency event, Disaster, Public administration

uvoD

Mapovanie rizik je proces zobrazenia rizik, ich rozsahu, nasledkov, zranitefnosti alebo pripravenosti
prostrednictvom priestorovych udajov. Vyslednym produktom je mapa rizika, ktord méze obsahovat
rézne Statistiky a informécie pre krizovych manazérov. Mapy rizika je mozné vyuzivat v tlatenej verzii
alebo pomocou softvérovych nastrojov a webovych aplikacii. Tlaené verzie su pouzivané najma v
dokumentoch krizového riadenia. Prikladom takéhoto dokumentu méze byt ,analyza uzemia z hfadiska
vzniku moznych mimoriadnych udalosti“ a ,plany ochrany obyvatelstva“, ktoré sa vytvaraju na zaklade
analyzy. Na Slovensku sa aktualne analyzy Uzemia spracovavaju na neaktualnych mapach a
nereflektuju vSetky data a potreby Uzemia. Na zaklade analyzy uzemia sa vypracovava plan ochrany
obyvatelstva, ktory ale, ak nema relevantné data z analyz Uzemia, neméze byt Uplne spravny.
Ministerstvo vnutra SR (dalej MV SR) v oblasti krizového riadenia a posudzovania rizik nema Ziadne
informacné systémy. Prave novo vytvoreny datovy model a proces datového manazmentu by bolo
mozné vyuzivat ako takyto informaény systém, avSak je potrebné aby reflektoval na aktualne
nedostatky. Novo navrhnuty datovy model a proces datového manazmentu by bol koncipovany tak, aby
ako celok a zaroven jeho jednotlivé Casti bolo mozné vyuzit’ aj v inych Statoch. Vysledny datovy model
a proces riadenia udajov tak umozni zvysit pripravenost na mimoriadne udalosti nielen v podmienkach
Slovenskej republiky ale i v dalSich Statoch, €o reflektuje na poZiadavky Sendai. Vzhladom na to, Ze
mimoriadne udalosti mézu vplyvat na viacero Statov existuje predpoklad, ze okolité Staty by vyuzili
vysledky projektu alebo sa nimi inSpirovali. Aplikovanie vysledkov projektu do praxe bude mat pozitivny
spoloensky dopad s dérazom na Zivoty, zdravie a majetok.Projekt sa zameriava na implementaciu
efektivneho datového manaZzmentu v celom cykle krizového riadenia, pri€¢om hlavhym dérazom je
proces posudzovania rizik Gzemia. Ugelom je poskytnit verejnej sprave nastroje a metodické postupy
na zlepSenie pripravenosti na mimoriadne udalosti.
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1. CIELE A PRINOSY PROJEKTU

Hlavnym cielom projektu je zavedenie datového manazmentu v cykle krizového riadenia s dérazom na
proces posudzovania rizik Uzemia pre potreby verejnej spravy na zvysenie pripravenosti na mimoriadne
udalosti. Hlavny ciel je precizovany do nasledujucich parcialnych ciefov:

1. Analyza informacénych potrieb krizového manazmentu s dérazom na fazu posudzovania
rizik.
Navrhnutie Struktury datového modelu pre potreby posudzovania rizik.
Vytvorenie metodického postupu riadenia udajov pre potreby datového modelu
Vytvorenie zloZzeného indexu a metodiky hodnotenia Uzemnej odolnosti
Vytvorenie digitdlnych map uzemnej odolnosti pomocou datového modelu a GIS
Vytvorenie metodiky vyuzitia datového modelu a mapovania Uzemnej odolnosti pre potreby
krizovych manaZzérov vo verejnej sprave
Implementacia digitalnych map uzemnej odolnosti do dokumentov krizového manazmentu
8. Publikovanie vedeckej monografie zameranej na vyuzitie datového modelu a GIS v

krizovom manazment.

2B

N

Predpokladané prinosy nadvazuju na stanoveny hlavny ciel a parcialne ciele vedeckého projektu.
RieSenie projektu vytvara predpoklad na zvySenie pripravenosti miest a obci vo&i mimoriadnym
udalostiam, ¢im sa zvysSuje ich celkova uroven odolnosti. Vlastné prinosy je mozné rozdelit do dvoch
skupin a to na teoretické a praktické. Za jeden z hlavnych teoretickych prinosov je mozné povazovat
spracovanie prehfadného metodického postupu tvorby a vyuzitia datového modelu pre potreby
krizového manazmentu a GIS v ramci pripravy dokumentov krizového riadenia. Zaroven budu
spracované rézne pristupy vyuzitia priestorovych tdajov pomocou softvérovych nastrojov pre potreby
analyzy rizikovych faktorov Uzemia. Predpokladané teoretické prinosy je mozné zhrnut nasledovne:

. prehladné zosumarizovanie dostupnych dat a zdrojov vhodnych na detailnd analyzu uzemia
s ohfadom na ohrozenia majetku, zivotného prostredia a obyvatelov,

. prehlfadné spracovanie aktualnych teoretickych zakladov pre mapovanie rizik Uzemia s
vyuzitim GIS,

. rozSirenie poznatkovej bazy charakteristik izemia a ich vplyvu na odolnost,

. prehladné spracovanie vSeobecne zavaznych pravnych predpisov a technickych noriem v
oblasti posudzovania rizik a vyuzivania informaénych systémov,

. rozSirenie poznatkovej bazy skumanej problematiky odolnosti tzemia,

. identifikovanie nedostatkov a navrhnutie odporucani v oblasti tvorby dokumentov krizového
riadenia,

. spracovanie navrhu datového modelu pre spracovanie dostupnych dat a ich mozné vyuZitie
v softvérovej podpore a GIS,

. vyuzitie pre pedagogicku ¢innost, ako aj pre dalSiu vedecko-vyskumnu ¢innost.

Vyznamnym praktickym prinosom bude vytvorenie procesného a datového modelu, ktory bude mozné
vyuzit v procese posudzovania rizik uzemia a jeho implementovanie do GIS. To umozni pracovnikom
obci a okresnych uradov sekcie krizového riadenia spracovanie priestorovych udajov, ich analyzu a
tvorbu rizikovych map. Dal$im délezitym prinosom bude navrhnutie spésobu vyuZitia analyz a map rizika
pri tvorbe krizovej dokumentacie, o umozni dosiahnut’ vysSiu Urover odolnosti v obciach a mestach.
Tieto vystupy umoznia efektivne vyuzitie sil a prostriedkov na analyzovanom Gzemi v sulade s novo
vytvorenym indexom uUzemnej odolnosti. Ako dbélezity prinos bude schopnost vyuzitia datového
manazmentu v pripade vzniku mimoriadnej udalosti, nakolko bude mozné spravne aplikovat rieSenie,
ktoré bude reflektovat’ aktualnu naro€nost udalosti. Predpokladané praktické prinosy je mozné zhrnat
nasledovne:

. vytvorenie datového modelu pre potreby posudzovania rizik Gzemia,

. navrh datového manaZzmentu pre potreby posudzovania rizik Uzemia (metodicky postup),

. posudzovanie rizik vybraného uzemia s vyuzitim GIS,

. vytvorenie map rizika a ich implementacia do dokumentov krizového manazmentu
konkrétneho Uzemia,

. vytvorenie indexu odolnosti Uzemia potrebného na efektivnu pripravu na mimoriadne
udalosti,

. zvySenie pripravenosti Uzemia obce, okresu a Statu na mimoriadne udalosti,
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. zvySenie efektivnosti zvladania mimoriadnych udalosti s vyuzitim, datového manazmentu,
. vytvorenie metodiky vyuzZitia datového modelu a mapovania rizik pre potreby krizovych
manazérov.

ZAVER

Za krizové riadenie a civilni ochranu na Slovenku zodpoveda MV SR prostrednictvom Sekcie krizového
riadenia. Sekcia krizového riadenia je odbornym utvarom MV SR pre integrovany zachranny systém,
civilni ochranu, krizové riadenie, civiiné nudzové planovanie, ochranu kritickej infrastruktury,
hospodarsku mobilizaciu, spravu materialu civilnej ochrany a humanitarnu pomoc. MV SR stanovuje
nélezitosti, povinnosti a ulohy dalSich subjektov. Z pohladu hierarchie krizového riadenia MV SR riadi
civilnu ochranu a krizové riadenie. Na nizSej urovni je okresny urad v sidle kraja, okresny urad a
nasledne obec. Prijatie vysledkov na zaklade zmluvy o buducej zmluve, sekciou krizového riadenia MV
SR, okresnym Uradom v sidle kraja Zilina a mestom Zilina, zabezpegi efektivne implementovanie
vysledkov projektu. Z ticho odberatelov vystupov je najdblezitejSia prave sekcia krizového riadenia,
nakolko jednotlivé vystupy projektu spristupni ako odporucacie alebo zavazne podla uvazenia pod
vSetky subjekty, ktoré su na nizSej urovni.

Vystupy projektu maju ambiciu zlepSovat problematiku aj v zahranici. Jednotlivé Staty v pripade tvorby
strategickych dokumentov, metodik ale aj inych vystupov sa €asto inSpiruju zo skusenosti dobrej praxe
v zahrani¢i alebo inych dostupnych materialov. Slovenska republika je su¢astou medzinarodnych
organizacii krizového manazmentu a spolupracuje s okolitymi a dalSimi statmi na tejto urovne. Prave
preto prijatie vysledkov projektu a ich zverejnenie na oficialnych strankach ministerstva réznych medzi
Statnych stretnutiach jen vhodny spbsob ako dat’ k dispozicii vysledky projektu na vyuzitie aj inym
Statom. Zaroven zodpovedny rieSitel a aj dalSi rieSitelia spolupracuju o odbornikmi a organizaciami
rieSiace podobné problematiky na Slovensku a v zahrani€i. Tato spolupraca bude vyuZivana pocas
tvorby vystupov a zaroven zahraniéné subjekty budi mat povedomie o &iastkovych vystupoch, budu
mat’ moznost pripomienkovat spracovanie projektu tak aby bol univerzalne vyuzity v zahrani¢i a zaroven
mdzu tieto vysledky vyuZit v plnej miere alebo nadviazat na ne v ich dal3ej €innosti.

PODAKOVANIE

Tato praca bola podporena Agenturou na podporu vyskumu a vyvoja na zaklade Zmluvy ¢. APVV-24-
0153 s nazvom Vytvorenie datového modelu a jeho implementacia do geografickych informacnych
systémov na zvySenie pripravenosti verejnej spravy zviadat mimoriadne  udalosti.
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Katedra krizového manazmentu, Fakulta bezpednostného inZinierstva, Zilisnka univerzita v Ziline, Univerzitna 8215/1, 010 26
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NAZOV PRiISPEVKU
NAZOV PRISPEVKU V ANGLICKOM JAZYKU

MENO A PRIEZVISKO AUTORA, MENO A PRIEZVISKO AUTORA

ABSTRACT: Nahradte tento text anotaciou v anglickom jazyku (britska anglictina) v rozsahu 5-10 riadkov. Abstrakt
oboznamuje s obsahom ¢lanku. Autor v riom uvadza aj aké ciele a postupy pouzil a k akym zaverom dospel. Odportca sa
v dlzke 100 - 250 slov.

(volny riadok Arial 8)

KEYWORDS: Nahradte tento text kltucovymi slovami v anglickom jazyku v rozsahu 3 az 5 vyrazov. Kazdy vyraz pisat velkym
zaciato¢nym pismenom a ukoncit’ bodkou.

(volny riadok Arial 8)

uvoD

Elektronicku formu tohto vzoru najdete na stranke https://www.fbi.uniza.sk/stranka/sablona-clanku.
Vlastny text piste v Arial 10, bez odsadenia prvého riadku v odseku, odseky oddelit’ jednym vofnym
riadkom (pismo Arial 10). Text zarovnat do bloku.

1. KAPITOLA

Pouzivat jednourovriové alebo viacuroviiové automatické Cislovanie kapitol. V texte pouzivat
jednoduché odrazky zarovnané na lavy okraj alebo viacuroviové odrazky rovnakého typu odliSené
velkostou odrazky:

o XXXX,
o XXXX,
o XXXX.

Na citacie pouzitej literatury pouzivajte tuto formu (Autor, rok).

Tabulka 1 Nazov tabulky (Autor & Autor, rok)

Nazov stipca Parameter 1 Parameter 2
Text, text, text... Text — Cislo 06.02.2020
Text, text, text... Text — Cislo 06.02.2020

Cislo a nazov tabulky (Tabulka 1) pisat podra vy$sie uvedeného vzoru. Za &islo tabulky bodku nedavat'.
Pred &islom tabulky davat pevnu medzeru (ctrl-shift-medzernik). Odkaz na tabulku v texte uvadzat ako
odkaz na tabulku 1. Sirku tabulky prispdsobit $irke okna. Doplnit typ a velkost pisma v tabulke.
Hodnoty v tabufkdch nesmu byt prepojené na iné programy (napr. Excel).

Text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text,
text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text...

Vzorce pisat cez editor vzorcov.

S =z.r’ (1)
Kde: S -obsah,

™ — konStanta,

r — polomer.
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Text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text, text,
text, text....

(volny riadok Arial 10)

Obrazok 1 Nazov obrazku (Autor, Autor & Autor, rok)

Cislo a nazov obrazku pisat podla vy$$ie uvedeného vzoru. Pred a za &islom obrazku davat pevnu
medzeru (ctrl-shift-medzernik). Nazov — text pod obrazkom — za¢iname pisat vzdy s velkym pismenom
ako na zaciatku vety. Na konci textu bodku nedavame. Odkaz na obrazok v texte uvadzat ako odkaz
na obrazok 1. Velkost obrazka nesmie presiahnut okraje. Obrazok je zarovnany na stred. Doplnit
kvalitu. Obrazky a grafy nesmu mat prepojenie na iné programy (napr. Excel).

ZAVER (ARIAL 11)

Autor zodpoveda za vecnu a jazykovu spravnost prispevku. Odporu¢ana Struktura prispevku vychadza
z modelu IMRaD (IMRD).

PODAKOVANIE (ARIAL 11)

Projekt, financovanie, autorskému kolektivu a pod.

LITERATURA (ARIAL 11)

Blakey, N., Guinea, S., & Saghafi, F. (2017). Transforming undergraduate nursing curriculum by aligning models of clinical
reasoning through simulation. In R. Walker, & S. Bedford (Eds.), HERDSA 2017 Conference: Research and
Development in Higher Education: Curriculum Transformation (pp. 25-37). Hammondville, NSW: Higher Education
Research and Development Society of Australasia. Retrieved from http://www.herdsa.org.au/research-and-
development-higher-education-vol-40-25 (Clanok z konferencie)

Carey, B. (2019, March 22). Can we get better at forgetting? The New York
Times. https://www.nytimes.com/2019/03/22/health/memory-forgetting-psychology.html (clanok z novin)

Fagan, J. (2019, March 25). Nursing clinical brain. OER Commons. Retrieved September 17, 2019, from
https://www.oercommons.org/authoring/53029-nursing-clinical-brain/view (web stranka)

Grady, J. S., Her, M., Moreno, G., Perez, C., & Yelinek, J. (2019). Emotions in storybooks: A comparison of storybooks
that represent ethnic and racial groups in the United States. Psychology of Popular Media Culture, 8(3), 207—
217. https://doi.org/10.1037/ppm0000185 (casopis)

Sapolsky, R. M. (2017). Behave: The biology of humans at our best and worst. Penguin Books. (kniha)
Zakon €. 131/2002 Z. z. o vysokych Skolach a o zmene a doplneni niektorych zakonov. (zakon)

Zoznam literatury zoradit abecedne. Pre viac informacii postupujte podla citaného formatu APA -
https://apastyle.apa.org/style-grammar-guidelines/references/examples (Arial 8,5)

(volny riadok 10)

Meno a priezvisko autora - 1, tituly
Kontaktné tdaje (pracovisko, adresa,)
e-mail:

Meno a priezvisko autora - 2, tituly
Kontaktné tdaje (pracovisko, adresa,)
e-mail:
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POSTUP NA PRIJIMANIE CLANOV
DO CASOPISU ,,KRIZOVY MANAZMENT*

1. Redakcia prijima prispevky doteraz nepublikované, v textovom editore MS Word vo formate docx.
v rozsahu max. 10 stran, bez C&islovania, upravené podfa pokynov na pisanie ¢lankov (Sablona

&lanku).

2. Prispevok prosime poslat e-mailom na adresu: michal.ballay@uniza.sk alebo dorucit poStou na
CD na adresu: Fakulta bezpeénostného inzinierstva Zilinskej univerzity, redakcia ¢asopisu
KRIiZOVY MANAZMENT, Ulica 1.maja 32, 010 26 Zilina, Slovakia.

3. Prispevky, ktorych Uprava nesplni poziadavky redakcie, alebo budu v rozpore s etickymi zasadami
na publikovanie, nebudu redakciou prijaté. Prijaté rukopisy budu vytlaené bez poplatku,

v Ciernobielom prevedeni. Prispevky nie si honorované.

4. Redakcia prijima prispevky pisané v anglickom, ¢eskom alebo slovenskom jazyku.

5. Redakcia si vyhradzuje pravo zaradit ¢lanky na navrh oponentov do vedeckej alebo informativnej

Casti Casopisu.

6. Na hodnotenie ¢lankov doruenych redakCnej rade sa pouziva systém Double-blind peer
review'. Rozhodovanie o publikovani ¢lankov prebieha vo viacerych kolach:

-V prvom kole su €lanky posudené po formalnej stranke technickou redakciou asopisu. Pokial
&lanky nespinaju formalne poZiadavky st autorom vratené na prepracovanie.

-V druhom kole stanovi predseda redakénej rady anonymnych oponentov, ktorymi su nezavisli
odbornici z odboru do ktorého €lanky patria.

-V tretom kole vypracuju oponenti posudky, v ktorych odporucia publikovanie (nepublikovanie)
¢lankov. Zaroven odporucia zaradenie ¢lankov do vedeckej alebo informacnej Casti Casopisu.
Publikovanie ¢lankov mézu podmienit dpravami. Posudky su archivované technickou
redakciou Casopisu.

-V 8tvrtom kole doruci technicka redakcia posudky tym autorom, ktorych ¢lanky vyzaduju
dopracovanie a poziada autora o dopracovanie ¢lanku.

-V piatom kole odsuhlasi redakéna rada Strukturu, zaradenie a pocet Elankov, ktoré budu

zverejnené v nasledujucom Cisle asopisu.

' Double-blind peer review je systém posudzovania, zalozeny na hodnoteni nezavislymi odbornikmi.
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OPONENTSKY POSUDOK CLANKU
DO CASOPISU KRiZOVY MANAZMENT

Elektronicka forma posudku je vyhotovené ako formular, na pohyb vo formulari pouzivajte tabelator.
VZOR

Nazov ¢lanku:

Tento posudok bude poskytnuty autorovi za uicelom pripadnej vupravy clanku bez uvedenia oponenta. Redakcna rada casopisu Ziada
oponentov o hodnotenie prispevku v nasledujiicej tabulkovej a textovej casti. Pripomienky, navrhy a odporucania mozno vyznacit
priamo v texte clanku alebo uviest' v bode 5 a poslat's posudkom. Technicky redaktor poskytne clanok s poznamkami autorom.

Hodnotenie ¢lanku (zaskrtnite zodpovedajiice moznosti)

1. Odborné uroven

a) aktualnost’ témy [] téma nova,

[] téma bezna, ale aktualna,

[] téma neaktualna,

[] téma nekore$ponduje so zameranim ¢asopisu,
b) vedecké poznatky [] ¢ldnok obsahuje aplikaciu vedeckych metod,
[] ¢lanok obsahuje nové vedecké poznatky,
[] ¢lanok obsahuje nové odborné poznatky,
] ¢lanok obsahuje nové informacie,
] ¢lanok neobsahuje nové poznatky alebo informacie,

O

b) citacie povod prevzatych Casti sa cituje v silade s normou,

[] povod prevzatych &asti sa cituje nedostatoéne alebo vobec.

2. Uroven spracovania

] ¢lanok je zostaveny prehl'adne, logicky a zrozumitelne,
[] prehladnost’ a zrozumitelnost’ ¢lanku je priemern,
] ¢lanok je nevhodne usporiadany a malo zrozumitel'ny.

a) jazykova uroven [] vyborna, [] priemerna, [] nevyhovujtca
b) odborna terminologia ] spravna, ] drobné nedéslednosti, [_] zavazné nedostatky,
c) graficka Groven [] vyborna, [] priemerna, [] nevyhovujuca.

obrazkov a grafov

3. Odporucanie oponenta

[] odporagam ¢&lanok publikovat’ v povodnej verzii,

[] odporagam ¢&lanok publikovat po odstraneni uvedenych pripomienok a
nedostatkov,

[] ¢lanok nie je vhodny na publikovanie.

[] odpora¢am ¢&lanok zaradit’ do vedecke;j ¢asti ¢asopisu,
[] odpora¢am ¢&lanok zaradit’ do odbornej ¢asti ¢asopisu,
[] odpora¢am ¢&lanok zaradit’ medzi informacie.

4. Pripomienky, navrhy a odporucania oponenta
Prosime uviest’ kratky komentar k vyssie uvedenym bodom hodnotenia. Pripomienky, navrhy a odpora¢ania mozno vyznacit priamo v texte
¢lanku a poslat’ s posudkom. Technicky redaktor poskytne ¢lanok s poznamkami oponenta autorom.

Tato Cast’ posudku sa autorovi ¢lanku neposkytuje

Détum: Podpis oponenta:
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PROCEDURE FOR SUBMITTING ARTICLES
'CRISIS MANAGEMENT' JOURNAL

The editorial board accepts only previously unpublished papers, written in text editor MS Word
within max. 10 — even number of pages, without page numbering, processed as per the directions

for writing articles.

The paper should be sent by e-mail to: michal.ballay@uniza.sk or sent by post on a CD, USB to
the address Fakulta bezpeénostného inzinierstva Zilinskej university v Ziline, redakcia
éasopisu KRIZOVY MANAZMENT, Ulica 1. maja 32, 010 26 Zilina, Slovakia

Papers, which do not fulfil the requirements of the editorial board or are in conflict with the ethical
principles of publishing, will not be accepted. Accepted manuscripts will be printed free of charge,

in monochrome. Papers are not remunerated.

The editorial board accepts papers in the English, Czech and Slovak language.

The editorial board reserves the right to move papers to the scientific, professional and informative

parts of the journal.

For reviewing of articles received by the editorial board a peer-review system is in place.

The decision making on publishing of a paper is done in the following stages:

- In the first stage, the paper is reviewed by the technical board. If the paper does not meet the
formal requirements it is returned to the authors for revision.

- In the second stage, the chairman of the editorial board assigns anonymous peer-reviewers
who are independent experts from the field in which the paper belongs to.

- Inthe third stage, the peer-reviewers review the paper and recommend publishing or rejection
of the paper. They also recommend the inclusion of the paper into the scientific, professional,
or informative part of the journal. Publishing of the paper may be conditional, requiring the
recommended modifications. Reviews are archived by the technical board of the journal.

- In the fourth stage, the technical board delivers the reviews to the authors, whose papers
require further modifications or finalization, and requests the author to implement the
recommendations.

- In the fifth stage, the editorial board approves the structure, classification and number of

papers which will be published in the next issue of the journal.
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PAPER REVIEW REPORT
FOR CRISIS MANAGEMENT JOURNAL

The electronic form of the review template is designed as a form; use Tab for navigation.
TEMPLATE

Title of paper:

This report will be made available to the author for any corrections or modifications of the paper without stating the name of the
reviewer. The editorial board kindly asks reviewers to use the fields below for the paper evaluation. Comments, suggestions and
recommendations may be either marked directly in the text of the paper or specified in Part 4. The Technical Editor will provide a
paper with reviewer's comments to the authors.

Paper rating (check the appropriate option)

1. Professional level

a) Topicality ] new topic,
] common topic, but actual,
[] outdated topic,
[] topic is beyond the scope of the journal,
b) Scientific value ] paper applies scientific methods,
[] paper contains new scientific knowledge,
] paper contains new expert knowledge,
] paper contains new information,
] paper does not contain new knowledge or information.

¢) Citations ] sources of citations are referenced in accordance with the standard,
] sources of citations are referenced poorly or not at all
2. Quality of processing

[] The paper is structured intelligibly, logically and clearly.
[] Intelligibility and clarity of the article is on an average level.
[] The paper is inappropriately structured and difficult to understand.

a) Language level [ excellent, [ ] average, ] inappropriate
b) Terminology [] correct, ] minor inconsistencies, [_| serious shortcomings,
¢) Layout of graphs [] excellent, [ average, [] unsatisfactory.

and figures

4. Reviewer’s recommendations

] T recommend publishing the original version of the paper.
[] I recommend publishing the paper with minor corrections.
[] The paper is not suitable for publishing.

[] I recommend the paper to be included in the scientific part of the journal.
[] I recommend the paper to be included in the professional part of the journal.
[] I recommend the paper to be included in the section Information.

5. Comments, suggestions and further recommendations of the reviewer
Please, provide brief comments on the above points. Comments, suggestions, and recommendations can be directly marked in the text and
sent with a review. The Technical Editor will provide a paper with reviewer’s comments to the paper's author.

This part of the report is not provided to the author of the paper.

Date: Signature of reviewer:
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