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Abstract – The main motive for the integration of 
management systems should be to increase production 
efficiency by reducing losses due to overlapping 
resources of individual management systems running 
in parallel. In addition, by integrating, organisations 
can ensure the definition of unambiguous 
responsibilities and prevent problems at process 
interfaces as well as conflicting goals of individual 
management systems. The integration of management 
systems into one comprehensive and the 
implementation of an integrated system into the overall 
management of the organization would help to more 
effectively manage the risks associated with their 
business processes, resources and thus ensure 
prevention of these risks. 
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1. Introduction

Integrated management systems arose from the 
need of organisations to harmonise, combine or 
merge separately implemented management systems.  
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Despite the development of various IMS concepts, 
none of them was accepted as a generally valid 
model of the integrated management system, which 
would subsequently be standardised and issued as a 
globally valid ISO standard, according to which such 
a system could be certified as one separate - 
integrated management system. Organizations are 
constantly exposed in the market environment to 
prove certificates of implementation and fulfilment 
of requirements of individual standardised 
management systems, it is, therefore, logical that 
integrated management systems were and still are 
created by merging and combining key elements of 
different specifically focused standardised 
management system models. New modern theories of 
managerial thinking and action place the application 
of the synergy effect in the first place. A manager or 
senior management is integrated into the integrated 
management system coming out of the principles of 
process management, based on continuous 
"management" of change (change management). As 
the organization grows, it constantly improves and 
standardises its processes, and from this point of 
view it can be characterized as a system of solid 
structure, declared powers and responsibilities, which 
considers cost minimization, high performance in 
transparent and optimised processes and flexible and 
secure information system to be the core of its 
success. 

At present, the effort is generally being made to put 
significantly related systems on a common basis - 
modern process management. Neither a functional 
and certified QMS nor a certified EMS always lead 
to increased productivity and competitiveness when 
understood as stand-alone and isolated systems. The 
current trend in corporate management is clearly the 
so-called "Comprehensive business integration", 
where already functional management systems are 
most often accessed by individual business 
subsystems, without which it is not possible to 
constantly increase the competitiveness of the 
organisation [1]. An integrated management system 
is an effective tool for creating a management system 
that takes into account not only the quality of 
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products and services, but also the approach to the 
environment, safety and health at work and other 
important aspects for organisations. In addition, a 
systemic approach guarantees orientation in 
legislative requirements and their fulfilment, reduces 
administrative complexity and saves financial 
resources [2]. 

An integrated management system based on ISO 
standards for subsystems and EU regulations is 
advantageous to implement and integrate into a 
functioning business management system, which will 
become a functional management tool and ensure the 
prevention of all risks in the activities of the 
organization [4]. However, the nature of the 
individual management systems implies considerable 
compatibility between the relevant standards, as well 
as the common essence of operation on the principle 
of continuous improvement in terms of the P-D-C-A 
cycle, which allows the system to be extended to 
other aspects. 

 
2. Approaches to Risk Issues in Selected Areas 

 
We classify several types of corporate risks, resp. 

the risk groups shown in Figure 1. Some of these 
risks are described in more detail. 

 

 
Figure 1. Classification of risks of the organisation 

according to their origin 
 

Financial risks: Financial risks – they contain a 
wide range of cost risks caused by changes in cost 
data, which are mainly related to the growth of 
purchase prices of the given raw materials, energy. 
They also include inflation, monetary and budgetary 
risks, an important part of which also includes risks 
related to foreign trade activities (exchange rate risks 
affecting the income and costs of activities in foreign 
markets carried out in the currencies of their markets; 
risks related to the recovery of receivables…) and 
related foreign business (e.g., risks of conversion of 
achieved profit) [7].  

Environmental risks: The quality of the 
environment is an important factor that affects 
human health and the quality of the ecosystem. 
Human activity is considered to be a serious cause of 
deterioration. 

 Risk assessment is an important process in a river 
basin that provides a better orientation on which 
monitoring issues to pay attention to or how to rank, 
present and use the results achieved. The process of 
environmental risk assessment (Figure 2.) in a river 
basin follows from the theory of risk management 
and can be divided into three basic parts [5]: 

 

 Problem definition. 
 Risk analysation. 
 Risk characterization. 

 

Other auxiliary assessment steps include: planning, 
risk management, monitoring. 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 2. Environmental risk assessment scheme 
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The environmental risk assessment process helps 
identify environmental problems, sets priorities, and 
provides a technical basis for regulatory action. At 
the same time, this process identifies existing risks or 
predicts the risks of stressors that do not yet manifest 
in the environment. 

Technical risks: Uncertainty factors in the 
technical field include:  
 

 Preparatory determination of parameters and 
purpose of the solution, preliminary increasing 
level of the new solution. 

 Research, development and its completion on 
time. 

 Speed of planning and construction. 
 Timely completion of capital construction, trial 

operation. 
 Reliability of activities and equipment. 
 Several other factors. 

 

Technical risks are mainly related to the realisation 
of the results of scientific and technical growth, they 
are most often associated with the research and 
development of new products and technologies. 
Technical risks are an increasingly serious problem 
for companies nowadays. Increasing production 
capacity, research results and their application to 
technical means, technologies, the use of automatic 
control systems, the volume of hazardous substances 
used in production and transport and a set of other 
factors have a negative impact on the company's 
safety level. Such risk is new in all areas of economic 
activity, categories of production processes, but also 
in services [10]. 

Technical risks are an increasingly serious problem 
today. Increasing production capacity, research 
results and their application to technical means, 
technologies, the use of automatic control systems, 
the volume of hazardous substances used in 
production and transport, and a set of other factors 
have a negative impact on society's safety level. Such 
risk is new in all areas of economic activity, 
categories of production processes, but also in 
services. 

Transport, chemical production, and nuclear 
energy are also hazardous operations. In the 
individual categories of transport, both transport 
infrastructure and technologies are used, which are a 
source of risks that must be analysed and efforts must 
be made to reduce them. In the field of transport 
infrastructure, it is important to pay attention to the 
quality of transport routes, eliminate bottlenecks on 
roads, and ensure their systematic monitoring and 
maintenance, but the technical condition of transport 
and means of transport is a serious problem [3]. 
Transport technologies are determined by standards 
as well as internal regulations. Their serious 
problems are their preservation, but also the problem 
of applying the principles of occupational safety and 
the use of mandatory protective equipment. In this 
area, there is a need to create an effective control 
mechanism as the main tool for risk reduction [5], 
[8]. The basic algorithm of technical risk 
management consists of steps and is shown in Figure 
3.

 

 
 

Figure 3. Risk management algorithm [9] 
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Figure 4. shows the philosophy of technical risk 
management of critical processes using protective 
devices or additional protective devices according to 

IEC 61508 (Risk reduction and integrated safety) 
taking into account the integrated safety requirements 
set out in the Machinery safety directive. 
 

 
Figure 4. Risk reduction principle 

 
3. Methodology for Risk Assessment and 

Management of the Integrated Management 
System 

 
1. For effective business management, it is 

important to know the risks arising from its 
activities and processes, in an understandable 
expression of their extent. In the identification, 
analysis, evaluation, assessment and 
management of corporate risks, more exact 
methods are used today based on mathematical 
statistics, unclear sets, approaches to operational 
analysis, etc., which inherently assume a certain 
model of the occurrence of phenomena, i.e., they 
do not accept that these phenomena are 
exceptionally methods based on simulated or 
empirical scenarios. In principle, two basic 
approaches can be distinguished, namely:  

2. Determining the threat to the integrated 
management system from the N mismatch and 
the period of its occurrence τ (in the fiscal year) 
by methods based on the theory of extremes, the 
theory of unclear sets, chaos theory, fractal 
theory, etc. According to the vulnerability of 
protected interests (quality, environment, health 
and safety, ...) in the company (process, 
technology, activity) to determine the total 
damage for non-compliance N (in monetary 
units) marked S. Risk R is then given by the 
relationship. 

 
Determination of the non-compliance scenario 
with the size of the largest expected non-
compliance (it is possible to use the probable size 

of the expected non-compliance or the value of 
the normatively determined non-compliance or 
the least favourable non-compliance according to 
the requirements of the relevant ISO standards) 
and according to the data for the given company, 
resp. process to determine: 
 

 According to the protected interests and their 
vulnerability to the impact in the scenario of 
non-compliance to determine the total 
damage of the company (process) in 
monetary units S. 

 According to expert data from databases or 
expert estimates to determine the frequency 
of occurrence of the largest expected 
discrepancy standardized for 1 change f. 

 
 

For corporate management, we need to determine 
the integrated risk calculated according to relation (1) 
or (2), for all possible discrepancies that contribute to 
the disruption of the integrated management system 
[9]. To determine the integral risk of the system that 
reflects all possible non-conformities that contribute 
to the disruption of the integrated management 
system, the sum of the risks calculated for each non-
compliance according to formula (1) or (2) may be 
used or the index method may be used as follows: 

 

1. Let i = 1, 2,…, n be the number of protected 
interests of the monitored system. Assuming that 
each protected interest contains 𝑠  elements that 
make it up, it holds that: 
𝑠 ,  is the j-th element of the i-th protected 
interest, i.e., 𝑗 1,2, … , 𝑠  
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2. Let ℎ ,  be the number of mismatches that 
threaten the element 𝑠 , , then it holds that: 
 

i. ℎ , ,  is the k-th mismatch in the i-th 
protected interest for the j-th element,  

ii. i.e., it is possible to put 𝑘´ 1,2, … ℎ ,  
 

Based on the estimation of the degree of 
vulnerability of specific elements of protected 
interests in individual disagreements, we determine 
the risk of the relationship: 

 
where 𝑃 , ,  is the probability of occurrence and 𝐷 , ,  
is the impact. If we choose the risk scale as follows: 
 
0 – insignificant risk, negligible 
1 – Low risk, marginal 
2– Acceptable risk below the applicable standards 
3– Conditionally acceptable, i.e., tolerable risk that 

can be reduced by a conventional response 
system 

4– Significant risk, i.e., risk above the limit of 
standards, which can be reduced by preparedness 
and a special response system 

5 – Unacceptable risk 
 

It is possible to determine the risk index 𝐼 ,  for the 
i-th protected interest and the j-th element as a 
weighted average of individual indices for individual 
discrepancies 
 

𝐼 , ∑ 𝑤 , ,  
, ∙ 𝐼 , ,      (4) 

 

with the fact that: 
 

 ∑ 𝑤 , ,  
, 1,     (5) 

 

where 𝑤 , ,  is the weight of the risk index of the k−th 
mismatch for the i−th element of the i−th protected 
interest. When the risk index of the i−th protected 
interest is 𝐼 , then 
 

 𝐼 ∑ 𝑤 ,  ∙ 𝐼 ,      (6) 
 

with the fact that: 
 

 ∑ 𝑤 ,  1.     (7) 
 

For the entire system, the risk index of all protected 
interests (quality, environment, information security, 
...) is equal to 

 

𝐼 ∑ 𝑤  ∙ 𝐼       (8) 
 

with the fact that: 
 

 ∑ 𝑤 1      (9) 
 

Whereas the values of the weights which indicate 
the significance of the corresponding indices can be 
determined in an analytical or expert manner. 

The integral risk of the system, which expresses 
the probable magnitude of unacceptable impacts 
(losses, damages and injuries) of all possible 
discrepancies that contribute to the disruption of the 
integrated management system, we obtain using the 
relation (3). In this context, it should be recalled that 
for ease of understanding, it is useful to express the 
magnitude of the impact in monetary units. 

Based on formulas (1) or (2), it is possible to 
identify the risks of individual management 
subsystems (quality, environment, safety, etc.) as 
well as the integrated management system as a 
whole. The integrated risk 𝑅  is then given by the 
relationship. 

 

 
Where 𝑅  for 𝑖 1,2, … , 𝑙 are the risks of the 

subsystems. Considering the n possible discrepancies 
that contribute to the disruption of the integrated 
system, the total integrated risk 𝑅  of the 
occurrence of the discrepancy is determined by the 
relationship. 

𝑅 𝑅  

 
(11) 

 

However, due to the interconnectivity of 
management systems, the integrated risk determined 
according to equations (10) and (11) is not entirely 
accurate and suitable for corporate governance, as it 
does not provide an estimate of the extent to the 
actual state of affairs, i.e., does not reflect the impact 
of the interconnections of the subsystems, which act 
in such a way that for each protected interest the 
impacts are direct, and the impacts caused by the 
interconnection of the subsystems. 

Given that practical examples show that the 
properties of subsystems (resilience, vulnerability, 
ability to adapt and improve) in the monitored 
systems are procedural, technologically and time-
specific, it is necessary to look for specific sector 
solutions, e.g., by field of economic activity 
(according to NACE codes) in the form of case 
studies. 

Risk management procedure: There are no set 
rules for risk assessment, management and control. 
To make the procedure simple and systematic, a 
sequence of steps can be recommended, which is 
based on norms and is shown in Figure 5. [12]. 
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Where: A – risk analysis, B – risk assessment, C – risk management, D – risk control. 
 

Figure 5. Risk management scheme [12] 
 

4. Economic Aspects of Risk Management  
 

In addition to probability, another key attribute of 
estimating the risk of an adverse event is determining 
the consequences of their occurrence. If we disregard 
such serious financially incalculable losses as the 
death of an individual or a group of people, it turns 
out that economic aspects play a significant role, 
especially in prevention and in providing the means 
to improve the quality of safety and reliability [10], 
[12]. The most accurate quantification of the costs 
resulting from the consequences of possible 
accidents, accidents, disagreements, or other adverse 
events can positively influence the decision-making 
process not only in matters directly focused on safety 
but also the effectiveness of management systems. 
The synergistic effect of the interaction of 
subsystems within the integrated management system 
will be manifested mainly if the analysis of risks 
(quality, environmental, safety, etc.) will be part of 
every decision-making process. 

The quantification of financial losses on the 
property caused by an adverse event or disagreement 
is usually only a matter of accurate calculation. 
Determining e.g., cost of accidents at work and 
occupational diseases in practice seems to be a more 
complex problem [6]. 

The reduction of the quality of production and the 
consequent possible loss of goodwill or customer is 
also one of the possible consequences of the 
occurrence of an adverse event, deviation, 
discrepancy (e.g., work accident). Excluding a key 
expert from the work process can result in a series of 
other negative phenomena. In addition, negative 
phenomena (accidents, system failures) usually 
integrate several factors (qualitative, environmental, 
safety, economic, etc.). 

As an example, some effective methods for 
estimating the costs of accidents at work and 
occupational diseases are given. Although at first 
glance these are specific methods (focused only on 
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accidents at work), their principles are generalized to 
a comprehensive assessment of the costs associated 
with the occurrence of an adverse event. The basic 
premise of their accuracy is sufficient relevant data. 
However, these are often relatively easily available in 
integrated management systems. If we want to 
evaluate the costs of accidents at work (adverse 
events) within the company, it is appropriate to 
distinguish between two different aspects, namely: 

 

 direct costs, which are also called visible 
costs, 

 indirect costs, also called hidden or invisible 
costs. 

 

Direct costs are to be understood as costs that are 
intended for persons affected by an accident and 
which are easier to identify and account for by 
insurance organizations. In general, they appear in 
the numerical statements of benefits determined for 
the calculation of the quotation of insurance against 
accidents at work and occupational diseases, which 
are transferred to the enterprise. The equivalent in the 
area of quantification of property losses is the size of 
non-life insurance premiums of relevant objects or 
equipment [11]. 

An accurate study of direct costs generally does 
not correspond to the amount of insurance fees or 
contributions set to cover the risk of accidents at 
work and occupational diseases. 

A company that has no accidents (insured events) 
also pays listing fees (premiums), although reduced. 
In this case, however, we cannot talk about the direct 
costs of accidents, which do not actually exist, and 
therefore not even identify them with the amount of 
listing fees that the company pays. The identification 
of the direct costs of the accident with the amount of 
the listing fees has the advantage only in the 
simplicity of their estimation. However, this is also a 
major shortcoming, which has often made it difficult 
to research the economic aspect of security. 

The exact direct costs of accidents at work and 
occupational diseases can be obtained by subtracting 
the reported rate from the "zero accident option" rate, 
multiplying by the total wage and dividing by 100. 
This gives the exact value of direct costs for the 
company according to a given time interval [13]: 
 

100

)( oa TTM
PN


     (12) 

 

where: 
PN - direct costs, 
M -  total wage, from which the listing fees are paid, 
Ta -  announced rate, 
To -  "zero accident rate" tariff. 

 
 

We can do the same when estimating the direct 
costs of any undesirable insurance event. The current 
state of research, as well as the existing literature, 
does not provide strict principles for the valuation of 
indirect costs, which are not covered by insurance 
and are closely related to accidents or other adverse 
events. Their financial consequences, although less 
obvious and more difficult to account for than direct 
costs, quickly reach high values. These are, for 
example: 
A) Labour costs caused by loss of time: 

 

 Caused by the victim. 
 Caused by other employees who have 

interrupted their work. 
 Caused by personnel professionally involved 

in the accident. 
 Caused by first aid members of the 

company's emergency services, by staff of 
independent medical services or by nurses 
and persons in charge of safety. 

 Caused by staff assigned to repair the 
material or restore the victim's workplace, 

 Caused by administrative staff entrusted with 
the drafting and sending of declarations, the 
resubmission of triplets, wage lists, the 
keeping of accident statistics, etc. 

 

B) Costs related to the increase in personnel 
expenditure: 
 

 Recruitment of a temporary or permanent 
alternate for the victim (selection procedure, 
administrative expenses, medical 
examination, training, including safety 
training). 

 Additional wage paid to the accident victim 
in addition to the insurance company's cash 
benefits (collective agreement). 

 Medical examination on return to work. 
 Eventual payment of overtime hours for 

colleagues of the accident victim in order to 
make up for the time lost as a result of the 
accident. 

 Compensation granted under the social title. 
 Social assistance expenditures and 

interventions. 
 Performance reduction. 
 Replacement of the victim's personal 

equipment. 
 Individual equipment of a newly employed 

person. 
 

C) Costs related to material damage: 
 

 Machinery, tools or other property of the 
enterprise. 

 Loss of equipment, products or production 
raw materials. 
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 The transformations that were necessary as a 
result of the accident. 

 The cost of borrowing compensation for 
damaged equipment during its repair. 

 Increase of insurance against damage to the 
equipment. 

 

Very often, in studies on indirect costs, material 
damage is only taken into account if it is associated 
with bodily injury, but in the perspective of 
prevention, which seeks injury factors for staff, we 
should also address material damage that may have 
caused bodily injury, if anyone was there at the 
wrong time.  
 
5. Conclusion 

 
A modern, prosperous, competitive and sustainably 

developing European company, resp. the 
organisation of the third millennium is today 
unimaginable without the application of globally 
standardized and applied management systems, 
quality, environment, safety, social responsibility, 
etc., either individually or in the form of an 
integrated management system focused on 
comprehensively integrated risk management.  

Risk management as a specific scientific discipline 
about the risks of their identification, analysis, 
assessment and management is now developing 
dynamically and is becoming an essential part of the 
implementation of diverse organisational activities, 
processes, technologies, but also socio-economic 
development in general. 

Risk management is a procedure for purposeful 
management of existing risk through a system of 
measures aimed at eliminating risk or at least 
systematic and planned measures to reduce risk to the 
lowest possible level. It is a procedure aimed at 
permanent improving the level of health and safety, 
respectively at improving working atmosphere. Risk 
management includes a risk assessment algorithm 
and a decision about taking appropriate systemic 
measures.  

Risk management is a key element of any strategic 
management of the organization. The organisation 
methodically addresses the risks associated with its 
activities in order to achieve permanent benefits 
within individual activities and in the entire portfolio 
of all activities. 
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