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Marketing management risks of online business:
taxonomy, verification and assessment

Abstract. Introduction. Digital transformation, which is characterized by the rapid pace of changes in the
marketing environment, aggressive actions of competitors, high heterogeneity of consumer requests and
preferences, has a significant impact on the business, namely, it requires the generation and implementation of
new approaches to solving business problems, as well as achieving the set goals. In order to effectively conduct
and develop an online business, it is necessary to follow new tendencies and trends in meeting the constantly
growing requests, needs and preferences of online buyers, simultaneously levelling or eliminating risks that may
arise in the short and long term with the greatest probability, as well as have negative effects for business.
Purposes of our research are to develop the taxonomy marketing and management risks of online business by
using multidimensional systematization and decomposition methods; to substantiate the scientific and methodical
approach to verification and qualitative assessment of probability of the marketing and management risks for
online business; to formulate recommendations regarding the formation of an intelligent IT security system for
levelling and / or eliminating the risks of online business in the context of the implementation of the relevant risk
management plan; to develop and test applied tools for effective risk management of online business.

Methods. The symbiosis of general and specific methods is used to achieve the purposes, including: methods of
dialectical cognition, generalization and systematization, abstraction, synthesis; statistical, dynamic and cluster
analysis; formalization method; expert survey; calculation-analytical and comparative methods; matrix method.
Results. The marketing management risks of online business in the digital transformation context are
explicated and concretized. The taxonomy of marketing-management risks of online business is developed
and represented like a multi-dimensional risks systematization as a result of their decomposition. The
scientific and methodical approach to verification and qualitative assessment of the probability of the
marketing and management online business risks is substantiated. The algorithm for the identification of
the online business risks status is proposed. It reflects the consecutive stages of the qualitative risks groups
assessment and determines the choice of a method for its levelling and / or elimination. The framework of
the risk management plan for online business is developed. This framework takes into account triggers and
consequences of risks onset. The matrix for monitoring the implementation of the risk management plan for
online business is compiled. The phases of the intelligent IT security system development are substantiated.
Conclusions. The proposed scientific and methodical approach and the developed applied tools are tested
by the example of Ukrainian retailers’ online businesses. The testing results reflect the significance of the
authors’ developments and proposals, as well as the expediency of their implementation for the successful
set up and development of online business in the digital transformation context.
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HartopiHa A. O.

DOKTOP EKOHOMIYHUNX HayK, OOLEHT,

3aBigyBay, kadenpa MapkeTUHIY, MiXXHApPOOHOI EKOHOMIKM Ta Bi3HEC-aAMIHICTPYBaHHS,

3aknag BuLLOi OCBITK «MiXXHapOL4HMIN HAYKOBO-TEXHIYHNIA YHIBEPCUTET iMeHi akagemika tOpia byras», Kuis,
YkpaiHa

Bytko M. .

[OKTOP EKOHOMIYHMX HayK, npodecop,

3aBigyBay, kadenpa MeEHEOXXMEHTY Ta Aep>XXaBHOI CyXou,

HauioHanbHUI yHiBepCcUTET «HepHiriBCbka nonitexHika», YepHiris, YkpaiHa

MapkeTUHr-meHegXXMEHT PU3UKN OHNaH-6i3Hecy: TakcoHOMIA, Bepudikauii Ta ouiHka

AHoOTauiq. Y cTaTTi eKCnnikoBaHO Ta KOHKPETM30BaHO MAPKETUHI -MEHEOXXMEHT PU3NKN OHNaliH-6i3HeCy B
KOHTEKCTi undpoBoi TpaHchopmalLlii, po3pobneHo ix TakcoHOMiIlo Ha 6a3i baraToBUMIpPHOT cucTemaTmnaadlii
Ta AEeKoOMMO3uLii rpyn pu3nkiB, LLLO KOPENIOIOTh i3 PISHUMMK acnekTamMn BedeHHs Ta po3BUTKY Bi3Hecy B
IHTepHeT B ymMOBax UndpoBoi TpaHCchopMaLi.

OG6rpyHTOBaHO HAyKOBO-METOAMYHWUIA Mioxia A0 Bepudikalii Ta KBaniTaTUBHOI OLHKA MAMOBIPHOCTI
HaCTaHHA MapKETUHI -MeHeOXXMEHT PU3KKIB OHNarH-6i3HeCY, AKi € KOMNINAUIED N'ATU CUCTEMATU30BAHNX
rpyn puaukiB. IHTEPNPETOBAHO KOHCEKBEHTHI eTanu KBaniTaTUBHOI OLiHKM IPyn pU3uKiB OHNanH-Gi3Hecy
3 BUMKOPWUCTAHHSIM METOAY €KCMNepTHUX OLIHOK. Po3pobneHo anroput™m igeHTudikaujii cTtatycy puaukis
OHNarH-0i3Hecy, Lo AeTEPMIHYE Xia, po3pobku Ta peanisadii nnaHy pu3mkK-MeHeaXXMEHTY.
3anponoHoBaHO GPENMBOPK NiaHy MEHEOXXMEHTY PU3MKIB OHNalH-0i3Hecy Ta 3anponOHOBAHO MaTPULLIO
MOHITOPUHIY NOro peanisauii, WO AO03BOMSE B AMHAMIL BiACNIAKOBYBATU Xif, BUKOHAHHS 3annaHoBaHUX
3axopjB i, 3a HEOOXiAHOCTI, KOPUryBaTW NiaH MEHEAXMEHTY 3 ornsaAy Ha ocobnmBoCTi BidHec-npoLecis,
TEXHOJIOTYHY iHDPACTPYKTYPY Ta LIHHOCTI OHNANH-KYLTYPW.

IHTepnpeToBaHO $a3n po3podbku iHTenekTyanbHOi cuctemun IT-6e3nekn LWoao HiBentoBaHHA Ta / abo
nikBipauji pu3nkiB oHNanH-06i3Hecy.

Pesynbtatin anpobadii 3anponoHOBaHUX HAYKOBO-METOANYHOrO Miaxoay Ta NpuknagHoro iHCTpyMeHTapito
Ha NpuKNaai yKpaiHCbKUX puTennepis nigTBepaXyoTb A0UINLHICTb IX CUCTEMATUYHOIO 3aCTOCYBaHHA A4
YCMiLWHOro BeAEHHS i1 pO3BUTKY OHJIaH-6i3Hecy B ymoBax LMppoBoi TpaHchopmaLlji.

KniouoBi cnoBa: oHnaiiH-6i3HEC; pU3WK; MapkeTuHr; 6es3neka; puTennep; TakCOHOMISI MapKeTUHr-
MeHeOXXMEHT pU3KKiB; GperiMBOPK NNaHy pU3NK-MEHEOXMEHTY; MaTpULS A9 MOHITOPUHIY iMNneMeHTauji
niaHy pusuK-MeHeaXMEHTY; iHTenekTyanbHa cuctema IT-6e3nekn.

HatopuHa A. A.

DOKTOP 9KOHOMUYECKMX HaYK, OOLLEHT, 3aBEeAYIOLLMNA,

kadenpa MapkeTuHra, MexayHapoaHOM 3KOHOMUKM U BU3HEC-aaMUHUCTPUPOBAHNS,

Boiclwee yyebHoe 3aBefeHne «MexayHapoaHbI HayYHO-TEXHUYECKNI YHUBEPCUTET MMEHN akagemMuka
lOpus bByras», Kues, YkpanHa

Bytko H. I.

JOKTOP 9KOHOMUYECKUX HayK, Npodeccop, 3aBeayoLnn,

kadeapa MeHeaXXMEHTa 1 roCyJapCTBEHHOM CnyXObl,

HauuoHanbHbIN yHUBEPCUTET «HepHUroBCKaga NoInUTEXHUKa», YepHUros, YkpanHa
MapkeTUHr-meHeaXXMEHT PUCKU OHJaliH-OM3Heca: TakCOHOMUS, BepudurkaLmm n oLeHka
AHHOTauus. B cTatbe 3aKCNANLMPOBAHO U KOHKPETU3UPOBAHO MAPKETUHM-MEHEOXKMEHT PUCKM OHMANH-
Ou3Heca B KOHTekcTe umMdpoBoi TpaHchopmaumm, padpaboTaHo UX TaKCOHOMUIO Ha 6a3e MHOFOMEPHO
cucTeMartmsaummn n 4eKoMno3nLmm rpyrnn puckoB, KOTOPbIE KOPPENNPYIOT C PasHbIMK acnekTaMn BeeHUs
1 pa3BnTUS BnsHeca B VIHTEPHET B YCNIOBUSX LM POBOV TpaHcopMaumn.

O60CHOBAHO HAy4yHO-METOAMYECKMIA MOAXO0n K Bepudukaumm U KBaNUTATUBHOW OLLEHKE BEPOATHOCTU
HACTYMNeHU MapKETUHI-MeHeAXMEHT PUCKOB OHNanH-Bn3Heca, KOTopble ABMASIOTCA KOMNUASUMENR NaTn
CMCTEMATU3NPOBAHHbIX FPYNM PUCKOB. IHTEpPNPEeTUPOBAHO KOHCEKBEHTHbIE 3Tamnbl KBANMUTATUBHOM OLLEHKN
rpynn pUCKOB OHMAH-BU3HeCa C MCNOJIb30BaHNEM METO4a SKCNEPTHbLIX OLLEHOK.

PaspaboTtaHo anroput™m ugeHtTudukaumm cratyca puUckoB OHNAMH-OM3Heca, 4TO OEeTEPMUHUPYET XOn4,
paspaboTkn 1 peanusauum nnaHa pUck-mMmeHegkMmeHTa. NpeanoxeHo GpenMBOpK niaHa MeHeO)KMeHTa
PUCKOB OHMAMH-OU3HEca M NPEeasioXEeHO Marpuuy MOHUTOPMHra ero peanu3auuu, 4To MO3BOJSIET B
OVNHaMKKe OTCNEeXMBaTh X0, BbINOJSIHEHNS 3an/iaHUPOBaHHbIX MEPOMNPUSTUN U, B Crlydae HeoOX0ANMOCTH,
KOPPEKTMPOBaTb MiaH MEHEeOXMEHTa ydinTbiBas OCOOEHHOCTU OM3HEeC-NPOLLECCOB, TEXHOJIOMMYECKYIO
MHOPACTPYKTYPY U LLEHHOCTU OHNANH-KYNbLTYPbI.

MHTepnpeTnpoBaHo a3kl pa3paboTku HTeNnekTyanbHom cnctemMmol UT-6€30MacHOCTU MO HUBENTMPOBAHUIO
1 / unn NINKBMOAuMmM pPUCKOB OHNANH-B13Heca.

Pesynbrartelanpobauum npeayioXXeHHbIX HAyYHO-METOANYECKOrO NOAX0AA U MPUKIAAHOrO UHCTPYMEHTapUS
Ha MpuUMeEpe YKPaMHCKUX PUTENNepoB MNOATBEPXAAIOT LenecoobpasHOCTb WX CUCTEMATMYECKOrO
NCNONb30BaHUA [OJ1 YCMELHOro BeAeHUS U pPas3BUTUS OHNalH-OM3Heca B YCNOBUSX UUPPOBOWA
TpaHchopmaumnm.

KnioueBble cnoBa: OHAAMH-OM3HEC; PUCK; MapKeTUHr; 0e30MacHOCTb; PUTENNEP; TakCOHOMUS
MapKeTUHI-MEHEOXXMEHT PUCKOB; GPENMBOPK MilaHa PUCK-MEHEOKMEHTa; MaTtpuua A1 MOHUTOPUHra
MMMJIEMEHTAUVN MIaHa PUCK-MEHEOKMEHTA; MHTENeKTyanbHas cuctema UT-6e30nacHoOCTL.

Natorina, A., & Butko, M. / Economic Annals-XXI (2021), 192(7-8(2)), 137-147

138



ECONOMIC ANNALS-XXI
ECONOMICS AND MANAGEMENT OF ENTERPRISES

1. Introduction

In the context of digital transformation, it should be emphasized that in order to set up and de-
velop online business, it is necessary to follow new tendencies and trends in meeting the con-
stantly growing requests, needs and preferences of online buyers, simultaneously levelling or
eliminating risks that may arise in the short and long term with the greatest probability, as well as
have negative effects for business.

2. Theoretical Background and Brief Literature Review

The essence, components and features of marketing risk management in different spheres
are described in the works of leading scientists, among which: Kou, Chao, Peng, Alsaadi and
Herrera-Viedma (2019); Boutang J. and De Lara (2016). Special attention should be paid to the
study of the entrepreneurs risks in the process of entering new markets (Wu & Knott, 2006),
where the authors focused on the enterprises refusal to carry out a certain type of activity if iden-
tifying the risks associated with it. Despite the significant contribution to the study of this issue,
there is a certain fragmentation of opinions among the authors regarding the types of marketing
risks. In addition, attempts to systematize marketing risks are still not undertaken by the authors.

The specifics of online trading risk management are reflected in the works by Vos et al. (2014);
Hsiehand Tsao (2013). Riskmanagementinthedigitaltransformationerais described by Masuda,
Shirasaka, Yamamoto and Hardjono (2017). Also, Crespo, Bosque and Salmones (2009) in
their article interpreted the risks influence on the online shopping functioning. However, the
methodology for assessing the online shops’ risks is remained without the attention among
scientists.

Key aspects of risk perception by online buyers when making decisions about purchases in an
online shop are highlighted by Kamalul Ariffin, Mohan and Goh (2018); Forsythe (2003). The im-
pact on the online buyers’ behaviour of IT and security risks is justified in the works by Bach, Silva,
Souza et al. (2020); Kure, Islam and Razzaque (2018); Pappas (2016). Practical recommenda-
tions for reducing market risks for offline businesses can be found in the articles by lvanov and
Dolgui (2019); Milne and Culnan (2004). It is necessary to emphasize the absence of similar re-
commendations for online businesses.

The analysis of the literature confirms the lack of the unified approach to systematization, as-
sessment and management of online business risks. This determines the relevance of the re-
search topic.

3. Study Purposes

1. To develop the taxonomy marketing and management risks of online business by using multidi-
mensional systematization and decomposition methods.

2. To substantiate the scientific and methodical approach to verification and qualitative assess-
ment of probability of the marketing and management risks for online business, which deter-
mines the development and implementation of the risk management plan based on identifica-
tion of their status.

3. To formulate recommendations regarding the formation of an intelligent IT security system for
levelling and / or eliminating the risks of online business in the context of the implementation of
the relevant risk management plan.

4. To develop and test applied tools for effective risk management of online business.

4. Methodology

4.1. Taxonomy of marketing and management online business risks

Based on the detailed study and comparative analysis of scientific works and publications
of foreign leading scientists and economists (Bach, Silva, Souza et al., 2020; Kou et al., 2019;
Boutang & De Lara, 2016; Wu & Knott, 2006; Kure, Islam, & Razzaque, 2018; Pappas, 2016), the
set of risks for business on the Internet is explicated. Risks that relate directly to online business
running in the context of digital transformation are concretized, their list is updated and expan-
ded as part of the development of the taxonomy of marketing and management online business
risks (Figure 1).

According to Figure 1, the developed taxonomy of marketing and management on-
line business risks (R,;,,) is the multidimensional risks systematization as a result of their
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Notes: Rum 1 - Group 1. Risks of marketing commodity policy:

m,' - decreased satisfaction with online buyers; m,' - decrease in the online orders volume;

m,' - inability to satisfy the requests, needs and preferences of the target audience;

m," - lack of the online buyers’ sustainable behavior of; m,' - low quality of service support of the goods;
m' - loss of regular online buyers; m,' - non-competitiveness of the product portfolio;

my' - inability to compete in the market;

m,' - formation of a product portfolio that is irrelevant to the requests, needs and preferences of online buyers;

m,,' - filling the product portfolio without taking into account the current and projected standards for pricing.

Ry 2 - Group 2. Risks of marketing communication policy:

m,? - deterioration or loss of business reputation;

m,? - lack of integration and interactive interaction of communication channels;

my? - low level of awareness of online buyers; m,? - irrational communication support;

m? - lack of integration with bank payment services; m,* - unsatisfactory website customization;

m,? - incorrect operation of the online ordering system;

mg? - low level of information awareness of potential online buyers; m? - defective marketing communications system.
Ry 5 - Group 3. Risks of marketing sales policy:

m,® - inability to satisfy the varied demands of online buyers;

m,? - low level of predictability of requests, needs and preferences of online buyers;

m,® - insufficient marketing penetration; m,® - unsatisfactory structure of marketing logistics;

m.? - lack of provision of omnichannel sales; m* - paralyzing the work of the automated inventory management system;
m,2 - low level of business partners reliability (economic agents of the market);

mg® - lack of stable cooperation with permanent business partners;

m,? - decrease in the volume of trade transactions with business partners; m,® - limitation of the goods sales volume;
m,,® - static nature of online sales channels; m.,® - lack of use of progressive methods of online trading.

Ruv 4 - Group 4. Risks of marketing pricing policy:

m,* - ineffective choice of the market development trajectory ; m,* - incorrectly chosen price strategy;

m,* - rejection of prices by online buyers; m,* - non-competitiveness of prices; m.* - unprofitable online activity;

mg* - insufficient diversification of business partners; m,* - changes in the online buyers price priorities.

Ry s - Group 5. Risks of HR management:

m,® - insufficient staff competence; m,° - limited labor resources;

m,® - low level of staff awareness about the usage of effective mechanisms and tools to satisfy the requests, needs and
preferences of online buyers;

m,? - reducing the positive impact of the personnel liability system for offenses;

mg° - low staff productivity; m° - inert functioning of the personnel motivation system.

Figure 1:
The taxonomy of marketing and management online business risks
Source: Developed by the authors
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decomposition into 5 groups (group 1, Ry, | - risks of marketing commodity policy; group 2,
Ry 5 - risks of marketing communlcatlon policy; group 3, Ry 5 - risks of marketing sales
policy; group 4, Ry, 4 - risks of marketing pricing policy; group 5, Ry, s - risks of HR ma-
nagement), each of which takes into account different aspects of online business setting up
and developing in the digital transformation.
The risks verification and formation of the risks register (database) that based on the deve-
loped taxonomy will allow us to:
1) study the frequency of risks in dynamics;
2) determine the dependence of risks on the specifics of the methodical tools implementation in
the terms of following a certain marketing policy;
3) continuously monitor contextual changes during setting up and developing of online business,
including identification of threats and possible negative consequences for the business;
4) carry out regular qualitative assessment of the probability of risks;
5) make justified correct management decisions at different hierarchical levels regarding the fur-
ther trajectory of online business development.

4.2. Verification and qualitative assessment

of online business marketing management risks

Scientific and methodical approach to the verification and qualitative assessment of the pro-
bability of marketing and management risks for online business, which are a compilation of five
systematized risks groups, is substantiated; and identification of the status of these risks, which
is an indicator of the relevant method of levelling (reduction, transfer) and / or liquidation (eli-
mination) of risks for the effective management plan development. Below in the text, the con-
sequent stages of the qualitative assessment of online business risks groups are interpreted by
the expert method usage:

- determination of the significance (weight W,) of the k-risk of online business in the context of
their groups (R 15> Raine 20 Bair 3 R 40 Ragyr 5) based on the results of a survey of experts
and specialists in the relevant field; - N

- assessment of the probability of online business risk (X}) on a scale from 1 to 3 points, where
1 point shows an unlikely risk, 2 points - likely, and 3 - very likely;

- calculation of weighted (X, ) and average weighted (XLR) rating of online business risks (1-2):

X, k = X=1 Wi * Xy, (1)

where:
n - total number of online business risks.

14
ER=1XZ — \'P

X, r = =
Z_R R=1
k=1 W

XZ ’ (2)

where:
P - number of online business risks groups.

According to the proposed scientific and methodical approach, X, ris an identifier for the sta-
tus of online business risks groups, namely: -

Status 1 «Accept» (0 < X, p < 2) indicates the expediency of following the current vector of
actions within the framework of the marketing policy implementation and does not require the in-
troduction of fundamentally new strategic changes, significant operational improvements and the
business model construct reconfiguration.

Status 2 «Change» (2 < X, < 3) demonstrates the need to implement strategic and
operational-tactical measures by levelling the risks and / or eliminate the negative effects
for online businesses as a result of their occurrence. Status 2 indicates the need to imple-
ment radical changes in the online business, which are viewed through the prism of innova-
tive and secure IT technologies, the internal business environment with a mandatory focus on
maximum satisfaction of heterogeneous requests, needs and preferences of online buyers.
In particular, this will lead to an increase in the ability of online businesses to change quickly
and be ready to implement large-scale initiatives, to make and implement informed innovative
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management decisions in accordance with a detailed risk management plan, which, among
other things, will guarantee the flexibility of online businesses in bifurcation and uncertainty
conditions.

Figure 2 represents the algorithm of the online business risks status identification, which deter-
mines the development and implementation of the risk management plan.

According to Figure 2, Status 2 «Change» divided into statuses 2.1, 2.2 and 2.3, as it provides
for the choice of the optimal method of levelling (reduction, transfer) and / or elimination (liquida-
tion) of online business risks groups at the appropriate hierarchical levels, in particular:

1) in the context of a diversified online business - corporate level / business level / functional
level / operational level;

Figure 2:
The algorithm of the online business risks status identification
Source: Developed by the authors
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2) in the context of a narrow-profile online business - business level / functional level / ope-
rational level. Implementation of measures in the case when the risks of online business have
Status 2 is a complex process and requires the program-targeted approach implementation.

4.3. Online business risk management tools
The online business risk status is a prerequisite for developing the management plan, frame-
work of which is given below (Table 1).

Table 1:
The framework of the online business risk management plan
Risks Risks Risks Time cycle |Consequences Measures Required Term Indicators
group group | triggers | of the risks | of the risks to change resources / | of the measure of the measures
status the risks status Responsible realization implementation

Source: Developed by the authors

The proposed plan framework allows, in accordance with the identified status of the risks group,
to choose the relevant way to change it by developing and implementing a set of measures that take
into account the risks triggers; the time cycle of the risks onset and reduce their negative conse-
quences for online business setting up and developing. It can be stated that the online business risk
management plan includes a system of preventive relevant measures to level and / or eliminate ne-
gative consequences for the online business set up and development from the onset of risks.

It is important to note that the framework of the online business risk management plan shows
the resources required to carry out planned measures, allows fixing the responsibility for their
realization, and visually illustrates the results of the planned measures implementation in a certain
period according to specific indicators. It is recommended to monitor the implementation of the
online business risk management plan using the matrix below (Table 2).

According to Table 2, the matrix includes fields that allow dynamically tracking the progress
of each planned measure to level and / or eliminating a certain group of online business risks. It
takes into account the degree of the desired results achievement and formulate further practical
recommendations and a mechanism for their integration into the overall management plan risks
with specifics of business processes, technological infrastructure and values of online culture.
Moreover, this, in turn, allows optimally adjusting the plan and increasing its practical value by pro-
viding integrated risk management for online business.

Table 2:
The matrix for monitoring the implementation of the risk management plan for online business
. Measure to Indicator Actual results Measure implementation metrics: Percentage of achievement
Risks
change the | of the measure | of the measure _— the planned measure
group - . ) ) - at the beginning at the end . ;
risk status | implementation | implementation implementation results

Source: Developed by the authors

4.4. Intelligent IT security system for levelling and / or eliminating online business
risks
The realization of the online business risk management plan should be carried out simulta-
neously with the formation of the intelligent IT security system for levelling and / or eliminating on-
line business risks by ensuring operational and technological IT security (Figure 3).
According to Figure 3, Phase 1. Interpretation of risks and threats. Standardization of busi-
ness operations to ensure online business IT security:
1) identification of threats to the conduct and development of online business due to the risks onset;
2) development of the mechanism for the rational choice of effective applied tools to ensure on-
line business IT security;
3) standardization of business operations to ensure online business IT security.
Phase 2. Contextualizing of online business risks. Integration and maintenance of techno-
logical and operational online business IT security:
1) determination of threats and consequences for running and development of online business
due to the risks onset, which are based on contextual risk analysis;
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Figure 3:
Phases of the intelligent IT security system
for levelling and / or eliminating online business risks development
Source: Developed by the authors

2) implementation of relevant analytical tools, taking into account the impact of risks on the online
business setting up and development in order to increase the IT security level;

3) optimization and automation of technologies and business processes with the IT security focus;

4) integration and maintenance of technological and operational IT security.
Phase 3. Creation of the intelligent online business IT security system:

1) providing the flexible IT security system for online business with a priori multiple options for so-
lutions to emerging risks;

2) development and systematic updating of the alternative measures set that reduce the possible
risks and their negative consequences for the online business running and development;

3) creation of the intelligent IT online businesses security system to level and / or eliminate
risks.

5. Empirical Findings

A substantiated scientific and methodical approach is tested on the example of Ukrainian re-
tailers who have an online business and are described previously in the article (Natorina, 2018).
The Figure 4 demonstrates summary results of expert assessment of marketing and management
risks of Ukrainian retailers’ online business in 2020.

Notes: FR1 - auchan.ua; FR2 - metro.ua; FR4 - novus.ua; DR1 - yves-rocher.ua; DR2 - eva.ua; HA1 - allo.ua;
HAZ2 - foxtrot.com.ua; HAS - eldorado.ua; HA4 - comfy.ua; HA5 - ringoo.ua; HAG - citrus.ua; DIY5 - leroymerlin.ua.

Figure 4:
Results of assessment of Ukrainian retailers’ online business marketing and management risks, 2020
Source: Calculated and developed by the authors
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__According to Figure 4, among retailers of household appliances and electronics, the highest
XZJ{MM , = 2.44 at the same time as XARM = 2.22 has the retailer HA5. This, in turn, under-
lines the necessity and urgency of developing and implementing the risk management plan to
change the status of risks for online business. Marketing commodity policy online with a rational
and correct organization of HR management have a significant impact on the online buyer’s deci-
sion about purchase and catalyze the dynamic development of online business as a whole. Con-
sidering the above, for the formulation of the risk management plan for HAS online business it is
developed a continuum of measures to change the risks status of R,;,, ; and R,;, s taking into ac-
count their triggers and the consequences of the offensive (Table 3). N

In order to systematically track the progress of the planned measures to change the risks group sta-
tus, indicators of the measures implementation and the percentage of achieved results, as well as based
on a comparative assessment of metrics, the matrix for monitoring the implementation of the risk ma-
nagement plan for HA5S online business is developed. Table 4 presents the fragment of the matrix.

Based on data in Table 4, it can be argued the effective implementation of the planned measu-
res to eliminate (liquidate) R, | (Status 2.3) and achieve metrics, as evidenced by 100% imple-
mentation of measures E1_Ry; 1, E2_Rypy 1, FA_Rypy 1 and by 75% - E3_R, - Itis important
to note, that partial implementation of E3_R,,,, ; contributed to the growth of HA5 online sales
based on creating a positive experience for online buyers by personalizing the value of 17 out of 23
SKUs added to the product portfolio in the category «<Smartphones». Moreover, permanent moni-
toring and analysis of contextual online sources about variable requests, needs and preferences
of online buyers served as the basis for personalizing the value of commodity items.

Table 3:
The fragment of the risk management plan for HAS online business
Risks |Risks group Risks triggers Consequences of the risks Measures to change the risks status
group status
Ry 2.3 e inability to satisfy the « low attractiveness of the online Formation of multidimensional variability
- requests, needs and buyers’ value proposition; of propositions in the product portfolio
preferences of the target |e increasing number of dissatisfied (E1_Ryy, )
audience; . . online buy.ers; Creation of personal product value for
o low level of satisfaction ¢ |oss of online buyers share; different segments
of online buyers; e decrease in goods demand; (22 & )
e non-competitiveness e decrease in the online orders volume; — MM L
of the product portfolio; |e decrease in the rate of goods Development and implementation
« formation of a product turnover; of a plan to ensure personalization
portfolio that is irrelevant |e failure to achieve planned metrics of the product value
to the online buyers of product online sales; (E3_Ryy 1)
needs e failure to sustainably develop online Correct{on of long-term and short-term
business; . ) plans for the formation of the balanced
e unprofitable online business product range
(B4 _Rypg 1)
R, 5|23 o low level of staff o low level of online buyers’ Correction of the communication model
- awareness about the satisfaction; between staff and online buyers
usage of effective e decrease in the audience of loyal (El_Ryy 5)
mechanisms and tools to online buyers; Develop;ment of an algorithm
satisfy online buyers; e increase in conflict situations among

for relational actions for long-term
profitable interaction with online buyers
(E2_Rypy 5)

o low staff productivity; staff;
e inert functioning of the deterioration of the image;
motivation system reputational crisis;

deterioration of business results; Creation of a plan to coordinate
- regressive development of online actions and improve the speed of
business response to online buyers’ requests

(l,}ikm( 5 )

Realization of measures to improve
the efficiency of informing online
buyers about current activities
(E4JaW )

Implementation of a plan to build
and maintain long-term relationships
with online buyers

(e5_Ryyy )

Development and realization of internal
HR measures taking into account the
status of risks group

(Es_RWJ)

Changing the style of management
interaction

(1:77/“,\, P )

Source: Developed by the authors
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Table 4:
The fragment of the matrix for monitoring the implementation
of the risk management plan for HAS online business

Source: Developed by the authors

6. Conclusions

It is developed and graphically interpreted the taxonomy of marketing and management risks
for online business, which is based on multidimensional systematization and decomposition into
several risks groups that are associated with various aspects of setting up and developing of on-
line business in the context of digital transformation.

The scientific and methodical approach to verification and qualitative assessment of the pro-
bability of online business marketing and management risks (compilation of five systematized risks
groups) is substantiated. The consequent stages of the qualitative assessment of online business
risks groups with the usage of the expert assessments method are interpreted. The algorithm of
the online business risks status identification is developed. It determines the development and im-
plementation of the risk management plan. The framework of the risk management plan for online
business is created, which, among other things, takes into account the triggers and consequen-
ces of the risks onset, the measures to change the risks status and indicators of the measure im-
plementation. The matrix for monitoring the implementation of the risk management plan for on-
line business is developed. It allows to dynamically track the progress of planned measures reali-
zation and, if necessary, correct the risk management plan taking into account the specifics of on-
line business processes, technological infrastructure and the online culture values.

The phases of the intelligent IT security system for levelling and / or eliminating online business
risks development are substantiated and interpreted.

The results of approbation of the scientific and methodical approach and the developed tools
are confirmed the feasibility of their systematic usage for the successful online business set up
and development in the digital transformation context.
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