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The possibilities of ensuring the security of the software
product in the conditions of unauthorized access

Abstract

Ensuring the security of a software product in the conditions of large companies, taking into account
confidential financial and corporate data, is quite an urgent topic in 2021-2023. Over the past year, the
number of leaks of confidential information reached a historic peak, together with cyber attacks, and
amounts to 114 identified cases. In modern conditions, software security testing is aimed at identifying
security errors and design flaws at all stages of the software development lifecycle. At the same time, at
the design stage, this type of work should be provided in order to facilitate the implementation of these
characteristics in the final version of the security-related system.

Research has shown that there is a wide range of opportunities for developing and using security testing
software. These options may differ in implementation technologies, cost and other tactical and technical
indicators, characteristics of individual elements, and so on. The main task of developing a software security
testing method is to develop, improve and select models, methods and tools that belong to a subset and
provide maximum software security indicators.

Our approach allows us to prevent any penetration into the information system, while maintaining 100%
security of confidential files and the system as a whole. The threat prevention model works with the help
of proactive technology, and if you calculate the economic effect of these measures, it can be different,
depending on the value of the enterprise’s information itself, and can also be calculated in millions of US
dollars. The reliability of the results of mathematical modelling of technologies for creating and implementing
«penetration testing» tools is evaluated. The experimental results showed that for all the studied data types,
the confidence probability that the value of the statistical value «does not deviate» from the mathematical
expectation by more than 1is 0.94.
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MoxnueocTi 3abe3ne4yeHHs 0e3nekn NPorpamMHoOro NPoAyKTy B yMOBax HECaHKLiiOHOBAHOIO A0CTYNy
AHoOTauia

3abe3neyeHHss 6eaneky nNpOorpamMHOro npoaykTy B YMOBax BeUKMX KOMMAHIN 3 ypaxyBaHHAM
KOH®IAEHUiNMHNX biHaHCOBMX i KOpnopaTnBHMX AaHnx B 2021-2023 pokax € akTyanbHOO TEMOI0. 3a MUHYNUI
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PiK KiJIbKiCTb BUTOKIB KOH®IAEHLiMHOI iHpopmMauii gocsirna icTopnyHoro niky cninbHO 3 kibeparakamu i
CTaHOBUTb 114 BUSIBNEHMX BMNALKIB. Y Cy4aCHUX yMOBax TECTyBaHHS Oe3MeKn NporpamMHoro 3abesneyeHHs
CNPSIMOBAHO Ha BUSIBAEHHS MOMMUIIOK 6e3nekn Ta KOHCTPYKTUBHUX HEOONIKIB HA BCiX eTanax XWTTEBOro
LMKy PO3PO0OKM NPorpamMHoro 3abesneyvyeHHs. Y Tol xXe Yac Ha eTari NpoekTyBaHHS Liei Bua, podiT NOBUHEH
OyTn NnependbayveHnii ang Toro, Wob nonerwnT peani3aL;io NOTPIOHNX XapakTEPUCTUK B OCTATOYHIl BepCil
cucTeMu, NOB’A3aHOI 3 6e3neKol0.

JocnigxeHHs nokasanu, WO iCHYe LMPOKMIA CMNeKTP MOXIMBOCTEN Ans po3pobku Ta BUKOPUCTAHHS
nporpamHoro 3abes3neyeHHs afs TectyBaHHsA 6e3neku. Lli BapiaHT MOXYTb BiApi3HATUCS TEXHONOriSMN
peanisauii, BapTiCTIO Ta iHLUMMWN TaKTUKO-TEXHIYHUMM MOKA3HUKAMW, XapaKTEPUCTUKAMM OKPEMUX ENIEMEHTIB
i Tak pani. OCHOBHUM 3aBAaHHAM PO3pPObOKM MeToay TEeCTYBaHHSA ©6e3rnekn nNporpamMHoro 3abes3neyeHHs €
po3pobka, BOOCKOHANEHHS Ta BUOIp Moaenen, MeToiB i iHCTPYMEHTIB, siki 3ab6e3nedvyoTb MakCuMarsbHi
nokasHukm 6e3nekn NporpamMHoOro 3abe3neyeHHs.

Haw nipxin no3sonse Ham 3anobiratn 6yab-9KoMy NPOHUKHEHHIO B iHpOpMaLiinHy cuctemy, 36epiratoun
npu ubomy 100% 6e3neky KoHigeHUiHNX dainiB i cuctemn B Linomy. Mogenb 3anobiraHHs 3arpo3am
npauioe 3a A0NOMOrol NPOAKTUBHOI TEXHONOrI, | AKLLO pO3paxyBaT EKOHOMIYHNI edeKT Big LMX 3axoais,
BiH MOXe OyTW pPi3HMM, 3anexHOo Big, LiHHOCTI camoi iHdopMaLii NignpnemcTBa, a TakoX Moxe OyTu
pO3paxoBaHuin B MinbioHax gonapis CLUA. HamMun OuUiHIOETLCS AOCTOBIPHICTb pe3ynbTaTiB MaTteMaTU4yHOro
MOENIOBAaHHA TEXHOJOriM CTBOPEHHS Ta peani3auii iHCTPYMEHTIB «TeCTyBaHHA Ha MPOHUKHEHHS».
Pesynbratn ekCcnepuMeHTiB nokasanun, Wo ON9 BCiX BMBYEHUX TUMIB JAHWX OOBipYa MMOBIPHICTb TOrO,
L0 3HAYEHHS1 CTaTUCTUYHOT BENIMYNHU «HE BIOXUNSAETbCS>» BiO, MarteMaTU4HOro OYikyBaHHS BifbLU HiX Ha 1,
cTtaHoBuUTL 0,94.

KniouyoBi cnoBa: 6e3neka; nporpamMHWiA NPOAyKT; HEeCaHKLiOHOBaHWI OOCTYyn; eKoHOMiYHa ©Oe3neka;
iHpopmaLis.

A3aTkoBckum A.

coyypeauTensb,
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Bo3moxHoCcTU o6ecneyeHns 6e3onacHOCTU NPOrpamMMHOro NPoAyKTa

B YC/IOBUSIX HECAHKLMOHUPOBAHHOIO A0CTYyNna

AHHOTaUMA

Ob6ecneyeHne 6e30MaCHOCTU MPOrPaMMHOr0 MNPOAyKTa B YCHOBUSAX OOMbLUMX KOMMAHUWA C Y4EeTOM
KOoHOUMAeHUManbHbIX GUHAHCOBLIX U KOPNOPATUBHbLIX AaHHbIX B 2021-2023 rogax sBNSeTcs akTyanbHOMN
TEMON. 3a NPOLUNbIA MO KOIMYECTBO yTeYEK KOHDUAEHUMANTBHON MHDOPMaLMU AOCTUMIO NCTOPUYECKOTO
nuka COBMECTHO C kmbepartakamu u cocTaBnseT 114 BbiSiBNEHHbIX cilydaeB. B cOBpeMeHHbIX YCnoBUsIX
TecTMpoBaHme 06e30MacHOCTX MPOrpaMMHOro OOecneyvyeHnss HanpasfIEHO Ha BbISIBEHME OLIMOOK
6e30nNacHOCTN U KOHCTPYKTMBHbIX HEAOCTATKOB Ha BCEX 3Tanax >XM3HEHHOro umkna pas3paboTku
nporpaMMHoro obecnedveHusl. B 10 e BpeMsl Ha aTane NpPOeKTUPOBaHUS 3TOT BMA, paboT A0/KEH ObiTb
NpPeaycMOTPEH A1 TOro, YToObl 06N1ErYnUThL PEaNM3aLMIO HYXKHbIX XapakKTePUCTUK B OKOHYATENIbHOM BEPCUM
CUCTEMBI, CBA3aHHOM C 6€30MaCHOCTLIO.

WccnepoBaHns nokasanu, 4TO CyLEeCTBYeT LWWPOKUIA CMEKTP BO3MOXHOCTEN nns pas3paboTkm wu
NCMNOJIb30BaHUS NPOrpaMMHoro obecneyeHns st TeCTUPOBaHUA 6e30MacHOCTU. DTN BapuaHTbl MOTyT
OTNNHATLCA TEXHOSIOTUAMM peanusaunm, CTOUMOCTbBIO U APYrMMU TaKTUKO-TEXHUHYECKUMM noKasaTtenamMu,
XapakTepucTMKamMm OTAEeNbHbIX 3NeMeHToB U Tak panee. OCHOBHOM 3agayen paspaboTkm MeToaa
TECTUPOBaHNSA BE30MacHOCTU NPOrpaMMHOro obecnedyeHns aBnsgeTcs pa3paboTka, COBEPLLUEHCTBOBAHME
n BbIOOP MOAENEN, METOAOB U MHCTPYMEHTOB, KOTOpble 06EecneyMBaloT MakCUMabHblE MOKa3aTenu
6e30nacHOCTV NPorpaMMHOro obecrneyeHms.

Haw noaxon no3BonsieT Ham npenoTBpawiatb lo6oe MPOHUKHOBEHME B MH(OPMALMOHHYIO CUCTEMY,
coxpaHsasa npu atoMm 100% 6e30nacHOCTb KOHpUAEHUMaNbHbIX GannoB U cuctemsl B LenoMm. Moaenb
npenoTBpalleHns yrpo3 paboTaeT C MOMOLLbIO MNPOAKTUBHOW TEXHONOMMMU, M ecln  paccymTaTb
3KOHOMUYECKUIN 3P PEeKT OT 3TUX Mep, OH MOXET ObiTb pa3HbiM, B 3aBUCMMOCTU OT LIEHHOCTM CaMoW
nHpopmMaumMm NpeanpusaTus, a Takxke MoXeT OblTb paccumtaH B MuianvMoHax gonnapos CLUA. B cratbe
OLEHMBAETCHA OOCTOBEPHOCTb PE3YNbTATOB MATeMaTn4yeCckoro MOAENMPOBAHNS TEXHOIOMMIA CO30aHUS U
peanusaumm NHCTPYMEHTOB «TECTUPOBAHUS HA MPOHNKHOBEHMUE>». Pe3ynbTaTbl 9KCNEepPMMEHTOB nokasanu,
YTO AN151 BCEX U3YYEHHbIX TUMOB AaHHbIX JOBEPUTEIbHAsA BEPOSITHOCTb TOrO, YTO 3HAYEeHME CTaTUCTUYECKOWN
BEJINYMHBI «<HE OTKJIOHSIeTCS» OT MaTeMaTUYeCKoro oxmnaaHms 6onee yem Ha 1, coctasnset 0,94,
KniouyeBble cnoBa: 0e30MacHOCTb; MPOrpPaMMHbIA  NPOAYKT; HECAHKUMOHMPOBAHHLIA  OOCTY;
3KOHOMMYeckas 6e30MacHOCTb; MHpOopMaUUs.

1. Introduction
At the coding and testing stages, it is necessary to conduct an in-depth analysis of the code
base and identify shortcomings and errors made during code design and development. At the
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same time, you need to combine methods of automated source code analysis and methods of
manual code verification.

It should be noted that all the listed stages for obtaining a finished software product allow us to
evaluate its quality indicators only in a probabilistic way at the macro level of considering the struc-
ture of the software package. Therefore, there is an urgent need to organize a special stage in the
creation of software, which is necessary to confirm that the quality indicators of a real software
product meet the requirements set for it. As part of the creation of modern information technolo-
gies, solving software testing problems and obtaining documentary confirmation of the necessary
program quality indicators is combined within the certification process.

In general, software security testing can be divided into two main components: software vul-
nerability detection; penetration testing; and operation testing. At the same time, among the main
methods of software security testing, we highlight the following:

1) analysis of CCD architecture and design;

2) building a threat model;

3) search for vulnerabilities in the source code;

4) penetration test;

5) risk-based testing;

6) fuzzi-testing;

7) check the deployment process for compliance with the requirements.

2. Brief Literature Review

Analysis of the literature (Harrison et al., 1976) has shown that today there are many approa-
ches to mathematical modelling of the software testing process in general and software secu-
rity testing in particular. They are based on the principles of Information Security (IEEE, 2018),
queuing (Kanner et al., 2012), neural networks (Matveychikov, 2014), fuzzy logic (Rakits-
kiy, 2011), chaotic dynamics (Sandhu, 2000), graph models and combinatorial calculation me-
thods (Shcheglov, 2014), etc. in addition, tools for solving optimization problems formalized
on the basis of these models have been developed. These are, first of all, analytical methods,
mathematical programming methods, heuristic methods, etc. (Dileep, 2020). Let’s analyze the
most commonly used software security testing models in practice, which are adapted to varying
degrees to meet the requirements for formalizing software development management proces-
ses (Maglaras et al., 2018).

Another important method of testing software security is the penetration test. In a general
sense, «penetration testing» is a product or service for an authorized attempt to circumvent infor-
mation system security tools. The test result is a report that can / should contain a list of detected
vulnerabilities, attack vectors used, results achieved, and recommendations for fixing. This ap-
proach is described in OSSTM (Open Source Security Testing Methodology) (Ferrag et al., 2018).
It includes: testing the perimeter, the human factor, all types of communications and interactions,
operations on data in any form, etc.

Another modern approach to mathematical modelling is modelling using neural networks
(Al-Shaer, 2016). To a large extent, this is due to the specifics of the functioning of computer
systems, which are human-machine systems. Many scientists are engaged in neuroinfomatics
and research of neural networks in various fields (Kimani et al., 2019). With the help of artificial
neural networks, you can process, analyze and generalize information similar to the work of the
human brain. Neutron networks are used in many industries (economics, medicine, communi-
cations, security (including computer antivirus security, information input and processing). But,
as with the biological approach, neural network models have some limitations in their applica-
tion. These models are most often used in decision-making (support) systems, pattern recogni-
tion, optimization, and so on.

3. Methods and Tasks of the Research

Research has shown that there are a wide range of options for developing and using security
testing software. These options may differ in implementation technologies, cost and other tactical
and technical indicators, characteristics of individual elements, and so on.

The main task of developing a software security testing method is to develop, improve, and se-
lect models, methods, and tools that belong to a subset and provide maximum software security
indicators.
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When developing a set of mathematical models of technologies for generating and implemen-
ting «penetration test» tools, it is necessary to identify the following specific scientific tasks:

- development and research of GERT model for the initial generation of cyberattack code for
unauthorized access to peer-to-peer computer system resources and GERT model for the pro-
cesses of active analysis of the resource management system and implementation in the com-
puter system;

+ setting and solving a mathematical modelling problem;

- assessment of the effectiveness and adequacy of the developed set of mathematical models.
When developing a method for selecting an algorithm from binary code for software securi-

ty analysis, there is a need to evaluate and choose methodological approaches to the develop-
ment and construction of organizational structures, develop a general scheme for selecting an
algorithm from binary code for software security analysis, develop a model for selecting a set
of attractors with common features, synthesize related attractors, develop a model for detec-
ting the presence of dynamic code in part of the attractor, develop an optimization model for
selecting an algorithm from binary code, which are components in the software security tes-
ting process.

4. Results

4.1. GERT - Model of Initial Generation of Cyberattack Code for Unauthorized

Access to Computer System Resources

When simulating a node cyberattack, a large number of tasks arise that can be solved using
models of this kind. They can be used both independently of each other and in combined sys-
tems (Maglaras, 2014). The user can be provided with several new types of GERT models (ho-
mogeneous networks of large dimensions, heterogeneous networks, networks with aging appli-
cations, random GERT networks, etc.).

We will analyze and develop a GERT model of the initial stage of the considered criminal inf-
luence - the initial generation of the node cyberattack code to the resources of the computer
system of the temporary network (Figure 1).

Development of the GERT network at the initial code generation stage.

The significance of each parameter is determined by the pairwise comparison method. Deter-
mining significance coefficients involves:

+ determining the significance level of a parameter by assigning different ranks;
+ checking the suitability of expert assessments for further use;
- determining the evaluation of the PairWise priority of parameters;
+ processing the results and determining the significance coefficient.
The results of the expert ranking are shown in Table 1.

Figure 1:
GERT - network of the node cyberattack code generation algorithm
Source: Authors’ own research
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Table 1:
Expert ranking of results

Parameter Parameter name Units of Rank of the parameter according| Sum of | Rejection
designation measurement to the expert's nent ranks R; A; AP
2 3 4 5 6 7
k1 Performan_ce of the Op / Ms 5 5 1 > 5 1 > 12 2 4
programming language
k2 ﬁar‘rtlgunt of memory to save MB 1 1 5 1 1 5 1 9 5 25
k3 Eggintlal amount of program Number of code terms 3 3 3 3 3 3 21 7 49
Together 6 6 6 6 6 6 6 42 0 78

Source: Authors’ own research

To check the degree of reliability of expert assessments, we will define the following pa-
rameters:
a) the sum of the ranks of each of the parameters and the total sum of the ranks:
__ Nn(n+1) —

R =X\ nRy = 5 42, (1)

where:

N - number of experts;

n - number of parameters;
Rl.]. - rank;

b) average sum of ranks:

1

T=—Rj=14; (2)
c) deviation of the sum of ranks of each parameter from the average sum of ranks:

Ai=R; =T, (3)
the sum of deviations for all parameters must be 0;
d) total sum of squares of deviation:

S=YN, A}=78, (4)
where:
A? - rejection;
N - number of experts.

Let us calculate the consistency coefficient:

= e = Tagag; = 079 > Wi = 0.67 . (5)

The ranking can be considered reliable, since the found consistency coefficient exceeds the
standard one, which is equal to 0.67.

Using the ranking results, we will perform a pairwise comparison of all parameters and enter
the results in Table 2.

Table 2:
Parameters of experts’ evaluation
Parameters Experts Final evaluation Numeric value
1 2 3 4 5 6 7
k1l & k2 > > < > > < > > 1.5
k1l & k3 < < < < < < < < 0.5
k2 & k3 < < < < < < < < 0.5

Source: Authors’ own research
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Numeric value that determines the degree of preference i parameter over j, a, is determined
by the formula:

1,5 when Xi > Xj; (6)
a;j = 1.0 when Xi = Xj;
0.5 when Xi < Xi.

From the obtained numerical preference estimates, we make a matrix A = [|a;]].

Relative estimates are calculated several times until the following values differ slightly from the
previous ones (less than 2%).

Thus, a mathematical GERT model of the process of generating the code of an unauthorized ac-
cess cyberattack has been developed. The proposed mathematical model differs from the known
ones by taking into account the main stages of code generation for Windows or Linux operating
systems during the mathematical formalization of the GERT network with the ability to search for
modern solutions on the Internet. The model can be used to study the main stages of generating
the node cyberattack code in order to develop practical recommendations for countering the node
process to the resources of a computer system of a temporary network, as well as during the de-
velopment of new methods, algorithms and methods for managing computer systems.

4.2. Model for Detecting the Presence of Dynamic Code in a Part Attractor

The presence of dynamically changing code in the program can be caused by various reasons.
Here are several possibilities, from the most common ones that are not related to deliberate oppo-
sition to analysis, to targeted ones that create difficulties, especially for static analysis (Aloul, 2012).

Dynamic editor links loading and unloading dynamic libraries. The address range of the new-
ly loaded library may overlap with the address range that belonged to the already uploaded ones.
Thus, at different points in time, the same memory addresses will contain different code.

Use of «jumps» and deferred binding. When you first go to an address, a dynamically linked
control function can be passed to a subroutine that performs deferred binding. After the binding is
completed, the subroutine will correct the «springboard» so that the function is called directly on
subsequent calls, and transfers control to it for the first time.

The presence in the program of mechanisms for decrypting, decompressing, and dynamically
generating code that is overwritten or already unnecessary and discarded fragments of the pro-
gram, or if such mechanisms work with the program in parts, they use one rewritable buffer for the
next decrypted, unpacked, or generated part of the program.

Polymorphic nature of the program or part of it. This case differs from the previous one in that
often the next version of the program code is built on the basis of the previous one, which further
complicates the analysis. Most often, this mechanism is embedded in malicious code, especial-
ly viruses, in order to interfere with signature analysis in antivirus software (Ferrag et al., 2020).

The method proposed in this paper does not distinguish between the causes of dynamic code
changes. All features are handled in the same way, which, on the one hand, has the advantages
of method universality, but, on the other hand, ignores the additional «hints» about application
behaviour that are contained in these reasons. At the same time, the evolution graph (Figure 2)
gives a certain idea of the nature of dynamic code in this program.

( AcquireData

Generated

Data Identify
Preprocess o . Deploy & _
|:> [ Data J [> [ Condition J |:> [ Train Model J [>[ Integrate }

~

Develop Detection or PredictionModel

Indicators

Sensor Data

[

Sensor data from machine on which algorithm is deployed

Figure 2:
Model for detecting the presence of the dynamic code
Source: Authors’ own research
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Regardless of the content included in an episode of dynamic program code changes, it follows
one of the following two scenarios.

The program running on this system writes values to memory. This memory can belong to either
this program or any other (to do this, the operating system must support the ability to connect
the execution thread of one process to the address space of another). The written values either
change the previously executed code, or form code that will be executed in the future. One way or
another, it is written to addresses that also appear in the attractor as executable.

One or more pages of physical memory are changed as a result of performing a DMA transac-
tion by a computer system device (most often a hard disk controller). At the same time, the attrac-
tor does not observe the fact of direct recording, since such transactions are initiated by the de-
vice itself, and they do not correspond to any instructions. The recorded addresses, as in the first
scenario, were either used earlier or will be used as executables in the future.

In some questionable situations, the constructed algorithm may require additional clarifica-
tions. Such situations are possible in programs equipped with certain types of attachment protec-
tion, as well as in the operating system code. Therefore, in the future, there is a need for practical
adaptation of the developed algorithms to possible casuistic deviations in programs.

Hence, a set of algorithms for isolating a set of attractors with common features and synthesi-
zing information about the system under study is developed, which is the first stage of the method
forisolating an algorithm from binary code using additional attractors (Figure 3). A distinctive fea-
ture of the development of this stage is the ability to build a graph for an arbitrary attractor, without
limiting the static nature of the code. This will make it possible to significantly expand the range of
program codes under study, including codes that show signs of dynamic change.

4.3. Development of a Simulation Model of the Generation and Implementation
Process «Penetration Test» Tools
One of the key stages of the dissertation research is the synthesis of the obtained results into
a single methodological system for the practical application of technologies for testing the secu-
rity of peer-to-peer computer system software and the development of a simulation model of this
system. At the same time, the goal should be to solve the following partial tasks:
+ checking the adequacy of the developed models and the method of isolating the algorithm from
binary code for software security analysis;
+ analysis of the reliability of the results obtained when solving the set optimization tasks;
* reasonable choice of indicators, coefficients and parameters of system functioning;
- development of scientific and practical recommendations on the use of models and a method
for isolating an algorithm from binary code for software security analysis.

Acquire Data

/~ Develop Detection or Prediction ™

| ‘i‘
Data Identify
Preprocess = | Deploy & _
E> [ Data ] C> ( f:_,';g",:,: ) ¢ [Train Model] r>{ Integrate
)

\ H !

Sensor

SRR ———

R

Extract and Rank F for Candidate Condition Ind Export B\

Top
Clean Up Features
Import Process Extract Rank mdhd | Classification [
and Fornrat ¢ [ Data }C> [ Data ]¢ [ Features [ Fi ] [> | Learner
Data L
i T e J i Code
=g 4
Diagnostic Feature Desil Workflow
Figure 3:

Ensemble data for the dynamic code analyzing
Source: Authors’ own research
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To substantiate the reliability of the obtained results of mathematical modelling and evaluate
the effectiveness of the method of isolating the algorithm from binary code for software securi-
ty analysis, simulation modelling was performed. The MathCAD - 14 symbolic mathematics envi-
ronment and specialized programs that perform the functions of both security tools and tools for
generating cyber attacks of various formats (Ixchariot 9, WireShark) are used as simulation mo-
delling tools (Kimani et al., 2019).

When evaluating the effectiveness of software security testing, it is necessary to develop cri-
teria for selecting warnings for analysis. In the dissertation work, an indicator of true warnings
was selected to assess the effectiveness of the proposed method and the level of software se-
curity. On a large volume of source code, as a rule, a large number of warnings are detected,
and viewing all issued warnings and judging for each of them whether it is true or false is an ex-
cessively time-consuming task (up to several thousand warnings of the same type can be issued
on a complete set of test software packages). The paper uses a pseudo-random sample of a
fixed number of warnings of each type (or a group of similar types) that is stable between diffe-
rent analysis runs (Figure 4).

The use of the proposed method for the studied practical examples also made it possible to in-
crease the level of software security by up to 3%.

10000
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a dedicated algorithm
from binary code (c)
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Figure 4:

Comparative histogram of software security testing time
Source: Authors’ own research

4.5. Economic Consequences of Information Threats in Companies

The purpose of ensuring the economic security of the enterprise should be a system for coun-
tering potential and real threats, the development of preventive measures to eliminate or mini-
mize which should ensure the business entity’s successful functioning in unstable conditions of
the external and internal environment. At the same time, the security of the enterprise should be
ensured in such main areas as economic, scientific and technical, information, personnel, social,
environmental, physical security, etc (Dewa et al., 2016).

The breakthrough of Information Technologies at the end of the XX - beginning of the XXI cen-
tury caused significant systemic transformations in the world, which made it possible to form and
develop fundamentally new and integral global substances - the information space and the infor-
mation society. The uncontrolled spread and unlimited use by the world’s leading countries of the
information space as an arena of action in the process of modern information warfare has gra-
dually led to the vulnerability of the information sphere of these countries to the impact of internal
and external cyber interventions and threats of a deliberate, accidental, natural or artificial nature
(Sutherland, 2020).

At the same time, the dependence of the overall level of economic security of the state and en-
terprises on its information component is becoming increasingly obvious.

the global sphere is incidents in cyberspace that include cybercrime or unauthorized interfe-
rence in databases, as well as technical failures in information and communication systems.

So, according to the study, the share of cyber incidents increased by 11% compared to 2019,
for the first time this risk moved from the fifth position to the third. Two years ago, in the first study,
only 5% of respondents considered cyber incidents as a risk (Table 3).
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Unfortunately, the management of domestic enterprises does not pay enough attention to the
protection of information and communication systems (Table 4). The main reasons are the lack of
awareness of the possible consequences of cyber attacks and significant investments in creating
a system for protecting information resources.

Since 2011, Kaspersky Lab, together with the international analytical company B2B Internatio-
nal, has been conducting annual global surveys of Information Technology Specialists of small,
medium and large companies around the world.

According to the results of the survey, the following trends became the main ones in the field of
information security threats and countering them:

+ large companies spend an additional 2.1 million on Incident Response and Prevention. rubles,
and small ones - about 300 thousand rubles;

- most often, as a result of cybersecurity incidents, companies lose operational data about inter-
nal activities, personal data of customers and financial statements.

Also, significant changes occurred in the top three priority tasks in the field of Information Tech-
nology compared to last year: the main problem was the protection of confidential data (customer
data, financial information, etc.) from targeted attacks that were not even included in this list last
year. The second place (34%) was taken by the more general issue of data protection, which had
previously been in the lead for three years. And the third place went to a task that was also not pre-
viously included in the list of priorities - 29% of respondents noted the need to ensure the smooth
operation of critical systems (for example, through the use of DDoS protection tool).

Our approach allows us to prevent any penetration into the information system, while main-
taining 100% security of confidential files and the system as a whole. The threat prevention mo-
del works with the help of proactive technology and if you calculate the economic effect of these
measures, it can be different, depending on the value of the enterprise’s information itself, and
can also be calculated in millions of US dollars.

5. Conclusion
Analysis of the main security requirements for software tools of computer systems has shown
that in the context of increasing demand for software products, as well as an increase in the

Table 3:

The most significant risks for European enterprises
N2 Risks Rating of 2019 Place in rating of 2018
1 |Break in production and delivery 53% 2
2 |Market changes (volatility, increased competition, stagnation) 52% 1
3 | Cyber incidents (cybercrime, data leaks, IT failures) 40% 6
4 |Changes in legislation and regulation (economic sanctions, protectionism) 39% 5
5 |Macroeconomic changes (austerity, rising prices, inflation) 31% New
6 |Natural disasters (thunderstorms, floods, earthquakes) 31% 3
7 |Loss of reputation or brand value 29% 7
8 |Fire, explosion 22% 4
9 |New technologies and innovations 19% New
10 |Political risks (war, terrorism, riots) 17% 8

Source: https://osha.europa.eu/en/publications/european-survey-enterprises-new-and-emerging-risks-
managing-safety-and-health-work

Table 4:

Most significant risks for CIS enterprises
N2 Risks Rating 2019 Place in rating of 2018
1 |Political risks (war, terrorism, riots) 67% 1
2 |Embezzlement, fraud and corruption 41% 2
3 |[Terrorism 33% 3
4 |Fire, explosion 28% 4
5 |Break in production and delivery 24% 5
6 |Natural disasters 16% 6
7 |Macroeconomic changes (austerity, rising prices, inflation) 19% 7
8 |Single social contribution of the market 12% 9
9 |Cyber incidents (cyber attacks, data leaks, IT failures) 13% 8
10 |Changes in legislation and regulation (protectionism) 15% 10

Source: CIS Audit/Assurance Program Helps Enterprises Navigate Risk, 2019
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intensity of malicious actions, software security testing methods do not allow to provide the ne-
cessary level of Information Protection. The study of the main approaches of mathematical mo-
delling of software security testing technologies allowed us to make a reasoned choice and for-
mulate the scientific task of dissertation research.

A mathematical model of the initial generation of the code of a cyberattack of unauthorized ac-
cess to Information Resources has been developed, which takes into account in the process of
mathematical formalization of the GERT network, the main stages of code generation for Windows
or Linux operating systems with the ability to search for solutions on the Internet, which made it
possible to find the maximum values of the probability distribution density of the time of initial ge-
neration of the code of a cyberattack of unauthorized access to information resources.

The mathematical model of the processes of active analysis of the resource management sys-
tem is improved and implemented in the security system, which differs from the known factors
of completeness of test techniques and finality of the specification when implementing the algo-
rithm in the security system. This made it possible to increase the effectiveness of software secu-
rity testing.

Improved the method of separating the algorithm from binary code for software security tes-
ting, which differs from the known ones by the ability to take into account iterative scenarios in re-
verse engineering technologies, when new paths are added to the consideration and there are
no restrictions on the nature of the analyzed code, which made it possible to increase the level of
software security.

The use of GERT networks in mathematical modelling makes it possible to use the results ob-
tained in analytical form (distribution functions and densities) for comparative analysis and re-
search of various stages and stages of testing computer systems, which increases the efficiency
of software security testing by up to 5%.

The synthesis of the method for selecting an algorithm from binary code for software securi-
ty analysis made it possible to implement the appropriate software tools and carry out the pro-
posed procedure for selecting an algorithm, including iteratively, with the replenishment of the
set of paths considered during the analysis, as well as to increase the level of software securi-
ty up to 3%.

The reliability of the results of mathematical modelling of technologies for generating and im-
plementing «penetration test» tools is evaluated. The results of the experiments showed that for
all the studied types of data, the confidence probability that the value of the statistical value «does
not deviate» from the mathematical expectation by more than 1is 0.94.
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