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ABSTRACT

Enterprises trading on the electronic markets are exposed to security risks due to the active use
of ICT in several transformation process activities. Realized risks cause particular damage to the
enterprises that lack ISMS (information security management systems) or a basic process approach
to IS management. In this article, the authors identify similarities and differences in information
security management models from various aspects. The scientific article compares the presented
models, their essence, goal, focus, and starting points. Based on advantages and disadvantages,
the authors evaluate the possibilities of applying models in electronic business, which determines
which models can be applied to all processes or only to specific processes of e-business. The
representative data set was obtained from a sample of e-commerce enterprises using the Slovak
electronic market. Research hypotheses based on scientific assumptions and statistical analysis are
verified. The research conclusions provide an insight into practice of ISMS and an information
security management system in e-commerce.
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INTRODUCTION

Every year, the use of the internet increases substantially. The accessibility of affordable mobile
devices and the expansion of the internet have become key factors (Yazdanifard, Edres & Seyedi,
2011). E-business is growing proportionately with the expansion of the internet, and new electronic
markets emerge wherever the internet is available. E-business and e-commerce are connected to the
online world and online transactions. In their study, Hazarika and Mousavi (2022) emphasize that
all online transactions are closely related to the risk of a cyber attack. That E-business is on the rise
is also supported by data from the European Union’s statistical office, Eurostat, and the reports from
countries such as China and the USA, whose turnovers from electronic sales of goods and services
increase annually. Considering that e-commerce offers many benefits, the ratio of e-commerce sales
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to the total sales is likely to continue to increase in the coming years (Ahluwalia & Merhi, 2020).
Development in Slovakia attests to this upward trend, and in the next few years is expected to reach a
total turnover of 1billion euros from electronic sales of goods and services. The gradual informatization
of the society (e.g., e-government, e-health) and the annual increase in the numbers of e-commerce
indicate that the development of e-business in Slovakia will continue. The interactivity and openness
of Internet-based e-commerce technology in inter organization data transmission have a very important
impact on enterprise management practice (Sun & Wang, 2021).

However, such advancement will not be possible unless enterprises adhere to the basic dimensions
of information security (IS) and create a safe environment for their information assets. The main
reason for a potential bankruptcy is a customer because they are sensitive to security incidents
involving e-shops. Every untreated and executed risk leads to the immediate loss of a large number
of customers and possibly to existential problems. In the current era of countless security threats
and offensive methods and techniques, businesses cannot afford to ignore internet security. Every
company should have a clear idea what and why to solve in the field of security. This knowledge
enables the organization to focus its security activities and resources where they are needed. It means,
the organization is able to invest in areas that are really critical and does not waste funds and efforts
by solving marginal problems. In this regard, importance of risk analysis, which is often considered
a formality required by some standards or legislation, seems to be often underestimated. However,
just the risk analysis is an important tool for the organization to be able to determine and separate
critical areas (processes, systems) from areas to which it does not need to pay too much attention at
that moment. Taking into account the value of assets, criticality of risks, costs of implementing the
measure and its time-consuming nature, the organization can decide how to deal with an identified risk
(remove the risk, reduce the risk to an acceptable level or accept the risk) and can create a realistic plan
for the implementation of security measures in a certain time period. By this means the organization
can determine exactly what and why wants to achieve it. It is possible to eliminate (often occurring
in practice) spending of funds and resources for non-systemic measures. In the field of information
security, there are several standards that contain recommendations and description of good practice,
how to manage information security and what security measures to implement in the organization.
We claim that the right path for businesses is to apply a procedural approach to information security
management systems (ISMS) that guarantees adequate information security of e-businesses by
minimizing consequences of risk with appropriate security measures at an acceptable cost. Any data
leakage and breach of information security could damage the organization’s reputation. Whereas
clients, customers come and leave based on how much they trust a particular seller, business can fall
apart if customers decide not to do trade with it. To prevent this, for enterprises it is necessary to
ensure security and integrity of customer and company information. This is recommended for both:
small and large enterprises. Setting up ISMS is a must.

ISMS of e-commerce is a necessary process that determines health and sustainability of
an enterprise (Ji & Zou, 2016). Increasing cybercrime, its simplification, and accessibility to
incompetent ICT users actively attack information assets of e-commerce businesses. However,
it also forces them to apply proactive and reactive technical and organizational measures that
ultimately lead to ISMS implementation.

E-commerce has connected buyers and sellers around the world more than ever before; online
trading can be quite convenient, easy to manage and productive, but it creates conditions for security
risks. For e-business and commerce it is very important to have adequate security measures to protect
a business activity, because cyber attacks can occur where and when the business management least
expects it and this situation can affect buyers. Consequences for the company can be liquidating.
The market for hardware and software products offers a wide range of security options and their
sophistication is increasing, but cyber-attacks are also becoming more sophisticated.

This scientific paper consists of several consecutive parts. The theoretical background provides
an overview of the current state of e-commerce, focusing on e-commerce security, information
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security management, and compares selected models of information security management. The
main goal of this scientific article is to identify the impact of costs spent on information security
on the level of information security perceived by enterprises based on examination of the level of
information security enteprises’ management with electronic commerce and determination of the
costs spent on ensuring information security. The main goal is supported by several partial goals:
to analyze, compare and create a synthesis of theoretical starting points of information security
management with a focus on electronic business in domestic and foreign environment; analyze and
compare selected information security management models; identify and evaluate the current status
of information security management level of e-commerce enterprises based on available knowledge,
research studies and own survey. The originality and novelty lie in a research problem choice. So far,
no similar research focused on the information security of electronic commerce, has been carried
out in the Slovak Republic, because enterprises do not like to provide such sensitive data. Therefore,
implementation of the research required extensive efforts of authors and was time-consuming. There
is also the originality in the issue and examination of relationship between costs spent on information
security and perception of information security by enterprises. Some businesses are not even aware
of this relationship and its importance. The Data and Methodology sections present the research
model, research assumptions and hypotheses, the research tools, and the data set format. The central
part, Results, consists of realized research outcomes and the verification of research hypotheses and
main findings. The research results and conclusions provide new findings not only for academics,
but also for business practice and management of e-commerce businesses. The Discussion section
presents the research’s main findings in line with the theoretical background and studies carried out
by other authors. At the end of discussion, he also points out that from a global perspective, it is
necessary to educate employees in companies setting of management processes and application of
ISMS process approach. Employees and their behavior are often the weakest element of IT security.
Applying IT security management system in companies is one of ways how to increase IT security
level of companies with e-commerce. The research limits are also listed in this segment.

THEORETICAL BACKGROUND

The hierarchically highest level for business ventures utilizing ICT is the electronic business
(e-business), whose activities are connected with business and production activities and the activities
that support, integrate, and manage both groups to provide services to customers. Electronic business
refers to “intra-company and inter-company processes and transactions between suppliers, customers,
companies and business teams with a minimum number of intermediate links and with business, work
processes and business interactions carried out electronically. It is a basic prerequisite for a successful
enterprise in a newly emerging, globally interconnected and efficient business environment on the
internet.” According to Rous (2014), it is a conduct of business processes on the internet. These
electronic processes include buying and selling goods and services, servicing customers, processing
payments, managing production control, collaborating with business partners, sharing information,
running automated employee services, recruiting. Authors Laudon and Traver (2014) claim that
e-business digitally enables transactions and processes within the enterprise, including information
systems under the enterprises’ control.

E-business is conducted in the electronic market space, an internet business platform for buyers and
sellers exchanging goods and services (Cheng, Chan & Lin, 2006). Due to the high level of competition
in traditional markets, many start-ups as well as established businesses enter the electronic environment
and reach new markets through online sales activities, ultimately increasing their sales (Wiradinata,
2017). The e-market is an online environment that opens up additional business opportunities for
entrepreneurs (such as better target audience, more effective marketing, more customers) and allows
the business to expand from the local to the national or global level.
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Electronic commerce (e-commerce) is part of electronic business. It involves the electronic
exchange of digital content between several entities resulting in a monetary exchange (Chen, 2005).
E-commerce refers to any business processes and transactions carried out either in whole or in part
by electronic means of communication, in particular the internet. E-commerce uses information
and communication technologies to increase the effectiveness of relations between enterprises and
individual users. We agree with the definition (Laudon & Traver, 2014) that e-commerce uses the
internet, websites, and applications for business transactions, that is digitally enabled transactions
between organizations and individuals.

The lowest level of e-business and also a part of e-commerce is an e-shop, which provides
e-commerce with a communication interface through web applications.

E-business is characterized by many advantageous features for enterprises and their customers,
especially in times of technology convergence. Most important for e-business are (Laudon &
Traver, 2014): ubiquity, global reach, wealth, interactivity, universal standards, information density,
personalization, social networking technology.

If businesses want to benefit from these features, they need to create and implement an appropriate
e-business process. It consists of solving several areas, such as choosing a technical solution, providing
marketing, logistics, creating business and complaint conditions, compliance with applicable laws,
selecting the target group, purchasing and servicing products. In e-commerce environment, in addition
to individual technical and software security, trust between involved parties plays an important role.
The trust is a priority in the setting of each e-commerce (Mou, Cui & Kurcz, 2020). Simultaneously,
the e-business process should be in alignment with other business processes.

The Enterprise Size Specifics on e-Business Security

Alongside the benefits that ICT brings to the e-market businesses (e.g., market expansion, a higher
number of orders and sales, higher availability of information, effective marketing, lower costs, prices),
it also brings many risks (Revathi, Shanthi & Saranya, 2015). that represent a threat to enterprises
and service providers, but also end-users. With the rapid development of e-commerce and e-business,
security issues are arising from people’s attention. The security of the transaction is the core and key
issues of the development of e-commerce and e-business (Wen, Zhou, Ma & Liu, 2008). From the
perspective of enterprises, the risks are directed towards the vulnerability of information assets. It is
necessary to protect personal information and other classified information, such as passwords and
stored credit card information. Information security in e-business represents the protection of the
information assets of enterprises operating in the electronic market against unauthorized use, alteration,
destruction, and access to these assets (Niranjaramurthy & Dharmendra, 2013). According to the
ISO/IEC 27005 (2012) standard, in regard to e-business, we divide information assets into primary
assets (information, business processes, activities, reputation, personal data, knowledge, contacts,
source codes), which are difficult to replace, even irreplaceable, and support assets (data, hardware,
software, network, personnel, and location), which can be replaced to some extent.

The first stage in asset protection is technological solutions in specialized hardware, software,
and security devices. Policies and procedures in the enterprise are other levels of asset protection.
This area includes all organizational measures, including security policies, plans, declarations, SLAs,
training, procedures, etc. Laws and standards complement the strategic level of a secure e-business
environment. Compliance with relevant laws, standards, and best practices indicates information
security at an appropriate level for the enterprise and internal or external stakeholders (staff, suppliers,
customers, organizations concerned, public authorities, institutions).

Achieving a safe environment requires much effort and additional business resources. We
consider this a necessity because as soon as the end-user (customer) loses full confidence in the
e-business or has any doubts about the business’ security or personal data, he will not carry out a
monetary transaction. The customer is sensitive to the information security of e-commerce. Due
to the increase in warnings by the media from security and privacy breaches like identity theft and
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financial fraud, and the elevated awareness of online customers about the threats of performing
transactions online, e-commerce has not been able to achieve its full potential. Many customers
refuse to perform online transactions and relate that to the lack of trust or fear for their personal
information (Yazdanifard, Edres & Seyedi, 2011). The e-commerce security must comply with
the following six dimensions (Vasiu, Warren, & Mackay, 2003); Laudon & Traver, 2014; Patro,
Padhy & Panigrahi, 2016; bt Mohd & Zaaba, 2019) that warrant adequate information security:
integrity, non-repudiation, authenticity, confidentiality, privacy, accessibility. The author Varghese
(2022) characterizes the security of electronic commerce precisely through four basic dimensions.
E-Commerce security is the guideline that ensures safe transactions through the internet. It consists
of protocols that safeguard people who engage in online selling and buying goods and services.
You need to gain your customers’ trust by putting in place eCommerce security basics. Such basics
include: privacy, integrity, authentication, non-repudiation.

According to Muthaiyah et al. (2004), in addition to usability and interface, specialists designing
the e-commerce need to incorporate solutions to reduce consumers’ security and privacy concerns
rooted in trust (Mandi¢, 2009). Customer confidence is one of the main factors stalling the development
of e-commerce (Wu, Zhou & Yuan, 2012). and purchasing decisions (Al Rawabdeh, Zeglat &
Alzawahreh, 2012). By applying six dimensions, the company becomes secure from the viewpoint
of all stakeholders, which increases the credibility of e-business.

Handling information security in electronic business differs according to individual business
size categories. From the viewpoint of IS management and implementation, micro-enterprises, and
SMEs create a specific environment compared to large enterprises. The smaller the enterprise, the
greater the differences between them, concerning the following areas (Dekys, 2010):

SMEs and micro-enterprises have minimal or no security team.

The IT department performs information security management.

The security budget is either part of the IT budget or does not exist.

SMEs and micro-enterprises have a lower range of financial, time, and human resources allocated
to information security.

e SMEs and micro-enterprises generally use open-source projects to minimize costs.

Unlike micro-enterprises and SMEs, the larger enterprises allocate resources more comfortably
to create a separate IT security department because of the potentially more considerable consequences
of security incidents. They are interesting for ISMS professional consulting firms, as they establish
cooperation more easily. They are also more aware of the legal requirements for protecting confidential
information (SHREDIT, 2017), focusing on more sophisticated security solutions that usually require
a more substantial budget compared to SMEs and micro-enterprises. Larger enterprises active in
e-business, implement more processes, have a more extensive IT infrastructure and organizational
structure, therefore need to provide more information assets compared to SME and micro-enterprises.

Information Security Management Models

Information is a critical part of any enterprise. Acquisition, processing, storage, and confidentiality of
information are among the most important activities of the enteprise’s life (Kokles & Korcek, 2015).
To carry out such activities, it is necessary to take care of the technical equipment used to access
information, set up an appropriate system for handling information carriers, and adhere to organizational
principles for protection against damage. Information protection is necessary concerning any involved
party, such as customers, employees, business partners, suppliers. Security deficiencies stem from a
lack of appreciation of the importance of information security management (Stehlikova & Horovcék,
2012). With the development of ICT and competition, it is essential to place increasing importance on
protecting confidential information, as ICTs have become a tool or the subject of cybercrime.
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According to Ernst & Young (2014a), there are five main reasons why enterprises should focus
on information security:

e  Change: The fast movement of enterprises in the post-economic crisis is caused by the emergence
of new products, new mergers, acquisitions, market expansion, and new technologies. These
changes are complicated, with many negative consequences for enterprise’s information security.

e Ecosystem: We live in an ecosystem of digitally connected entities, people, and data. The
likelihood of exposure to cybercrime applies to both work and home environments.

e Infrastructure: Internet access is currently available also for traditionally closed operational
technologies, so information security threats are reaching critical infrastructures, such as
transportation systems, automation systems, power distribution and household environments.

e Cloud: Services based on the principle of data management and storage by a third party create
uknown risks that did not exist before.

o  Mobility and customer orientation: The widely adopted use of mobile computing technologies
causes the weakening of corporate boundaries and delivering IT closer to the user and further
from the enterprises. The widespread use of the internet, smartphones, and tablets combined with
enterprises’ positive approach to BYOD has resulted in almost unlimited corporate data access.

Informatization of society encourages enterprises to quickly adopt the issue of quality security of
information assets and sensitive data, regardless of their size or focus. Historically, bigger enterprises
were the first to deal with information security because they daily processed large amounts of data.
Larger and richer enterprises had sufficient resources to invest in securing assets. SMEs mistakenly
thought that cyber threats were only directed at large enterprises. More and more, attackers target SMEs
because they do not adequately protect their sensitive data (Kral, 2011). Enterprises are increasingly
exposed to the risk of IS breaches, but many do not even have time to react when a security incident
occurs (Huo, Meng & Chen, 2015). As a result of the expansion of computer networks and the
internet, businesses are more vulnerable to attacks on confidential information, data, information
systems (Bolek, Koréek & Betiova, 2015), ICT, and employees.

It is possible to protect enterprises’ information assets from information security threats by
applying a systems approach. Information security management deals with the issue in detail. Below
are definitions from various sources:

e [SO/IEC 27001 (2014) defines information security management as an information security
management system (ISMS) that “protects the confidentiality, availability, and integrity of
information by implementing a risk management process and providing confidence to stakeholders
that risks are well-managed.”

e ESET (2014) considers ISMS to be the basis for security risk management to establish, implement,
operate, monitor, revise, maintain and improve information security in an organization.

e According to the EU Network and Information Security Agency ENISA (2015),
information security management is a system that allows us to achieve the required
qualitative characteristics of services offered by organizations (e.g., availability of services,
confidentiality, and data integrity, etc.).

e Singh et al. (2013) argue that ISMS is a system of the balanced intersection of technical,
managerial, and human aspects of information security in an organization.

e  Ondrik et al. (2013) perceive ISMS as an effective documented information asset management
system to eliminate their possible loss or damage.

According to the above definitions, we claim that ISMS is a comprehensive system within the
organization’s overall management system, which protects information from risks. At the same time,
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safety management is not just about implementing technical measures, but mostly about management,
as confirmed by ENISA (2015) in the following best rules for ISMS:

e IS, and ICT security administrators spend about two-thirds of their working time developing
policies, procedures, security controls, risk analysis, and raising security awareness. They spend
only a third of their time dealing with technical issues.

Security relies more on people than on technology.

Employees represent a much more significant threat than outsiders.

The strength of security is defined by its weakest link.

The level of security depends on three factors - a willingness to take the risk, system functions
and costs incurred.

e Security is not a state but an ongoing process.

The implementation, maintenance, and constant updating of the ISMS indicate a system approach
by enterprises to identify, assess, and manage information security risks (2015). The information
security management system brings business continuity, competitiveness, profitability, prestige,
elimination of threats and losses resulting from realized risks.

Enterprises manage many activities to make their operations efficient. To mitigate the risks of
data breaches and security incidents, companies ensure adequate controls of their information systems
by developing different auditing techniques for the physical and virtual systems (Juma’h & Alnsour,
2021). Existing models allow them to identify those significant system activities on which they
need to concentrate available resources to achieve continuous system operation. By implementing
selected models of information security management, organizations can continuously manage their
information assets’ security and also, can continuously improve process activities. By comparing
selected ISMS models, we get a comprehensive overview of the possibilities of their application in
electronic business.

To obtain a comprehensive overview, we identify similarities and differences in information
security management models from various aspects. Table 1 compares the presented models,
their essence, goal, focus, and starting points. As a dimension of comparison, we have selected
specific requirements for implementing and improving ISMS according to ISO/IEC 27001
(context in the organization, leadership, planning, support, operation, performance evaluation,
and improvement), which reveal differences strengths, and possible shortcomings of models.
Based on the advantages and disadvantages, we evaluate the possibilities of applying models in
electronic business, which determines which models can be applied to all processes or only to
specific processes of electronic business.

From the comparison results in Table 1, we observe the similarities and several differences of the
researched models. Most models are process-oriented and generally applicable within organizations.
PDCA models and Cyber Security Framework models can be used universally, for example, for specific
activities or processes inside and outside the organization and completely different environments
and conditions. Because each model is based on independent research, environment, standard, or
framework, it has a different goal of achieving information security. However, they agree that achieving
an adequate ISMS level in the organization is necessary.

The model that includes all the information security management standard requirements is the
PDCA. On the other hand, some models focus on incorporating only a specific set of requirements
(ISSRM, Activate - Adapt - Anticipate, Confidentiality - Integrity - Availability). Other models
highlight one or more areas of ISMS requirements while focusing more on some conditions and less
on others. We consider it necessary to include the models’ shortcomings, for example, concerning
the organization’s context. Also, the TQISM and BMIS models do not incorporate stakeholder’s
requirements, and the Cyber Security Framework Process Map does not address the ISMS scope.



Journal of Global Information Management
Volume 31 - Issue 1

Table 1. Comparison of selected models in Information security management
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With Partial Incorporation and where the requirements are not applied, we do not consider it
necessary to supplement the models and their recommendations because they do not corrupt the set
goals. However, if we identified that a particular part of the requirements is missing, we recommend
supplementing or developing the models to obtain an adequate level of ISMS in enterprises.

In terms of application, we claim that, to a certain extent, the enterprises active in e-business can
implement all models into their environment. However, not all models apply in the same way and for all
processes. We evaluate the General model of impact factors and PDCA as the most complex models we
can utilize to manage information security and electronic businesses’ operations without restrictions. The
other models are applicable either to the ISMS as a whole (TQISM, BMIS, SRIB Process Map, Cyber
Security Framework Model) or specific ISMS processes such as cybersecurity (Activate- Adapt- Anticipate)
and information risk management (ISSRM, Confidentiality — Integrity — Availability). The available
information shows that the BMIS model should also be used in the enterprise’s strategic management.

DATA AND METHODOLOGY

Enterprises trading on the electronic markets are exposed to security risk due to the active use of ICT
in several transformation process activities. Realized risks cause particular damage to the enterprises
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that lack ISMS or a basic process approach to IS management. These negative aspects characterize
enterprises that do not have sufficient resources to secure confidential information. These are primarily
human resources, but also financial and material. The high costs and complexity of implementing
modern tools, techniques, methods, or recommended standards and legislation force enterprises to
consider IS only on a superficial level. Due to cost minimization, it is necessary to use open-source
(Dekys, 2010). However, the importance of doing business in the electronic market forces enterprises
towards better security and caution in handling information.

Research Model

As a part of the implementation procedures we have established a research model (Figure 1).

Research Assumption and Hypotheses

We determined the following assumptions to formulate hypotheses from the theoretical background
analysis and the current state of knowledge on the issue.

RA1: The research assumption is built on the conclusions of scientific studies (Gordon & Loeb,
2002; Gordon & Loeb, 2002; Stehlikova & Horovcdk, 2012; Singh et al., 2013; Cerny, 2014).
We assume that the amount of funds spent on information security correlates with the level of
IS set by e-commerce enterprises. When the enterprise is spending more financial resources, it
perceives a higher level of IS. Alternatively, if enterprises perceive a high level of IS, their IS
expenses are higher.

The hypothesis, which we verify by correlation analysis of the variables the Proportion of IS
spending in total expenses and the Level of IS in the enterprise, is set as follows:

H1,: There is no statistically significant, moderate strength correlation between the expenses for
information security and the level of information security as set by enterprises, indicated by the
correlation coefficient (r>0.3)

H1,: There is a statistically significant, moderate strength correlation between the costs of information
security and the level of information security set by enterprises, indicated by the correlation
coefficient (r>0.3)

Figure 1. Research model (Source: Own processing)
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V. CONCLUSION
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RA2: Simultaneously, based on the results of scientific studies (Singh et al., 2013; Cerny, 2014,
PWC, 2015), we assume that enterprises with a higher budget for information security are
implementing and utilizing measures of information security risk management more. On the
other hand, those enterprises that do not allocate funding to protect information do not manage
information security risks.

Hypothesis 2 examines whether there are statistically significant differences between enterprises
with more financial resources for information security and enterprises with fewer resources for
information security available.

H2: Enterprises with a higher volume (1 standard deviation above average) of information security
funds do not differ statistically significantly in managing information security risks from those
with a lower volume (1 standard deviation below average) of information security funds.

H2,: Enterprises with a higher volume (1 standard deviation above average) of information security
funds differ statistically significantly in managing information security risks from those with a
lower volume (1 standard deviation below average) of information security funds.

The analysis of theoretical starting points shows that mentioned authors examined only selected
parts of the research issue and partial factors from our research model in a simplified way. Such
extensive research focused on The Information Security Management Systems in e-business has not
been carried out in the V4 countries (Visegrad Group) and in Slovak Republic. So far the relationship
between information security management and the financial budget of companies has not been
investigated. The originality and novelty of the research also lies in its expansion by new investigated
variables, where we also investigated the interaction among these new variables.

Our contribution to originality and novelty can be identified infollowing points: adding and
investigating new variables that have not been investigated by other authors so far, investigating
interactions each other (among variables), the greatest contribution of originality lies in investigating
the impact of information management of security to performance (e-business performance), financial
complexity of information security management, information security management and its relationship
to financial budget of enterprises, influences of ISMS to the level of information security. Research
findings significantly expand the field of knowledge and they are also consistent with recommendations
and some topics for further investigation from scientific and academic staff and enterprises that have
identified these research gaps.

Data Structure

The values of the variables (SY01-SY11), the data analysis subject, enter the research model. The
variables are based on the evaluation from the current state of knowledge/research of the issue, the
recommendations of ISO/IEC 27005 on IS risk assessment methods, ISO/IEC 27002 on ISMS good
practice rules, and ISMS organizations and experts from business practice, experts from practice
collaborating on research at our university.

The variables from the group of enterprise characteristics are either discrete (Number of
employees) or categorical (Economic activity - SK NACE Reyv. 2, Main customers of e-commerce),
which we measure on nominal scales. SK NACE — Statistical Classification of Economic Activities is
a categorization of homogeneous activities of economic entities. This means that economic entities are
classified into categories according to the main activity they are engaged in. Individual categories are
given by law and cannot be changed. On the basis of this categorization economic statistical data on
workers, data on inputs and outputs, capital formation or data on financial transactions of individual
categories of entities are created. Thanks to SK NACE it is possible evaluate better the economic
development in Slovakia. The NACE categorization is introduced throughout the European Union
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on the basis of Regulation of the European Parliament No. 1893/2006). The authors Paksiova and
Lovciova (2019) also mention using this classification in Europe. We used a ratio scale for the variable
Number of employees, and its purpose is to sort respondents according to the enterprise’s size. All
other variables of the SY groups, except SY08 and SY09, are continuous variables measured on a
point scale from O - minimum to 100 points - maximum. SY08 and SYO09 are categorical variables
on the ordinal scale.

A representative data set was obtained from a sample of e-commerce enterprises using the Slovak
electronic market. It is a sample of 91 enterprises of various sizes, legal forms, economic activity,
focus, and location. Data collection was ensured through online questionnaires from 01/2021 to
03/2021. A questionnaire (conditions of validity and reliability met) was chosen as a research tool.
The questionnaire was constructed to be ensured its validity, namely construct, content and criterion
validity. The construct validity was assessed by scientific and research workers dealing with the
methodology of scientific work and research methods, experts from business practice, experts from
practice collaborating on research at our university. At the same time, we compared our research
tool and its reporting ability to similar research tools. By content validity we determined whether the
research tool would have sufficient explanatory power. A group of experts participated in evaluation
and refinement of the research tool to reach sufficient content validity by questionnaire which had
been constructed by us. In addition to the above, we also paid attention to criterion validity, and
verified how close the relationship between results obtained by given tool and the certain criterion
is. The measuring construct empirically shows such relationships with other variables as assumed
by theory. Individual questions and variables were formulated based on induction, deduction and to
a certain degree abstraction. After obtaining the data, we measured the internal consistency of the
questionnaire.

Based on the Number of Employees variable representing the number of employees, we have
listed enterprises by size. The largest categories are micro-enterprises (73.63%), followed by small
and medium-sized enterprises (23.08%) and large enterprises (3.30%). The data file structure mirrors
the order in which the enterprises are currently divided by size in the Slovak Republic. In general,
most e-shops in the Slovak Republic are operated by micro-enterprises. For many of them, they make
up 100% of net sales. On the other hand, there is a small number of large enterprises in Slovakia,
and only a small part of them uses e-commerce, often only as a form of corporate presentation and
additional sales. A positive aspect of the survey is that it included respondents from each region of
Slovakia and some from the European Union (5.49%). These are entrepreneurs who use e-commerce
in the Slovak Republic.

Table 2 lists the number of enterprises in the survey according to the variable Economic activity
by SK NACE Rev 2. The most surveyed enterprises are listed in group G (50.55%), group S (21.98%),
and group M (6,59%). Not all economic activities in the survey are represented. The results confirm
that most e-shops are focused on retail and wholesale sales.

Respondents depending on the variable The main customers of the e-commerce enterprise are
divided into three categories: B2C, B2B, and B2G. However, no respondent considers the state
administration to be the Main Customer. As many as 89.01% of e-commerce enterprises provide goods
and services primarily to individuals, 68.13% are micro-enterprises, 18.68% are SMEs, and 2.20%
are large enterprises. 10.99% of the surveyed enterprises focus on enterprises and organizations, of
which 5.49% are micro-enterprises, 4.40% are SMEs, and 3.30% are large enterprises. The results
show the reality where most e-shops target the end consumer in the form of an individual.

The data set is diverse and adequately structured in terms of the enterprise’s characteristics. All
data of the variables, which are essential for further investigation, are obtained in the required quality.
The reliability of questionnaire is verified by reliability analysis and the reliability of results of statistical
processing of collected data by representative sample of data from sample set. Within the survey,
we approached 490 compliant enterprises. The number of successfully completed questionnaires
is 91, which we consider to be a sufficiently representative sample not only from the point of view
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Table 2. Data set structure by economic activity SK NACE Rev. 2

Sector Percentage of
Respondents (%)
A Agriculture, forestry and fishing 5.49%
C Industrial production 2.20%
F Construction 2.20%
G Wholesale and retail trade; repair of motor vehicles and motorcykles 50.55%
H Transport and storage 1.10%
I Accomodation and food service activities 1.10%
J Information and communication 2.20%
K Financial and insurance activities 1.10%
M Professional, scientific and technical activities 6.59%
O Public administration and defence; compulsory social security 1.10%
P Education 2.20%
R Art, entertainment and recreation 2.20%
S Other activities 21.98%
Total 100.00%

Source: own processing

of statistical analysis, but also due to high sensitivity of information obtained from respondents.
We guarantee the accuracy of data by choosing appropriate scales of variables. The questionnaire
is anonymous and we secured data transmission by encrypted communication, so preserving
confidentiality of information was provided. In the survey, we included respondents representing each
region of the Slovak Republic and each category of enterprise’s size. Most e-commerce enterprises
are retailers or wholesalers with the main focus on individuals. Simultaneously, the most used legal
forms of enterprises in the Slovak Republic are represented in sufficient numbers. The structure of
sample corresponds to percentage distribution, representation of enterprises in individual branches
of the national economy of Slovak Republic.

RESULTS

We determined the research assumption and two research hypotheses which we are testing empirically. In
the following part of partial analysis and construction of conclusions to verify research hypotheses, we use
descriptive statistics to examine individual variables, their correlation, test differences between variables
and examined by linear regression analysis whether the values of the variable ISMS in the enterprise.

We analyzed the current state of information security management in e-commerce enterprises
in the Slovak Republic through descriptive statistics. Descriptive statistics of the variables, except
categorical variables, the Regularity of the IS risk assessment (SY08), and the Regularity of the IS
policy updates (SY09) are shown in Table 3.

The variable the Need to address ISMS within e-business (SY01) determines whether it is
necessary to deal with ISMS areas in electronic business. The results show that enterprises are inclined
M = 64.89, SD = 30.02) to argue that ISMS should be addressed in e-business. 50% of respondents
stated the number of points more and less than 70, and at the same time, up to 25% of respondents
rated the variable by more than 93 points. Enterprises with e-commerce are aware of the importance
of ISMS. According to kurtosis, there are more extreme values (-0.73) in the set, and according to
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Table 3. Descriptive statististics of variables SY

Variable Min Max Var Kurt Skew Modus | Median M SD
SY01 0 100 100 -0.73 -0.51 100 70 64.89 30.02
SY02 0 100 100 -1.03 0.23 50 49 45.02 30.23
SY03 0 100 100 -0.79 -0.09 50 50 51.75 29.38
SY04 1 100 99 -0.74 -0.41 100 60 61.26 29.33
SY05 0 100 100 -0.70 0.66 0 24 30.08 28.59
SY06 0 77 77 4.64 2.04 5 6 12.63 15.11
SYO07 0 100 100 -1.03 0.48 - 29 36.95 32.15
SY10 1 100 99 -0.54 -0.61 50 70 66.63 27.09
SY11 1 100 99 -0.68 -0.52 80 70 62.93 27.68

Note: N =91

Source: own processing

skewness, the values are closer to 100 (-0.51). It is a flatter, obliquely divided division on the right.
Because the results of the Kolmogorov — Smirnov test at the significance level o = 0.05 confirm that
the data are distributed normally (Z = 1.16; p = 0.120), we can say that with 95% confidence, the
interval for the mean value of the Need to address ISMS in e-business between 58.64 and 71.14 points.

Another variable is the Possibility of e-business protection without ISMS (SY02). We examined
whether e-business can be protected from information risks without a comprehensive ISMS, where
0 points mean definitely fails and 100 points certainly can. The results show the indecision of the
representative enterprises in this issue (M =45.02; SD = 30.23; Modus = 50; Median = 49), although
more respondents are inclined to smaller values according to the slope (0.23), i.e., to the Need of
ISMS in electronic business. 10% of respondents stated more than 88 points. These respondents claim
that protecting e-business is certainly possible without an ISMS. According to kurtosis (-1.03), the
distribution is flatter. The data are distributed normally (K — S test; Z = 1.00; p = 0.269), so we can
determine a 95% confidence interval for the mean value of the normal distribution (38.73; 51.32).

Another variable, the Ability of ISMS to improve e-business results (SY03), examines whether
the established IS management system can improve e-business performance from O (certainly not) to
100 points (certainly can). The results are again in this case inconclusive (M = 51.75; SD = 29.38;
Mode = 50; Median = 50). Respondents are unable to assess whether the ISMS affects the enterprise’s
financial results or not. The data are flatter (-0.79), slightly skewed to smaller values (-0.09) and are
normally distributed (K — S test; Z = 0.86; p = 0.465). The 95% confidence interval for the base set
mean value is between 45.63 and 57.87 points.

The fourth variable of the SY group, the Need for ISMS in the respondent’s e-business (SY04),
measures the need to create, implement, maintain and continuously improve ISMS in the surveyed
e-commerce enterprise. We defined the scale from O (definitely not) to 100 points (definitely yes).
50% of respondents rated this need as more or less than 60 points. The most frequently mentioned
value is 100 points, and these respondents are up to 15.38%. On average, survey participants favour
the need to improve ISMS in their company (M = 61.26; SD = 29.33). 75% of respondents stated
more than 46.50 points. The data are mostly flat-distributed (-0.74) and skewed on the right (-0.41).
According to the results of the K — S test at the significance level a = 0.05, the data are normally
distributed (Z = 0.89; p = 0.407); therefore, we can say that the mean value of the distribution is
with 95% confidence between 55.16 and 67.37 points.

The variable (SY05), Practice of ISMS in the enterprise, examines whether enterprises create,
implement, maintain, and improve ISMS in their environment. The variable is specific because we
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categorized its values in the verbal description into four intervals, with which the respondents were
familiar. The values are divided into categories from 0 to 25% (enterprises create ISMS), further up
to 50% (create and implement ISMS), up to 75% (create, implement and maintain ISMS), and up to
100% (improve ISMS). 0% means that enterprises do not perform any ISMS activity. Most enterprises
create only a basic form of information security management (41%), so it is only in ISMS’s initial
phase. However, up to 13% of enterprises do not carry out any activity in this area. It is interesting that
8% of enterprises already have ISMS in place and are improving this system. On average, enterprises
achieve M = 30.08 points; SD = 28.59 points. The data are skewed to smaller values (0.66) and are
rather flat (-0.70). As many as 25% of respondents stated a value less than or equal to 2, which means
that these enterprises are not concerned with ISMS at all. The median is only 24 points. Up to 75%
of the values fit up to 50 points. These data show that enterprises tend not to implement information
security management and do not pay enough attention to the issue. Because the data are not distributed
according to the normal distribution (K — S test; Z = 1.47; p = 0.018), the 95% confidence interval
of the mean value cannot be reliably determined.

The following variable (SY06) is the Proportion of IS expenses in total costs, which we measured
as a percentage. On average, eneterprises invest 12.63% of total costs in IB (M = 12.63; SD = 15.11).
Small and medium-sized enterprises invest the most, up to 18.86% of total costs. It is followed by
micro-enterprises (10.81%) and large enterprises (9.67%). We consider the proportion of expenses
in all categories to be unnecessarily high. However, the results may be skewed by the low number
of respondents in the categories SME and Large enterprises and several high values from the data
set, determined by mode, median, kurtosis, and skewness. The mode value indicates that the largest
number of enterprises use 5% of the cost of IS. Up to half of the values are less than 6%. As expected,
the data are significantly skewed to low values (2.04), and according to the sharpness, most values are
close to the average (4.64). Three-quarters of companies spend up to 20% of total costs on IS. Only
10% of enterprises invest more than 30% of their total costs in the issue. According to descriptive
statistics, the data are not normally distributed. The K — S test (Z = 2.49; p <0.001) confirms that as
well. According to statistics, several high values influence the relatively high average. The mode and
median show a more realistic picture of the data distribution. Therefore, we claim that enterprises
invest about 5% of the total costs in IS, which we consider an adequate amount of IS costs.

The variable Sufficient financial resources on IS (SY07) monitors, on a scale from 0 (definitely
not) to 100 points (certainly yes), whether the enterprise has the financial resources that can be used
to protect corporate information adequately. 50% of the values represented more or less than 29
points. Regarding the kurtosis, the data set contains more extreme values (-1.03), but more values are
smaller in terms of the skewness (0.48). On average, the respondents determined that the surveyed
enterprises do not have enough available financial resources for IS, only for M = 36.95 points; SD =
32.15 points. As assumed, large companies have the most available funds, on average 51.33 points.
It is followed by micro-enterprises (37.33 points) and SMEs (33.67 points), which do not have such
resources at their disposal. In our view, the ideal interval for evaluating sufficient funding is 75 points
or more. However, only 19% of enterprises reported such values, and only 25% of enterprises have
enough available resources, specifically over 59 points. As many as 10% of respondents set a value of
0 or 1. It means that about one-tenth of e-commerce enterprises do not have enough resources at all
to secure business information. The 95% confidence interval is not determined because the data are
not normally distributed, which is indicated by the statistics and the K — S test (Z = 1.33; p = 0.043).

From the analysis of the variable Regularity of risk assessment IS (SYO0S8), we found enterprises
that do not assess risks at all form the largest group, as much as 35.16% of all of them. It is followed
by enterprises that evaluate risks once a year (26.37%) and twice a year (14.29%). In general, the more
often enterprises deal with risks, the more prepared they are for potential IS threats and incidents.
In our opinion, enterprises should evaluate the risks of IS at least once a year. In the survey, this
represents 54.95% of enterprises. Although this percentage is surprisingly high for the Slovak Republic
conditions, it is still low compared to the IS‘s risks possible impacts. As many as 26.37% of micro-
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enterprises, 7.69% of small and medium-sized enterprises, and 1.10% of large enterprises from the
entire group do not evaluate IS risks. In this area, it is necessary to increase safety awareness and draw
attention to the consequences of potentially executed risks of IS in the enterprise. Interestingly, the
figure 21.98% represents micro-enterprises evaluating risks at least once a year, which we consider
extremely good. In particular, we note that the survey revealed up to 18.69% of micro-enterprises,
7.70% of SMEs, and 2.20% of large enterprises in the entire set that deal with risks more than once
a year. Although these percentages are unexpectedly high, they should increase significantly in the
coming years to address the risks of IS in enterprises adequately.

In the variable Regularity of IS policy update (SY09), we examined whether enterprises have
developed an information security policy and at what intervals it is renewed. As assumed, many
enterprises do not have this policy developed, represented by 46.15%. On the other hand, 53.85%
of enterprises have some form of IS policy, which they are updating more or less regularly. 18.68%
of enterprises update their policy once a year, and up to 21.98% of enterprises more than once a
year. 38.46% of micro-enterprises, 6.59% of SMEs, and 1.10% of large enterprises from the entire
data set do not have an information security policy. These groups need to be targeted in the context
of IS education. Enterprises should update their IS policy at least once a year. Because IS threats
are constantly evolving, frequent updating is recommended. The ideal frequency of updating the IS
policy depends on the conditions and needs of a particular enterprise. For example, large enterprises
should improve their policy more than once a year.

The following variable, Satisfaction with IS level in the enterprise (SY 10), determines the extent
to which enterprises are satisfied with the security of their confidential and sensitive information.
Respondents rated on a scale from O (definitely dissatisfied) to 100 points (definitely satisfied) how
satisfied they are. On average, the business representatives are rather satisfied (M = 66.63; SD =
27.09); up to 50% of the values are above 70 points. The kurtosis is determined by relatively flat data
(-0.54), which are skewed to the right (-0.61), i.e., they contain larger values. According to the K-S
test, these data are not normally distributed (Z = 1.33; p = 0.043). Although most respondents are
indecisive (Modus = 50; 15.38% of enterprises), up to 25% of respondents rated the variable more
than 90 points. In summary, most e-commerce enterprises are more satisfied with their information
security level than not.

The variable Level of IS in the enterprise (SY11) is linked to the previous variable as it measures
the perceived level of information protection in the enterprise. Respondents rated the level of
information security in the enterprises on a scale from 0 (minimum) to 100 points (maximum). The
average value is M = 62.93 points; standard deviation SD = 27.68 points. Information security in
electronic business is at the level of 62.93%. Enterprises claim that their level is sufficient. Due to
the current IS threats, the level should be even higher. Micro-enterprises have the highest detected
IS level among other enterprises, averaging 67.58 points. The following are SMEs with 50.71 points.
The IS level of large enterprises is rather insufficient (44.67 points). Presumably, large enterprises are
more aware of the need to protect information than enterprises of other sizes, and they identify their
shortcomings more. In addition, compared to smaller enterprises, larger enterprises need to secure
more areas, systems, and processes. Respondents mostly rated the IS level with 80 points, and half
rated the level with more or less than 70 points. Only 25% of enterprises have a level less than or
equal to 47.50 points. The data are more flat than spiked (-0.68), skewed to the right (-0.61), and not
normally distributed (K — S test; Z = 1.63; p = 0.006). IS level values can be explained in two ways.
Either the level of information security in enterprises is indeed at a sufficient level, and the results
reflect the real situation, or enterprises lack sufficient education and security awareness. At the same
time, respondents believe that enterprises’ information security level is good.

According to the results of the analysis of the variables of the Information Security Management
System (SY), we state that enterprises have a basic overview of IS and are prepared for information
security threats only at a necessary, but sufficient level. However, many enterprises still need to
improve information security management and implement a suitable system. We also examine our
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statements in the following section, the analysis and results, which will further explain the real state
of information security management in electronic business.

In the previous section, we used the Kolmogorov — Smirnov to identify that the interval variables
(scales) SYO1, SY02, SYO03, and SY04 are normally distributed. The Pearson correlation coefficient
verifies the correlation of the variables. The results are shown in Table 4.

The scale of Need to address ISMS within e-business (SY01) correlates with the scales of
Possibility of e-business protection without ISMS (SYO02), r = 0.24; p = 0.020, and the Ability
of IS to improve e-business results (SY03), r = 0.39; p <0.001, only weakly and thus the strength
of the interdependence of these scales is weak. There is a moderately strong correlation between
the variables Need to address IS within e-business (SYO1) and Need for ISMS in the respondents*
(SY04), r = 0.42; p <0.001. It shows that the variables have a moderately strong relationship. There
is no correlation between the SY02 and SYO03 scales (r = 0.00; p = 0.966), which means that the
possibility of protecting e-business without ISMS and improving the economic performance of
e-business through ISMS are unrelated. Scales of variables SY02 and SY04, r = -0.24; p = 0.022, as
well as the SY03 and SY04 scales, r = 0.39; p <0.001, correlate weakly. Because, according to the
results of the K — S test, the values of the interval variables SY05, SY06, SY07, SY10, and SY11 are
not normally distributed and SY08 together with SY09 are ordinal variables, we use Spearman’s rho
and Kendall’s tau — ¢ to examine the correlation between them. The results are shown in Table 5, in
which we highlighted the correlation values of variables with stronger than weak interdependence.

According to the Spearman correlation coefficient, the Practice of ISMS in the enterprise
(SYO05) correlates moderately strongly with the scale of the Proportion of IS expenses in total
costs (SY06), r = 0.42, and the scale of Sufficient financial resources for IS (SY07), r = 0.41. In
both cases, Kendall’s tau-c does not support the moderate correlation strength. The variable SY05
correlates only weakly with SY06 (t = 0.31) and SY07 (t = 0.30). The standards for creating,
implementing, maintaining, and improving ISMS in enterprises is little related to the costs incurred
for information security in enterprises and the perceived sufficient financial resources for adequate
protection of enterprise information.

Other combinations of interval variables, except the relationship of the variables Satisfaction
with enterprise IS level (SY10) and Level of IS in the enterprise (SY11), have a weak correlation.
Therefore, we will not examine them further. The variables SY10 and SY11 correlate moderately
strongly, as evidenced by Spearman’s rho (r = 0.68) and Kendall’s tau — ¢ (t = 0.51). Satisfaction
with the Level of information security is moderately related to the set level of information security
in the company.

Table 4. Correlation of the variables with normally distributed data

SYO01 SY02 SY03 SY04
Pearson Correlation 0.24 0.39 0.42
SY01 -
Sig. (2-tailed) 0.020 0.000 0.000
Pearson Correlation 0.24 0.00 -0.24
SY02 -
Sig. (2-tailed) 0.020 0.966 0.022
Pearson Correlation 0.39 0.00 0.39
SY03 -
Sig. (2-tailed) 0.000 0.966 0.000
Pearson Correlation 0.42 -0.24 0.39
SY04 -
Sig. (2-tailed) 0.000 0.022 0.000
Note: N =91

Source: own processing
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Table 5. Result of Spearman‘s correlation and Kendall‘s tau-c

Statistic | SYO1 | SY02 | SY03 | SY04 | SY05 | SY06 | SY07 | SY08 | SY09 | SY10 | SY11
Kendall's | 16 | 0.08 | 0.1 | 022 031 | 030 | 029 | -031 | 0.05 | 0.18
tau—
SY05 -
Spearman |57 | 010 | 0.14 | 030 042 | 041 | 038 | -039 | 0.05 | 0.26
Correlation
Kendall's 1 06 | 2001 | 008 | 007 | 031 0.18 | 015 | -0.24 | -0.09 | 0.06
tau—
SY06 -
spearman | 15 | o1 | 011 | 041 | 0.42 024 | -021 | -0.34 | -0.13 | 0.08
Correlation
Rendalls 1 005 | 015 | 001 | 012 | 030 | 08 019 | 017 | 012 | 022
SY07 -
Spearman |59 | 021 | 002 | 0.16 | 0.41 | 024 2025 | 023 | 0.17 | 032
Correlation
Rendalls 1 008 | 017 | 012 | 005 | 029 | 015 | -0.19 0.12 | -0.01
SY08 - -
Spearman | o 1y | o3 | 15 | 2007 | -0.38 | 021 | -0.25 0.15 | -0.02
Correlation
pendalls 1 001 | -013 | 010 | 000 | 031 | 024 | -017 0.08 | 002
SY09 - -
Spearman | o1 | 18 | 013 | 001 | -0.39 | -0.34 | -0.23 0.11 | 0.02
Correlation
gi‘l‘ia“ S | 003 | 013 | 004 | 001 | 005 | -009 | 012 | 012 | 0.08 0.51
SY10 -
Spearman | 04 | 18 | 006 | -0.04 | 005 | -0.13 | 017 | 015 | o.11 0.68
Correlation
gi‘l‘ia“ S | 014 | 012 | 015 | 007 | 018 | 006 | 022 | -001 | 0.02 | 051
SY11 -
Spearman | 50 | 18 | 024 | 0.1 | 026 | 008 | 032 | 002 | 0.02 | 0.68
Correlation

Source: own processing

There are two ordinal variables in the group of SY variables: Regularity of IS risk assessment
(SYO08) and Regularity of IS policy updates (SY09). We used several nonparametric tests to determine
the strength of their relationship. The results of the analysis are shown in Table 6.

The results of all statistics confirm a correlation of moderate strength between ordinal variables.
As a representative sample, we choose Kendal tau-c with the lowest value results (t = 0,55). The
Regularity of risk assessment of IS correlates with regularity of IS policy updates in the enterprise,
where the strength of this linear correlation is moderate to strong. We conclude that enterprises that
regularly identify and assess risks are automatically updating policies of IS of the enterprise. Both
activities lead to the improvement of the whole management of information security in the enterprise.

In general, only some of the scales indicate moderate linear dependence (SY10 and SY11, SYOS and SY09,
SY01 and SY04). Correlation between the rest of the scales of ISMS is weak or non-existent (e.g., SY02 and SY03).

Impact of Selected Factors on the Examined Variables of ISMS

The following section verifies the difference between the enterprises that assess the information
security risks (N = 59) and those that do not assess these risks (N = 32). We also look at the difference
between enterprises that devised IS policy (N = 49) and those who did not devise such policy (N =
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Table 6. Correlation results of the ordinal variables SY08 a SY09

REPTITL: Approx Approx
Category Statistic Type Value Std. ’ .
T Sig.
Error
Kendall’s - 0.55 0.06 9.18 -
tau—c
Symmetric | Ordinal by Gamma - 0.74 0.07 9.18 -
measures Ordinal
Spearman - 0.70 0.06 9.24 -
Correlation
Symmetric 0.63 - 9.18 0.000
Directional Ordinal by R SY08 0.65 0.07 9.18 0.000
. Somers’ d Dependent
measures Ordinal
SY09
Dependent 0.61 0.07 9.18 0.000
Note: N =91

Source: own processing

42). The groups are compared with values of variables (SY) of the information security management
system to test if there is a statistically significant difference between them.

The tables below provide an overview of those variables that show the statistical significance of
examined differences. Table 7 consists of Levene’s test results that indicate that the uneven spread
of groups (F = 4,97; p = 0,028) is statistically significant. Subsequently, the t-test confirms the
statistically significant difference in the variable the Need for IB in respondent’s e-business (SY04),
t (49, 70) = 2.23; p = 0.030, between those who do assess the risks (M = 66.64; SD= 25.13) and
those, who do not assess the risk of IS (M = 51.06; SD = 34.05).

The results of non-parametric tests in Table 8 show that enterprises concerned with IS risk
assessment differ significantly in variables SY05, SY06 and SY07 (p < 0,05) from enterprises that
are not. The differences of other examined variables are random (p > 0,05).

Table 7. Testing the differences of the variables SY04 depending on the risk assessment

Levene’s Test

t-test for Equality of Means

for Eq.uality of 95% Confidence Interval of the
Variances Difference
Equal q Sig. (2 Mean Std. Error
variances m Sig. ¢ af tailed) Difference Difference Loer Upper
Assumed 497 0.028 | 2.44 | 89.00 0.017 15.30 6.27 2.84 27.76
SY04
Not assumed - - 2.23 | 49.70 0.030 15.30 6.85 1.54 29.06

Source: own processing

Table 8. Testing the differences of the variables SY depending on risk assessment

Variable Mann-Whitney U Z Asymp. Sig. (2-tailed)
SYO05 | Practice of ISMS in the enterprise 328.00 -5.13 0.000
SY06 | Proportion of IS expenses in total costs 536.50 -3.40 0.001
SYO07 | Sufficient financial resources for IS 415.50 -4.40 0.000

Source: own processing
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In terms of IS policy-making in e-commerce enterprises, the results of testing differences in the
examined groups are shown in Table 9. Two-sample t-tests of variables with normally distributed
data did not show statistical significance of differences. However, non-parametric testing confirmed
the systematic differences in the variables SY05, SY06, and SYO7 between enterprises with an IS
policy developed and enterprises without an IS policy at the significance level o« = 0.05.

The results confirm that implementing information security policy influences ISMS practice
in the enterprise, the amount of IS costs, and the volume of financial resources for IS. For the other
variables of the SY group, the differences are not large enough to be statistically significant (p> 0.05).

Impact ISMS Practice on the Level of Information Security

By linear regression analysis, we examine the hypothesis whether the values of the variable ISMS
practice in the e-commerce enterprise (SY05) significantly affect the Level of IS in the enterprise
(SY11) as set by respondents.The relationship of the variables is shown in Figure 2, where the
systematic linear dependence is not obvious but also not excluded.

The results of the analysis are described in Table 10. The correlation coefficient (r = 0,33)
demonstrates the weak relationship of the variables. The coefficient of determination (R* =
0.11) explains 11% of the variation of the dependent variable SY11 affected by the independent
variable SY05. The remaining 89% is influenced by other factors, such as investments in the

Table 9. Testing the differences of the variables SY depending on information security policy

Variable Mann-Whitney U Z Asymp. Sig. (2-tailed)
SYO05 | Practice of ISMS in the enterprise 462.50 -4.52 0.000
SY06 | Proportion of IS expenses in total costs 577.50 -3.61 0.000
SYO07 | Sufficient financial resources for IS 527.00 -4.00 0.000

Source: own processing

Figure 2. Correlation diagram of the variable SY05 a SY11 (Source: Own processing)
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Table 10. Regression model of the dependent variable SY11 and the independent variable SY05

Unstandardized Standardized 95% Confidence Interval
Coefficients Coefficients for B
Explanatory Variable t Sig.

B | prver i Bound | Bound
(Constant) 53.40 4.01 0.00 13.31 | 0.000 45.42 61.37
SY05 0.32 0.10 0.33 3.27 | 0.002 0.12 0.51
Adjust R? 0.11
F(1,89) 10.70%*
N 90

Note: *p = 0.05; **p = 0.01
Source: own processing

ISMS, security controls, security training, incorporation of IS requirements into business
processes, or supply contracts.

Analysis of variance (ANOVA) confirms a statistically significant linear regression model with a
good data description, F (1, 89) = 10.70; p = 0.002. The regression coefficient b, = 0.32 significantly
contributes to the prediction of the SY11 variable (p = 0.002). From the results we conclude that
Practice of ISMS in e-commerce enterprise significantly affects the Level of IS in the e-commerce
enterprise at significance o = 0.05.

Verification of Research Hypotheses

In phase II. of the research model, we have established two research assumptions from which we
subsequently formulated research hypotheses.

The hypothesis H1 is verified by correlation analysis of the variable Proportion of IS expenses
in total costs and Level of IS in the enterprise. The results of the K — S test for Proportion of IS
expenses in total costs (SY06; Z = 2.49; p <0.001) and for the IS level in the enterprise (SY11;
7 =1.63; p =0.006) demonstrate that the variable data are not normally distributed. We selected
Spearman’s correlation coefficient and Kendall tau — ¢ to measure correlation, and the results
are shown in Table 11.

Spearman’s correlation coefficient is r = 0.08, and Kendall’s tau — c is even lower, T = 0.06.
Both values are very low and close to zero, describing the trivial force of the linear correlation of the
surveyed variables; therefore, we accept the null hypothesis H1 . The correlation between the costs of
information security in e-commerce businesses and the level of information security set by businesses
is minimal. There is no statistically significant correlation between the variables.

Table 11. Correlation results of variables SY06 a SY11

Asymp. ADDrox
Category Statistic Value Std. Approx. T PSI: :
Error g
Kendall’s tau—c 0.06 0.07 0.78 -
Symmetric . .
measures Ordinal by Ordinal Spearman 0.08 o1 072 ~
Correlation ’ ’ '
Note: N=91

Source: own processing

20



Journal of Global Information Management
Volume 31 « Issue 1

The minimal correlation of the variables, Proportion of IS expenses in total costs, and Level
of IS in the enterprise can be observed in Figure 3, where a systematic arrangement of points is not
evident. The points are randomly distributed in the graph.

These findings can be explained in terms of security measures divided into two groups. While
technical measures are financially costly, IS’s organizational measures do not necessarily entail
additional costs, although they also contribute to the increase of the perceived and real level of IS.
For example, if the enterprise develops, publishes, and adheres to the IS policy that is not a technical
measure but is essentially a documented set of rules, it will significantly increase the perceived level
of IS, with minimal or no development costs of such a policy. Therefore, the amount of investment
in IS investment does not affect the level of IS set by the respondents and perceived in the enterprise.

Hypothesis H2 examines whether there are statistically significant differences between enterprises
with more financial resources and enterprises with less information security resources available.

Using the standard deviation method, we divided the variable Sufficient financial resources for
IS (SY07) into two groups with extreme values. The average SY07 represents M = 36.95 points; SD
= 32.15 points. One standard deviation above the average is the range of values from 69.10 points
to 100 points. There are 18 values in this group. On the other hand, a value of 4.80 points represents
one standard deviation below the mean. All units in the data set with this value or less represent the
second extreme group. There are 20 values in the group.

The average of the variable Risk management of IS (OPO1) at the group values of one SD above
the average of SY07 is M = 40.50 points; SD = 37.30 points. The average of the variable OP0O1 at
the group values of one below the average of SY07 represents M = 9.95 points; SD = 18.36 points.
Already, we observe a significant difference at these values, but through statistical testing, we find
out whether the differences are systematic or random.

Before selecting a suitable test, we subject the variable Risk management of IS (OPO1) to K-S
test that determines whether the values come from a normal distribution. The results show that the
data are not normally distributed (Z = 1.94; p = 0.001), so we select the non-parametric Mann —
Whitney U test. The test result shown in Table 12 is highly statistically significant for information
security risk management (U = 22.50; p <0.001). We reject hypothesis H2 and accept the alternative

Figure 3. Correlation diagram of variables SY06 a SY11 (Source: Own processing)
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Table 12. Mann-Whitney U test applied on OP01

N Mean Rank Sum of Ranks
Ranks 1SD l
1SD|M | 1SDTM Total M 1SDtM (1SD|{M | 1SDTM
OP01 20.00 18.00 38.00 27.38 55.44 547.50 998.00
Test Statistics Mann-Whitney U Wilcoxon W V/ Asymp. Sig. (2-tailed)
OPO01 22.50 998.00 -4.77 0.000

Source: own processing

hypothesis H2 . There is a statistically significant difference in information security management
between enterprises with larger funds for information security and enterprises with smaller information
security funds.

The effect size is determined as r = -4.77/ \/ 38 = -0.77, indicating a strong effect for the data
of the variable IS risk assessment. Considering statistical significance p <0.001, a strong effect r =
-0.77, and the identified systematic differences between the group averages, we state that companies
with a higher volume of funds intended for IS make more use of IS risk management.

At the end of presentation of research results, we point out the validity of model, which was
fulfilled. We tested for multicollinearity and autocorrelations using the Durbin—Watson statistic.
Results of this Durb. Watts. = 2.1; p = 0.89 explain that assumption of validity of tested regression
models was met.

DISCUSSION

The global nature of e-commerce (Benamati, Ozdemir & Smith, 2021) is complicating privacy issues
because perceptions of privacy, trust, risk, and fair information practices vary across cultures, and
differences in national regulation create challenges for global information management strategies.
We defined Information security management as a comprehensive system within an organization
that protects information from threats by implementing and improving information security risk
management. By maintaining this system, the organization becomes credible to all stakeholders,
such as employees, suppliers, or customers. Creating, implementing, monitoring, and improving of
the ISMS consists of numerous activities performed at regular intervals. Some need to be done more
frequently (security incident assessment, risk assessment, treatment), while others can be sufficiently
performed once a year (e.g., compliance checks, internal or external audits, updating security policies).
We consider risk assessment to be the most crucial part of ISMS as it entails creating a complete
risk analysis of the organization. As a result of this analysis, it is possible to design appropriate ways
of dealing with risks and select adequate security measures at an acceptable cost, thus achieving
adequate security of the organization’s information assets.

The processes, recommendations, and goals of ISMS are generally applicable to any company
or organization. In many instances, the ISMS needs to be suitably adapted to the organization’s
conditions. Similarly, from the perspective of e-commerce enterprises, it is necessary to re-evaluate,
modify the ISMS security requirements, or eliminate completely some requirements due to the non-
existence of a specific process in the enterprise. Information security management is professionally
handled by several organizations, companies, and institutions. They design, research, and assess ISMS
strategies, frameworks, standards, recommendations, and measures. In this manner, they appeal to
increase security awareness and improve the overall level of IS. In Slovakia, this area is growing,
and in the last three years, an increased number of job offers focused on IS. Particularly active are
private ISACA, PwC, Ernst & Young, ESET, SECTEC, Slovak Association for Information Security)
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and state organizations. In the near future, we expect a significant increase in engagements by the
National Security Office, following from the Concept of Cyber Security of the Slovak Republic for
2015-2020 and the anticipated Act on Cyber Security.

ISO, The International Organization for Standardization, provides certifications according to
the ISO/IEC 27001 standard to any organization that meets set requirements. However, the whole
certification process can be perceived by businesses not only as an organizational and time burden
but mainly as a financial one. Ultimately, although the organization’s certification attests to excellent
standards of ISMS, it often serves only as a source of prestige and marketing benefits. On the other
hand, the results of the survey ISO (2017) on the distribution of the certificates according to ISO/
IEC 27001 in 2015 show an increase up 20% compared to 2014. On the other hand, the results of
the ISO survey (2017) on the distribution of certificates according to ISO / IEC 27001 in 2015 show
an increase of 20% compared to 2014. A total of 27 536 organizations were certified in 2015. The
countries with the most certified organizations are Japan (8 240), Great Britain (2 790), and India
(2,490). Of the V4 countries, Poland has the most certificates (448), followed by the Czech Republic
(381), Hungary (323), and finally Slovakia (232). Compared to 2014, Slovakia improved by 70
certified organizations, while in the Czech Republic, more organizations underwent the certification
process, a total of 105. From the last survey (ISO, 2019) in 2019 on the distribution of certificates
according to ISO/IEC 27001, it can be deduced that 36 362 certificates. The top 5 (most certificates
issued) were in China (8 356), Japan (5 245), the United Kingdom (2 818), India (2 309), and Italy
(1 390). Slovakia recorded 219 certificates issued.

The increase in overall interest may mean that organizations are no longer perceiving
certificates only as prestige but are beginning to give weight to IS. It is likely caused by the media’s
cybercrime coverage and the promotional activities of organizations active in IS. However, it is
unnecessary to go through the certification process because an adequate level of ISMS can be
implemented without certification at a reasonable cost. Besides, the overall increase in awareness
of IS through the organizations’ activities is already an improvement in information security. The
study (Wenqing, Kun & Chia-Huei, 2022) shows that financial performance becomes better as
ISO 27001 implementing experience accumulated. This will assist managers to gain confidence
in using information security certification.

In our research, formed on theoretical background and current state of knowledge on the issue,
we assume that enterprises in the Slovak electronic market lack (Kral, 2011; Netolicka, 2012b) a
comprehensive information security management system. We examined this assumption through the
variable Practice of ISMS in the enterprise. The results indicate (M = 30.08; SD = 28.59) that this
statement also applies to our data sample. As many as 25% of enterprises do not address the ISMS at
all. 75% of enterprises perform ISMS only at up to 50 points out of 100 points. It is clear from the data
that enterprises tend not to implement ISMS. The theoretical basis analysis has already shown that the
right way for enterprises is to apply a process approach through ISMS, guaranteeing an adequate IS
of e-business. Only 8% of the surveyed enterprises focus on IS system management at this advanced
level. The remaining enterprises lack a comprehensive information security management system.
However, according to the values of the variable Need to address ISMS in e-business, enterprises
are aware of ISMS’s importance and at the level of 64.89% are inclined to agree that ISMS should
be addressed in e-business (M = 64.89; SD = 30.02). Besides, the analysis of the data of the variable
ISMS Need in the respondent’s e-business shows that, on average, businesses agree with the need
to improve ISMS in their company (M = 61.26; SD = 29.33). As many as 15.38% of enterprises are
sure that they need an information security management system.

Other findings determined from the current state of knowledge of information security
management in e-business can be summarized by stating that e-commerce enterprises do not have
sufficient financial resources to adequately secure information assets (Gordon & Loeb, 2002; Gordon
& Loeb, 2002; Stehlikova & Horovcak, 2012; Singh et al., 2013; éerny, 2014). As a result of the
data analysis, we found that the surveyed enterprises use, on average, 12.63% of the total cost of IS
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(M = 12.63; SD = 15.11). However, this figure is skewed by several very high values. Mode (5%)
and median (6%) demonstrate a better picture of data distribution. They explain that most enterprises
invest around 5% of the total cost in IS. Only 10% of companies invest more than 30% in IS. On
average, small and medium-sized enterprises use IS the most, up to 18.86% of the total costs. These
are followed by micro-enterprises (10.81%) and large enterprises (9.67%). Simultaneously, the
results confirm that enterprises that trade on the Slovak electronic market indeed utilize a certain
part of the IS’s costs and deal with the security of information assets at least passively. Based on
the results of other Information Security Management System (SY) variables, we state that these
costs are used by enterprises primarily only for necessary security measures (e.g., antivirus system,
application firewall, TLS protocol, backup). We conclude that enterprises have enough available
funds for IS at the level of only 36.95 points out of 100 points (M = 36.95; SD = 32.15). Large
enterprises (up to 51.33 points) have the most of these resources, followed by micro-enterprises
(37.33 points) and SMEs (33.67 points). 50% of the values represented less than 29 points. As many
as 10% of enterprises set a value of 0 or 1 point. These enterprises do not have sufficient resources
to secure corporate information assets. The results of the research largely reflect the established
assumption. Most enterprises that trade on the Slovak electronic market lack sufficient financial
resources to protect information assets. The verification of the research hypotheses showed no
statistically significant, moderate or stronger, correlation between Costs of IS and Level of IS set by
the enterprises. Contrary to claims (Stehlikova & Horov¢ak, 2012; Singh et al., 2013; Cerny, 2014),
we did not confirm the correlation between Cost of IS and Level of IS in the e-business enterprise.
In the research, we also found that the examined groups of enterprises differ statistically significantly
in IS risk management measures. With a statistical significance of p<0.001 and a strong effect of r
= -0.77, we can confirm that enterprises with higher budgets for information protection utilize IS
risk management more. Our findings are in line with the results of a study by PwC (2015), which
states that 24% of enterprises that have increased their IS budgets are more capable of managing IS’s
risks. From conclusions of the research, the comparison of theoretical starting points and studies
carried out, it is possible to formulate realistic applicability: The processes, recommendations, and
goals of ISMS are generally applicable to any company or organization. In many instances, the
ISMS needs to be suitably adapted to the organization’s conditions. Similarly, from the perspective
of e-commerce enterprises, it is necessary to re-evaluate, modify the ISMS security requirements,
or eliminate completely some requirements due to the non-existence of a specific process in the
enterprise. We found out that surveyed organizations pay more and more attention to certification
in the field of information security. This increase in overall interest can mean that organizations
no longer perceive certificates as prestige only, but they start to attach importance to IS. It is likely
caused by the media’s cybercrime coverage and the promotional activities of organizations active in
IS. The Slovak electronic market lacks a comprehensive information security management system,
companies tend not to implement ISMS. It is interesting that companies are aware of the need to
implement ISMS. In the scientific article, we point out the applicability of ISMS process approach in
comparison with theoretical starting points. One of problems of ISMS implementation and protection
of information assets is a lack of financial resources, financial resources are used only for necessary
security measures. We point to the percentage of expenditure spent by companies on information
security, we appeal to increase this percentage, because security incidents and infiltration can cause
irreversible damage to company’s information assets. A significant contribution to the novelty and
originality of research was examinating of IS costs and the level of IS, while this relationship was
not confirmed in the e-business enterprise. We recommend companies to increase their budget in
IS also because of that we found out a statistical significance (strong effect) between the financial
budget on information protection and IS risk management. Enterprises with a higher budget for this
area can manage information security risks better.

In addition to implementing ISMS, following principles of e-commerce security, it is necessary
also remember the idea of authors (Yadiati & Meiryani, 2019): In many cases, an e-commerce company
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can survive not only on the strength of the product, but with a reliable management team, timely
delivery, good service, good business organization structure, network infrastructure and security,
website design good, several factors include: providing competitive prices, providing responsive,
fast and friendly purchasing services, provide the complete and clear information about product and
service, provide many bonuses such as coupons, special offers, and discounts, give special attention
such as the proposed purchase, providing a sense of community for discussion, input from customers,
and others, facilitate trading activities. There is a constant need to pay extra attention to e-commerce
security. Increasingly sophisticated cyberattacks threaten customer privacy and transaction safety
(Umar,Yudhana & Faiz, 2018; Chen, Cai & Wen, 2021).

The research issue is also reflected in global perspectives and its importance is strengthened at a
global level. Legislators in the European Union and individual member states have to also reflect on
increasing digitization and and those connected growing number of cyber threats. New directives and
regulations (DORA, NIS2, CER) will be transposed soon into laws of individual member countries.
All enterprises will have to respond to these changes. In case they want to secure themselves against
cyber threats, they have an ideal opportunity to do it thanks to possible external financing. The
European Union also announces financial aid schemes. It is needed to be prepared thoroughly and
take advantage of opportunities to finance digital development and security before it’s too late. The
upcoming NIS2 directive allowed EU member states relatively wide space for open implementation
of security measures (e.g. also in the field of reporting cyber security incidents). At states level this
fact could reduce the quality of correct implementation of security measures and overall security in
framework of cross-border cooperation with different levels of cyber resilience along with different
mitigation and remedial measures. It is the integrity, availability and confidentiality of processed
information in networks and information systems (including those included in critical infrastructure)
that are threatened by increasing number, frequency, scope and sophistication of cyber security
incidents. The conducted study emphasizes that the integrity, availability and confidentiality of
processed information in networks and information systems are threatened by increasing number,
frequency, scope and sophistication of cyber security incidents. The conclusions of research show that
the right way for companies is to apply a procedural approach to IT security management systems.
It guarantees adequate IT security of electronic business by minimizing consequences of risks with
appropriate security measures at acceptable costs. The results of research showed that the application
and compliance with IT security norms and standards is the only ,,safe and correct” way. However these
standards need to be adjusted and regularly updated to take into account current trends, the situation
and the state of e-business cyber security. Certification plays an important role. An independent view
of the organization from outside, as well as inside, is one of the biggest advantages of certification
because it enables a view of IT security settings from a different point and in a wider context. It
ensures that any deficiencies will be identified and addressed before they are misused.

CONCLUSION

The value of high-quality information to the enterprise is substantial. Based on accurate, complete,
confidential, and available information, the enterprise can make decisions that make it more stable,
competitive, faster growing, and adaptable to the market environment. Especially in e-business,
entrepreneurs cannot directly or appropriately target a product or service without quality customer
information. On the other hand, without detailed, complete, and reliable information, the customer
can hardly buy the product or service. Information and information assets that capture, process, store,
create, transform into knowledge, or otherwise work with information are essential in the electronic
environment. Enterprises cannot continue to operate without many information assets of high to
critical importance. Whenever the enterprise loses, impairs, discloses any crucial information asset,
or if the asset is inaccessible, the loss of credibility will cost the enterprise customers, reputation,
competitive advantage, and stability.
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Conducting business in the electronic marketplace requires the protection of all information assets
to achieve an adequate level of information security, ideally through the implementation of information
security management. We define ISMS as a comprehensive system within the organization’s
management, which protects information and information assets from information security risks.

Results and conclusions of this conducted research provide new findings not only for academics,
but also for business practice. Creating of a comparison matrix of selected information security
models provides an overview of their applicability and a clear picture for scientific and professional
public. Conclusions from investigation and verification of hypotheses identify new connections in
relationship between information security, investments and costs for information security, which
provides important information for management of electronic trading businesses.

Information security risks are caused by various threats directed towards the vulnerabilities of
enterprises’ information assets. Information security threats exploit information assets in security
incidents, which are a source of consequences of various sizes for the enterprise and its operations. In
e-business, these threats are all the more likely because the whole transformation process is secured
by information and communication technologies and computer networks. Appropriate selection of
security measures and process management of information security risks allows eliminating and
reducing individual risks to an acceptable level. The ISMS integrates the risk management process and
enhances it with a range of activities that lead to continuous, systemically, and procedurally achieved
confidentiality, availability, and integrity of information at an acceptable level from stakeholders’
perspective. The ISMS processes, recommendations, and goals are generally applicable to any business
or organization. In many instances, the ISMS needs to be adapted to the organization’s conditions.
From the viewpoint of enterprise with e-commerce, it is necessary to re-evaluate, adjust the ISMS
security requirements, or eliminate some requirements due to the non-existence of a specific process
in the enterprise.

The realized research has certain limitations. The questionnaire survey was conducted by a random
selection of enterprises in the Slovak Republic. The research sample is limited in its regional scope. The
measuring instrument can also be considered a limitation of the research since the respondents answered
the individual questions through self-assessment, while their answers could be influenced by various
factors (lack of time, imminent event when filling the questionnaire). Already during the realization of
the research, some enterprises noted that the character of the disclosed information is highly sensitive.
The degree of generalization of the research findings and conclusions is therefore limited.
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