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Abstract: This paper deals with ensuring the sustainability of the financial system and combating
hybrid threats in relation to anti-money laundering and counter-terrorist financing (AML/CTF)
measures. International cooperation in the field of combating hybrid threats is only at the beginning,
and in many ways, the experience of international cooperation in the fight against money laundering
and terrorist financing, which is based on many years of experience in the institutional and legislative
fields, could be used. Hybrid threats are constantly changing and evolving, which means our response
to them must also constantly evolve and adapt. The aim of the presented study is the analysis of
the problem of the legalization of income from criminal activity and the financing of terrorism and
their possible relationship with the fight against hybrid threats and maintaining the stability of the
financial system.

Keywords: sustainability; hybrid threats; anti-money laundering; counter-terrorist financing

1. Introduction

The financial environment, on a global scale, with its manifestations of international
interconnection and interdependence, together with financial technologies, not only main-
tains the pace of economic growth and international trade but also exposes the financial
system to many new risks, mainly in the form of hybrid threats. Frequent cyber-attacks
pose a high risk to the stability and sustainability of financial systems around the world.
The necessity of strengthening resistance to hybrid threats and the sustainability of the
financial system is the topic of the day, exploring the critical intersection between the
sustainability of the financial system and the ongoing fight against hybrid threats and
the significant requirement that is being transformed into a system of anti-money laun-
dering and counter-terrorist financing measures to ensure the integrity and sustainability
of the global financial infrastructure. Recently, international efforts have been focused
on the creation of regulatory frameworks and mechanisms aimed at combating money
laundering and terrorist financing, which has also played a significant role in mitigating
the broader risks associated with hybrid threats. This article provides an analysis of the
multifaceted challenges that hybrid threats pose to the sustainability of the financial system.
Ultimately, the sustainability of the financial system is inextricably linked to its ability to
adapt, evolve, and effectively counter emerging threats. By analyzing the complicated and
challenging relationship between hybrid threats, money laundering, terrorist financing,
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and the sustainability of financial systems, this article can open a debate and inform pol-
icy makers, financial institutions, and security experts regarding preparing, solving, and
creating effective scenarios to combat hybrid threats.

The development of new technologies in recent years has fundamentally affected the
security situation in the world. Hybrid threats are increasingly being discussed, which
are defined as a set of coercive and subversive activities through conventional and non-
conventional and military and non-military methods that can be used by state and non-state
entities in a coordinated manner to achieve specific goals without a formal declaration
of war and below the threshold for a usual response (Concept for the Fight of the Slovak
Republic against Hybrid Threats 2022). Even the war conflict in Ukraine shows how, in
addition to direct military operations, many non-military means are also used, of which
we can mainly mention enemy propaganda, support for extremism, use of national or
religious communities dissatisfied with their position in society, and support for criminal
activities, but mainly attacks on critical infrastructure. The increasing damage caused
by cyber-attacks, along with their estimated rapid increase in the coming years, makes it
critical to study them and document their origins, effects, the APTs perpetrating them, and
the greater cybercrime economy (Riggs et al. 2023).

By building human resources and technical capacities and implementing educational
and communication activities, resistance to various forms of hybrid threats in the respective
domains can be significantly increased. System weaknesses in hybrid activities will be filled
through a vulnerability audit and subsequent proposals for amending and supplementing
regulatory frameworks. In addition, Slovakia’s resistance to hybrid threats will be increased
by the implementation of a complex set of measures, which include the optimization of
processes in public administration entities, increasing educational capacities, and the acqui-
sition of new competencies and skills by public bodies through a system of professional
training (Koraus et al. 2022).

Experience from the fight against criminal activity shows the important role played
by financial institutions. Sustainable fraud detection comprises the use of sustainable and
ethical practices in the detection of fraudulent activities in the financial sector (Maashi et al.
2023; Kurshan and Shen 2020; Leonov et al. 2019; Antwi et al. 2023; Alnasser Mohammed
2021). The research (Kumar and Seetharama 2022) objectives have been to determine the
impact of the exogenous construct on anti-money laundering implementation in banks.
The impact of AML regulations on economic growth, as well as how AML regulations
affect the foreign direct investment (FDI) growth link for 165 economies worldwide, have
been the subject of scientific studies (Ofoeda et al. 2022a, 2022b, 2022¢c; Ofoeda 2022;
Ofoeda et al. 2024). It is no different with hybrid threats. On the one hand, the financial
system can be used or abused in the financing of these activities, and on the other hand, the
financial system can be the target of hybrid threats, since in every society a healthy financial
system has been the basis of the functioning of the economy. In recent years, also due to
the influence of economic and political developments, the issues of hybrid threats in the
context of financial systems have started to be discussed, mainly from the point of view of
their vulnerability and especially their sustainability. Political and economic developments
due to globalization have brought new challenges to which it is necessary to respond at
the national and international level; as the research emphasizes, some specific measures
should be taken to increase financial sustainability (Herman and Zsido 2023).

The aim of our contribution is to map the risks associated with financial systems and
define measures for their sustainable protection with an emphasis on experience in the
fight against money laundering and terrorist financing. When processing this contribution,
we used scientific and professional articles on the given issue and available official sources
of the EU and the Slovak Republic, which we subjected to analysis.

2. Hybrid Threats in Relation to Sustainable Financial Systems

The challenge of hybrid threats has become a key aspect of security policy discourse
(Bajartinas 2020), and activities associated with hybrid threats often require relatively
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complex financing, which is carried out through the existing financial system, which plays
a similar role to AML or CTF (Aho et al. 2020). Similar tools are used and often implemented
by the same participants. Therefore, in this post, we will look for ways to use knowledge
from the fight against money laundering (ML) and terrorist financing (TF).

In relation to the threats facing financial systems, we must mention the development
of financial technologies, which can be a source of potential hybrid activities. An important
fact is that financial technology firms are often relatively small firms compared to traditional
banks, but they can have a large impact on the healthy and sustainable functioning of
the financial system. Their effort to quickly obtain cheap capital can also be a problem
which can lead to a potential hybrid threat. Although banks still dominate the market for
payment transactions, innovation in payments is often associated with non-bank firms
located abroad. The security threats of these new payment systems should by no means be
underestimated (Hamed 2023).

The financial system, which consists of financial institutions, markets, tools, and
services, has the task of ensuring the smooth functioning of the state. An attack on such a
system can have major destabilizing effects and seriously threaten the functioning of any
industry. The financial market reacts to every threat, and confidence in the financial markets
is extremely important for financial stability. It is trust that is the target of hybrid threats,
whether through misinformation or a through specific attacks on the banking system,
growing civil unrest, a decrease in trust in financial markets, increasing withdrawals
from banks, and increasing the probability of an economic crisis. An attack on a bank,
investment fund, telecommunications/ ATM network, SWIFT, or central banks would be
a direct hit and could result in significant damage. It could be the failure of credit cards
and other payment systems or the unavailability of online banking, cash, payments, and
reliable bank account information. Banks may lose their ability to trade with each other,
and consequently, all parts of society would be affected. As digitization increases, so do
cyber-attacks on publicly listed financial services companies. Cyber-attacks affect all types
of entities, and by July 2019, attacks against many public institutions in Spain, Germany,
the United Kingdom, Finland, Lithuania, Bulgaria, and Croatia were reported. Large
financial institutions are aware of cyber risks and have built backup systems and taken
measures to reduce vulnerabilities. Nevertheless, there are several reasons why the current
level of protection may be insufficient from the EU’s point of view (Demertzis and Wolff
2019). Unlike potential man-made attacks, a hybrid operation may be better prepared to
overwhelm the defense system and wreak havoc using artificial intelligence. The effect
could be even more devastating if it were a coordinated hybrid operation that would hit
critical infrastructure and supply chains (Savolainen 2019).

In the modern world, almost all financial activities are conducted in digital format and
real physical money loses its meaning. The increased digitization of the financial system has
highlighted cyber vulnerabilities, where remote actors can interfere with national systems,
often anonymously. The basic source of risk for the EU financial system is the already
mentioned security policy under national competence. Financial requirements fall to the
ECB; however, security issues, such as cyber-attacks, fall under national security authorities.
There is a lack of coordination between the ECB and national authorities; although attacks
are reported to the ECB, information from the ECB is not provided to individual institutions.
In this context, the ECB could play a more positive role and act as a mediator of information.
One of the big challenges in the cyber protection of financial institutions is improving the
quality of cooperation. Given the extensive financial integration, an attack on a member
state can have significant cascading effects within the EU financial system, and therefore,
one of the big challenges is precisely the improvement of cooperation in the cyber protection
of financial institutions. In addition, when assessing cyber-attacks, operational risks are
mainly taken into account—they are mainly threats resulting from attacks by private
criminal actors, i.e., individual attacks, and there is a lack of a certain systemic view which
would include coordinated hybrid threats targeting individual entities or the financial
system as a whole and, consequently, the economy of the country. Another problem is
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that companies that have been attacked often cover up these attacks to avoid possible
financial losses and bad reputations. This, on the other hand, has the consequence that
many companies may not be aware of the seriousness of the situation and do not make
sufficient use of the possibilities of insuring against these risks (Antwi et al. 2023).

ML/TEF are now considered a classic form of criminal activity that is connected to the
functioning of the financial system. These activities often lead to a chain of various illegal
activities, from the financing of organized crime to the destabilization of governments and
the violation of the integrity of financial institutions.

To ensure the governments act in the best interest of their citizens and to realize the
United Nations Sustainable Development Goals (SDGs), governments and public sector
entities need to efficiently prevent different organizational pathologies in which money
laundering plays a very important role (Dobrowolski and Sutkowski 2020).

Subsequent recovery would require time, especially in the case of damage, manipu-
lation, or the unavailability of data. The financial system plays an important role in the
development of the economies of individual countries, and it is an important tool for the
development of international economic relations, especially when it comes to international
financial relations. From its beginning, the positive developments in international financial
relations were also accompanied by various forms of abuse of the system for various illegal
activities connected with money laundering and terrorist financing. These objectives, which
have not been studied previously, represent an important contribution because real sustain-
able concerns in banking did not emerge until recently, mainly with the adoption of the
Sustainable Development Goals, which should be reached by 2030 (Cantero-Saiz et al. 2023).

In the last decade, there has been a significant rise in cryptocurrencies on the market.
Several studies provide high-level analysis of the intersection of the cryptocurrency sector
with anti-money laundering (AML) regulations and the risk-based anti-money laundering
systems maintained by financial institutions (Faccia Alessio et al. 2020; Al-Tawil 2023;
Al-Tawil and Younies 2021; Dyntu and Dykyi 2018; Barone and Masciandaro 2019; Dupuis
and Gleason 2021; Alarab et al. 2020; Kshetri 2021; Jayasekara 2020; Kirimhan 2023).

Virtual assets present unique AML/CTF risks that have historically been overlooked
by global regulation. The potential of virtual assets as a new way of exchanging value and
the need for effective AML/CTF regulation is intriguing, but emerging issues that will
increase risks and the current global regulatory response, including reliance on centralized
intermediaries, may be holding back this potential (Schmidt 2022).

AML/CFT, covering regulatory requirements and guidelines, aim to combat fund
generation from unlawful activities. Market intermediaries receive infringement notices for
guideline breaches. Despite strengthened policies and procedures, assessing the effective-
ness of AML/CFT legislation remains crucial (Khan et al. 2021).

The Financial Action Task Force (FATF) is an independent intergovernmental body
focused on developing global policies to combat money laundering, terrorist financing, and
the financing of weapons of mass destruction. Despite its shift from rule-based to holistic
risk-based assessment during their 30-year history, the effectiveness of FATF’s framework
in preventing the criminal abuse of financial institutions remains uncertain. Artificial
intelligence (AI) holds promise in enhancing these risk-based assessments, potentially
making AML measures faster, cheaper, and more efficient for FIs by improving identifica-
tion, response, communication, and the monitoring of suspicious activities (Sultana 2020;
Goldbarsht 2022; Begishev 2021; Huarte 2020; Alessa 2019; Summerfield 2018; Chan and
Moses 2017).

The transformation of sustainability in global financial services aimed at addressing
sustainability-related risks has been long overdue and is of fundamental importance to
the future development of financial services. The call for sustainability transformation in
financial services emerged from the Paris Agreement and the UN Sustainable Development
Goal agenda (Tuyon et al. 2023).
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3. Data and Methodology

The fight is against the threat of ML/TF to global security and for the integrity of
the financial system and sustainable growth. The European Commission conducts risk
assessments to identify and respond to risks affecting the EU internal market. It advocates
the adoption of global solutions to respond to these threats at the international level. The
European Union has adopted strong anti-money laundering and anti-terrorist financing
legislation that contributes to this international effort. The Commission ensures the effective
application of this legislation by reviewing the transposition of the EU and cooperating with
networks of competent authorities (Directive (EU) 2018 /1673 2018; Directive (EU) 2018 /843
2018; Directive (EU) 2019/1153 2019; European Commission 2019a, 2019b, 2020).

The Treaty on the European Union serves as the legal foundation for adopting di-
rectives that aim to harmonize laws among member states, particularly in creating and
sustaining the internal market, which includes adjusting anti-money laundering measures.
European legislation was enacted to guarantee the effective operation of the financial
system and internal markets. Due to the evolving nature of money laundering and terrorist
financing threats, coupled with the continuous technological advancements available to
perpetrators, there remains a necessity to adapt the legal framework to address these
evolving challenges.

As part of the analysis of the problem of money laundering and terrorist financing, we
will focus on the indicator defined by the global Basel AML index, which assesses the risk
of money laundering (ML) and terrorist financing (TF) in countries by amalgamating data
from publicly available sources like the Financial Action Group, Transparency International,
the World Bank, and the World Economic Forum (Manning et al. 2021). It incorporates 15
indicators related to AML/CFT compliance, covering areas such as corruption, financial
standards, policy disclosure, and the rule of law to generate an overall risk score. This
Total Risk Score offers a comprehensive evaluation of a country’s resilience against money
laundering and terrorist financing, considering both structural and functional elements.
The scores are aggregated into a composite index using qualitative and expert rankings,
resulting in a final country ranking. The data should be read in conjunction with the
analysis and description of the methodology and indicators. Without this background, the
results can be easily misunderstood or distorted. The Basel AML Index does not measure
the actual amount of money laundering or terrorist financing, rather it is aimed at assessing
the risk of such activity. ML/ TF risk is understood as a broad area of risk in relation to a
country’s vulnerability to ML/TF and its capabilities to counter them. The source of the
data is the annual reports of The Foundation of the Basel Institute on Governance (Basel
AML Index 2012). The analysis of the Basel AML index itself covers the period from 2012
to 2020 in 23 selected EU countries and Great Britain. The average value of the Basel AML
index in the monitored period is 4.445 £ 0.103, while Finland (3.019 + 0.341), followed
by Estonia (3.163 + 0.383), Slovenia (3.593 £ 0.229), and Bulgaria (3.761 % 0.260). On the
contrary, the country with the highest ML /TF risk in the observed period is Luxembourg
(5.584 £ 0.445), followed by Greece (5.424 + 0.780), Italy (5.232 £ 0.226), and Germany
(5.113 £ 0.445). Figure 1 provides a graphical representation of the change in the value of
the Basel AML index in the monitored period and in selected EU countries.

As a part of the analysis, we will try to define the relationship between the risk of the
legalization of income from criminal activity and the financing of terrorism (Basel AML)
and the global indices CPI, EFI, SEDA, and DBI, which will act as independent predictors.
The basic problem is therefore the analysis of the relationship:

Basel AML = f(CPI, EFI, SEDA, DBI)5415_2020 @)
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Figure 1. Change in the value of the Basel AML index in the monitored period from 2012 to 2020 in
selected EU countries.

Therefore, the basic input predictors are the following selected global indices, which
evaluate the risk of corruption, economic freedom, the prosperity of the country, and the
ease of conducting business, i.e., predictors where we assume their significant influence on
ML/TF risk.

1. CPI—The Corruption Perceptions Index is an index that focuses on the percep-
tion of the existence of corruption among public administration officials and politicians
and defines corruption as the abuse of public authority for personal gain. The index
ranges from 0 to 100, with a value of 0 representing a very corrupt country and a value
of 100 representing a country without corruption or with a minimum of corruption
(Wilhelm 2002). The average value of this index in the monitored period from 2012 to
2020 in selected EU countries is at the level of 65.579 & 2.035, while the highest average
values and thus the lowest levels of corruption are recorded from available sources in
Denmark (89.222 + 1.374), Finland (87.000 £ 1.675), the Netherlands (82.556 + 0.558), and
Luxembourg (81.222 £ 1.262). On the contrary, the highest average levels of corruption are
recorded in Bulgaria (42.444 £ 0.950), Romania (45.222 + 1.574), Greece (46.000 £ 2.578),
and Hungary (47.778 £ 3.233).

2. EFI—The Index of Economic Freedom by the Heritage Foundation evaluates coun-
tries based on twelve factors: property rights, judicial effectiveness, government integrity;,
tax burden, government spending, fiscal health, business freedom, labor freedom, monetary
freedom, trade freedom, investment freedom, and financial freedom (Dialga and Vallée
2021). The EFI Index evaluates the level of economic freedom based on the following
12 quantitative and qualitative factors grouped into four broad categories or pillars of
economic freedom: 1. rule of law (property rights, government integrity, judicial effective-
ness), 2. government size (government spending, tax burden, fiscal health), 3. effectiveness
of legal regulations (freedom of business, labour freedom, monetary freedom), 4. open
markets (freedom of trade, freedom of investment, financial freedom). Each of the twelve
economic freedoms within these categories is rated on a scale of 0 to 100. A country’s
overall score is derived from the average of these twelve economic freedoms, giving
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equal weight to each. The average value of the index of economic freedom in the mon-
itored period from 2012 to 2020 is 69.595 £ 0.809, while the highest average values are
recorded in the countries of Ireland (78.356 + 1.727), Estonia (77.233 £ 0.960), Great Britain
(77.089 * 1.400), and Denmark (76.533 £ 0.871). Conversely, the lowest average val-
ues of the EFI index in selected EU countries in the monitored period are in Greece
(56.456 + 1.852), Croatia (60.944 + 0.854), Italy (62.133 £ 0.891), and Slovenia
(63.378 £ 2.484).

3. SEDA—Sustainable Economic Development Assessment. The SEDA score aids in
assessing the effectiveness of countries in transforming their wealth (expressed in per capita
income) into prosperity. This assessment is represented by the wealth-to-prosperity ratio,
comparing a country’s SEDA score to the expected score based on its GNI per capita. The
coefficient serves as a relative indicator, with a value of 1.0 indicating welfare aligned with
expected income levels. Countries with a coefficient above 1.0 provide higher well-being
than expected, while those below 1.0 generate lower prosperity than anticipated (Huang
et al. 2012). The average value of the SEDA index in selected EU countries in the monitored
period of 2012-2020 reaches the level of 73.556 + 1.124. Among the countries with the
highest values of the SEDA index are Finland (84.422 + 0.300), Denmark (83.978 + 0.245),
Sweden (83.978 & 0.501), and Luxembourg (83.622 + 0.693). The countries with the lowest
SEDA index values include Romania (56.900 £ 0.939), Bulgaria (58.000 £ 1.087), Greece
(63.411 £ 0.614), and Croatia (63.411 £ 0.753).

4. DBI—Doing Business Index. The DBI quantifies scores by calculating percentiles
for individual indicators, followed by determining the arithmetic mean for each monitored
dimension in the business environment. The resulting country ranking is determined
by re-averaging these average percentiles and ordering them mathematically from the
smallest to the largest percentile (Giirler 2023). The evaluated areas and indicators include
starting a business, dealing with construction permits, obtaining electricity, registering
property, obtaining credit, protecting minority investors, paying taxes, trading across
borders, enforcing contracts, and resolving insolvency. The average value of the DBI in-
dex in selected EU countries in the monitored period of 2012-2020 reaches the level of
75.441 £ 0.677. The countries with the highest values of the DBI index, i.e., countries
with a simple business environment, include Denmark (84.756 + 0.312), Great Britain
(83.533 £ 0.409), Sweden (81.978 £ 0.223), and Finland (80.378 £ 0.551). The coun-
tries where the DBI index acquires the lowest value in the monitored period are Greece
(66.289 + 1.643), Luxembourg (68.667 £ 0.942), Croatia (70.467 £ 2.749), and Hungary
(70.922 £ 1.964).

We apply neural networks and the STATISTICA program to the analysis of relation
(1) within the submitted contribution. An artificial neural network (ANN) is made up of
mathematical neurons, primitive units, where each one processes weighted input signals
and generates an output. A neural network represents a topological arrangement of
individual neurons in a structure that communicates using oriented, graded connections.
Thus, each artificial neural network is, among other things, characterized by the type
of neurons, their topological arrangement, and the strategy of adaptation during the
training (learning) of the network. It is called “forward” because the signal propagates
unidirectionally from the input to the output of the network. We divide the data file
intended for analysis into:

- Training set of data—a randomly selected part of the data that is used for learning the
network;

- Test set of data—another part of the data that is used to stop training so that the
network is not overdetermined;

- Validation set of data—the remaining part of the data with which we will verify the
final quality of the model. These are data that were not available to the model either
during training or during testing.

In the case of poorly chosen sets, there may be problems with the resulting model;

e.g., the model may be over specified for one of the data sets. In general, if the network



J. Risk Financial Manag. 2024, 17, 55

8 of 16

contains a small number of neurons, its ability to capture and describe the dependencies in
the training data is weaker. If, on the other hand, the network contains too many neurons,
this network will probably have no problem finding and representing dependencies in
the training data, but its ability to generalize, that is, the ability to find the correct result
for new data, may be worse. We call such a phenomenon overfitting of the network.
Overdetermination can occur when the model contains too many input parameters and
relatively few observations. The goal is therefore not to maximize network performance on
training data but a reasonable compromise between training performance and the ability to
generalize knowledge in new data. Therefore, it seems important to divide the data into
the three basic groups mentioned above. Typically, this division is made in the ratio of
50-25-25, or 70-15-15. The performance on each of these sets is then reported in the results,
while we generally choose a model that does not have fluctuations that are too large on
individual sets. The data file represents a matrix (216 x 5), while the data are distributed
in the proportion 70% (Train):15% (Test):15% (Validation). Due to the prevalence of this
approach to data analysis, we will not deal with the theoretical side of the issue of artificial
neural networks in more detail. The five most suitable networks (ANN1 to ANNDb) were
used for the analysis of the investigated problem, the basic characteristics of which are
listed in Table 1.

Table 1. Basic characteristics of applied neural networks.

Statistics ANN; ANN, ANN, ANNy ANNS5
Network name MLP 4-22-1 MLP 4-26-1 RBF 4-13-1 MLP 4-4-1 MLP 4-26-1
Training performance 0.735386 0.636932 0.551740 0.605559 0.631275
Test performance 0.695341 0.646213 0.510110 0.677413 0.573129
Validation performance 0.600524 0.454051 0.364583 0.586650 0.387612
Training error 0.136460 0.176423 0.212416 0.188096 0.178552
Test error 0.167681 0.209995 0.241033 0.181624 0.217556
Validation error 0.147947 0.185556 0.294384 0.160012 0.201938
Training algorithm BFGS 71 BFGS 38 RBFT BFGS 19 BFGS 83
Error function SOS SOS SOS SOS SOS
Hidden activation Tanh Tanh Gaussian Logistic Tanh
Output activation Identity Tanh Identity Logistic Sine

The best characteristics of the generated neuron structures are shown primarily in MLP
(Multilayer Perceptron) networks and in one RBF (Radial Basis Function) network. Artificial
neural networks are defined in the hidden layer by a minimum of 4 and a maximum of 26
neurons. The sum of squares function is used as the error function in all generated networks,
and Gaussian function and logistic function or hyperbolic tangent were used to activate
the output function, constant function, logistic function, hyperbolic tangent function, or
sine function. The BFGS (Broyden-Fletcher-Goldfarb—Shanno) algorithm was used as the
basic training algorithm. The BFGS algorithm stands out as a variant of the second-order
optimization technique, leveraging the second-order derivative of the objective function.
Classified as a quasi-Newtonian method, it falls within the category of algorithms that
approximate the second derivative, commonly referred to as the Hessian. This approach
becomes particularly valuable in optimization problems, where quantifying the second
derivative proves challenging. Widely acknowledged as the most employed second-order
algorithm for numerical optimization, the BFGS algorithm typically finds application
in adapting machine learning algorithms. It originates from the family of algorithms
extending the Newton method optimization algorithm, collectively referred to as quasi-
Newton methods. The Newton method, also a second-order optimization algorithm, relies
on the Hessian matrix. However, its limitation lies in the need to calculate the inverse of the
Hessian matrix. This operation is not only computationally expensive but may lack stability
depending on the attributes of the objective function. Quasi-Newton methods are among
the most widely used methods of nonlinear optimization. They are incorporated into
several software libraries, proving effective in finding solutions to a wide variety of small
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to medium-sized problems, especially when the Hessian version is difficult to compute.
The primary difference between the various quasi-Newton optimization algorithms lies in
the particular method employed to quantify the approximation of the inverse Hessian. The
BFGS algorithm offers an outstanding approach to updating the inverse Hessian calculation
without the need for recomputing each iteration. It, along with its extensions, may be one of
the most widely used quasi-Newton or second-order optimization algorithms in numerical
optimization. The advantage of using the Hessian, if available, lies in its capability to decide
both the direction and the step size necessary to alter the input parameters strategically
minimizing or maximizing the objective function. Quasi-Newton strategies, like the BFGS
algorithm, approximate the inverse Hessian, enabling them to determine the direction
of movement. However, the challenge stems from the absence of step-size information.
This is the hurdle that the BFGS algorithm solves by looking up rows in the selected
direction to determine the optimal distance to move. In-depth information about the
BFGS algorithm can be found in studies such as those conducted by Wu et al. (2020) and
Nezhad et al. (2013).

To select the most suitable neural network (ANN1-ANNS5), we apply basic deviations
between the values calculated using neural networks and real data. We present these basic
statistical characteristics of deviations in Table 2.

Table 2. Descriptive statistics of deviations of applied neural networks.

Variable ANN; ANN, ANN; ANN, ANN;
Valid N 216 216 216 216 216
Mean —0.368% 0.480% —0.367% 0.817% 0.221%
Median —1.905% —0.173% 0.079% —0.655% ~1.111%
Minimum —34.068% —33.134% —43.388% —35.581% —30.691%
Maximum 37.048% 40.478% 35.589% 43.192% 40.098%
Lower Q —8.012% —8.108% —9.984% —8.820% —9.578%
Upper Q 6.803% 9.437% 9.114% 9.041% 8.902%
Range 71.116% 73.612% 78.977% 78.773% 70.789%
Quartile R 14.815% 17.546% 19.099% 17.861% 18.480%
Std.Dev. 12.630% 13.997% 14.730% 13.851% 14.189%
Skewness 0.345926 0.334813 0.018631 0.466462 0.387799
Kurtosis 0.648217 0.293565 —0.098713 0.474595 0.103286

The smallest deviation of the predicted and actual data is shown by the neural net-
work ANNS5 (MLP 4-26-1) and reaches 0.221 £ 1.892%, with the second highest value
of the non-parametric showing position measure, which is the median at the level of
—1.111%. This analyzed neural network is also the lowest value of the range, i.e., the
difference between the minimum and maximum value at the level of 70.789%, with the
smallest minimum value at the same time (—30.691%). However, the interquartile range
of the deviation shows the second highest value (18.480%) and the second highest value
of the standard deviation (14.189%). If we analyze only the validation group of data
(N = 32) of the neural network ANNS5 (MLP 4-26-1), then the average deviation value is
1.391 £ 5.176%, with a median value at the level of 1.542%. The value of the margin of
deviation is 64.188% and the value of the interquartile range is 18.887% for this network.
ANNG3 (MLP 4-4-1) shows the second lowest average deviation of predicted and real values
for the entire data set at the level of 0.367 & 1.964%, with the lowest value of the median
deviation at the level of —0.079%. However, the minimum deviation value represents
—43.388% and the deviation range represents the highest value compared to the other
considered neural networks and reaches 78.997%, with the highest value of the interquartile
range at the level of 19.099%. Based on the results shown in Table 2 and at the same time
based on the analysis of deviations between predicted and real data of individual data
groups (training, testing, validation), we will choose the ANN5 neural network (MLP
4-26-1). The selected neural network with label ANN5 (MLP-4-26-1) is characterized as
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follows: MAE = 0.167, MAPE = 8.217%, MSE = 0.234, RMSE = 0.315. The stated values give
a good starting point for drawing relevant conclusions.

4. Results and Discussion

The first partial conclusion of the analysis is the result of the sensitivity analysis. From
the above analysis, it follows that the most significant predictor in terms of model (1),
which significantly affects the conditional value of the studied variable Basel AML, is the
global CPI index, which, as we have already stated above, focuses on the perception of the
existence of corruption among public administration officials and politicians and defines
corruption as the abuse of public power for personal gain. The share of this index (CPI) in
the total change in the Basel AML value is 37.620%. The second most significant regressor
within model (1) is the global SEDA index, with a share in the change in the value of the
investigated variable at the level of 27.860%. The third most important regressor of model
(1) is the global DBI index, with 20.866% influence, and finally, the smallest influence is the
index of business freedom, i.e., the global EFI index, with 13.654% influence. The analysis
of the selected interrelationships of the input variables (CPI, SEDA, DBI, EFI) and their
influence on the change in the value of the investigated response, which is the global Basel
AML index, is presented in Figures 2—4.

Basel AML

WY 1204

Figure 2. Predicted impact of the global CPI and SEDA indices on the change in the value of the Basel
AML index.

The graphic representation of the two most significant predictors of model (1) that
influence the change in the value of the Basel AML index is the perception of the risk of
corruption among public administration officials and politicians and defines corruption as
the abuse of public power for one’s own benefit, expressed by the CPI index and the ability
of countries to transform their wealth into prosperity, while this ability, as defined by the
global SEDA index in the monitored period of 2012 to 2020 in 23 selected EU countries and
Great Britain, is shown in Figure 2. The first conclusion, which is based on the nature of
the predictors used, is the fact that by increasing the value of the CPI index, i.e., a lower
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level of corruption risk, the value of the Basel AML index decreases globally. At the same
time, Figure 2 shows the dominant influence of the CPI index on the overall change in the
monitored variable. Figure 2 further shows that even if the value of the SEDA index is at
its maximum level, and at the same time the CPI index is at the lower interval of values,
the risk of the legalization of income from criminal activity is minimal. At the same time,
the smallest predicted value of the Basel AML index is at values of the CPI index in the
interval of about 65 to 72 and subsequently at the maximum values of this index. On the
other hand, the maximum predicted value of the risk of the legalization of income from
criminal activity and the financing of terrorism is at the maximum value of the SEDA index,
i.e., in the case where countries are able to transform their wealth into prosperity very
effectively, but at the same time, there is the highest risk of corruption, which is expressed
by the minimum value of the CPI index.

Basel AML
-7
I <65
B <5.5
M <45
M <35

—“'“V leﬂg

Figure 3. Predicted impact of the global CPI and DBI indices on the change in the value of the Basel
AML index.

The second analyzed pair of predictors of model (1) and their influence on the condi-
tional predicted value of the Basel AML index is the CPI index and the DBI index, which
essentially expresses the ease of conducting business (Figure 3). Even in this case, it is
possible to identify a significant influence of corruption risk perception (CPI) on the change
in the value of the ML/TF problem (Basel AML).

Figure 3 shows that the minimum predicted values of the Basel AML index are
achieved in the case of the lowest level of corruption risk (CPI), and at the same time, a
high value of the DBI index, i.e., in countries where the business environment is simple.
The minimum ML/ TF risk values are therefore at a value of the CPI index greater than 65
and at a value of the DBI index higher than 83. On the contrary, the highest values of the
predicted value of the Basel AML index are observed at a value of the DBI index lower than
63, but also in the case where the business environment is simple, but at the same time,
there is a high risk of corruption by civil servants and politicians.
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Figure 4. Predicted impact of the SEDA and EFI global indices on the change in the value of the Basel
AML index.

The last analyzed pair of predictors of model (1) and their influence on the change in
the ML/FT perception value (Basel AML) is the global index SEDA and EFI, i.e., freedom
of business (Figure 4).

Figure 4 shows that the predicted value of the Basel AML index, i.e., the highest level
of ML/FT risk, is at high values of the EFI index, i.e., in countries with a high degree of
business freedom. At the same time, however, it is necessary to be aware of the fact that
ML/TEF risk has an increasing tendency even in countries that have a low level of business
freedom, but at the same time, the value of the SEDA index, i.e., the country’s ability to
transform its wealth into prosperity, is decreasing. The ML/ TF risk prediction problem is a
complex problem, and within the analysis, we focused only on the basic input factors that
could influence the value of the Basel AML index.

5. Conclusions

In the current era, which has typical manifestations of interconnectedness and interde-
pendence within the global financial system, the manifestations and risks of hybrid threats
are becoming more frequent. The sustainability and stability of financial systems in the
global environment is destabilized through cyber-attacks from terrorist financing. The
comprehensive research carried out in some contexts revealed the interdependencies of
the sustainability of the financial system and the ongoing fight against hybrid threats. The
key role played by AML/CTF measures as an integral part of ensuring the integrity and
existence of the global financial infrastructure was emphasized.

An important step and contribution were the implementation of the international
community in the form of the creation of regulatory frameworks and mechanisms to combat
ML/TE The United Nations Sustainable Development Goals (SDGs), adopted in 2015, are
the most relevant global agreements on 17 of the most important issues that are crucial to all
countries and their societies. The achievement of all SDGs requires a reduction in the scale
of money laundering destabilizing domestic economies (Dobrowolski and Sutkowski 2020).
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The impact of these measures was not only aimed at limiting illegal financial flows
but also aimed at mitigating the impact of hybrid threats. However, our contribution
revealed persistent challenges and vulnerabilities in the financial system, especially due
to permanent developments in the area of malicious attacks and threats, which need
to be responded to operationally and systematically in the innovation process of AML
and CTF measures. In this context, it is important to emphasize that the sustainability
of the financial system is the joint responsibility of representatives of the state sector,
legislators, regulators, financial institutions, and security and IT experts and their holistic
and adaptive approach to the sustainability of the financial system. By analyzing the
complicated connections between hybrid threats, money laundering, terrorist financing,
and the financial system, the current challenges for stakeholders have been raised, which
can result in informed decision-making, support for cooperation between stakeholders, and
better decision-making processes directed towards such innovations, which will minimize
the impacts and consequences of hybrid threats.

Hybrid threats have become an everyday part of our society, and therefore, the fight
against hybrid threats must be continuous and comprehensive. The EU and NATO have
adopted several measures that we have also implemented in our practice. We cooperate
closely at the international level but also at the national level. The agenda of the fight
against hybrid threats is a priority of several ministries, of which the Ministry of Foreign
Affairs and European Affairs of the Slovak Republic, the Ministry of Defence of the Slovak
Republic, and the Ministry of the Interior of the Slovak Republic have the most significant
share. In recent years, several fundamental documents have been adopted that regulate
the fight against hybrid threats. In 2022, the Action Plan was adopted, which deals with
the most important tasks that a company must solve in six segments. An important role
is also played by the academic sector, which participates in the analysis of the situation,
proposes measures, and helps in their implementation. We see an irreplaceable role in the
education of citizens of all age categories, especially in developing their critical thinking
and resistance to the misinformation that currently surrounds us. In these contexts, it
is necessary to emphasize the significance and importance of education in the areas of
AML, hybrid threats, and sustainability, to which several scientific research and publication
outputs are devoted (Alsuwailem and Saudagar 2020; Pourhabibi et al. 2020; Jensen and
losifidis 2023). It is also important that the measures are accepted and supported by most
of the population.

In connection with hybrid threats, it is necessary to use institutional and legal safe-
guards against money laundering and terrorist financing. The fight against money launder-
ing has been associated with 50 years of experience, which has been extended for 20 years
by the fight against the financing of terrorism. Despite many years of experience, issues
related to money laundering and terrorist financing are still relevant and new challenges
are emerging that need to be addressed.
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